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ABSTRACT

Federated Learning (FL) is emerging as a premier paradigm for privacy-preserved Machine Learning (ML), enabling devices to
train models without central data pooling collaboratively. In the contemporary Internet of Things (IoT) landscape, characterized
by escalating energy consumption and associated carbon footprint, FL is recognized not merely for its privacy features. Intrin-
sic to decentralized architectures such as FL, secure communication is based on digital signatures to guarantee integrity. This is
particularly evident in sensitive sectors such as the Internet of Vehicles (IoV), banking, and healthcare. Integrating FL becomes
imperative and intricate as these sectors are intertwined with the IoT fabric. Our study unveils “Secure Federated Learning Frame-
work (SecFL),” a pioneering decentralized framework combining FL and sustainable computing. SecFL offers defences against
adversarial attacks such as data poisoning and label flipping. Utilizing the Rivest-Shamir-Adleman (RSA) asymmetric encryp-
tion algorithm for securing digital communications and transactions, combined with ElGamal encryption and a private Ethereum
blockchain, ensures enhanced client-specific security. Our research emphasizes the formal modeling of adversarial dynamics using
High-Level Petri nets (HLPN) within the FL-IoT ecosystem, balancing system dynamics and energy conservation. Our model con-
sistently outperforms contemporary solutions in accuracy and time efficiency after validation. As IoT burgeons into domains
like environmental monitoring, smart cities, and energy grids, the SecFL framework, fostering FL, optimizes energy utilization
and bolsters resource efficiency. In our comparative analysis, the Elliptic Curve Digital Signature Algorithm (ECDSA) algorithm
demonstrates superior transaction latency and verification time compared to RSA and Elliptic Curve Cryptography (ECC).

1 | Introduction is evident. Yet, this interconnected surge raises concerns over

energy consumption, carbon footprint, and data privacy. Amidst
The proliferation of the Internet of Things (IoT) shows both this backdrop, Federated Learning (FL) stands as a promising
unparalleled opportunities and associated challenges. As billions ~ beacon. This Machine Learning (ML) paradigm facilitates collab-
of devices interlink, exchanging and processing data, the poten- ~ oration across diverse entities to hone a shared model, all while
tial for revolutionizing sectors from healthcare to transportation ~ ensuring data remains localized, never migrating to a centralized
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server or other participants. The essence of FL revolves around
decentralization: Model updates journey to the central hub for
aggregation, and the refined model is dispatched back to partici-
pants. This iterative progression persists until the model reaches
adesired fidelity. However, the journey is strewn with challenges.
While FL offers an antidote to the energy drain of centralized
data exchange, it confronts potential data privacy breaches dur-
ing model training. The sheer diversity of devices in FL amplifies
the attack surface, making data privacy a paramount concern [1].

Existing research underscores the tenacity of adversarial attacks,
especially within decentralized ecosystems. Tools like differen-
tial privacy, designed to cloak individual data points in vast
datasets, grapple with integration challenges in FL. Crafty adver-
saries equipped with subtle strategies can induce perturbations
that manipulate ML models. Given FL’s applicability in sen-
sitive sectors like healthcare and finance, even minute lapses
can lead to serious consequences, necessitating robust defenses
against threats like label flipping and data poisoning [2]. To
address these concerns, FL enthusiasts are converging on an array
of privacy-enhancing and energy-conserving strategies. Encryp-
tion emerges as a linchpin, safeguarding data during transmis-
sion and simultaneously curbing energy overheads. The surge in
trusted execution environments, differential privacy, and Elliptic
curve cryptography (ECC) represents a sophisticated approach to
public-key cryptography, founded on the algebraic structure of
elliptic curves over finite fields. Furthermore, Digital Signature
encryption significantly enhances the security framework of FL.
[3, 4]. Yet, as illuminated by Malik et al. [1], the path is fraught
with challenges. ECC, despite its merits, is vulnerable due to its
concise key sizes, making it susceptible to Pollard RHO attacks.
The fusion of DS encryption with the Pollard-RHO technique,
renowned for addressing large integer challenges, beckons fur-
ther exploration |5, 6].

We present the Secure Federated Learning Framework (SecFL),
a cutting-edge decentralized architecture specifically designed
to enhance the security of FL. SecFL melds the Elliptic Curve
Digital Signature Algorithm (ECDSA) with a private Ethereum
blockchain, augmenting it with cryptographic protocols to for-
tify global parameters, safeguard client data, and authenticate
clients. Striking a balance between decentralized parameters and
energy thriftiness, we envision a paradigm that embodies secu-
rity and sustainability. Our subsequent exploration, underpinned
by High-Level Petri nets (HLPN), offers a mathematical perspec-
tive to dissect the dynamic interplay between adversarial and
defensive entities [7]. Existing discourses pinpoint the gap in ECC
vulnerability analysis. Our endeavor successfully orchestrates a
Pollard RHO attack on ECC, demonstrating a model that champi-
ons ECDSA security and resists threats. Empirical evaluations on
datasets from banks, hospitals, and IoVs corroborate our model’s
computational cost, accuracy, and security efficacy.

In summation, our contributions include
« A comprehensive review of contemporary research, spot-
lighting existing gaps.

« A robust security blueprint for global model parameters, tai-
lored for IoT-centric environments, healthcare realms, and
financial infrastructures.

« A counterstrategy to thwart Pollard RHO vulnerabilities in
ECC, ensuring an ecosystem that harmoniously combines
privacy with sustainability.

« A blockchain-driven framework for decentralized client val-
idation, anchoring its strengths in digital signature-centric
security and energy conservation.

Subsequent sections of this paper are structured as follows:
Section 2 delves into related works. Section 3 shows the primary
study, Section 4 analyzes the attacker model, and Section 5 eluci-
dates the architecture of the proposed model in detail. Section 6
discusses the implementation of SecFL ventures into the Formal
Modeling of HLPN. Section 7 offers a comparative analysis and
discusses implementation results. Section 8 concludes the paper.

2 | Literature Evaluation

In this section, we review the existing research, primarily focus-
ing on the vulnerability of ECC, especially through the use of
the Pollard RHO algorithm. Additionally, this literature review
emphasizes the security features of the ECDSA. Table 1 summa-
rizes our findings.

In recent years, the adoption of ECC and ECDSA to enhance the
security and efficiency of decentralized systems has increased.
Authors like Genc [16] have identified ECC vulnerabilities and
proposed countermeasures against fault attacks. In conclusion,
while significant advancements have been made in ensuring
decentralized systems’ security and ML models’ security, the
existing vulnerabilities, especially those related to ECC and the
Pollard RHO algorithm, need urgent attention and mitigation.

3 | Preliminary Study

This section discusses the key concepts utilized in our pro-
posed methodology. These foundational insights will help readers
understand the subsequent sections of the study.

3.1 | Federated Infrastructure

FL-based frameworks enhance collaborative learning of a shared
model among devices without necessitating the exchange of con-
fidential data, boosting both privacy and security. Traditional cen-
tralized ML approaches typically gather and transfer raw data to a
central server for training. Such practices can result in significant
communication overhead and delays, especially when dealing
with large datasets or bandwidth-constrained devices. FL-based
frameworks help mitigate these challenges by minimizing the
data transmitted across the network, leading to reduced commu-
nication costs and latency [21].

Our proposed model secures federated learning with an ellip-
tic curve digital signature. In Figure 1, the task publisher is
tasked with defining and disseminating the ML objective to the
FL clients. The SecFL framework permits a client or an exter-
nal entity to act as the task publisher, coordinating with the
main system to distribute tasks. FL clients contribute local data
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to the training process. Each client’s dataset undergoes training
on its respective device, and subsequently, model updates are for-

- R $ >
g .g o) g <, 2 g .a g § warded to the central system for aggregation. The SecFL frame-
g = ::3 § w . = SZ 8 2 work encompasses modules for data preparation, model training,
,g & § < L= j:‘@ = ‘i% % S @ and model updates. Crucially, FL enables collaboration without
o g} ©n o
Sl o OOD 2 g =) ,g ‘g 925 £ § a centralized data repository, placing reliance on the client’s end.
o —_— =1
g f g ﬁ g8 ;) = : fa g g k= In the SecFL system, client model updates are digitally signed to
oy . p— 175] .« . . . . . .
I § = =X 2 é S a LE 9 assure authenticity and data integrity. Moreover, Digital Signa-
8 e % g = 3 L; 'g 5 ‘é ture provides additional protection for sensitive local data. A des-
< . .
=3% = = ignated model aggregator does the aggregation of model updates
Cl 13 « . . . c e
from various clients. This aggregator processes the individual
models into a consolidated global model relayed to the clients.
o Within the SecFL framework, DS ensures that the aggregator can
2 g _5 ) . function without directly accessing users’ raw data. The aggre-
5 § s = g gator employs a validation entity to verify model updates from
i = g ;:3 3 clients. This setup, intrinsic to FL, facilitates collaborative model
) = . . . . o
3|5 S 85 4 s training without a centralized data repository, further fortifying
2| =% SEEE 2 i
g| =38 0 50o% = data privacy.
ElE% Y-8% %
<|E O RN =
o5 B g3 & E
5 3 £ g B 8, 3.2 | Rivest-Shamir-Adleman Algorithm
Z 2873 5
R gt °
3 (2) § g Z The Rivest-Shamir-Adleman algorithm (RSA), a renowned
©v o« public-key encryption algorithm, offers the potential for secure
FL [22]. This study introduces a secure decentralized system
anchored on FL and the ECDSA. While RSA can be leveraged
. ° b= like ECDSA to safeguard the FL process, it is noteworthy that
g g o § £ S RSA employs a distinct mathematical approach to attain compa-
+~ =] .
w| & % ER ) g § rable outcomes. Both ECDSA and RSA generate key pairs con-
% 3 i_, s g § fé = ‘g sisting of a private and a public key, facilitating the creation and
g a g g @ E* oy g- verification of digital signatures. RSA’s computational complex-
T 273 = =
% E = g g = S B¢ ity is a drawback, especially when dealing with large key sizes.
e | = g 835 < = & _Og Such complexity can impede the FL process, especially when
2lz2s8¢ 8 38 li dd involved
<= 242 3 S S 5 numerous clients and data sources are involved [23]. Our pro-
§ g3 2, 3 E 28 posed architecture prefers ECDSA due to its rapid execution and
A E & A robust security features. Desired security levels, available com-
© putational resources, and specific use cases often influence the
choice between ECDSA and RSA. While we’ve showcased the
o0 S efficacy of ECDSA in securing FL, RSA remains a commendable
g E alternative for similar applications.
=) g S
Eﬁ §e 8 £ =
AR £ =
TlE2E é 3 = 3.3 | The Elliptic Curve Digital Signature
o = - .
§ IR 2 & Algorithm
s| 285 = &
m =
g % The Elliptic Curve Digital Signature Algorithm (ECDSA) is a
= - public-key cryptography technique developed to generate digital
signatures, ensuring data and communication security. Within
| o o ~ FL, ECDSA authenticates model updates shared between clients
§ § g § and servers. ECDSA produces a pair of private and public keys.
The private key remains confidential with the owner, while the
public key is disseminated. Messages are signed using private
—~ § keys and verified with public keys. In FL, ECDSA plays a piv-
?g o E otal role in verifying model updates. Absent such a mechanism,
é = ﬁcﬂ; malicious clients might send spurious updates or interfere with
S _ 3 E genuine updates, potentially leading to flawed or compromised
e E O] ) models. ECDSA boasts several advantages over traditional digital
e o0 g °; signature algorithms, especially regarding security. It is computa-
- . . . . .
al8]¢S CQD) = tionally efficient, features a compact key size—ideal for mobile
2|5 A . A devices—and offers resilience against signature forgery and key
< [<|E O &
H recovery attacks [24].
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4 | Exploiting ECC With Pollard RHO

We executed the Pollard RHO attack, targeting the specific
properties of the elliptic curve integral to the ECC technique.
This attack facilitates the extraction of the private key using a
compromised public key. Pollard’s RHO algorithm is a popular
choice for addressing the discrete logarithm problem inherent
to ECC, which underpins many cryptographic systems [25]. An
attacker can employ various strategies, such as label flipping and
data poisoning, to compromise the integrity of the foundational
dataset. Label flipping involves manipulating the data labels to
misguide the model during training. On the other hand, data
poisoning modifies the input data, leading the model to pro-
duce inaccurate predictions or outcomes. The subsequent section
elaborates on the step-by-step implementation of the Pollard
RHO attack.

4.1 | Analysis of Attack Detection in ECC Using
Pollard RHO

The Pollard-RHO method offers a solution to the discrete loga-
rithm problem on elliptic curves. It searches for a recurring point
on the curve by stochastically cycling through points and curve
sequences. Once such a recurring point is identified, it can be
used to compute the discrete logarithm. Pollard RHO holds cer-
tain advantages over other methods addressing the discrete loga-
rithm problem. By identifying recurring processes, the algorithm
identifies curves. Its parallel execution across multiple processors
diminishes computation durations and augments the likelihood
of finding a solution. The method begins by randomly select-
ing two points on the curve and generating a series of points.
It employs collision detection to spot sequence cycles, which in
turn aids in solving the discrete logarithm problem. Distributing
this computation across various devices further trims down the
required time. Pollard’s RHO Attack offers superior performance

Secure communication with clients using global parameters in the SecFL Network Model.

for ECC compared to other discrete logarithm techniques. A few
notable advantages include:

« Efficiency: Parallel processing accelerates computations and
bolsters the chances of a successful solution.

« Memory Conservation: The technique requires less mem-
ory than traditional methods, favoring devices with limited
memory capacity.

« Resistance to Side-Channel Attacks: The approach is fortified
against side-channel cryptographic attacks that exploit vul-
nerabilities in cryptographic system defenses.

Pollard’s RHO Attack adeptly and efficiently tackles the discrete
logarithm problem on elliptic curves.

4.2 | Compromising Secure Private Blockchain
(Secprivchain) Security With Pollard RHO

The presented process, as depicted in Figure 2, outlines the struc-
ture of our framework. Within this structure, Algorithm 1 is pro-
posed for the SecurePrivChain model, aiming to train global ML
models securely and privately. This algorithm accepts a set of
clients (K), encrypted model parameters (Go), and a designated
number of iterations (T) as input. After T iterations, the output is
the trained global model parameters (G¥).

The algorithm divides the points on an elliptic curve into three
distinct subsets (S1, S2, and S3) while defining initial random val-
ues for two sequences (a and b) slated for subsequent iteration. It
then generates a pseudorandom sequence of points on the ellip-
tic curve, utilizing the initial values of a, b, and the subsets S1, S2,
and S3. A cycle-finding mechanism detects the onset of repetitive
sequences or cycles, identifying such occurrences as “collisions.”
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ALGORITHM1 | SecurePrivChain Vulnerability by Pollard’s RHO Algorithm.

Require: K,G,, T
Ensure: G,

1: TP « G, > Initialize global parameters on B-chain
2: Divide elliptic curve into subsets: S}, S,, S;
3: Define initial values g; and b, > To be iterated
4: Set X, < ayP + b,0 > Initial point on the curve
5: Generate points X |, X,, ...
6: fori=1toT do
7: if X; € S, then
8: Xy < X;+x,P
9: elseif X; € S, then
10: X < 2X;
11: else if X; € S; then
12: Xy < X, +x,0
13: end if
14: Check if X, has started repeating > Cycle detection
15: end for
16: for each delegated client in K do
17: for each shared parameter i € K do
18: [w]® < [G,_] > Fetch previous weights
19: Encrypt [w]® — Q,
20: while k£ > 0 do
21: Q1 — G,
22: G, —-TP > Update to global model
23: k<~ k-1
24: end while
25: if Opt-acc is True then
26: G,—->TP > Early stop if accuracy is achieved
27: break
28: end if
29: end for
30: end for
6 0f 18 Security and Privacy, 2025
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Upon detecting a collision, the algorithm computes the p value
using the derived values of a and b.

Subsequently, the algorithm delegates the training of the global
model to each client within set K. Every client decrypts the shared
parameters, conducts local model training, and then encrypts
the locally trained weights. The miner collects the aggregated
weights from each client, updating the global model parame-
ters accordingly. The algorithm verifies whether optimal accu-
racy has been attained. If achieved, the iteration halts; otherwise,
the process recommences with a fresh set of initial values for
aandb.

4.3 | Vulnerability Analysis of ECC Encryption
Key Against Pollard RHO Attack

The Pollard RHO algorithm presents an effective method for
compromising ECC encryption keys. It capitalizes on the real-
ization that computing the discrete logarithm of a point on an
elliptic curve is markedly simpler than executing its inverse oper-
ation, exponentiation. The algorithm identifies a collision point
by generating pseudorandom points on the curve in a continuous
sequence, marking the commencement of the sequence repeti-
tion. This collision point can be harnessed to discern the private
key, which is pivotal for decrypting the encrypted content.

In Algorithm 2, the task publisher encompasses a set of untrained
encryption parameters denoted as G,. These are bifurcated
into subsets C; and C,, using the task publisher’s public key
(P, P,,, P). ECC employs the private key P, to facilitate the
encryption of the parameter. The resultant ECC encryption is
C, ={KG,G,,KP,}. Notably, this specific ECC encryption key,
C, ={KG,G, KP,},is targeted for breach by Pollard RHO in its
fifth step.

5 | SecFL: A Proposed ECDSA-Based
Framework

In this section, we are discussing our proposed framework,
SecFL, in detail. Our main contribution is ECDSA applied with
FL. By combining the ECDSA algorithm with a decentralized
framework, this research study proposes an innovative approach
for protected FL. ECDSA has three major components: Key gen-
eration, message signing, and message verification; these compo-
nents are discussed below. Figure 3 SecFL ECDSA-based frame-
work involves a server, many clients, and other components like
the task publisher, aggregation model, and global model. The
ECDSA technique creates and verifies digital signatures, making
FL more secure. To authenticate the model’s updates before send-
ing them to the server, each client creates a key pair that includes
a private key and a public key. The server checks the digital sig-
natures using the client’s public keys to confirm that the updates
are genuine and unmodified. Our results show that the suggested
framework produces high accuracy while protecting the confi-
dentiality and privacy of the client’s data. We also demonstrate
how the FL procedure is substantially more secure and resistant
to many attacks when ECDSA is used. The suggested method
offers a reliable and sustainable approach for collaborating on ML
while addressing security and privacy issues related to FL.

ALGORITHM 2 | ECC Encryption key breach by Pollard RHO
Algorithm.

Require: let n, be the private key
Ensure: n, <n
1: let P, = n, X G be the private key
2: for 3 subsets, .S}, S, and S; do

3:  initial random values g; and b, iterated later

4:  Letbe a4 and b,. The initial point X, as a,P + b,Q
5 X, X5

6:

X, +x,P ifX, €S,
7 Xy =12X,
X, +x,0 ifX, eS8,

sequence will repeat

if X; € S, where x, X x, = 1

. ifa and b then
10: aP + bQ must match the value of X
11: a and b iterated later
a ifX, €S,
12: a1 =12q if X, €S,

a;+x, ifX,eS;
b +x, ifX, €S,
13: by =42b, ifX, es,

1
b ifX, €S,

i

14:  end if

15:  points X; starts repeating collision, two points X; and X,
obtained j = X, and j # k. The compared iteration are X
(called the tortoise steps) and X,; (called the hare steps)

l6: if a; = a; and b; = b, then

17: Start with different values for a, and b,
18:  else
19: p can be calculated values of a;, a, b;, and b,
20:  endif
21: end for
Client

22: Let n, private key, n, < n

23: Let P, = n, X G public key

24: KG xn, —(1)

25: Subtract (1) from second part of C,;: G, + KP, — KG X n, =
GU

26: After training parameters are = G,
27: Encrypt again: G, = {KG,G, + KP,}

Miner

28: Miner aggregates all locally trained weights G, for each Q, €
Quntilk =0

29: Q. =Q,G,

TP
30: G, + KP,— KG x n, = G, after calculation

5.1 | Key Generation

This section discusses the Key Generation in ECDSA (as shown
in Algorithm 3) generates an elliptic curve domain parameter,
including the curve equation, base point, and prime modulus.
Select a private key, a random integer within a specific range.
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FIGURE3 | A proposed decentralized secured SecFL model with ECDSA for secure communication with clients.
ALGORITHM 3 | ECDSA in IOV - Key Generation. corresponding public key by multiplying it by the base point.
. - Point 1: Calculate the signature parameters. Compute the value
L (E, P,n) = gener.ate_elllptlc_curve_dornam_parameter() “r” by taking the x-coordinate of the temporary key’s public key
2: d = generate_private_key() modulo the prime modulus. Calculate the value “s” using the for-
30=dxP o . mula: s = (hash + r * private key) / ephemeral key. The resulting
4: E, P,n = // generate elliptic curve domain parameters signature is the pair (r, s).
5. return E, P, n
6: function GENERATE_PRIVATE_KEY
7: d = // generate private key 5.3 | Message Verification
8: return d
9: end function In this section, we discussed Message Verification in ECDSA
10: function COMPUTE_PUBLIC_KEY(d, P) in detail. The Algorithm 5 receives the message and its associ-
11: QO=d=x*P ated signature. Generate the hash of the received message using
12: return Q the same cryptographic hash function. Verify that the signature
13: end function parameters “r” and “s” are within a valid range. Compute the

Compute the public key by multiplying the private key by the base
point using elliptic curve scalar multiplication.

5.2 | Message Signing

In this section, we discussed the Message Signing in ECDSA. As
shown in Algorithm 4, generating a hash of the message to be
signed using a cryptographic hash function. Choose a random
value called the “ephemeral key.” Compute the ephemeral key’s

value “w” using the formula: w = s~1 (mod prime modulus). Cal-
culate two points on the elliptic curve:

Point 1: Multiply the hash value by “w” and compute the result
modulo the prime modulus.

Point 2: Multiply the signature parameter “r” by “w” and compute
the result modulo the prime modulus.

Compute the resulting point on the elliptic curve by adding Point
1 and Point 2. If the x-coordinate of the resulting point is equal to
“1,” the signature is valid; otherwise, it is invalid.
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ALGORITHM 4 | ECDSA in IOV - Message Signing.

ALGORITHM 5 | ECDSA in IOV - Message Verification.

1: (E, P,n) = generate_elliptic_curve_domain_parameter()
2: h < hash_function(message)
3: k < generate_ephemeral_key()
4: K< k-P
5. r < x-coordinate(K) mod n
6: s « (h+d -r)-modInverse(k,n) mod n
7: signature « (r, s)
8: function GENERATE_EPHEMERAL_KEY
9: k < // generate ephemeral key
10: return k
11: end function
12: function coMPUTE_PUBLIC_KEY(K, P)
13: K« k-P
14: return K
15: end function
16: function comPUTE_R(K, n)
17: r < x-coordinate(K) mod n
18: return r
19: end function
20: function compUTE_s(h, 1, d, k, n)
21: s « (h+d - r) - modInverse(k,n) mod n
22: return s
23: end function
24: function MODINVERSE(a, m)
25: fori=1tom—1do
26: if (a-i) mod m == 1 then
27: return
28: end if
29: end for
30: end function
31: function HASH_FUNCTION(message)
32: h « // apply cryptographic hash function to message
33: return h
34: end function
6 | Formal Modeling of Adversarial Dynamics
in HLPN Models

The complexity of the distributed system encompasses several
components and various types of data. The existence of adver-
sarial model parameters and encryption keys suggests that the
system might have specific security and privacy requirements.
Additionally, global model parameters imply using ML or other
predictive modeling techniques within the system. High-Level
Petri Nets (HLPN) provide a robust mathematical framework for
modeling and analyzing complex systems, which is especially
beneficial in federated learning frameworks focused on secu-
rity. As detailed in [26], HLPNs extend classical Petri nets by
incorporating data, types, and hierarchical structures, enabling
detailed and scalable representations of distributed and concur-
rent processes. Security and privacy become paramount concerns
in federated learning, where multiple decentralized nodes col-
laboratively train machine learning models without sharing raw
data. By leveraging HLPNS, it is possible to formally model the
intricate interactions and communication protocols among fed-
erated clients and servers, capturing potential vulnerabilities and
enabling systematic verification of security properties. Consider-
ing the complex nature of our proposed SecFL framework, we

Require: message, signature, Q, P,n

Ensure: true or false
1: h < hash_function(message)
2: r « signature[0]
3: s « signature[1]
4: if r<Oorr>nors <0ors > nthen
5: return false
6: end if

7: w < modInverse(s, n)

8: ul « (h-w) mod n

9: u2 « (r-w) mod n

10: U «ul-P+u2-Q

11: if U is the point at infinity then

12: return false

13: end if

14: if r = x-coordinate(U) mod n then

15: return true

16: else

17: return false

18: end if

model the problems of attack and defence scenarios as HLPNs.
For better understanding, first we outlined the primary sections,
including “Place” and “Mapping,” in Table 2. Their abbreviations
are provided in Tables 3 and 4.

In Figure 4, the second parameter in the tuple of (T.Pub)X,,
which contains the model parameters, must correspond to the
value of the first feature in the tuple of (GM P)X,, representing
the global model parameters. This stipulation ensures that the
fourth element in the tuple of (CH L)X, (X,), (CV L)X, (X5),
and (X,,) matches the value of the second element in the tuple
of (T.Pub)X,. Equation (1) ensures that the secure global model
parameters (SG M P) receive accurate inputs from all associated
components.

R(SGMP) = Vx, € X; AVx, € X, : x,[1] = x,[0]
R(AGG) =Vx, € X, AVx; € X;AVXx, € X, AVxs € X5 &

x,[0] = x3[3] = x4[4] = x5[5]

X, [1] = x3[2] = x4[2] = x5[2]

Vx; € X3 AVx, € X, AVX5 € X5

AVx, € X, AVX, € X

X3[4] = x1,[0] = x;[1]

x4[4] = x1,[0] = x,[1]

x5[4] = le[O] = Xl[l] (1)

The specified Equation (1) constraints on the permissible values
of certain model variables post-attack. These variable values are
constrained according to a predefined set of rules, particularly
for x,, x,, and x4 in the first equation, R(AGG). The symbol A
denotes “and,” while V signifies “for all.”

The Equation (2) R(AP) states that the values of x, and x, should
match the value of x; in the first position, specifically x,[0] =
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TABLE 2 | Places, Mapping, and their description of formal analysis of HLPN models.

Places Mapping Mapping description
(T .Pub) X, P(ID, M P) Place holding the task publisher’s identification and a set of model
parameters (MP)
H(GMP)X, P(MP, Ekey) Place holding a set of global model parameters (MP) and an encryption
key (Ekey)

H(SGM P)X, P(SM P, Ekey) Place holding a set of secure global model parameters (SMP) and an
encryption key (Ekey)

G(GM Py, X P(MMP, Ekey) Place holding a set of manipulated global model parameters (MMP) and

an encryption key (Ekey)
G(ATT)X, P(ID,AM P, Ekey) Place holding the attacker’s identification (ID), an adversarial model
parameter (AMP), and an encryption key (Ekey)
¢(CBL)X P(ID, Ekey, T Data, M P) Place holding the client bank’s identification (ID), an encryption key

(Ekey), transaction data (TData), and a set of model parameters (MP)

HCHL)X,, X, P(ID, Ekey, T Data, M P)

Place holding the client hospital’s identification (ID), an encryption key

(Ekey), transaction data (TData), and a set of model parameters (MP)

HCV L)X, Xs P(ID, Ekey, T Data, M P)

Place holding the client vehicle’s identification (ID), an encryption key

(Ekey), transaction data (TData), and a set of model parameters (MP)

X, P(MP)
X, P(MP)
X, P(MP)
X1 P(MP)
X, P(MP)

Location (MP) containing a list of model parameters
Location (MP) containing a list of model parameters
Location (MP) containing a list of model parameters
Location (MP) containing a list of model parameters

Location (MP) containing a list of model parameters

TABLE 3 | Places and their abbreviation of formal analysis of HLPN TABLE 4 | Transactions and their abbreviation of formal analysis of
models and rules. HLPN models and rules.
Places Abbreviation Transaction Abbreviation
SGMP Secure global model parameters T.inp Task input
T.Pub Task publisher SGMP Secure global model parameter
E.key Encryption key AP Attack performed
GMP Global model parameter A.int Attack initialized
ATT Attacker AGG Aggregator/aggregation
GMP (Man) Global model parameter manipulated ECDSA Elliptic curve digital signature algorithm
CBK Client bank
CHL Client hospital
CVL Client vehicle x5 should be identical to the first position value of x,;. More-

x;[0] = x,[0]. Additionally, the first position value of x4 should be
identical to the second position value of x,, that is, x4[0] = x,[1].
These rules encapsulate the ramifications of a system breach.

The Equation (2), represented by R(AGG), constrains the val-
ues of the variables x;, x,, x5, and xg. It mandates that the
first position value of x4 equates to the third position values of
X3, X4, and xs, that is, x4[0] = x5[3] = x,4[3] = x5[3]. Addition-
ally, the second position value of x4 should match the first posi-
tion values of x5, x,, and x5. The rules further specify that the
third position value of x; should correspond to the first posi-
tion value of x,, the third position value of x, should align with
the first position value of x,,, and the third position value of

over, the rule necessitates that the first position values of x4, the
sixth position value of x,,, and the first position value of x;
should all equate to the first position value of x,,, which in turn
should be identical to the second position value of x;. These con-
straints are also formulated to reflect the aftermath of a system
intrusion.

R(AP) =Vx, € X, AVx, € XA
Vxg € Xg © x4[0] = x,[0] = x,[0]
A xg[0] = x,[1] = xg4[1]
R(AGG) = Vxg € Xg AVx; € X3A
Vx, € X, AVX5 € X5
xg[0] = x3[3] = x4[3] = x5[3]
Xg[1] = x5[1] = x4[1] = x5[1]
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T.input

FIGURE4 | HLPN after attack of Pollard RHO on ECC.

Vx; € X3 AVx, € X, AVxs € XsA
Vx;, € X, AVX, € X ¢
x3[3] = xg[0] = x4[3] = x;4[0] = x5[3]
= x11[0] = x,[0]
X15[0] = x; [1] A x3[6] = x1,[0] = x;[1]
x11[0] = x1,[0] = x,[1] ©)

In Figure 5, T.Inp provides input to T.Pub. Subsequently,
SGM P shares the global model parameters with GM P with-
out any attack. GM P then shares these parameters with CBK,
CHL, and CV L via AGG. When an attack is initiated through
AP,withrulesranging from ATT to A.Ini, the parameters shared
by GM P will be manipulated via AP and stored in GM P(M an).
After this manipulation, the updated parameters will be dissem-
inated by AGG to CBL, CHL, and CV L. These parameters are
subsequently shared with T'. Pub.

The rules governing the values of variables in an HLPN model are
articulated by the set of equations referenced in Figure 4. These
constraints are crafted to capture the system’s behavior after an
ECDSA operation.

The values of variables x; and x, are governed by the Equation (3)
R(SGM P). In the provided table, x; represents a set of public
keys, while x, symbolizes a set of private keys. The stipulation in
R(SG M P) mandates that the second position value of x, should
align with the first position value of x,. This constraint ensures
a secure linkage between network devices by limiting access to
network devices and traffic.

In Equation (3) labeled R(EC DS A), the variables x, and x; have
conditions imposed on their values. The table denotes that x; rep-
resents a set of signatures. The Equation R(AGG) elucidates the
relationships between the variables x5, x,, x5, X, X7, and x; and is
nested within R(EC DS A). Following the ECDSA operation, the
system’s behavior is characterized by the stipulations in R(AGG).

R(SGMP) « Vx, € X, AVx, € X,|x,[1] = x,[0]
R(ECCDSA) < Vx, € X, AVx; € X,

Acini

R(AGG) « Vx; € X; AVx, € X, AVxs € X5 AVxs € X
x3[0] = x,4[3] = x5[3] = x4[3] = x;3[1] = x4[1]
= x5[1] = x4[1]
x,4[3] = x,[0] = x,[1] A x5[3] = x,[0] = x,[1]
X6[3] = x;[0] = x,[1] (3)

According to the constraints in R(AGG), the value of x; in the
first position must match the third position values of x,, xs,
and x, post the ECDSA operation. This ensures the security and
immutability of the signatures generated by the ECDSA process.
The rules further dictate that the first position values of x,, xs,
and x, should be consistent with the second position value of
x5. This provides updated and secured global model parameters,
which are further shared from these locations. For ECDSA, T .inp
furnishes input to T'.pub. Subsequently, SG M P shares the global
model parameter with GM P. Following this, another transition,
labeled ECDSA, secures the global model SG M P post-signature
and verification and dispatches it to the aggregator. The aggrega-
tor then transmits the secure global model parameters to CBL,
CH L, and CV L. From these locations, the updated and secured
global model parameters are further shared with T'.pub.

7 | Experimentation

To evaluate the efficacy of the SecFL framework, this section
first delineates its experimental implementation, followed by the
resulting outcomes and their analysis.

7.1 | Experimental Analysis and Deployment
Approaches

The implementation utilized Python as the primary program-
ming language. It offers various time-related functions to mea-
sure the duration required for signing and validating messages.
Data visualization was achieved using Matplotlib, while numpy
facilitated numerical operations on the data, including support
for arrays and matrices. Keras datasets provide a variety of
machine-learning datasets, with the MNIST dataset employed
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FIGURE 5 | HLPN model after applying the ECDSA security to the proposed SecFL model.

to generate messages. An extensive subset of their correspond-
ing labels is exploited for this experiment, sourced using the
Keras datasets package. This application’s utilized digital signa-
tures serve as authentication mechanisms, guaranteeing message
authenticity, integrity, and non-repudiation.

7.2 | Evaluation of Signature Schemes
for Secure Communication

This section assesses the viability of a secure FL architec-
ture by emphasizing pivotal factors such as security, privacy,
and cost. The primary objective is to ascertain the frame-
work’s real-world applicability. The analysis commences with
a comprehensive security review, probing the strengths and
vulnerabilities of the proposed framework. A subsequent cost
analysis is presented to shed light on the financial ramifica-
tions of the framework’s deployment. Moreover, we underscore
our approach’s unique contributions by contrasting our SecFL
framework with previously published research on digital signa-
tures. Our analytical discourse offers insights, guiding practi-
tioners towards devising more robust and secure communication
frameworks.

7.3 | Security Analysis of ECDSA

This segment conducts a rigorous security analysis of the ECDSA
signature technique, prevalently utilized in secure communica-
tion systems. The intent is to elucidate how ECDSA fulfills its
privacy objectives and to deliberate on strategies for counter-
ing potential threats and breaches. Our investigation reveals that
ECDSA effectively meets the security benchmarks of confiden-
tiality and integrity, thereby providing a robust mechanism for
ensuring authentication, security, privacy, and non-repudiation.
By leveraging public and private keys, it fortifies model param-
eters against adversarial activities. Our comprehensive secu-
rity analysis accentuates the pivotal role of ECDSA in ensuring
secure communication and safeguarding data, offering invalu-
able insights to industry professionals.

7.4 | Privacy Innovative Analysis of ECDSA FL
Framework

This section emphasizes the paramount role of privacy in FL, pre-
senting an innovative examination of a decentralized FL archi-
tecture fortified with ECDSA encryption for enhanced security.
The objective is to illustrate the framework’s resilience against
unauthorized breaches and its prowess in safeguarding user pri-
vacy. Within the context of FL, the discussion accentuates pri-
vacy, proposing security objectives centered around confidential-
ity and integrity. The narrative then elucidates how the proposed
design achieves these objectives, leveraging ECDSA encryption
for parameter encryption and decryption and employing a pri-
vate Ethereum setup to ensure exclusive access to authorized,
delegated clients for decryption of shared parameters. This mech-
anism ensures that only authenticated participants access shared
global model parameters, preventing unauthorized entities from
deciphering private client data. The SecFL Framework assures
that these parameters remain inaccessible without authenti-
cated client registration on the Ethereum blockchain. Unlike
many extant FL systems that resort to centralized approaches for
global model training— exposing them to threats and centralized
control—our proposed system synergizes Ethereum with hor-
izontal FL. This melding obviates centralization and mitigates
poisoning attacks. Collectively, our in-depth analysis underscores
the significance of privacy and security in FL and the advantages
of a decentralized approach using ECDSA encryption, proffering
invaluable insights for researchers and industry practitioners.

7.41 | Cost Evaluation of SecFL

This segment furnishes a meticulous assessment of SecFL, posi-
tioning it in comparison to other established cryptographic tech-
niques like RSA, ECC, and ECDSA. Evaluative criteria encompass
computational costs, transactional latency, and accuracy. The
subsequent discourse delves into a comprehensive cost analysis
of the framework, appraising the efficacy of the proposed preven-
tion mechanisms. Utilizing publicly accessible datasets, includ-
ing those from the vehicle, bank, hospital, and MNIST domains,
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SecFL’s performance is juxtaposed against other cryptographic
methods to facilitate a detailed comparison. This comparative
analysis elucidates the security, privacy, and performance merits
of SecFL, delineating each technique’s strengths and weaknesses.

7.4.2 | Computation Cost

For a comprehensive analysis, evaluate the efficiency of various
encryption, decryption, and digital signature algorithms, includ-
ing RSA, ECC, and ECDSA. Measure the computational costs of
each algorithm by gauging the time and accuracy necessary for
encrypting, decrypting, signing, and verifying model parameters.
Initially, the code imports the MNIST dataset. The mathematical
relationship represented by Equation (4) illustrates the computa-
tional cost utilized in this code:

n
Average Computational Cost = 1 Z(TEenc +TD,.) (4
n i=1

where:

« n denotes the total number of iterations.

« TE,, signifies the time or cost for encryption per iteration.
« TD,,, represents the time or cost for decryption per
iteration.

Subsequent to this formulation, the code generates the ECC and
ECDSA key pairs using the ECDSA module and the SECP256k1
curve. It then produces the RSA key pair leveraging the cryptog-
raphy module with a public exponent of 65537 and a key size
of 4096 bits. The code creates signatures for each message via
each algorithm and then verifies them. Padding for RSA signa-
tures is facilitated using the padding module from the cryptogra-
phy library. This code harnesses digital signature algorithms to
bolster secure communication in the Internet of Vehicles (IoV),

Signing Times for Secure Communication in loV
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B Signing

0.006
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0.004
0
v
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'_
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()
FIGURE 6 | Average computational cost on IoV.

Time (s}

hospitals, and banks. Three cryptographic algorithms have been
implemented, namely RSA, ECC, and ECDSA. The graphical rep-
resentations illustrate the average times for signing and verify-
ing across the three cryptographic algorithms: RSA, ECC, and
ECDSA. The initial trio of graphs illustrates the signing times,
while the subsequent graph elucidates the verification durations.
The x-axis enumerates the algorithmic types, while the y-axis
showcases time in seconds. The blue bars are indicative of the
RSA algorithm, the green ones represent the ECC algorithm, and
the red bars correspond to the ECDSA algorithm. Figure 6 offers a
comparative view of cryptographic algorithms tailored for secure
IoV communication. Specifically, Figure 6a portrays the signing
durations, while Figure 6b elucidates the verification intervals.
For the RSA algorithm, the signing time clocks at 0.0060s and
verification at 0.0050s. ECC demands 0.0017 s for signing and
0.0047s for verification. Contrastingly, ECDSA requires a mere
0.0009 s for signing and 0.0002s for verification, making it more
efficient than both RSA and ECC.

N . . .
Y., signing time,

~ s)

Signing Time =
Where:

- signing time; denotes the time taken to perform the signing
operation for each message i.

« N represents the total number of messages.
Equation (5) calculates the average signing time for the iteration

by summing up the signing times for all messages and dividing
by the total number of messages.

For verification, let’s define another equation:

N o pe . .
Y verification time;

= ~ (6)

Verification Time =

Verification Times for Secure Communication in loV
0.0050s

0.005 4

m ‘\erification

0.00475

0.004 4

0.003 1

0.002 4

0.001 A

0.0002s

RSA ECC

(b)

ECDSA
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FIGURE7 | Average computational cost in hospitals.

Where:

« verification time; represents the time taken to perform the
verification operation for each message i.

+ N again stands for the total number of messages.

Equation (6) calculates the average verification time for the
iteration by summing up the verification times for all mes-
sages and dividing it by the total number of messages. Bank-
ing dataset: Contains 10000 records with 20 features per entry,
including customer demographics, transaction patterns, and
service usage indicators. The target variable is binary (loan
approval).

Figure 7 demonstrates a comparison of cryptographic algo-
rithms for secure communication in hospitals. Hospital
dataset: Comprises 15000 patient records with 25 clinical
and demographic features (e.g., age, diagnosis codes, medica-
tion history). The target variable is disease risk classification
(multi-class).

ToV dataset: Includes 12000 entries capturing vehicular teleme-
try, traffic flow metrics, and geographic data. The target variable
is vehicle anomaly detection (binary classification).

Each dataset was partitioned in a non-IID manner to simulate
realistic federated settings, where client data distributions vary
significantly.

Figure 6a shows the signing time, and Figure 6b displays the
verification time. RSA takes 0.0101s for signing and 0.0097s
for verification. ECC requires 0.0022 s for signing and 0.0090 s
for verification. ECDSA takes 0.0021 s for signing and 0.0005 s for
verification. Among the three, ECDSA has the shortest signing
and verification times.

Time (s)

Verification Times for Secure Communication in hospital
0.010 1 0.0097s

mm \erification
0.0090s

0.008

0.006 A
0004
0002 -
00005
0.000 -
RSA ECC ECDSA
(b)

Figure 8 compares cryptographic algorithms for secure commu-
nication in banking organizations. Figure 8a shows the signing
time, while Figure 8b indicates the verification time. RSA takes
0.0126s for signing and 0.0115s for verification. ECC requires
0.0042 s for signing and 0.0102s for verification. ECDSA takes
0.0025s for signing and 0.0002 s for verification. Again, ECDSA
proves to be the fastest among the three.

Transaction latency in an FL system is the time a transac-
tion takes between a client and server. Reducing transaction
latency is crucial for enhancing the system’s overall efficiency and
performance.

The mathematical Equation (7) for the average transaction
latency used in this code is given by:

1 n
A= =) lat ; 7
21} atency, @)
Where:

« A denotes the average latency.
« n stands for the total number of transaction measurements.

« latency; signifies the latency measurement for each
transaction.

Figure 9 illustrates the average transaction latency in Figure 9a
and the verification time in Figure 9b for three cryptographic
algorithms: ECDSA, ECC, and RSA. The x-axis represents the
algorithms, while the y-axis indicates the average time in seconds.
ECDSA has the lowest average transaction latency of 0.0008s.
However, its average verification time of 0.0052s is slightly
longer. ECC’s average transaction latency is 0.0016s, but it ver-
ifies faster at 0.0042s. RSA has the highest transaction latency of
0.0058 s but offers the quickest verification at 0.0002s.
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The mathematical Equation (8) for the categorical cross-entropy
loss function used in this code is:

C
1
L(ypred’ ytrue) == E Zytrue,. log(ypred,) (8)
i=1

* Ypreq I8 the predicted output from the model.
* Ve iS the true output (ground truth).

« C represents the number of classes.

« X is the summation symbol.

« i denotes the index of the class.

« log represents the natural logarithm function.

Time (s)
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Average Verification Time for Secure Communication
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In Figure 10, the y-axis depicts the loss, ranging from 0.0s to
1.8 s, while the x-axis enumerates the model’s iterations, totaling
700 evaluations. The graph illustrates that the SecFL architecture
achieves a reduced gradient loss for each iteration compared to
the SecPriveChain system. Furthermore, the loss for SecFL is con-
siderably lower than that of SecPriveChain, suggesting that SecFL
is more proficient in minimizing loss during FL.

7.43 | Experimental Dataset Validation

In this section, we discuss SecFL, 2 different datasets that we
use in our experiments, and a secure FL framework focused on
safeguarding the privacy of data shared during the learning pro-
cess. This framework ensures secure communication channels
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between clients and the server, maintaining data confidentiality
and privacy. Utilizing a blockchain-based architecture, SecFL for-
tifies data integrity and communication.

« Number of clients: 100
This reflects a moderately large FL environment, simulating
a typical IoT deployment scenario with a distributed set of
clients.

 Batch size: 32
A standard mini-batch size that balances model con-
vergence stability and computational efficiency on
resource-constrained IoT devices.

» Learning rate: 0.01
This value was selected to provide steady convergence dur-
ing training, avoiding both divergence and overly slow learn-
ing across communication rounds.

« Number of local epochs: 5
Each client performs 5 local updates before synchronizing
with the global model, which is a common configuration to
reduce communication overhead while maintaining learn-
ing progress.

 Client sampling rate: 10% per communication round
In each round, 10 out of the 100 clients are randomly selected
to participate. This setting reflects realistic constraints where
not all clients may be available or online at once, while also
reducing the communication load per round.

CIFAR-10 (image classification, 10 classes) and FEMNIST (hand-
written character recognition, 62 classes, 3550 clients).

The primary objective of the proposed framework is to empha-
size the protection of client data privacy and address data poi-
soning issues effectively (Table 5). Additionally, the framework
integrates client authentication as an essential feature [1]. The
chain-PPFL system presents concerns about potential breaches in

client data privacy during data distribution [27]. Notably, it show-
cases the advantage of having a low computational cost. Both
SAFELearn and PrivacyFL tackle inference attacks by employ-
ing secure Multi-Party Computation (MPC) or fully DS encryp-
tion (FHE) techniques [28, 29]. However, these methods lead to
increased computational complexity and costs, necessitating a
careful evaluation of these trade-offs in practical scenarios.

8 | Conclusion

The primary objective of this study was to bolster the secu-
rity of global model parameters during the training phase of
FL. We aimed to safeguard the sensitive initial values of global
model parameters, especially in applications such as the IoV,
Health, and Banking sectors. By leveraging a blockchain-based
architecture to authenticate clients in a decentralized manner,
we achieved enhanced security through digital signatures, all
while maintaining a minimal transaction delay. FL, an innovative
ML technique, allows multiple entities to collaboratively train
a shared model without disclosing their local data to a central
server or other participants. Each user retains their training data
on their respective device or local server, with only the model
updates being communicated to the central server. The central
server aggregates these updates, refines the shared model, and
redistributes it to the clients for further training. This iterative
process continues until the model achieves the desired level of
performance or accuracy. However, privacy in FL is not abso-
lute. While FL enables multiple devices to train a model using
decentralized and private data, it remains susceptible to chal-
lenges like data poisoning and label flipping attacks. Specifically,
label-flipping attacks mislabel inputs, leading to erroneous model
updates. To protect our global parameters from such threats, we
employed various cryptographic techniques, including RSA, dif-
ferential privacy, and ECC. Nonetheless, ECC remains vulnerable
to the Pollard RHO attack due to its smaller key size. To miti-
gate this, we utilized ECDSA, addressing the discrete logarithm
problem. A mathematical model based on HLPN was proposed

16 of 18

Security and Privacy, 2025

85U8017 SUOWILIOD 31RO 3|t jdde auy Aq peusench a1e saolie O ‘SN J0 S3InJ 10} A%eiq 178U IUO AB|IM UO (SUORIPLOD-PUR-SLLBI WD A8 | 1M AReIq Ul [UO//SdY) SUORIPUOD puUe SWLB | 3U} 835 *[9202/90/20] U0 A%iqi8uluO AB|IM ‘UieeH JO AnsiulN Aq 9900, ZAdS/200T OT/10p/woo A8 M Aselq 1 jeul|uo//Sdny woly papeojumod 't ‘G202 ‘G2L95L7e



TABLE 5 | Comparison of the proposed framework to the existing works.
Features PrivacyFL ChainPPFL SAFELearn SecurePriveChain Proposed
Time efficacy Low Low Low Low High
Computation cost High High High High Low
Accuracy Low Low Low Low High
Privacy Low Low Low Low High
Security Low Low Low Low High

to depict the relationship between attack and defense mecha-
nisms. The initial step in using HLPN for adversarial model-
ing involves understanding the system’s components and their
interrelationships. Once the HLPN model is meticulously con-
structed, formal methods will validate and test it. During the ver-
ification phase, the model’s adherence to specific requirements,
such as the absence of deadlock or livelock, is rigorously assessed.
Post-verification, the model is simulated to observe its behavior
under varied conditions.

For future endeavors, we plan to develop Adaptive Defensive
Mechanisms: Frameworks capable of real-time responses to
evolving attacks throughout the training process.

Data Availability Statement

The data that support the findings of this study are available from the
corresponding author upon reasonable request.
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