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Abstract

One of the primary economic objectives of multinational technology corporations is to amass
a significant amount of personal data, potentially leading to significant infringements of
individuals' privacy rights. The advent of the technology revolution has resulted in a swift
evolution of privacy laws in numerous jurisdictions. This can be attributed to the enhanced
capacity of governmental and commercial entities to monitor and accumulate extensive data,
as well as the economic objectives of global technology corporations to amass copious amounts
of personal information. The Kingdom of Saudi Arabia has yet to implement legal provisions
that ensure the privacy rights of its citizens and has also not introduced any legislation that
safeguards the confidentiality rights of its citizens. The Kingdom of Saudi Arabia is currently
contemplating the possibility of implementing a privacy legislation that considers not only its
own distinct national culture, but also the role of privacy within the cultures of the surrounding
region, as well as on a global scale. Annually, a vast number of international tourists travel to
the Kingdom of Saudi Arabia, which has established a comprehensive plan and outlook aimed
at luring multinational corporations across diverse sectors. Due to the aforementioned
circumstances, it is imperative for the Kingdom of Saudi Arabia to establish a robust legislative
framework that can effectively protect personal data. It is noteworthy that the Kingdom of
Saudi Arabia operates under the governance of Sharia Law and Islamic Jurisprudence, which
serve to safeguard the entitlement to confidentiality and privacy of personal data. The
preservation of privacy and confidentiality of personal information is a significant concern for
the inhabitants of the Kingdom of Saudi Arabia, and they handle these issues with great
sensitivity. In contemporary times, characterised by technological advancements and rapid
global and economic development, it is imperative to institute legislation that protects the data
and information infrastructure of the Kingdom of Saudi Arabia, in addition to the personal
privacy of its populace. The thesis delves into the significance of privacy and examines the
measures taken by various jurisdictions to safeguard the personal information of their residents.
Additionally, it explores the potential lessons that the Kingdom of Saudi Arabia can draw from

these examples.
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Thesis Introduction and Research Methodology

The issue of privacy is currently one of the most pressing concerns in contemporary society?.
Individuals have transformed into sources of information that can be gathered and employed
by various entities, such as governmental bodies, the general populace, and private enterprises?.
The aforementioned outcome can be attributed to the progress made in technology and the
unparalleled encroachment on the inherent worth of individuals. Several decades ago, the
perception of the self was distinct from the present-day reality®. One of the issues under
consideration is the ethical implications of invading an individual's privacy, whether such
invasion is deemed legitimate or illegitimate*. It could be argued that compromising an
individual's right to privacy may be justifiable in order to ensure the safety and security of the
broader community®. lllustrative instances comprise the strategic placement of pivotal
locations, the efficient administration of scarce resources, and the governance of cellular data
networks with the aim of mitigating their susceptibility to devastation. Nevertheless, the
narrative continues, as confidential data is subsequently exchanged and employed to modify
the information®. The impact of spatial and temporal social and cultural differences on privacy

rights is significant.

The extent to which individuals define the limitations of the right to privacy and the value they
place on their own existence significantly influence the exercise of this fundamental right”.

Diverse viewpoints are observed across various regions of the world?. Temporal variations in

! Solove, Daniel J. "Understanding Privacy" (2008) Harvard University Press GWU Legal Studies Research Paper
No. 420, GWU Law School Public Law Research Paper No. 420, P Abstract.

2 Christians, Clifford G. "The Ethics Of Privacy" (2010) Journalism Ethics: A Philosophical Approach 210.

3 Holtrop, Niels, Jaap E. Wieringa, Maarten J. Gijsenberg, And Peter C. Verhoef. "No Future Without The Past?
Predicting Churn In The Face Of Customer Privacy" (2017) International Journal Of Research In Marketing 34,
No. 1: 154-172.

4 Ruebhausen, Oscar M., And Orville G. Brim Jr. "Privacy And Behavioural Research" (1965) Colum. L. Rev. 65:
1184.

> Bygrave, Lee A. "Data Protection Pursuant To The Right To Privacy In Human Rights Treaties"
(1998) International Journal Of Law And Information Technology 6, No. 3: 247-284.

& Mason, Richard O. "Four Ethical Issues Of The Information Age" (1986) MIS Quarterly: 5-12.

" Rubenfeld, Jed. "The Right Of Privacy" (1989) Harvard Law Review 737-807.

8 Cherednychenko, Olha O. "Fundamental Rights And Private Law: A Relationship Of Subordination Or
Complementarity?" (2007) Utrecht L. Rev. 3: 1.



daily habits and societal trends have resulted in fluctuations over time®. These fluctuations have
intensified in recent decades. The widespread integration of information technology has
exerted a significant influence, particularly on contemporary individuals' perceptions of
privacy®. These events take place and subsequently, in a brief span of time, the individual's
customary existence undergoes significant alteration. Furthermore, the network presently
facilitates instantaneous connections with users located in different cities and nationst. The
person exhibits proficiency in interpersonal communication with diverse individuals. With the
aid of technology, it is feasible to concurrently monitor one's health, home, or vehicle in real-
time while engaging in work-related activities'?. The increasing significance of technology in
individuals' lives may potentially impact their privacy. As individuals become increasingly
reliant on technology, technology companies are afforded greater opportunities to collect data,

thereby increasing the potential privacy risks faced by individuals®.

Amidst the current global economic and social landscape, digital technology has emerged as
the predominant force. Unless a country is part of the knowledge revolution during the present
era, it risks missing out on a significant opportunity for progresst*. The enhancement of
information technology infrastructure is expected to augment the efficacy of facilities,
accelerate the progression and provision of novel equipment and services. The implementation
of this initiative has the potential to stimulate the creation of novel job opportunities and
environmentally sustainable markets, enhance both domestic and international commerce, and
streamline the dissemination of information®. The implementation of an information system

has the potential to enhance healthcare through the facilitation of telemedicine®. The legal

9 Bilchitz, David "Corporations And The Limits Of State-Based Models For Protecting Fundamental Rights In
International Law" (2016) Indiana Journal Of Global Legal Studies 23, No. 1: 143-170.

10 Cheung, Christy, Zach WY Lee, And Tommy KH Chan "Self-Disclosure In Social Networking Sites: The Role
Of Perceived Cost, Perceived Benefits And Social Influence” (2015) Internet Research 25, No. 2: 279-299.

1 Hiltz, Starr Roxanne, And Murray Turoff “The Network Nation: Human Communication Via Computer” (1993)
Mit Press.

2 Awolusi, Ibukun, Eric Marks, And Matthew Hallowell "Wearable Technology For Personalized Construction
Safety Monitoring And Trending: Review Of Applicable Devices" (2018) Automation In Construction 85: 96-
106.

13 Acquisti, Alessandro, Curtis Taylor, And Liad Wagman "The Economics Of Privacy" (2016) Journal Of
Economic Literature 54, No. 2: 442-492.

14 poster, Mark. "Cyber Democracy: The Internet And The Public Sphere" (2013) Routledge In Information
Subject, Pp. 95-115.

15 Scholl, Hans Jochen "E-Government: A Special Case Of ICT-Enabled Business Process Change (In 36th
Annual Hawaii International Conference On System Sciences, 2003)

16 Rahi, Samar, Mubbsher Munawar Khan, And Mahmoud Alghizzawi. "Factors Influencing The Adoption Of
Telemedicine Health Services During COVID-19 Pandemic Crisis: An Integrative Research Model" (2021)
Enterprise Information Systems 15, No. 6: 769-793.
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framework required to preserve user data in order to achieve technical advancement is among
the established fixed assets for technology and information technology management. With the
expansion of social networks, there is a significant increase in the transmission of personal data
throughout the network?’. International privacy regulations have been established in over 89
countries across various regions such as Asia, Africa, Europe, Latin America, and the
Caribbean. The majority of these nations have established a governmental entity to guarantee

the implementation of law enforcement measures aimed at protecting privacy regulations?.

Privacy rights have been extensively documented on a global scale, as they have been affirmed
in various international human rights treaties, including the Universal Declaration of Human
Rights, and Conventions in Articles 12 and 17%. A code of practise has been established by the
International Labour Organisation to provide guidance on safeguarding the personal
information of employees?. In accordance with the guidelines set forth by the Organization for
Economic Cooperation and Development (OECD), more than 60 nations have implemented
regulations pertaining to data flow or privacy, which serve to govern the transfer of data across
international borders®. Several nations that have implemented the OECD guidelines also
adhere to one or more data privacy regulations at the international or local level. The Global
Privacy Assembly facilitates the collaboration of privacy commissioners on a global scale by
fostering connections among various privacy entities®. In addition, the Assembly offers its
members the option to consider non-binding resolutions and release statements pertaining to
safeguarding privacy. The International Conference of Data Protection and Privacy

Commissioners plays a pivotal role in setting standards, providing recommendations and

17 Gross, Ralph, And Alessandro Acquisti. "Information Revelation And Privacy In Online Social Networks."
(ACM Workshop On Privacy In The Electronic Society, 2005 Pp. 71-80.)

18 Greenleaf, Graham “Global Data Privacy Laws: 89 Countries And Accelerating Privacy Laws & Business
International Report 115 (2012) Queen Mary University Of London School Of Law.

19 Greenleaf, Graham. "Global Data Privacy Laws 2019: 132 National Laws & Many Bills" (2019).

20 Faunce, Thomas A “Will International Human Rights Subsume Medical Ethics? Intersections In The
UNESCO Universal Bioethics Declaration” (2005) 31 Journal Of Medical Ethics 173. Also See Cerna,
Christina M “Universality Of Human Rights And Cultural Diversity: Implementation Of Human Rights In
Different Socio-Cultural Contexts” (1994) 16 Hum. Rts. Q. 740.

21 Bach, Stephen. "International Migration Of Health Workers: Labour And Social Issues" (2003) Geneva:
International Labour Office.

22 Kuner, Christopher. Regulation Of Transhorder Data Flows Under Data Protection And Privacy Law: Past,
Present, And Future (2010) TILT Law & Technology Working Paper 016.

23 Robinson, Lisa, Kosuke Kizawa, And Elettra Ronchi. "Interoperability Of Privacy And Data Protection
Frameworks" (2021).
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guidance for data authorities and analysts®. Additionally, it serves as an exceptional
international platform for exchanging information, fostering collaboration and promoting

concerted regulatory action aimed at a diverse range of internet companies?.

Despite this, safeguarding the confidentiality of data in cellular networks and other components
is an imperative aspect that contributes to enhancing the quality of life in contemporary society.
This is especially relevant given the remarkable technological advancements that have sparked
a heightened concern for privacy?. The proliferation of information gathering, dissemination,
and utilization, electronic information provision, digitised data, and the worldwide expansion
of markets and organisations collectively pose a significant challenge to individual self-
determination?. The term "private life" lacks a precise definition in the context of legal
implications, potentially due to its ambiguous nature?. The various connotations attributed to
it are derived from either particular facets or the overarching notion. In each instance, it can be
inferred that the reference pertains to the entitlement of the person to safeguard and uphold

specific facets of their personal sphere.

The tripartite components of privacy protection rights encompass notice, permission, and
obligation. The efficacy of these components may be compromised if they are enforced in
isolation. The involvement of non-governmental entities, as well as the autonomy of
individuals, is a crucial component®. It is imperative that legislation mandates a collector of
personal information to disclose the rationale behind the collection, the scope of its usage for
other objectives, the possibility of sharing, and the duration of retention. The collector is
obligated to inform the individual whose personal information is to be collected about the
nature and extent of the information that will be obtained, the intended purposes and uses of

such information, the methods of storage employed, and the disclosure requirements, if any,

2 fnEEE{E, #REPB—ER, And # EFS5E. “International Conference Of Data Protection & Privacy
Commissioners 2017 Sk . ARMEE FILMAIELE - 22 = E & (EIP) 2018, No. 8 (2018): 1-5.

% 1bid.

2 Junglas, Iris A., Norman A. Johnson, And Christiane Spitzmdller. "Personality Traits And Concern For Privacy:
An Empirical Study In The Context Of Location-Based Services" (2008) European Journal Of Information
Systems 17: 387-402.

27 Cavoukian, Ann "Privacy In The Clouds" (2008) Identity In The Information Society 1, No. 1: 89-108.

28| ederer, Scott, Jason I. Hong, Anind K. Dey, And James A. Landay. "Personal Privacy Through Understanding
And Action: Five Pitfalls For Designers” (2004) Personal And Ubiquitous Computing 8: 440-454.

29 Westin, Alan F "Science, Privacy, And Freedom: Issues And Proposals For The 1970's” (1966) Part I--The
Current Impact Of Surveillance On Privacy" Columbia Law Review 66, No. 6: 1003-1050.
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imposed upon the individual®. The act of providing notice guarantees the availability of precise
information, regardless of whether the information is intended for dissemination or not3. In the
event that users are unable to provide precise justifications for data collection, the manner in
which the data will be employed, data storage methodologies, the duration for which the data
will be preserved, and any additional data that may be necessary for future collection, these
users must assume responsibility®2. The responsibility persists, particularly in cases where data

proprietors refuse to authorise the utilisation of their data by the user.

The Kingdom of Saudi Arabia has depended on the Holy Quran, the Sunnah of the Prophet,
and Islamic law as the principal sources of legislation. This results from the insufficient
academic research on privacy and the restricted accessibility of court opinions on privacy to

academic scholars®.

Avrticle (37) of the Kingdom of Saudi Arabia's governing law (Basic Law of Governance)
pertains to the sacredness of the house in accordance with its state of affairs®*. Residences are
considered to be sacrosanct and cannot be violated®. Unauthorized access is strictly prohibited
without the express consent of the rightful owners. Searches are only permissible in situations
that are explicitly designated by the Law?*. The topic of discussion is the concept of privacy
within the Kingdom of Saudi Arabia. Article (40) of the aforementioned Statute also upholds
the sanctity of communications®. The safeguarding of communication privacy, encompassing
various modes of communication such as telephone and postal services, must be duly regarded
and not be susceptible to seizure, disruption, exhibition, or monitoring, unless explicitly

authorised by legal provisions®. This clause encompasses various forms of communication,

30 Cavoukian, Ann. "Privacy By Design: The 7 Foundational Principles” (2009) Information And Privacy
Commissioner Of Ontario, Canada 5: 12.

3L Richards, Neil, And Woodrow Hartzog. "A Duty Of Loyalty For Privacy Law" (2009) Wash. UL Rev. 99: 961.
32 Cavoukian, Ann. "Privacy By Design: The 7 Foundational Principles" (2009) Information And Privacy
Commissioner Of Ontario, Canada 5: 12.

33 Almebrad, Abdulaziz. "The Sufficiency of Information Privacy Protection in Saudi Arabia." (2018). And
AlSagri, Hatoon S., and Saad S. AlAboodi. "Privacy awareness of online social networking in Saudi Arabia."
In 2015 International Conference on Cyber Situational Awareness, Data Analytics and Assessment (CyberSA),
pp. 1-6. IEEE, 2015.

34 Basic Law Of Governance 1992, (SA)

3% Al-Fahad, Abdulaziz H "Ornamental Constitutionalism: The Saudi Basic Law Of Governance" (2005) Yale J.
Int'l L. 30 : 375.

36 Vogel, Frank E. “Islamic Law And The Legal System Of Saudi: Studies Of Saudi Arabia” (2000) Vol. 8. Brill.
37 Basic Law Of Governance 1992, (SA)

3 Al-Fahad, Abdulaziz H. "Ornamental Constitutionalism: The Saudi Basic Law Of Governance." (2005) Yale J.
Int'l L. 30 : 375.
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such as telegraph and postal correspondence, telephone-based information, and other similar

means of transmitting messages=.

Based on the preceding information, it is evident that Saudi Arabia lacks a comprehensive legal
framework that effectively safeguards privacy. The nation lacks a comprehensive privacy
framework or essential legislation pertaining to economic affairs, wireless communication
networks, or safeguarding personal data for both private and public domains#. The absence of
robust privacy regulations is notable, despite the existence of distinct rules and regulations
governing privacy protection and compliance requirements for diverse government agencies.
The legal provisions pertaining to privacy rights exhibit notable variations in comparison to
those employed in nations adhering to the European Union framework?:. The aforementioned
provisions indicate that extant privacy regulations primarily centre on individual privacy,
specifically in relation to digital communications and commercial transactions conducted by
private entities®?. The extant fundamental legislation on governance underscores the
significance and indispensability of implementing regulations that oversee the safeguarding of
individual data in the Saudi Arabian realm, and that these regulations ought to be overseen by
a novel autonomous governmental or ministerial entity. The present thesis aims to examine the
inherent tensions that emerge between technology and privacy, while also elucidating the
infrastructure and privacy concerns associated with cellular data networks. Furthermore, the
thesis will discuss the international treaties (multilateral or bilateral) and customary
international laws on privacy. It will also offer recommendations and propose measures for
personal data protection for the kingdom of Saudi Arabia. Ultimately, the thesis will culminate
with a set of recommendations intended for lawmakers within the jurisdiction of the Kingdom
of Saudi Arabia.

39 Law, Saudi Arabia Basic "The Basic Law Of Governance” (1992) Royal Order No. A/91 27.

40 Shackelford, Scott J. "Protecting Intellectual Property And Privacy In The Digital Age: The Use Of National
Cybersecurity Strategies To Mitigate Cyber Risk" (2016) Chap. L. Rev. 19: 445,

41 Voss, W. Gregory. "European Union Data Privacy Law Reform: General Data Protection Regulation, Privacy
Shield, And The Right To Delisting” (2016) The Business Lawyer 72, No. 1: 221-234. Refer to Regulation (EU)
2016/679 of the European Parliament and of the Council dated 27 April 2016, concerning the protection of natural
persons in relation to the processing of personal data and the free movement of such data, while repealing
Directive 95/46/EC (General Data Protection Regulation) [2016] OJ 2 119/1.

42 Tikkinen-Piri, Christina, Anna Rohunen, And Jouni Markkula. "EU General Data Protection Regulation:
Changes And Implications For Personal Data Collecting Companies” (2018) Computer Law & Security
Review 34, No. 1: 134-153.

14



I.  Research Questions and Introduction

The primary enquiry of the research is: what lessons can the Kingdom of Saudi Arabia learn
from the experience of other countries in implementing privacy legislation for cellular network

data?

The central argument that will be the focus of discussion throughout the entirety of the thesis
will be identified. The recognition of privacy as a fundamental constitutional right of great
significance is evident in the constitutions of individual nations and the international
community“®. Therefore, every person is entitled to this basic right*. The increased prevalence
and accessibility of technological devices, such as communication networks, cellular network
data, and smart mobile phones, has heightened the probability of privacy infringement in
contemporary times as compared to a decade ago*. The probability of a breach of privacy in
contemporary times is higher than it was a decade ago“*. The probability of experiencing a
privacy violation in contemporary times is significantly higher compared to the past decade.
As a result of technological advancements, it has become possible to remotely monitor,
analyze, and trace objects situated at considerable distances. The disclosure of an individual's
complete personal life to the public renders them susceptible to vulnerability. The
unauthorised disclosure of personal information of an individual renders them equally
susceptible to vulnerability. In light of the heightened importance of safeguarding individuals'
privacy, the aforementioned protocols have been devised and are presently being executed. In
light of the present state of affairs, safeguarding the entitlement to individual privacy is of

utmost importance.

43 Shen, Nelson, Therese Bernier, Lydia Sequeira, John Strauss, Michelle Pannor Silver, Abigail Carter-Langford,
And David Wiljer. "Understanding The Patient Privacy Perspective On Health Information Exchange: A
Systematic Review" (2019) International Journal Of Medical Informatics 125: 1-12.

4 Cranston, Maurice "Are There Any Human Rights?" (1983) Daedalus: 1-17.

5 Houghton, David J., And Adam N. Joinson. "Privacy, Social Network Sites, And Social Relations In Human
Services In The Network Society” (2014) Routledge: Pp. 77-97.

46 Garfinkel, Simson Database Nation: The Death Of Privacy In The 21st Century (O’Reilly Media Inc, 2000)
P12.

47 Posner, Richard A "The Right Of Privacy" (1977) Ga. L. Rev. 12: 393.
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The primary query can thereafter be subdivided into two ancillary enquiries:
(1) What are the present restrictions of data privacy in the legislation of the Kingdom of Saudi
Arabia compared to other national jurisdictions? (2) What legislation can be enacted in the

Kingdom of Saudi Arabia to rectify the current limitations?

Il. Statement of the Problem

Contemporary Internet users are preoccupied with achieving equilibrium between their desire
for privacy and their desire for augmented social connectivity facilitated by advancements in
information and communication technologies, including cellular network data*. The
individuals involved are contemplating methods to utilise technology in facilitating extensive
cross-border social and cultural interactions®. As a result, the internet has emerged as a
platform for publishing a wide range of content, encompassing novel forms of cultural, social,
and political expression that are facilitated by the diverse array of software available on the
internet®. The exercise of this fundamental right has been revolutionised by the Internet. The
Internet's promotion and, in certain situations, necessity of divulging personal information to

reap its advantages increases the likelihood of privacy breaches.

I11.  Background of the Study

The Kingdom of Saudi Arabia introduced Vision 2030% in 2016°? as a comprehensive project

aimed at revitalising and transforming the country. The government of Saudi Arabia is

48 Khan, Jalaluddin, Haider Abbas, And Jalal Al-Muhtadi. “Survey On Mobile User's Data Privacy Threats And
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1 Amran, YH Ahssein, YH Mugahed Amran, Rayed Alyousef, And Hisham Alabduljabbar "Renewable And
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52 Mitchell, Brendan, And Abdulrahman Alfuraih. "The Kingdom Of Saudi Arabia: Achieving The Aspirations
Of The National Transformation Program 2020 And Saudi Vision 2030 Through Education"(2018) Journal Of
Education And Development 2, No. 3: 36.
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formulating an ambitious strategy aimed at enhancing various aspects of the nation®. The
implementation of Vision 2030 will be the shared responsibility of both the public and private
sectors, encompassing both for-profit and non-profit entities®. The Vision 2030 initiative
encompasses a set of supplementary measures aimed at swiftly realising these principles,
thereby positioning the Kingdom at the forefront by the year 2030%. The implementation of
the next-generation network constitutes a crucial element of the technical advancement
strategies. This will enhance the capacity of cellular networks and the World Wide Web. In
2019, Saudi Arabia was among the pioneering countries to provide its inhabitants with fifth-
generation cellular networks®. Furthermore, the nation is projected to extend its coverage to
numerous new urban centres and erect additional infrastructure in the coming years, in addition
to its current reach of over 5,200 towers across 30 cities®’. This innovation is anticipated to
yield download rates of up to 1110MB/s®8. In addition, due to the reliance of contemporary
commerce on a resilient digital framework, the government intends to collaborate with private
enterprises, particularly those in the telecommunications industry, to enhance the digital
infrastructure across the Kingdom®®. The promotion of local investment in information and
communications technology (ICT) enterprises would additionally facilitate the growth of the
digital economy. One of the technical development priorities outlined in Vision 2030 is the
enhancement of broadband service quality®. The objective is to attain coverage rates of up to
90 percent in the highly populated cities within the Kingdom, and 66 percent in other
metropolitan regions®.. Moreover, the implementation of e-Government in The Kingdom of

%3 Alzahrani, A. "Markets And Language Policy In Saudi Arabia: How The English Language Can Contribute To
The Success Of The Saudi Vision 2030" (2017) International Journal Of English Language And Linguistics
Research 5, No. 6:1-12.
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Sustainability-Oriented Partnerships In Non-Profit Organizations: The Case Of Saudi Arabia." (2020)
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Saudi Arabia seeks to achieve a position of international prominence in the field of electronic
governance®2.The objective will be achieved by means of expanding the scope of services,
enhancing their calibre, and elevating benchmarks, leading to decreased latency, heightened
attainment, and economised temporal and physical resources®. Furthermore, enhancements
have been made to online employment opportunities, virtual education, passport processing,
traffic and civil matters, electronic payment systems, and the dissemination of corporate

documentation®4.

Notwithstanding the absence of a privacy law in the Kingdom of Saudi Arabia, it is important
to note that the safeguarding of personal information of its citizens is not entirely disregarded.
The subject in question is fully safeguarded by the principles of Sharia law, which
comprehensively uphold all privacy rights without any exemptions®. The legal framework in
Saudi Arabia is based on Sharia law, which is derived from the Qur’an, Sunnah, and Islamic
jurisprudence®. Furthermore, the legal framework of Saudi Arabia encompasses various
discussions regarding the importance of an individual's right to personal privacy®’. Hence, the
enquiry that necessitates resolution pertains to the adequacy of extant laws and regulations in
the Kingdom of Saudi Arabia, including those that address privacy concerns, in safeguarding
personal privacy, especially among cellular data network users. The development of a robust
and distinctive privacy legislation in the Kingdom of Saudi Arabia is imperative to safeguard
individuals and their liberties, particularly with respect to personal privacy and mobile phone
data networks.

IV. Purpose Statement
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The aim of this study is to furnish the Saudi legislators with a precise understanding of the
privacy legislation and to carry out a thorough examination of the worldwide data protection
framework, with the intention of enabling the Saudi legislators to choose the privacy and data
protection law that is best suited for the Kingdom of Saudi Arabia. The concept has resulted in
the establishment of privacy legislation in several nations, with the most prominent being the
safeguarding of the right to privacy under the United States Constitution®. Furthermore, the
study analysed the General Data Protection Regulation of the European Union, alongside the
privacy laws of the United Arab Emirates, Argentina, and New Zealand®. The rationale behind
selecting these jurisdictions for privacy research is to conduct a comparative analysis between
those with a robust foundation and successful implementation of privacy laws and those with
more moderate policies. This approach aims to provide legislators in the Kingdom of Saudi
Arabia with a broader understanding of the diverse range of jurisdictions and their respective
approaches to privacy. Moreover, the inclusion of additional jurisdictions in the analysis is due

to the cultural similarity of their legal systems.

V. Significance of the Study

The present research is intended to establish a benchmark for privacy legislation in the Arab
region, with a specific focus on the Kingdom of Saudi Arabia. This is due to the limited amount
of scholarly enquiry on the subject of privacy in these locales’. Research is a manifestation of
individuals' motivation to enhance their quality of life by attaining a greater level of ease and
resolving the various predicaments that communities encounter, whether examined from an

academic or societal perspective™.
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The objective of the study is to accurately ascertain the individual constituents of the current
privacy framework, with the purpose of formulating a resolution to the issue at hand”. The
present investigation utilises a qualitative research methodology, which aims to comprehend
and describe phenomena and actions that take place within human or social settings. The
human and social cultures of legal sciences are examined in various countries with respect to
their respective national constitutions and legal systems. In reaction to the dominance of
statistical research in the realm of social sciences, the qualitative method emerged during the
early 1900s® as a novel concept. This action was taken as a reaction to the prevalence of
statistical research within the field. This methodology was developed as a response to the
limitations of quantitative tools in analysing and understanding social phenomena’. The data
provided was utilised by both social scientists and politicians™. The explanatory or qualitative
research approach is commonly referred to as the methodology that aims to provide
explanations for the outcomes of quantitative investigations’. Its primary objective is to
elucidate and interpret the results of such studies. The focal point of natural science is the
investigation of inherent characteristics of phenomena, as suggested by its nomenclature”. The
utilisation of ethnographic research methodologies is a prevalent practise within this realm of

academic investigation.

This research utilises scholarly sources such as academic literature, books, and journal articles
to examine the privacy provisions within the constitutions being analysed. The Kingdom of
Saudi Arabia has relied on the Holy Qur’an, the Prophet's Sunnah, and Islamic jurisprudence
as the primary sources of legislation. This is due to the lack of academic research on privacy
and the limited accessibility of Saudi court rulings on privacy to academic researchers.

Furthermore, the research evaluated the current privacy regulations in Saudi Arabia.
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I. Data collection methods

A research method that was utilised in this study was the utilisation of secondary data sources.
The development of privacy legislation was the subject of this study's primary purpose. In
addition to the secondary data sample, privacy legislation from Saudi Arabia and a number of
other countries were included. During the process of developing the proposed draft legislation,
the existing laws were analysed in order to determine the boundaries that have been set
according to international privacy norms. It was with the specific intention of drafting
legislation for the Kingdom of Saudi Arabia that the research was carried out. For the purpose
of gathering information, the researcher went to a number of different libraries in Saudi Arabia.
In addition to laws, the items that were collected included books and journal articles. The
purpose of this research is to conduct an analysis of a variety of transnational regulations in
order to provide Saudi Arabian regulators with a comprehensive understanding of the most
effective approach—whether it be stringent or lenient—that should be implemented, the
specific practices that require restriction, and the strategies for enforcing privacy regulations.

The researcher seeks legislation from both developed and developing legal frameworks.

The research was done at the National Cybersecurity Authority and the Bureau of Experts
inside the Council of Ministers. The National Cybersecurity Authority serves as the regulatory
body for computer and cyber security in the Kingdom. The Bureau of Experts is the
governmental legal advisory entity responsible for the formulation of legislation by legal

specialists.

1. Data Analysis methods

In order to answer the first sub-question, a comparison of the respective pieces of law was
carried out as part of the study process. The research compared the Saudi law to other
legislation in order to discover whether or not there are any privacy practices that are absent
from the Saudi legislation but are present in other legislation. The research was conducted in
order to determine whether or not there are any such practices. They proceeded to add the
practices that were lacking into the draft legislation prescription for the second particular query

once they had identified the practices that were lacking. After the fact, a number of practises
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that were not included in the draft law prescription were eventually inserted into it on the

grounds of  their cultural compatibility  and universal applicability.

[11. Organisation of the Study

The present thesis comprises six distinct sections. The initial section presents a comprehensive
examination of the significance of safeguarding one's privacy in the digital realm. The
discourse pertains to the evolution of privacy legislation in the United States over time™. The
introductory chapter delves into the various levels of individual anonymity. The second chapter
of the study provides a comprehensive analysis of the hardware, software, cloud computing,
server, data centre, and cellular network infrastructure technology, and their potential impact
on the privacy of cellular networks. Furthermore, Chapter 3 examines the national regulations
pertaining to privacy, highlighting diverse privacy treaties and jurisdictions. The chapter
centred on the interconnection between the United States and the European Union. The text
encompasses instances of data privacy laws in the United Arab Emirates, Argentina, and New
Zealand. Chapter four of the study demonstrates the measures taken to safeguard legal culture
and personal privacy within the jurisdiction of the Kingdom of Saudi Arabia. The present
chapter has furnished instances of the legal culture, explicated the significance of Sharia Law,
and elucidated the notion of privacy in the Qur’an, the Sunnah, and Islamic jurisprudence®.
The concluding section of the chapter pertains to the correlation between Saudi culture and
privacy, and the efficacy of the Saudi Arabian legal system, which is based on Sharia law, in
safeguarding individuals' confidential data. Chapter five provides an analysis of the existing
legal framework governing privacy in the Kingdom of Saudi Arabia. Several laws have been
enacted in recent years, including the Basic Law of Governance in 1992, the Telecom Act in
2001, the Credit Information Law in 2008, the Income Tax Law in 2004, the Electronic
Transaction Law in 2007, the Anti-Money Laundering Law in 2012, and the Law of Criminal
Procedure in 2013%. Chapter 6 contains the recommendations and proposed plan for

safeguarding personal data in the Kingdom of Saudi Arabia.
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Chapter One: Privacy Conceptualisation

Introduction

It is the objective of this chapter to create a working definition of privacy in order to facilitate
subsequent data collecting and analysis for the purpose of the study. The right to privacy is a
fundamental right that can be affected by geographic location, the passage of time, and cultural
norms®, However, the extent to which this right is upheld also depends on an individual's
awareness of the limitations placed on their privacy and their understanding of its significance.
The evolution of individuals notions of personal privacy has been accelerated by demographic
changes in response to their changing social and technological environments over the past few
decades®. The ubiquitous integration of information technology in daily routines has led to a
significant broadening of individuals perspectives regarding the definition of privacy
infringement®*. This can be attributed to the lack of prior assumptions in accommodating the
relentless emergence of novel circumstances®. These occurrences are atypical and do not stem
from the routine, everyday actions of an individual within a limited timeframe. Consequently,
they do not conform to the conventional patterns upon which most of extant data protection
frameworks are predicated. individuals today have the capacity to connect their personal
experiences and those of individuals across the globe, thereby enabling the possibility of

worldwide communication on a frequent and instantaneous basis®.

Given the apprehensions surrounding technology and multifarious information systems, it is
apparent that a robust theoretical framework is imperative for safeguarding privacy. Primarily,

it is imperative to establish stronger connections among the various issues that pertain to the
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entitlement of privacy. Data protection concerns are often addressed in a manner that isolates
them or treats them as governed by a separate entity®. A consistent approach and framwork of
data protection rights is of great importance as it forms the foundation for addressing instances
where the state infringes on the rights of individuals under the pretext of providing protection.
Finally, it is imperative to establish universal privacy rights to oversee progress and assess

whether it jeopardises personal privacy.

Invasion of privacy is a significant issue that can be caused either intentionally or
unintentionally. Even though it has been regarded as a serious offence in the United States for
more than a century®, Commonwealth courts have traditionally shied away from admitting any
such action arising under common law®. In 2004%, both the New Zealand Court of Appeal and
the House of Lords® found that the common law permits a remedy for the wrongful use of
personal information. When privacy invasion becomes a crime in the eyes of the law, three
major concerns arise®. Firstly, there appears to be dispute among judges over the extent of the
lawsuit®. Legal punishment is debatable for a privacy breach that does not result in additional
exposure®. In the United States, such invasions have typically been subject to a privacy
process®. However, the English and New Zealand versions of the framework contain
significantly less information about the persons who could be affected®. The second issue is
determining which laws protect privacy the most. In this scenario, both American and New
Zealand tort law apply?’. Thirdly, in circumstances involving the media, it can be difficult to

find a balance between the opposing ideals of privacy and freedom of speech when judging

87 Bamberger, Kenneth A., and Deirdre K. Mulligan. "Privacy in Europe: Initial data on governance choices and
corporate practices.” (2013) Geo. Wash. L. Rev. 81: 1529.

8 Warren, Samuel. Louis Brandeis. “The Right To Privacy” (1890) Harvard Law Review 4, No. 5,: 193-220.

8 Brown, R. Blake. Cecil A. “Wright And The Foundations Of Canadian Tort Law Scholarship (2001) Sask. L.
Rev. 64,: 169.

% Juristocracy, Who Wants. Smillie, John---" Who Wants Juristocracy?” (2006) Otalawrw 2; 2006 11 Otago Law
Review 183.11, No. 2.

%1 Witzleb, Normann. “Justifying Gain-Based Remedies For Invasions Of Privacy” (2009) Oxford Journal Of
Legal Studies 29, No. 2: 325-363.

92 Robertson, David W “Causation In The Restatement (Third) Of Torts: Three Arguable Mistakes” (2009) Wake
Forest L. Rev. 44, 2009: 1007.

9 Moreham, N. A. Violating Article 8. (2007) The Cambridge Law Journal 66, No. 1: 35-37.

% Hunt, Chris DL “Privacy In The Common Law: A Critical Appraisal Of The Ontario Court Of Appeal's
Decision” (2011) In Jones V. Tsige. Queen's LJ 37: 665.

% Determann, Lothar, and Robert Sprague. "Intrusive monitoring: Employee privacy expectations are reasonable
in Europe, destroyed in the United States." (2011) Berkeley Tech. LJ 26: 979.

% Brown, Russell “Rethinking Privacy: Exclusivity, Private Relation And Tort Law” (2005) Alta. L. Rev. 43:
589.

9 Thomson, Mark “The Increasing Protection Of Personal Privacy” (2008) Convergence 4: 257.

24



whether to consider a breach of privacy a mistake®. In the United States, freedom of speech is
frequently considered more important than individual privacy®. Unless there is a strong public
interest in disclosure, New Zealand courts will normally protect the privacy of individuals'
information. English courts are more globally minded in their deliberations®. Thus, this
chapter will examine the definition of the term 'privacy,' the historical context of the notion, an
illustration of constitutional privacy, an explanation of the numerous modes of privacy, and an

illustration of how technology can be used to breach privacy.

Notion of Privacy

Scholars in the legal discipline are largely in agreement about the challenge of defining a notion
that encroaches upon an individual's entitlement to confidentiality*®*. Hence, the notion of an
individual's entitlement to privacy may possess diverse and distinct implications, not only
across disparate legal frameworks, but also within a singular legal framework®2, The legal
system and judicial bodies hold responsibility for matters pertaining to privacy, and their focus
lies in formulating legal provisions that ensure the safeguarding of this fundamental right and
address the various forms of its infringement. Achieving consensus on the definition of the
right to privacy is widely regarded as a highly challenging task, with near unanimity among
scholars and experts on this matter'®. The reason for the variability in definitions of this
concept can be attributed to its diverse foundation and the differences in definitions across
various legal systems®4, Several governments have conflated the notions of data protection and
privacy, wherein the latter is situated within the framework of the right to safeguard personal
information. The definitional challenge of certain phrases arises from the diversity of

jurisprudential and legal frameworks across multiple nations,
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The present study posits that the challenge in defining the concept of "privacy™ in the context
of cultural, religious, traditional, and belief systems, as it pertains to the daily lives of
individuals, stems from the term's contextual variability, whereby its meaning is contingent
upon the specific circumstances in which it is employed. Hence, the establishment of texts with
the objective of ensuring the protection of rights and the continual quantification of privacy
violations in accordance with international laws and regulations hold minimal significance°,
In certain countries, data protection laws can only be extended to such areas as tax collection
legislation, for example, which is typically open to the sharing of personal financial
information?’. Privacy laws may conflict with laws on freedom of speech'®®. Some economic
analysts and psychologists have described the disclosure of personal details as a "voluntary
concession™® to obtain promotions and opportunities, because personally disclosed data can
theoretically be exploited or manipulated for reasons other than those for which they were

requested, including for the theft of addresses or card numbers*.

In the last century, privacy has been defined in numerous ways. Warren and Brandeis*** define
the term to mean "the privilege to be let alone"'*2. Pound* and Freund* described the
protection of privacy as an expansion of 'individuality or individual hood'**s, while Westin:

emphasised data privacy and control, and the right of persons, groups, or organisations to be
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informed if, where, and how their information is being distributed to others''’. Parent!®
provides a strictly contextual description of personal data protection by adding that privacy is
a requirement that forbids the retention of unreported private information about someone.
"Privacy is the state of not having unreported individual knowledge about one owned by
others”**°. Alternatively, privacy may be understood as the drawing of limits that control the

ability of persons or groups to interfere with the life of others'#.

Furthermore, Weinstein*?* has explained that privacy is related to psychology'?. However,
privacy may be a source of control exercised by ourselves or others, “the control we have over
information about ourselves'®”, “the condition under which there is control over acquaintance
with one’s personal affairs by the one enjoying it'?”, “the individual’s ability to control the
circulation of information relating to him?”. Furthermore, this defines privacy as the claim of
individuals to decide for themselves where, how and to what degree knowledge about them
can be transmitted to others*?. For some, unrestricted interference in other people's acts, a right
lost because the sound of driving or breathing pollutes the air, is another essential feature of

privacy'?’.

The term "access" refers to "perceiving a person with one's senses (for example, seeing,
hearing, or touching them), gaining physical proximity to them, and/or obtaining information
about them?2, " According to Professor Nicole Moreham, the term "privacy" should be defined

as "the state of desired access or freedom from unwanted access*." It is possible to violate an
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individual's right to privacy by either acquiring unauthorised access to that individual or
assisting a third party in doing so*¥®. In addition, Professor Nicole Moreham contends that every
legal right needs to comprise an objective criterion of reasonableness because it would be
excessively vast to base a legal interest solely on the individual desires of a claimant®,
Therefore, the courts ought to defend a person’s right to privacy if that person has a desire that

is reasonable given the circumstances under which they find themselvess,

Parker®s® proposed that three conditions should be met to arrive at an optimal understanding of
privacy. The first is that the meaning should work with the details, the second is that the
interpretation of privacy ought to be carried out by legal professionals and judicial bodies, and
the third is that the definition should be clear*.

Others have argued that there is no general concept of protection®*, but that a number of
different basic standards can be systematically presented.'*® As many have pointed out, secrecy
IS a common expectation if people are to easily share information about themselves*.
However, the frequent scandals that accompany advances in protection, information and
cooperation suggest something else. The transparency of information in these disputes®, for
example, suggests that there have been violations of commonly held values, norms, and ethics.
From this point of view, the advertising of controversies can be called a contradiction®®,
Provided that innovations cross borders seamlessly into a globalised business environment,

society's background — and ideas about privacy, where technology consequently plays a major
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role — undergoes a great deal of change'®. Thus, the restricting obligations of the debacle are

ethically and legally placed in different contexts+.

Different conceptions of privacy protection exist in the United States and the European
Union*#2, A community that is continually present in the United States teaches an effect that
includes its protection association4, which is another piece of evidence of the different privacy
consequences between the United States and the European Union, as well as numerous other

European nations'#.

With regard to education about privacy, Europe and the US differ at a common basis#®. The
protection of personal privacy is affirmed throughout the United States to meet the demands of
freedom and particularly freedom against the state, as historically understood#. In Europe!#
on the other hand, personal privacy is perceived as an integrity mechanism for the etiquette and
autonomy of proper rightst*¢. The frameworks for privacy legislation both in the US and in the
EU are a function of these educational activities'*. Overall, Europeans believe that government
is less forgiving of protection violations and is insistent on respecting personal protection
rights®*. In the US, protection is at the very centre of the principle of confidentiality against

needless government investigations and captures®. The legal process for gathering personal
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information®*?, for example identity, addresses, religious views and locations, allows the
individual to properly "opt-in" only in EU member states's3. This situation is in sharp contrast
with the US "opt-out” stance, which allows the individual to include the provision that personal
data is not shared®*. The arbitration of production materialised in the 'safe harbour'*>> deal
between the EU and the US on foreign markets. Limited regulation** enables US companies
that voluntarily adhere to EU values to conduct the transfer of trans-border data'*” to EU
member countries. The preceding analysis of the concept of privacy has revealed that there

are culturally and legislatively diverse ways of determining the meaning of privacy.

The Oxford Dictionary*> defines privacy as “a state in which one is not observed or disturbed
by other people'®”, or “the state of being free from public attention'®’. The American Heritage
Dictionary*¢? describes privacy as “the quality or condition of being secluded from the presence
or view of others'®” or “the state of being free from public attention or unsanctioned
intrusion***”. And the legislative understanding of privacy protection is “freedom from
unauthorised intrusion: state of being let alone and able to keep certain especially personal
matters to oneself'%”. The Oxford Dictionary*¢, for instance, describes data protection as “laws

and regulations that make it illegal to store or share some types of information about people
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without their knowledge or permission®”™’, and the Cambridge Dictionary*¢® defines data

protection as “legal control over access to and use of data stored in computers”.

Distinctions between *"privacy™ and "'secret™

The word “privacy” overlaps with the word secrecy'”, and the gap or overlap between privacy
and secrecy may be slight but is nevertheless important. For example, the term "privacy"
requires definitional precision and a comprehensive grasp of individual and group interests*™.
Therefore, the distinction between privacy and secrecy can be achieved. The emergence of
internal differences resulting from the conflicting values of personal and group cultures and
negotiating between the rights of individuals and groups, and often the disparities between
them, are articulated gracefully'’2. Secrecy also ensures that information is not accessible
except to those with the right to access it because it concerns them'2, Secrecy can be a harmful
attribute. Conversely, confidentiality refers to the right of a person to regulate the information
sharing they legally control*”. Privacy is a privilege which should be enjoyed by all*s. A
practical example reflects the difference between secrecy and privacy: digital businesses gather
information from users and then use algorithms'’ to show advertisements on this basis. Users
have no say over how their personal data are passed on under this model*”. Content publishers

and advertisers, meanwhile, never know precisely how the underground digital advertising
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world operates'’. If privacy takes priority over secrecy for the digital advertising industry, the
latter does not collect users’ personal data without their approval®™. It will instead let users
know how, where and why their data is being gathered and give them the opportunity of opting

out?®,

Distinctions between “privacy” and “security”

The concepts of security and privacy are intertwined, but privacy concerns all of a user’s rights
to the protection of personal data and how they are used?®t. Security refers to the protection of
the user’s personal data®2. For example, when users open a bank account, they share their
personal data with the bank, which is consistent with the bank’s privacy policy and guarantees
that the money is secure. Privacy may be endangered if the bank sells consumer data to other
firms for commercial purposes, but the money of the customer remains secure®*, The privacy
and security of the bank's computers could be at risk if they are vulnerable to malicious cyber-
attacks,'®* such that customer information and money are compromised. Confidentiality,

integrity, availability and protection of user information and sensitive data against unauthorised
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access are therefore among the aims of security*®. Privacy applies to the rights of people and

organisations with regard to their personal information .

Historical periods of privacy

In history and tradition®, the focus of privacy has changed from issues that are readily
discernible by an individual's ears and eyes, to spatial and territorial anonymity, then to more
remote kinds of privacy infringement where privacy intrusions may arise at a single venue*®.
Territorial integrity, the restriction on invasion of domestic and other surroundings, is the
foundation of the earliest descriptions, as illustrated in an English**® proverb that goes back to
the eighteenth®* century and means that a man’s house is his safe haven®2, In particular, for
the English people a home is a shelter which protects an individual*®. The proverb also implies
that anything that happens at home has to be reviewed and resolved at the same location®,
Long before that point in time, individuals were exposed to a form of cultural protection that
was acceptable at the time*®>. The first stage in the process of cultural safeguarding happened

when individuals began producing their own garments during the Palaeolithic period*. Privacy
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became the foundation of human life*’. In fact, people have been learning about privacy
through the resources that have been accessible to them throughout the ages and centuries, and

some of the privacy measures that they have devised are still in use today?.

Earlier mentions of privacy

The development of the idea of privacy can be traced to antiquity. Both the basic understanding
of privacy and the requirements it placed on ancient societies made it the exception for most
of antiquity. In the early ages, people’s lives and ways of life were characterised by the
peculiarities of the society of the times. Many nations across the globe, hundreds* of years
ago, adopted laws and regulations to guarantee the protection of people’s privacy under
Greek?® and ancient Chinese rule?®t. For example, investigating ancient Greek®? history, and
especially factors which at that time were characteristic of the individual and which
safeguarded the right of the individual to privacy under Greek law?%, it can be seen that cultures
naturally manifest a concern for privacy, even though these ancient people had little concept
of privacy?*. An example of this in ancient Greek culture?s is shown in the way early Greek
engineers®¢built low-level homes to shield the occupants from exposure to public gaze using
small windows, only adequate for light to enter the building. The ancient Greeks adopted this

sort of architecture to protect the privacy of their homes?”’,
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Furthermore, ancient Greek doctors vowed to uphold privacy and personal protections, as the
following indicates?®: “I'll stick to myself, keeping this stuff shamefully spoken about, what |
can see or hear during or outside of the procedure with respect to the lives of men, who cannot
extend outside.”?%. Another example is afforded by the Nutria Monastery, where an instance
is cited of a priest who died and was found long afterwards?®. In stone cubicles, known as
"beehive” huts, monks meditated in isolation?*. In the architecture®? of personal privacy,
individual beds, personal clothing and customs are considered to be historical innovations to

safeguard privacy?s.

Similarly, ancient Chinese law?* stressed the importance of defending common rights, and
criminal law is the cornerstone of their legal system?'®. The old Chinese regulatory framework
set down human duties and obligations, and implicitly secured individual rights and choice?S,
In comparison, a review of animal experiments?’ by Alan Westin?® found that the need for
privacy is not limited to humans alone. However, what is considered “private” is distinct in
these various contexts. To suggest various approaches to the subject, limitations on privacy can
refer to improper interference, restrictions on views and information, exclusion or restricted

usage in matters controlled by government?%.
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The concept of privacy has its historical origins in philosophically oriented debates??, the most
prominent being that of Aristotle??!, who distinguishes between two spheres of existence: civil
culture, which is connected with the political sphere of life, and private family culture, which
was associated with domestic life??2, This distinction between public and private is then applied
as a measure of the government's sphere of control versus the sphere of self-regulation®=. All
the best things and gifts this world affords are “normal,” in the sense of being generally
available in the natural state. But the individual owns himself and his own body and can acquire

his own possessions through his personal effort?.

Recent mentions of privacy

France

In 17892%, the French Parliament?® released a resolution banning the publishing of information
infringing on the individual’s rights??” and in addition levied fines on any who violated the
terms of the resolution. The idea of personal protection was first established in Article 222 in
the civil and citizens’ rights declaration of 17892%°, After the resolution was successfully passed
by the French Parliament, the privacy law was first applied in I’ Affaire Rachel of 18582, when

a Parisian newspaper wanted to show the image of the famous actress Mademoiselle Rachel?3!
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on her deathbed, disregarding her privacy in both life and death?®?. In 1970?%, the principle of
the protection of privacy was declared in Article 923 of the Civil Code?®, and a distinction was

made between private and public life in France?®,

United States of America

The freedom of individuals to choose whether to conduct certain actions has progressively been
assured and secured by the 1791 Bill of Rights?®’. However, coinciding with the emergence of
popular newspapers, two lawyers wrote®® "The Right to Privacy?*”, dealing with political,
social, and economic reform?¥ and the recognition of "one's right to be left alone.?**" The debate
began to take a more formal form in written discussions of the idea of privacy?2. The two
argued that the present regulation provided a way to encourage political, social, and economic
change®®. Both were primarily attracted to journals and photography that at the time were new
media and news technologies. Regularly pointing out infringements in other contexts, they
concentrated on impediments to privacy arising from the public disclosure of personal life-

related information2#.

The lawyers felt that a more general right to privacy would cover certain cases, protecting the

boundaries governing the communication of one's thoughts and feelings with others?5. These
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scholars maintained that these rights to privacy were founded upon the concept of
"inviolability", which was part of the right to immunity from the revelation of their identity. In
1890%¢, Brandeis noted that the lawyers’ article was not an attempt to secure the protection of
goods or intellectual property but to gain reassurance accompanying the protection of privacy.
Both lawyers believed that the presumption of privacy had already been introduced into
common law and came under the protection of the ‘one-home' principle. It is necessary for
modern technology to understand protection under the principle of privacy explicitly and

separately?.

By analogy with the law of slander and defamation, the two lawyers indicated that limitations
on the right to privacy could be found and that the right would not preclude, for example, the
revelation of details about presidential officials?*. This interpretation laid the groundwork for
the definition of privacy, later known as personal information access, by Warren and
Brandeis?®. In those days, telephones mostly shared communal lines, and presumably operators
were curious. In 19672, telephones had become private property, and the transition was made
to electromechanical equipment, providing private lines. During the 1970s, the implications of
revolutionary technology became clear to individual consumers, who raised protection and
privacy concerns, and questions about fair practice in information sharing®*. Although the right
to privacy was not acknowledged for the first cases after the publication of Warren and
Brandeis’ paper, public, state, and federal courts quickly began to endorse and extend the right

to privacy?2.
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Germany

Germany??® adopted what is known as the general personal rights law?>* (allgemeines
Personlichkeitsrecht) alien to German civil law? and proclaimed in 190825 by the Imperial
Court?’, After the collapse of the Nazi regime?®, it was necessary for Germany to follow the
principle of freedom of expression so that they could include Article 52°° in the Basic Law of
1949260 (Grundgesetz) granting personal protections of all kinds, from personal to general

human rights and privacy?:.

International

In 198422 the United Nations introduced the Human Rights Charter, which asserted in section
12263 and 172% that “No one shall be subjected to arbitrary interference with his privacy, family,
home or correspondence, nor to attacks upon his honour and reputation. Everyone has the right

to the protection of the law against such interference or attacks?%s”. Section 7% of European
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Charter on Human Rights 7 declares: “All have the freedom to honour their private and
personal life, their house and correspondence.” The OECD?® drew up a system for protecting
personal data and its methods of dissemination and has set guidelines for regulating the
system’s information processing phase, guaranteeing privacy at the compilation, storage,
processing, and publishing levels, and ensuring that such relevant details are collected in a
permissible way?®. The privacy of the individual includes immunity against groundless
surgical exams, assessments, or body checks?”. Furthermore, organisations that focus on
protecting privacy, for instance, hold yearly international meetings on privacy protection and
have appointed commissioners?*. There is also a global network that focuses on privacy
enforcement??, and a telecommunications group that concentrates mainly on data protection

worldwide??,

Constitutional right to privacy in the US

The right to privacy and protection is a basic right that has been acknowledged in the US since
the United States Federal Supreme Court voted in 196527 to recognise and affirm it?’>. In the

case known as "Griswold v. Connecticut?’®" governed by US constitutional law?’’, the tribunal
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ruled that what married couples?’® do in their own homes affects them alone and that they have
a right to personal privacy in which nobody can interfere?’®, The Griswold case?® threw out
the charge of offering contraception information, advice and assistance to married couples
against a doctor at the Yale School of Medicine?! and the director of a birth control clinic?2,
The constitutional right?® to privacy was defined by Justice William Douglas?®* as protection
of various aspects of privacy, including the institution of marriage and the sexual life of married
couples?®, Prior to 196528, the constitutional rights of Americans were restricted to the rights
enumerated in the Bill of Rights?®”. The Supreme Court tried to combine many individual
principles in four constitutional amendments?®, namely the first?®, fourth®, fifth?** and
ninth?®2 amendments, submitting them to the Supreme Court for it to make its decision to
recognise the particular right in question®®3, As a result of a comprehensive application of these
distinct words, the Supreme Court?®* determined that the right to protection must be
acknowledged and maintained it as a constitutional right in US culture?®®, Despite the Supreme

Court's?% affirmation of the right to privacy, its limits and essence remain ambiguous and no
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consensus has been achieved?®. In addition, it is essential to consider Justice Harlan's
concurring opinion in Griswold, in which he concluded that the Fourteenth Amendment
confers aright to privacy?®. He bases his concurrence on the reasoning in his dissenting opinion
in Poe v. Ullman. (1961)>*. In that conclusion, he stated, "I believe that this Connecticut law,
as interpreted to apply to these appellants, is in violation of the Fourteenth Amendment. | feel
that a law that makes it a crime for married couples to take contraceptives is an intolerable and
unreasonable intrusion into the most private aspects of an individual's life.3" In privacy issues
decided after Griswold, the Supreme Court has traditionally relied on Justice Harlan's
concurrence rather than Justice Douglas's majority opinion, Eisenstadt v. Baird (1971)3% and
Lawrence v. Texas (2003)%* are two of the most influential instances in which the Supreme
Court has expanded the right to privacy. In each of these instances, the Supreme Court relied

on the Fourteenth Amendment, not penumbrass®.

In addition, some constitutional lawyers3® in the United States®% claim that the protection of
privacy is not among the rights guaranteed by the constitution 37, In this vein, a federal judge3®

argues that the US Constitution does not expressly or in any other manner affirm that privacy
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is a basic right3%°, There is no such right in all the 2731° amendments applied to the constitution

so far3il,

In view of the above discussion, it is apparent that the definition of privacy®'? is based mainly
on the interpretation of the word, one’s understanding of its nature, the limitations on the
environment, its substance, and the form of government under which a person resides®'3. In
order to develop our knowledge and expertise in dealing with the issue, it is therefore important
to acknowledge the concept of privacy and concentrate on its fundamental components and

basic forms314,

In what is known now as the right to privacy or to constitutional privacy3!®, many countries
protect interests. For example, constitutional privacy is used to eliminate anti-homosexuality
legislation®!® and protect the right of the individual to choose their life partner3'’. Several EU
countries3'® now protect homosexual marriages, such as the Netherlands3'®, where marriages

have been permitted for nearly 10 years®?°, Germany?®?!, which permitted them in 20173%? and
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New Zealand3Z, the first nation in the Pacific region3?* to legalise homosexual marriages in
20138%2%5,

Types of privacy

The implementation of privacy is certainly a matter of safety and a vital proof of good ties, as
life without privacy results in disturbance, dissatisfaction, and violence®®. Since few people
understand the true meaning of privacy, we seldom find proof of its functioning®?’. But if people
can be sure of confidentiality, they will sense the difference because it improves relationships

and physical and mental wellbeing?®?. Privacy can be categorised in several ways, as follows.

Personal privacy®?, also known as individual privacy, is one of the most significant features
of human beings®* and all cultures. It refers to the right of individuals to possess and maintain
all that they consider their supreme rights as individuals, such as private bodily functions and
showing or hiding bodily characteristics®. It noted that the concept of privacy was not regarded

as a fundamental principle until the Universal Declaration of Human Rightss* introduced by
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the UN3®, and later adopted in 19483%*, led to its universal acceptance®®. Article 123 states that
there should be no unfair interference with one’s personal privacy or belongings, for instance
home or family. It stipulated, furthermore, that there should be no interference with an
individual’s emails, or campaigns damaging reputation. And everyone has the legal right to

defend him/herself from such interference or campaigns.

It is therefore prudent and beneficial to stress four essential and appropriate aspects of personal
privacy, namely: (a) a person's right not to be regulated or interfered with by others in his / her
private relations; (b) a basic individual right not to have one’s privacy invaded or exposed to
other people; (c) the right to be protected from defamation whether oral or written; and (d) the

freedom of the citizen without interference to think and believe what he wills3%'.

Cultural privacy®® is the second type of privacy rights. All cultures have cultural
characteristics®®, and when attempting to comprehend these societies, no reasonable person
will disregard or neglect them3°. Anyone who studies the composition of contemporary
countries, for instance, would discover that these countries contain numerous cultural and
ethical minorities®t. These separate communities are proud of the social, spiritual, racial, and

historical distinctions®* that set them apart other nations and groups*.
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Intellectual privacy** is the third type of rights to privacy. Intellectual privacy means
anonymity, the right to pursue one’s interests and curiosity and keep one’s thoughts private3+.
It also means respecting the ideas of others because one’s way of expressing one’s thoughts
may result in people feeling violated if one dismisses, ignores, or depreciates them3#. An
insistence on intellectual privacy ensures that each person has the right to privacy and complete
security regarding anything he or she believes in®*’. The individual’s proposals or views of all

sides of a matter under all its aspects should not be monitored3+,

Data retention and privacy of access®® is the fourth category, where individuals are able to
decide who, when and to what degree knowledge is transmitted to others®®. Where the
definition of privacy is both private and public, i.e., when it refers to privacy in general, it does
not mean that other persons have no personal information about the user but rather that it
regulates that information3!. Generally speaking, this form of privacy is like one’s medical
status, monthly salary, or weight and sexual orientation, and it can even be exceptional, based
on situations and cultures®2. Newspapers and public materials are also included in the public
domain. Once the content becomes part of the public record, using it after a lengthy period of
time and being received from a public source does not constitute a breach of privacy, nor does

it if undocumented information is not maintaineds2:.
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Privacy and human dignity®* comprise the fifth type in which the value, the ‘privacy of the
individual’®* binds all concerns about privacy to a single value, revealing the individual's
nature and humanity, and requiring the honesty, dignity, independence, and freedom of the
individual®. Respect for these principles establishes and unifies the definition of privacy.
An analysis of the five categories of rights to privacy, shows how critical each is, protecting
the individual from interference and violation of human dignity. All five forms bring an
individual under scrutiny in a way that can influence the independence and meaning of the
individual, breaching his / her human integrity and moral personality®®. The importance of
protection against potential damage to a person's rights and reputation is the universal
intellectual thread that encompasses multiple privacy problems that preclude collecting
sensitive records, recording telephone calls, wiretapping, and monitoring television use3*,
Overall, the only way to respect the individual’s privacy is in accord with the equality of human

beings3®,

The sixth category pertains to privacy and intimacy®®, with a strong emphasis on the
interconnectedness between intimacy and privacy®®2. A link between intimacy and privacy is
evident3®3, Indeed, the correlation between seclusion and intimacy is profoundly intricate. The
concepts of privacy and intimacy are frequently regarded as competing demands364. According
to Weiss (1987), the argument is made that privacy plays a crucial role in establishing authentic

intimacy?3%°. Intimacy can be understood as a manifestation of interpersonal privacy, wherein
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individuals with a strong sense of personal privacy converge in a shared space3%®. According
to Anderson (2013)%7, a citation from Bowers v. Hardwick, 478 U.S. 186, 208 (1986) suggests
that the core of the Constitution's safeguarding of privacy is in the individual's ability to engage
in intimate relationships inside the confines of their own residence®®. The correlation between
privacy and intimacy has been consistently shown in scholarly literature, exemplified by the
comprehensive research conducted by Gerstein in 1978%°, Gerstein (1978) emphasises that
intimate connections exhibit characteristics of both high intensity and significant relevance for
the individuals involved in these relationships®™. Allen (1988) posits that there is an argument
advocating for the protection of the domain of family life from external observation and
interference®*. Based on the provided definitions, solitude functions as a sanctuary for
individual and delicate emotions®’2. On the other hand, Lever contends that there is frequently
a convergence of issues over privacy and inaccessibility®”. According to Allen (2016), the
concept of privacy serves as a means of protecting personal intimacy by placing constraints on
the intrusion of outsiders into the lives of individuals®™. Despite this, the concept of privacy

acts as a means of protecting personal intimacy3™.

The seventh category pertains to the notions of Privacy and interpersonal relationshipss7.

Altman (1975) established the concept of privacy as a mechanism for regulating and
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constraining social interactions®”. The level of self-disclosure possesses the potential to affect
the level of social engagement, thereby influencing the presence of a theoretical interpersonal
barriers®. The concept of privacy is multifaceted and involves a range of dimensions. It is
characterised by the deliberate exercise of control over personal boundaries, whether by
individuals or collectives®®. Moreover, in their seminal work published in (1890), Warren and
Brandeis define privacy as the right to be safeguarded against the unauthorised disclosure of
personal information, particularly when it occurs through several channels of media
transmission®®. The notion of private life comprises various dimensions, including emotional
states, sensory perceptions, cognitive processes, social interactions, interpersonal connections,
textual forms of expression, and verbal communications®!. In 1965, the Constitutional Court
of the United States rendered a decision to construe privacy as a form of entitlement to self-
governance, wherein individuals possess the authority to make decisions pertaining to various
private affairs®?. Therefore, the process of boundary regulation encompasses the act of self-
disclosure, which involves the spoken communication of personal information®. In summary,
the act of regulating the disclosure of personal information, both in terms of what is shared and
received, can be considered a sort of boundary regulation®*. The extent to which we exert
control over this exchange of information directly impacts our ability to safeguard our privacy

within a certain social relationship3®.

377 Altman, 1 “Environment And Social Behaviour: Privacy, Personal Space, Territory, And Crowding” (1975)

Brooks/Cole, Monterey, P6.

378 Valerian J. Derlega And Alan L. Chaikin “Privacy And Self-Disclosure In Social Relationships JOURNAL
OF SOCIAL” (1977) Issues VOLUME 33, NUMBER 3, Old Dominion University, P103.

379 | bid.

380 Warren SD, Brandeis LD “The Right To Privacy. The Implicit Made Explicit” (1890) Harv Law Rev, Pp 193
220. Also In: Schoeman FD (Ed) “Philosophical Dimensions Of Privacy: An Anthology.” (1984) Cambridge
University Press, Cambridge, P195.

381 |bid, Also See Simone Van Der Hof Marga M. “Groothuis Innovating Government Normative, Policy And
Technological Dimensions Of Modern Government T.M.C.” ASSER PRESS Volume 20, P20.

382 Griswold V. Connecticut, 381 U.S. 479 (1965). Also See Simone Van Der Hof Marga M. Groothuis Innovating
Government Normative, Policy And Technological Dimensions Of Modern Government T.M.C. ASSER PRESS
Volume 20, P20.

383 Valerian J. Derlega And Alan L. Chaikin “Privacy And Self-Disclosure In Social Relationships JOURNAL
OF SOCIAL” (1977) Issues VOLUME 33, NUMBER 3, Old Dominion University, P103.

384 |bid.

385 | bid.

49



Privacy and minimal mobility*® are included in the eighth type of privacy, which deals with
exclusive access to one's own room or space®’. Privacy defends individuals from unauthorised
disclosure to others, whether this is physical contact, sensitive data, or our object of concern3s.
Data privacy has to do with the convenience of others and their perception of personal data,
the degree to which access can be made and the extent to which the interest of other individuals
can be drawn®®. Thus, privacy is better understood as an interest in restricting access and when
an individual is totally unavailable to anyone else, he or she can have absolute secrecy®®. Data
privacy can be accomplished by means of three different but intertwined secrecies — that an
individual does not have knowledge about an entity, respects "anonymity" so that a person does
not rely on an individual, and "isolation" so that a person has no direct connection to another

person3:,

Privacy limitations®? constitute the ninth type of privacy, raising the question of limits the
principle of privacy might impose on lifestyles and families, for instance, on birth control,
abortion, and mixed marriages. Actual categories of privacy issues are defined, and questions
of freedom are posed*. Barnett*** unequivocally removed any doubt regarding the right of a

citizen to make substantial personal choices about family and activities as legitimate questions
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of privacy®®*. Some also emphasise the value of privacy standards that allow users to monitor
access to them, and standards that enhance the self-expression of persons and the growth of
their social relationships®®. Privacy also guarantees protection from violence and social

domination when viewing or managing sensitive information3’.

As explained above, the diversity of types of privacy indicates that every person has their own
culture and characteristics, so that it is difficult to transfer, and subordinate a given culture to
another. Types of privacy are defined in such a way that specific data-protection legislation
cannot be adopted in total by any system in the world and made subject to the Kingdom of
Saudi Arabia, so it must be studied and developed in a way that reflects the culture, privacy
and society of this or any particular country, since matters of privacy may differ from one

culture to another.

Privacy and technology

Both privacy and technology continue to encounter a variety of obstacles®®. As a result of
advances in technology and other factors, modernisation efforts in legal theory are becoming
increasingly possibles*. For a long time, legal experts in the preservation of privacy have
acknowledged that advances in technology have transformed the means of both safeguarding
and abusing individuals' private*®. Because of their ability to disseminate information*, recent
developments in fields such as the written media, broadcast materials, and even information
technology all have the potential to play a part in various types of invasions of privacy. In the

United States of America, the concept of a legal right to one's privacy is a relatively new legal
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doctrine*®. This concept may be traced back to a scholarly article that was written by Samuel
Warren and Louis Brandeis and published in a legal review journal in the month of December
189043, Because of the limited legal remedies that were available during the beginning of the
technological era, particularly in relation to the advent of the camera, there were situations that
occurred in which personal information or photos of persons were collected without their
explicit agreement**. An individual could not be aware that an outside organisation had
acquired their personal information, photograph, or identity without their permission in certain

circumstances+s,

The concept of privacy, which involves the acknowledgement and protection of personal
information, has been widely acknowledged throughout history. Nevertheless, the
incorporation of technology has given rise to ongoing apprehensions surrounding privacy
throughout contemporary times*®. The proliferation of many information technologies,
particularly the introduction of computers during the twentieth century, has greatly heightened
the significance of privacy as a critical global issue*’. However, the prevalence of fear
continues to be substantial in contemporary times*e, Thomas Nagel, a prominent American
philosopher, asserts that there has been a notable deterioration in the crucial yet fragile

principles governing personal privacy within the United States over the past two decades*®.
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One of the prominent issues pertains to the ongoing conflict between the principles of privacy
and the advancements in technology*®. Consider the concealed surveillance device**, also
known as a hidden camera, which is primarily intended for security and surveillance purposes.
These devices are utilised both within residential settings and in public establishments,
including educational institutions, medical facilities, and commercial premises*2. Conversely,
there are others who perceive it as a mechanism for surveillance and a means to violate the
sacredness and confidentiality of individuals' lives, regardless of their geographical location*s,
Surveillance devices, such as concealed cameras, have the capability to monitor and exhibit an
individual's unscripted behaviours, encompassing even the most intimate actions, across many
contexts*#. It is plausible for individuals to remain oblivious to the existence of these cameras,

whether within their personal dwellings or in public areas*®.

The rapid advancement of technology and its widespread incorporation into various aspects of
life have led to the inevitable rise of concerns around privacy*®. These concerns involve arange
of issues, including the facilitation of identity theft through data mining, the misuse of
information, instances of cyberbullying and harassment, and the possible risks related with
location settings*’’. These worries often arise when a new technology is introduced*s.
According to Kontzer and Greenemeier (2006), contemporary technology has facilitated data
collecting and integration to an extent that was previously inconceivable, resulting in both
advantageous outcomes and unforeseen repercussions*®. The pervasive integration of

technology into individuals' daily routines and established behaviours has given rise to a
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phenomenon characterised by a restricted acknowledgement of the potential drawbacks and
constraints associated with emerging technologies*?. The observed behaviour can be attributed
directly to the extensive utilisation of technology+*. Despite the widespread awareness of the
notion of privacy in the domain of technology, individuals possess a restricted understanding

of this idea*?. Below is an exemplification of certain novel technological advancements.

Facial recognition systems*? are usually used to identify individuals by comparing selected
faces to images stored in databases via tracking cameras and video clips**. At a time when the
fields and applications of this technology are increasing for various security and commercial
reasons, this technology poses ethical questions concerning the infringement of citizens'
privacy without any legal or legislative restrictions governing its application*?. Facial
recognition techniques convert data into digital form that matches data stored in databases by
analysing the features and dimensions of the human face, for example the shape of the nose,
distance between the eyes, analogy between both ears, the contours of the lips, etc*?¢. This
technology is then used to classify the owner of the face, according to each device and analysis

phase, within fractions of a second or a few seconds*’.

Due to the ease of remotely identifying facial data compared with reliance on fingerprints and
voice, this technology has spread extensively to other arenas. It is not simple to distinguish a

voice in public or crowded places and if a person has a cold, the voice will change*®. For
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several reasons*?, a fingerprint can be distorted, by burning for example, and due to ophthalmic
diseases, an eye print can be altered. There are privacy problems, however, because the random
capturing, storing, and reviewing of public photos violate the right to privacy*®. There is also
the lack of regulatory mechanisms since, despite several international attempts to enforce
legislation, there are no clear laws that govern this technology**. This gap in the law therefore
opens the door to violence, in particular, if citizens' photos are acquired and used without their

knowledge and permission 2,

The use of mobile telephones** and the transmission of data through cell towers** are a part of
everyday life throughout the world. The manufacture of this technology was not intended
seriously and explicitly**to protect the privacy between users, but rather to be a means of direct,
rapid contact between users. Despite recent developments, the technology on which cell phones
and towers depend has not progressed enough to protect consumer confidentiality. Legislation
to ensure adequate privacy often plays an important role in protecting cell phone users and
mobile towers in general, since the two problems are not adequately connected to provide the

requisite security because of the tensions between privacy legislation and technology*®.
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In the Carpenter case*’, the US government**® used data without warrant to determine the
location of the defendant's telephone*®. The accused found himself in the vicinity of four
robberies in the same city*®. The government’s argument was as follows: if your call data are
not private, the data your telephone sent to the communication tower of the company are not
private either. However, Judge Roberts*! refused to accept that individuals have the right,
wherever they are, to maintain privacy. In this case*?, he pointed out that the five judges of the
Supreme Court*? had unanimously agreed that the use of GPS information without prior
permission from the court was unacceptable. Thus, by a majority of four out of five judges*,
the US Supreme Court took an important step, since it acknowledged that the government has

no right to use cell information to discover where the user was found without prior consent.

The need for balance between privacy and technology is a convincing argument to resolve
privacy violations where privacy and digital technology clash**. For example, tests for drugs
and alcohol for pilots seem fully justified out of concern for public safety*¢. Modern precise
technology is developed in such a way as to strike an equilibrium between respecting privacy
and the need to use these technologies, rather than overusing or compromising privacy as a
reason for achieving an unknown objective*V. In contexts of public protection and health, new

technology can be beneficial. However, anxiety linked to technical use and the lack of
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knowledge often harms privacy. A compromise will need to be found between privacy

concerns and public protection considerations 2.

Historically, the increasing capacity to collect and transmit information has had negative
implications for the protection of privacy*#®. The more information systems are used, the more
information is held in many databases around the world, and the subjects of that information
do not know and cannot monitor“° information that others may have or how they may use it.
Such information is likely to be sold for profit or may be used for reasons unknown to and not
authorised by the people concerned*. The principle of privacy of information is increasingly
relevant as information management systems expand“s2. However, the consequences of privacy
infringement can also lead to extremes. Privacy regulations have been amended in several
countries to address technical changes and address these concerns and protect privacy rights*.
However, the new global privacy scheme is being criticised for being incoherent and

ineffectual“®.

Conclusion

Regarding the interpretation of privacy safeguards, the term “privacy”** is generally coupled
with the phrase “data protection”*®. Academics have long debated the legitimacy of the popular

concept of privacy, which is the right to be alone. However, the notion of "right to be left
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alone*™ is highly prized in matters of personal privacy. Originally created by Judge Cooley*#
to explain why trespass against a person is unlawful under tort law, Warren and Brandeis are
widely credited with popularising the term in their 18904 article. There has been a lot of
intellectual opposition to the Warren and Brandeis*® formulation. Its vagueness is the first
issue*!, The text provides neither conceptual nor practical guidance on the scope of the right
because neither the "right to be left alone™ nor the idea of "inviolate personality*?" are clearly
defined. The phrase "right to be left alone" itself seems to be less a definition of privacy than
it does merely a description of one example of it, which is a similar criticism?, The second
criticism is that this notion of privacy is incredibly broad, which is related to the preceding
ambiguity**. As Gavison*s argues on the Warren and Brandeis privacy formulation, "[it]
encompasses nearly every conceivable complaint that could ever be made.“¢" The use of the
phrase "right to be left alone” in American constitutional law is an illustration of such a
conceptual over broadness*’. In this sense, "right to be left alone” is commonly associated with
the concept of privacy and is considered to entail "living one's life as one pleases." This
exemplifies conceptual overextension®, This "substantive” notion of privacy, which provides
a sphere of decisional autonomy, is the basis for the current legal rationale of abortion in the
United States*®. This justification is based on the Roe v. Wade*™ ruling. It has received a
significant deal of criticism since it is viewed as an "assertion of liberty per se" rather than a

"claim of privacy.+*"
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Though some have argued that the right to privacy has not been widely established, a number
of universal concepts are regularly presented+2. Others have argued that privacy is a condition
where no one should have unreported personal data about anyone else*. As an alternative,
privacy might be defined as the imposition of limits on the right of individuals or groups to
intervene**. Therefore, Professor Nicole Moreham and other legal experts, international
treaties, and privacy legislation from around the globe are the current navigators in the
development of a worldwide applicable concept of privacy*’. To elaborate, the right to privacy
is described as including all parts of a person's life and all information that a person in a social
environment would fairly expect to be within their control in terms of dissemination and
disclosure, if they so choose*®. In a social situation, for instance, a person would expect to have
choice over whether or not particular information about themselves is shared with other
individuals. This illustrates that "privacy protection means protection against unauthorised
access by others™ in reference to other individuals. Simply expressed, "control” refers to the
capacity to answer "yes" or "no"+". However, just like with any other alternative, exerting this
authority does not always guarantee that one will get their way. In this way, it parallels an
argument made by Professor Nicole Moreham, who argued that "privacy is best defined as the
state of "desired "inaccess™ or as "freedom from unwanted access*’#". A person is said to be in
a state of privacy if they are only seen, heard, touched, or learned about if and only if and only
to the extent that they choose to be so, and only if and only to the extent that they are seen,

heard, or learned about*®.

Privacy is an individual’s special privilege and a human right guaranteed by various rules

because it prohibits others from intruding and detracting from it. Data protection therefore
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draws on natural rights’ theory and is typically related to emerging information and
communication technologies. They are related to information technology by the essence of
privacy rights and the users of this technology are individuals whose privacy is assured by laws
and regulations. Consequently, the preservation of an individual’s privacy is a basic component
of our right to defend not only our lives, but also the world, the environment, and all that is
properly ours, including developing technology. The right to privacy helps us to decide whether
or not we manage our information and personal existence, since nobody can invade other
people’s personal territory without their permission. In addition, privacy laws would enable us
to find out who has information on us, and when and where, how, and when we use the portions,
we wish to reveal. There is no question, therefore, that the concept of privacy is an essential
indication of good interactions in life, and conversely, without guarantees of privacy, the

circumstances of life can result in anger, dissatisfaction and violence.

It should be noted that privacy conflicts with other values within social dimensions*®. Active
discourse regarding data and privacy, for example, is based on the social dimension of privacy
and the advancement of technology, since private life is a core value in which equality and the
dignity of the person can be seen within free, autonomous societies*. The latest feature is the
troubling advancement of technology that invades anonymity and impacts people and
culture*®2, Privacy in law, media, communications, healthcare, and the economy has entered
into policy and social activities. It has become an important topic in many sciences, including
engineering, health sciences and others*®. This development is also a strong motivation to

pursue modern solutions to the quest for privacy and social dimension in general*.
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As regards privacy and other principles*®, it can be imagined for example, that certain private
information could be made public without the knowledge of the person concerned. Such
information might be gained by data extraction capabilities, redefinition of anonymous data

sets, thermal sensor cameras, vehicle plate readers, predictive analysis and facial recognition“e.

The implementation of privacy in any situation for individuals or at the level of a country can
safeguard reputation, respect, social management, trust, and freedom. Thus, the
recommendation of the thesis to protect the privacy of cellular network data in Saudi Arabia is
the primary focus of this study since protection is vital for the national aspiration to achieve

the goal of becoming more proactive among other nations.
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Chapter Two: Cellular Networks Infrastructure and
Privacy

Introduction

Digital technology has become a pioneer in global economic, social and political change, and
nations will have little opportunity to advance in this age unless they take part in the
information transformation“’. Major steps should be taken by nations as they develop their
information technology processes to emulate those in advanced countries, and thus mainly
concentrate on key enterprises, with priority being given to protecting users’ data and rights in

order to satisfy the needs of all individuals.

Information infrastructure depends on continuously developing technology innovation
products, such as smartphones, robots, and computers, software operating systems, brain-
computer interface, swallowable medical devices, generative adversarial networks, algorithms,
artificial intelligence, blockchains, audio-visual tapes, coaxial cable, satellites, balloon
satellites, optical communication lines, microwave networks, receivers, scanners, copiers, and
printers, in addition to advances in computing and information operations and network
technologies. However, information technology infrastructure stretches beyond hardware and
software, and covers applications, operations and relationships#é. There may be the material
itself, for example, sound and photos, library archives or other media, irrespective of their
purpose, and also rules, customs, interfaces, and broadcast codes to enable network
communications and protect the privacy and safety of network-based information“°. The most
critical factor is the “human being” who works to create and take advantage of information,
develop software systems and services, and the regulation required for the achievement of

information technology objectives*®.
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Information systems, for instance, allow for health care to be implemented using telemedicine
by connecting physicians with more financial resources in remote areas for challenging
diagnostic consultations*:. If a computer and wireless link are available, a consultant can
provide research databases and direct inquiries, and telecommunications providers can provide
telecommunication services, an essential gift for physicians working remotely if fibre optic
networks are available. Information infrastructure can also enhance factory productivity, speed
the manufacture and distribution of new equipment and services, open new employment and
green markets, boost domestic and foreign trade and promote the flow of information*2. On a
policy level, information technology can be used to strengthen the political involvement of
people by developing open, interactive electronic conferences*:. The required legal structure
to safeguard user privacy and meet the goal of a proper and secure use of technological
advancement is therefore essential for technology and information technology management.
This chapter will therefore discuss the meaning of the word 'infrastructure’, will illustrate
information technology frameworks, and also the cellular data infrastructure for mobile
networks. Finally, the chapter will explain how information technology infrastructure is related

to privacy.

Notion of infrastructure

The quest for the meaning of a specific word relies heavily on the linguistic method of
semantics which contrasts formulas in order to differentiate the linguistic roots and derivations
of words. Semantics also draws on the linguistic history of civilisations since, besides
contrasting languages, it uses the study of cultures, institutions and other sciences and arts to

determine language issues**. Language can be seen as a branch connecting words as smaller
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branches*%. Historical linguistics is the study of the ancient roots of words and studies the
evolution of a word by means of records and texts, and sometimes the past of human groups
that use these words*%. Words make up a language’s vocabulary, forming units, so that the
units and the language are constituted through their interaction*’. That is the reason the units
modify the language*®®. Complex interactions between language units include knowledge of
linguistic production from one period to another*®. Classical dictionaries, for example,
generally give the sense of a word at the time of its authors, but each word also includes

connotations, which colour the significance®® of the word.

There are various general verbal meanings for information technology infrastructure. The
Cambridge Dictionary®®* definition of the term ‘infrastructure’ is 'the basic systems and
services, such as transport and power supplies, that a country or organization uses in order to
work effectively™®?, As noted by the online Dictionary of Etymology®®, the term
‘infrastructure’ has been in use since at least 1878°. Originally this term meant ‘installations

which are the foundation of all processes or structures®%.’

Other sources, like the Oxford English Dictionary®°, trace the root of the word ‘infrastructure’
to its early use in 1927°%7, when it was originally applied by the military. The word is derived
from the French language, where it denotes the soil, i.e., the original, natural materials found
beneath the floor of buildings or the ground if referring to the building of railways®®. The word

consists of two parts, the first being the Latin prefix, "infra,” which means "under,” and the
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word ‘structure®®. The American Heritage Dictionary®'® defines infrastructure as: ‘1. An
underlying base or foundation, especially for an organization or system. 2. The basic facilities,
services, and installations needed for the functioning of a community or society, such as
transportation and communications systems, water and power lines, and public institutions

including schools, post offices, and prisons’*L,

However, this definition and similar ones are broad and open to interpretation. In fact, what is
called an ‘infrastructure’ primarily depends on the context in which the word is used>®?.
Irrespective of when the word was introduced, the passages above illustrate the main point.
Infrastructure was originally an organisational and accounting concept used to differentiate
building work that was carried out literally beneath unpaved track or roadbeds, or was
otherwise organizationally prior to them, and also surveys, plans, bridges, tunnels, and
railroads, from superstructure roads to train stations and other such work®%. In the context of
technology and law, there are many interpretations and concepts relevant to information
technology infrastructure. The information technology definition of the term ‘infrastructure’
can be formulated as shared information technology resources, consisting of a technical,
physical base of hardware, software, communication technologies, data, core applications, and
also the component of human skills and expertise combined to create information technology
services that are typically unique to an organization®**. These organisations choose to solidify

their information technology infrastructure for the purpose of fostering change®?®.

In the legal context, the term ‘infrastructure’ refers to the totality of processes, tools,

documents, and other information systems, such as telecommunication networks, the internet,

509 Harvey, Penelope, Casper Bruun Jensen, And Atsuro Morita, Eds. “Infrastructures And Social Complexity:
A Companion” (2016) Taylor & Francis.

510 American Heritage Dictionary, And American Heritage Publishing Staff. “The American Heritage
Dictionary” (1987) Dell Publishing Company.

51 1bid.

512 Moteff, John, And Paul Parfomak. "Critical Infrastructure And Key Assets: Definition And Identification."
(2004) Library Of Congress Washington DC Congressional Research Service.

513 Harvey, Penelope, Casper Bruun Jensen, And Atsuro Morita, Eds. “Infrastructures And Social Complexity:
A Companion” (2016) Taylor & Francis.

54 Terry Anthony Byrd, Douglas E. Turner. "Measuring The Flexibility Of Information Technology
Infrastructure: Exploratory Analysis Of A Construct." (2000) Journal Of Management Information Systems 17,
No. 1: 167-208.

515 Terry Anthony Byrd, Douglas E. Turner. “Measuring The Flexibility Of Information Technology
Infrastructure: Exploratory Analysis Of A Construct” (2000) Journal Of Management Information Systems 17,
No. 1: 167-208.

65



and so on, that form the basis and facilitate the daily functioning of a particular legal system>:.
Such tools include document management systems, case management systems, decision

making systems, and record management systems®’.

Infrastructure, therefore, forms the basis on which the economic system is constructed and
includes the assets that enable the provision of vital services supporting economic development
and a society's activitiess. Critical infrastructure can be divided into different sectors, for
example transport that will include airports, roads and railway lines; social, for instance
educational institutions, hospitals, and telecommunications; and public services such as the

supply of fuel, gas, and water.

Understanding the infrastructure of information technology

In general, people want to know what is going on and to find solutions to the problems he has
encountered, and this can only be accomplished by eliminating doubt, by seeking knowledge,
which is the fundamental, external meaning of any individual or object, is linked to
information, and reflects what it contains. Consequently, in this case, information technology
infrastructure is concerned with privacy issues, but before dealing with them, knowledge about
the infrastructure is needed. After the concept of information in the term ‘information
technology’ has been explained, it is important to know how this information is processed and
stored, leading to an understanding of the value of information technology. Comprising
knowledge and communication, information technology, or IT in the common abbreviation, is
technology which has accelerated its growth and has become one of the navigational systems
of the modern age, where people who do not know how to deal with technology are considered

unlearned, like those who do not know how to read or write®®.
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Information technology architecture is the integrated platform for operating digital networks.
This infrastructure includes data centres, servers, computer networks, control devices for
databases and any regulation framework®2°, The information technology infrastructure system
comprises not only machines, but also real people who help as service providers. The
information technology infrastructure is a collaborative technological platform for consumer
and business computing support®?%. The information technology sector is built on long-term
information technology infrastructure that is interconnected with external industrial
infrastructure such as financial institution payment systems, airline booking systems, and
supply chain networks for the automobile industry, as well as public infrastructure such as
telephone and internet networkss2. The combination of internal and external information
technology infrastructures constitutes the information technology infrastructure for the
company®?%, Via an information technology infrastructure of expertise, ability and accepted
norms, technology components are turned into usable common services. The information
technology infrastructure service concept is very solid, giving the service provider greater
clarity about duties, as more detailed preparation is necessary. Infrastructure resources often
include communication network resources, management and provision of broad-scale
computing, such as servers or mainframes, joint management of consumer databases, and

experience in research and development for utilities®?4.

The infrastructure is the physical hardware used for connecting computers and users for
information technology and the internet>2°. Transport modes, including telephone lines, cables,
satellites, antennas and routers, comprise the networks®®. In certain applications, the

infrastructure refers to both the hardware and the software that perform the connection process
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rather than the computers and other connected devices®?’. For some information technology
consumers, however, the infrastructure is seen as something that facilitates the processing and

the flow of information®2,

The companies which produce infrastructure devices play an important role in the development
of the internet, both in terms of communication sites and places where they can be accessed,
and in terms of the quantity of information and transmission speed®?°. Much information
technology infrastructure has been built in order to keep pace with the quick steady growth of
technology at the global levels®. A later discussion will cover the primary and subsidiary
building components for the technical unit to be able to understand what is happening inside
this digital environment and why the protection of privacy in this digital world is very
important. So, the architecture of information technology is the essential component for an
enterprise to operate and maintain its information technology environment®3L, In the currently
known facility of the private sector or the latest, continually evolving framework of cloud

computing, IT technology can be deployed®®2. These two basic facilities will be clarified later.

Information infrastructure consists of hardware, software, network components, operating
systems and data storage that facilitate 1T services and solutions®®. All are components. IT
infrastructure products are available as software applications for running as downloads, in
addition to existing IT services, such as software-defined storage or service provider online

solutions, for example infrastructure as service>34,
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First among IT components is the hardware, which includes personal computers, servers,
routers, datacentres, switches, and other equipment. The facilities that store, cool, and power a
datacentre can also be included. Software is the second component, and applies to business-
related technologies, such as web servers, content management systems, and operating
systems, such as Linux>%. The open-source Linux operating system manages device resources
and hardware and links all applications to the physical resources that perform the work®, The
third component is the network, i.e., the linked network elements that permit the operation,
administration and connectivity of networks with internal and external systems®*. This network
includes the internet, network enablement, firewalls and protection, and hardware such as

routers, switches and cable systems.

Hardware

Before discussing the difference between hardware and software in detail, it will be helpful to
illustrate from the computer itself. In various fields, whether in work, entertainment or
something else, the machine has become an integral part of our lives®®. Nevertheless, despite
the awareness taken for granted in recent times about how to use it, there are many who are
unaware of its internal components and the differences between them. The discussion can begin
with the machine and its components and differentiate between them. The computer is an
electronic device capable of obtaining data, modifying it, processing it and converting it into
useful, significant information, then storing it in various storage media, whether internal or
external. Differing in speed and specifications, computers run on operating systemss®. Without
these, a computer has no value. From here, the components of a computer are divided into two

main parts, namely hardware and software. Computer hardware contains and connects with all
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the computer's physical components, including electronic circuits®®, the keyboard®*, mouse*?,

motherboard®®, screen*, and so on, that are the physical elements.

Among the basic components that can be listed in hardware are the motherboard, which is the
device master and carrier, with the central processing unit (CPU), random-access memory, and
extension slots**. The motherboard is the computer’s brain. Additional hardware components
are the electrical supply, the electronic integrated drives*, card video screen, TV tuner card®®,
vector controlss*®. hard drive®, optical drivess, disc drivess?, floppy disc duplicatorss, disc
reader for computer storage forms®*, D Video®®, and DVD®®. Similar input units link the

computer to networks.

Computer software
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Computer programme or software is a term used to refer to computer operations performed to
resolve mathematical problems or implement statistical operations and, in the event of an error
or the termination of a method, to modify these formulass’. All application programmes
contain software, for example Microsoft Office applications®®, firmware>®, middleware>®,
system programmes®®, Software collection and control’6?, web pages®®, programmes and video
games®®, Operational software®® relies on its own programming languages, such as

JavaScript®e, C%7 and Plus®.

The distinction between hardware and software

There are hardware-dependent software differences, since PCs may run Windows®®, Linux®™,

or Mac®™ software. The term "hardware" is unneeded in programming languages, notably
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JavaScript, as it refers to the tangible, visible components of computerss. Software is
comprised of programs, such as applications, whereas hardware refers to the tangible, visible

components of computerss?,

Infrastructure in information technology types

There are two different types of IT infrastructure: one is conventional, and the second is the
cloud. Conventional facilities include data centres, data storage and other equipment, all of
which is managed and operated by an organisation on its own premises®. Traditional
infrastructure®™ is typically costly to operate and requires vast quantities of hardware, such as
computers, as well as resources and physical space. Thus, a data centre consists of a series of
high-speed internet-connected servers, which are either used as complete servers or divided
into virtual private servers VPS, sharing hosting accounts or "distributed™ reseller hosting>™.
The importance of the data centre, or what is also known as the "computer barn™57, is to provide
the necessary conditions in which high-speed internet servers and cooling systems can sustain
high computer temperatures, along with permanent electrical power and other key factors,
including server structures and engineering®®. The data centre does not have exclusive control
of particular corporations or organisations, but government departments, corporations, and

individuals are capable of hosting their own data, as well as user data with it, to maintain the
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protection and confidentiality of the data’™. Thus, anyone can build and host their own data if

they have the know-how®®,

Cloud computing information technology infrastructure

Cloud computing involves renting instead of owning IT, and avoids heavy investment in
databases, software and facilities. When an entity decides to ‘switch to the cloud,” the IT
resources are housed offshore in a cloud computing service provider's data centre®:. The
provider is responsible for IT management, application, integration and the creation of new
user functionality and capabilities. Cloud computing is scalable, versatile, and is easy for

clients to usese?,

There are three®® different types of cloud computing services: infrastructure as a service
(laaS)®*, platform as a service (PaaS)%", and software as a service (SaaS)3¢. All differ in the

amount of user management required as well as the level of security provided.

1-Infrastructure as a Service laaS

In infrastructure as a service (laaS), the data technology is housed in the cloud service
provider's facilities, which deliver these services to the user over the internet®’. The user does
not have to maintain its IT and can easily add more users or processing capabilities if

necessary*®. A cloud provider has many IT users. laaS is usually configured as a scalable
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infrastructure. However, since public cloud environments are used to store vast quantities of

data, they are also the focus of attempts at unauthorised data access®.

2-Platform as a Service (PaaS)
Platform as a service PaaS is largely safe from public cloud protection problems. The user has

complete access to data centres, security enforcement and control with PaaS®5®.

3-Software as a Service (SaaS)

SaaS is a combination of laaS and PaaS. Clients use PaaS and laaS servers to store their data
using SaaS computing software®*. The most relevant data can be saved using a PaaS server,
while other laaS servers can be used for more data®®?. Payment information, for example, can
be stored on the local server and other non-personally recognisable data can be stored within

the PaaS environmentse,

Multi-cloud storage and computing devices can be used as part of a single architecture. A user
may have recourse to a mix of SaaS, PaaS, and laaS environments®®4. There are many
developments that drive governments, companies and individuals — in all sectors — to make
use of the cloud. For most organisations, existing ways of doing business cannot provide the
speed and flexibility to build or promote the platform. The tumultuous data revolution resulting
from the growing numbers of digital providers is taking the costs and difficulty of data centre
storage to new levels, requiring new analytical expertise and resources from IT specialistss®.

Modern cloud technologies allow businesses to address digital age challenges. Organizations
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are able to adapt rapidly to a dynamic, drastically rapid market environment and do not have

to handle their own 1T5%.

Server information technology infrastructure

The server is the basis of IT infrastructure and is thus a machine with special features and
specifications®’. Nevertheless, the server does not differ greatly from standard computers,
because it includes nearly all components of a personal computer but differs in that it also has
larger components and greater capabilities®®. Its strengths are the high-speed internet and a
permanent power supply, in addition to a powerful cooling system, as the server operates 245%

hours a day every day of the year.

The server consists of the following main components®®: the case or computer box, the central
processing unit (CPU)®, which is like the mind of the server and is responsible for doing most
tasks and controlling the server, and random-access memory (RAM)®%2, which is one of the

types of storage media and is very fast. In it currently programmes and files in use are stored.
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The server has storage devices®? where files are stored, and which are of two main types —
hard disk drives (HDD)®* and solid-state drives (SSD)®%®. The cooler®®® is responsible for
cooling the processor and the remaining the server components, and consists of a fan or an
integrated system. The power supply®®’is the unit responsible for supplying all server
components with power in the form of ‘electrical current’. The motherboard®® is an electronic
board that connects all server components to it. Finally, there is the operating system, which is
the programme responsible for making the server not just a machine but a responsive device
that executes commands®®. These components are the server's internal components, which
vary according to server use. Each component's size and capability differ according to server
specifications and uses. Servers require a high-speed internet link and a continuous electrical
source®, The server needs to run constantly, as stopping the server, even for a limited time,
would bring all websites to a halt, as well as the software, services and systems on it6'%. The
server is the home or building for websites and electronic resources in different fields and thus
provides these sites with a host®2. The server's role is to respond to the site's requests and supply

visitors (users) with the data they are looking for:3,
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Here is a scenario about how a server operates, with a clear description of what happens when
a user visits a website. The user places a link or name to the website in a browser and presses
‘enter’s, The browser links the name to the domain name system server (DNS)®°, The DNS
server passes it on to the internet protocol browser (IP)6¢ of the website host server. The
browser contacts the server on which the website is hosted and requests it to add the link to the
page®’. The server prepares and sends the page as data packets to the browser, which shows
the page sent from the server to the user. This process happens very rapidly®*®, depending on
the capabilities of the server and the speed at which both server and user link to the internet.
The server is the most important factor because it can deal with thousands of users

simultaneouslys.

The server can be transformed into a web hosting server®?, such as a shared hosting servers?,
split into virtual servers®??, and may even be fully leased, when it is known as a full server in
the web hosting sector®?3. In its default setting®?*, the one physical server may be divided into

more than one server. That is, the one computer can be configured as several servers, which all
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share the same server resources®?®. Multiple systems can also be connected to each other for
cloud hosting®%. The user can also convert the server to function as a hosting reseller6?’.
Moreover, some businesses and organisations use the server at their headquarters to provide
services to their branches by connecting them all to one data source, an arrangement seen in
the telecommunications sector, in banks and other businesses®?®. The server that normally
houses the client database is the main server®?®, One benefit is that all customer data can only
be found in one location so that access and help can be easily protected and managed®*®. This

arrangement also makes changes from one user accessible in real time to all other users®.

The main server is housed in a mainframe®32, which is a massive, very efficient server with a
special character, a special operation method, strict requirements and a very high capacity to

process data with the lowest error rate.

However, although the server has special requirements®®, it is not essential, as any ordinary
computer can be converted for use as an internet server®*, This is accomplished by the

installation and connexion of the operating system to the internet and the provision of a

625 Akizawa, Mitsuru, Hirofumi Yamashita, Hisamitsu Kawaguchi, Katsumi Tada, Kanji Kato, Akira Kito, And
Hidenori Yamada. "File Server System And File Access Control Method Of The Same." (1996) U.S. Patent
5,548,724, Issued August 20, 1996.

626 Lim, Harold C., Shivnath Babu, Jeffrey S. Chase, And Sujay S. Parekh. "Automated Control In Cloud
Computing: Challenges And Opportunities.” (In Proceedings Of The 1st Workshop On Automated Control For
Datacentres And Clouds, Pp. 13-18. 2009.)

827 Kim, Steven D. Third Party Management Of Computer System Control. (2010) U.S. Patent Application
12/604,687, Filed February 18, 2010.

628 Mulligan, Deirdre, And Ari Schwartz. "Your Place Or Mine? Privacy Concerns And Solutions For Server
And Client-Side Storage Of Personal Information.” (In Proceedings Of The Tenth Conference On Computers,
Freedom And Privacy: Challenging The Assumptions, Pp. 81-84. 2000.)

629 Amsaleg, Laurent, Michael Franklin, And Olivier Gruber. "Efficient Incremental Garbage Collection For
Client-Server Object Database Systems.” (2000) In Fully Integrated Data Environments, Pp. 427-430. Springer,
Berlin, Heidelberg, 2000.

830 Trevisani, Emiliano, And Andrea Vitaletti. "Cell-ID Location Technique, Limits And Benefits: An
Experimental Study." (In Sixth IEEE Workshop On Mobile Computing Systems And Applications, Pp. 51-60.
IEEE, 2004.)

831 Abdulredah, Sarah Haider, And Dheyaa Jasim Kadhim. "New Approaches Of Cloud Services Access Using
Tonido Cloud Server For Real-Time Applications.” (2020) Journal Of Engineering 26, No. 8: 83-99.

832 Sneed, Harry M. "Encapsulating Legacy Software For Use In Client/Server Systems." (In Proceedings Of
WCRE'96: 4rd Working Conference On Reverse Engineering, Pp. 104-119. IEEE, 1996.)

833 Jiang, Yufei, Jiang Ming, Dinghao Wu, John Yen, Prasenjit Mitra, John 1. Messner, And Robert Leicht.
"BIM Server Requirements To Support The Energy Efficient Building Lifecycle." (2012) In Computing In Civil
Engineering, Pp. 365-372. 2012.

834 evergood, Thomas Mark, Lawrence C. Stewart, Stephen Jeffrey Morris, Andrew C. Payne, And George
Winfield Treese. "Internet Server Access Control And Monitoring Systems.” (1998) U.S. Patent 5,708,780,
Issued January 13, 1998.

78



continuous electric power supply®3. Computer companies manufacture computer servers that
closely imitate ordinary computers, but have the ability to run continuously, stably and without
substantial increase in temperature®3, The capabilities of the server vary from one version to
another and between devices, depending on what they need to do, whether they are hosting
websites, databases, or files®®’. Additionally, if the server is to be used as a web server, it must
always be linked to an electronic outlet and the internet®3®, The existence in one location of a

group of servers forms what is known as a data centre®3°.

Data centre infrastructure technology

The data centre is a physical location that corporations and entities use to store and run essential
programmes and applications®?. Data centre architecture relies on a network of computer
hardware, servers, and storage accessories to connect shared applications and services®. Data
centre rooms or buildings consist of internet routers, switches for connection devices, firewall
protection applications, storage systems, servers, and application-delivery controllers®.
Hence, establishing a data centre is not an easy task and is based on data centre server
requirements, server room requirements, energy and internet infrastructure, and environmental

conditions (low temperatures are required).

In order to build a data centre, it is not enough simply to connect servers to each other, but the

data centre must also meet basic requirements and specifications, as well as standards for the
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layout of rooms and server services®*, enabling the data centre to store and exchange data 24544
hours a day, every day of the year, never stopping. Accordingly, these basic requirements and
specifications for the development of an effective data centre are among the most important
factors®>: The most critical pillar in the construction of a successful data centre is its
location®4®. A further fundamental necessity to maintain the required environment for operating
the servers is the protection and security of equipment and staff inside the data centre®¥’. The
room should be fireproof and the equipment constantly monitored to ensure that incidents do
not happen. Internet servers must be of high quality for data centre information networks, with
components designed to withstand high temperatures and run continuously without
interruption®48, Connection to a high-speed internet link building or server room is essential to
easily access data from the server and display it to users®. Finally, a high level of skilled
developers for data protection and real-time server monitoring are essential to create a data
centre specialising in operations, monitoring, intrusion and security attacks®°. There are many
technological criteria for a data centre, but those listed above are the most critical elements for

establishing such a centre®s.,

The data centre room specifications for the technical equipment inside it must be constructed
in compliance with fundamental standards and server room creation requirements®®2, Because

the data centre server components are constantly drawing large amounts of power, the place
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must include®? an adequate electrical supply®®*, so that the electrical cables supplying the
building have thermal insulation, resistance connexions and torque twice the intensity needed
for continuous operations. Electrical emergency connexion systems are necessary — an
uninterruptible power supply (UPS) — to prevent server failure in the event of main-line
disruption®®. To ensure server coordination and delivery, the servers in the room or building
are arranged and distributed according to four modules, which are the strongest in the
development of layers of data centres®’. The modules have been developed to make it easy to
transfer, manage, upgrade and access all servers and connection quickly®®. Air conditioning
and an adequate cooling system are essential, and the air conditioners must be capable of
continuous operation®?°, able to sustain the data centre temperature within the specified range
and the number of pieces of equipment used. Room temperature monitoring devices are
installed to detect variations in temperature and shut servers down before a problem gets

worseb60,

There are various types of data centre, depending on the needs of the user®?, so that there are
major differences among servers according to the programmes and potential features of the

data centres used. The first type is the enterprise data centre, which is built to serve one entity
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such as a company, bank, or ministry, and establish full connection between all departments,

with the greatest share of usage®? allocated only to staff and subscribers of the company.

Second is the web hosting provider or managed services data centre, built by web hosting
companies and consisting of several internet servers®s, These servers are fully engaged by a
reseller who splits up and distributes their capabilities through a virtual private server (VPS)®+4
with limited spaces. The servers are marketed for web hosting services to support users who
own websites and forums®,

Aside from the third type, there is the Web 2.0 data centre servicing Web 2.0 websites, such as
blogs, sites that enable users to create free websites, and social networking sites that allow
users to connect with data centre's features®®. These features may be similar to those used in
data centre hosting companies, free domain reservation companies, or hosting and domain

websites®.

The last type comprises the cloud data centres, which offer a technology that transfers the
processing and storage capabilities of the cloud computer, a server device that can be accessed
via the internet and that converts IT programmes from goods to services®®, Companies which
use it are relieved of the problems associated with maintaining and developing their own IT

programmes®®®, The cloud data centre stores its information in the ‘cloud’®°, a virtual space
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that ensures continuous, uninterrupted communication with many devices (computers, tablets,
smartphones, etc.) when accessed by a code for unlocking the network®™. Access can be made
throughout the world as the available technology®’? advances. Users have benefited immensely
from this technology, saving on costs®”. Nevertheless, there are various types of data centres

built for their own primary purpose.

Network information technology infrastructure

In a network, there are two computers, a group of devices, or hardware and software resources
connected to each other via transmitting wires or cables. They can also be connected wirelessly
in order to share data and files among themselves®’4. Networks are categorised by how their
devices are linked®”™. A wired network is one where linked devices communicate with one
another via cables®™. A wireless network is one where devices within the network are connected
wirelessly to each other, i.e., without using typical cables, including braided copper cables,

optical fibre, and other cables®’’.

The planet has become a little village®”®, and networks in schools, factories, hospitals,
businesses and universities are used almost everywhere. These networks differ according to
their types and divisions, depending on the geographical area they cover, in addition to the

number of devices they include®”. Network varieties include first the single user personal area
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network®®, composed of personal devices such as a computer and printer within a single
office%8L, Second, a small home or local network®? is the simplest form of network, which can
be found in each house that has an internet-linked personal or desktop computer. The local or
house network covers a small geographical area, making it possible to contain a single
company's network or networks, for example if it is restricted to only one building®. Third,
the network serving a city is a civil or urban network®® that is greater than the home or local
area network but smaller than the broad network. It is an intermediate solution for networks
for a medium-size area®®. Fourth, long-distance networks®® span a very large geographical
zone, including the global internet, and typically encompass entire nations or whole continents
and are distinguished by their huge number and complex nature. The global internet is one of

the most important examples of this®®’.

The difference between a network and an information technology network is that information
technology infrastructure is a wider, more extensive concept as it defines a collection of
information technology elements that are vital for the network®8, Also, the IT network includes
physical components, such as hardware, and sometimes also encompasses network or software
components®®, On the other hand, the network infrastructure is considered to be smaller, and a

strong network infrastructure supports major IT infrastructures®,
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The advantages of networks and information technology networks are evident®? because they
save time, effort, resources, and offer many solutions to make large distances look very small.
An example can be seen in the advantages of connecting multiple devices, such as the printer,
in a company where all devices in the network are used, saving energy and money®? since
networks can make use of dispersed resources, sharing them with all other devices®®, Where
data is transmitted from one computer to another, the networks save time and effort. A special
network file is released so other devices can use the network to access it%®*. Networks also
establish a new paradigm consisting of databases that store in a single location, large quantities
of data that users may access in specified circumstances®®®. And lastly, networks enable devices
to be linked to the internet, so that anyone in the world can use them and search their contents,

regardless of the position which, given the spread of computer networks, did not occur®,

Cellular network infrastructure technology

A cellular network is a communications network built exclusively to support mobile phones or
other devices that are capable of receiving communications transmission from the network®®’.
The cellular network enables its subscribers traveling either within or outside their country to
establish communication with other subscribers as well as the public network through their
mobile devices®®. Each mobile network splits into a community of cells and each mobile is

represented by one or more transceivers®®. The function of cellular networks has expanded
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from providing basic telephone service, and now includes data and picture processing, internet

access and other modern facilities’,

The cellular network layout consists of linking the following key components: a mobile station
(MS)™, a system used for wireless network contact’??, and a base station (BS)"® consisting of
a radio and recipient for the transmitting and receipt of signals to and from cell stations’®*. The
mobile switching centre (MSC)’% is the backbone of the network and plans and manages calls
across the network’%. Additional necessary components are the base station control (BSC)”’
to control interactions between base stations and a central mobile transmission centre’%®, and
the public telephone network (PSTN)7, which represents the network's land area. Cell
networks are split into cells, and one or more recipients are represented by each cell’. Cellular
network connectivity is two-way as messages are sent and received from various uplink and
downlink frequencies’!. The purpose of selecting the cellular structure is to enable the usage
of frequencies. When non-contiguous cells are divided at a certain point, the frequencies may

be used again, meaning that the scarce radio resources available are used effectively’?.
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The Nordic mobile telephone (NMT)"13 system in the 45074 to 900> MHz frequency band’6,
the advanced mobile system (AMPS)"7 in the 80078 to 9007'° MHz frequency band and its
European analogue’?, and the total access communication system (TACS)’%!, comprise the
first wave of cellular networks’?2. Both these systems are characterised by their dependency on
analogue technology’?3, the frequency division multiple access (FDMA)7?* methodology and
the adoption of the frequency reuse concept’?®. These devices work multiple frequency beams
between 16072 and 90072” MHz. As a result of their incompatibility, the adoption of these
systems was limited to a single country, except for NMT?2, These networks offered mainly

telephone coverage in the 1980s7%°.

The European GSM, 1S-957%° and American 1S-136"3! systems and Japanese personal digital
cellular PDC"®2 are among the most common second-generation mobile radio networks. These

networks have the benefit of relying solely on emerging technology, multiple frequency
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division connectivity, and time division multiple access (TDMA)"®%, and are utilised in
numerous countries, broadening the variety of services offered to execute low-speed data
transfer’34. Owing to strong demand, these networks have had to deal with reduced space and
data speed and poorer transmission efficiency than wired communication, as well as issues

with frequency preparation and the restricted bandwidth available™s,

The mobile phone joins the multimedia age with its third-generation systems”36. In addition to
cost savings, the integration of information technology enables the development of innovative
services”®”. Owing to the median data transfer speed of 9.6 Kbps in the global mobile
communications GSM system’3, data services within telecommunications networks have been
limited because of increased data traffic demands and the limitations of the internet service
available on national networks™°. In addition to voice, the International Telecommunication
Union (ITU)™* and European telecommunications standards institute (ETSI)’*! initiated
ambitious global research and development projects, known as Global Mobile
Telecommunications 2000 (IMT-2000)"4?, and also the global mobile communications
infrastructure’®, a universal mobile telecommunications system (UMTS)"#4, at EU level, in

order to achieve high-speed data transmission for users’#®. The networks, computers, and
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mobile phones that have the capability to access the Internet can all be connected to the Internet
from any area that is covered by the mobile communications system™e, These systems have
been allocated new frequency bands of approximately 2 GHz and are based on wideband code
division multiple access (WCDMA\) technology’#’. On the road to the next phase, technologies
known as the second and a half phase (n2.5 G) emerged’®, offering partial solutions to speed
issues and data delivery across mobile networks. The first was the high-speed circuit-switch
data (HSCSD) system’*, allowing a maximum data transmission speed of 57.6 Kbps’®°. Then
came the General Packet Radio System (GPRS), which guaranteed IP and X.25 reliability,
improved radio resource utilisation and provided speed improvement to 164 kbps™. Finally,
the upgraded GSM enhanced data rate for GSM evolution EDGE data speed devices enabled

transfer rates to climb to 384 kbps™2.

Third-generation technologies focused on the International Transport Association's collection
of guidelines using the Global Mobile Transport software IMT-200073. These technologies
enable a larger and more sophisticated spectrum of networks, and with its spectral quality it is
distinguished by a broad network capability. These provide extensive coverage of
communication systems and internet broadband data transfer, all in a mobile environment’>4,
3G networks are wide field mobile telecommunications networks providing fast bandwidth

connexions to internet and video calling facilities, as opposed to IEEE 802.117%°. IEEE
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802.117°% networks, however, are narrowband wireless networks, intended primarily for

transmitting data.

The term “fourth generation”, or 4G, applies to one of the services of cellular wireless
networks™’. After third-generation or 3G services, 4G services emerged in order to expand the
demand for better services’®. It offers fast service by uploading data, images and concurrent
sharing with others to keep pace with the advance of technology’®. The 4G networks are
advanced radio networks that rely on internet protocols for transmitting and receiving data in
packets and are distinguished from previous networks in that they often transmit voice data
through internet protocols that render them entirely dependent on protocols™. This implies the
link between cell telephones and stations and the sharing of internet data through air media via
these networks’6L,

Long-term evolution (LTE) is a form of cell network which is known as a norm for wireless
networking, as it improves the velocity and data transmission capacity of various networks’6?,
The LTE system provides many benefits, and the following are the key advantages. The system
can handle more than one computer and may attach to a single point of entrys. It increases
internet calling efficiency using voice over LTE technology™*. It also improves data processing

capacity across the internet by speeding up downloads and reduces information delay?6°.
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5G is an emerging, modern, functional mobile technology. It has been developed to satisfy the
immense need for connectivity, high data flow and comprehensive integration with modern
applications™. Communication networks of the fifth-generation constitute a wireless
infrastructure that transmits data more quickly by air from cell towers to phones and other
gadgets’®’. The first 5G stream is primarily the 3.5 GHz frequency’® and provides a rather
similar reach to the new cell networks (3G/4G and WLAN). Many of the current antenna sites
will then be re-used for 5G without the need to instal new ones™. These smart antennas emit
radio waves if the need for connectivity requires them’7°, Since it is directional, it only streams
on demand as the stations must link to the network. Experts are exploring the possibilities of
utilising this technology in the health sector in remote robotic operations’’%, in autonomous
vehicles’’?, which need a great deal of data to function on the road, and intelligent
infrastructure’’3, which enables coordination between signals from traffic in the area. This

network will play a significant role in improving protection for cars.

In Saudi Arabia, the interest in communications in general began with the founding of the Third
Kingdom of Saudi Arabia”* headed by the late King Abdul-Aziz Al Saud’, who issued orders
in 192477 to establish a special directorate for telegraph, mail and telephone. This interest has

continued until the present time. Due to the large area of the Kingdom of Saudi Arabia and the
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need to connect cities to each other, the wireless phone network was established to high acclaim
in 1952777 and in 1984¢ optical cables were added. In 1987, King Fahd Satellite
Telecommunication City’® was established, specialising in satellite communications and
containing four ground stations to work with satellites. In 19957, the mobile phone service
was put into operation, in the following year the very-small-aperture terminal VSAT™? was
commissioned, and fibre-optic cable networks also were established:. Then, in 19977#, the
government-owned Saudi Telecom Company was approved. In 19997, approval was given to
liberalize the internet service provider (ISP) sector, then the Saudi Communications
Commission was established in 20017% to regulate the telecommunications sector. In 200577,
the mobile phone sector was liberalized, and another commercial operator, Etihad Etisalat
(Mobily), was added to this sector®. The Kingdom also joined the World Trade Organization?®®

on this date. In 20067 3G mobile phone services were launched™:, and in 20077 Zain was
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granted the third license to provide mobile services. In 20097, the Atheeb Telecom
Company™* began to offer its services, then in 20147 a license was granted to two virtual
mobile operators, Virgin™® and Lebara™. In 20187%, the fifth-generation mobile network was
built with 4,600 stations™.

Due to the speed of electronic development and the strength of the mobile infrastructure in the
Kingdom of Saudi Arabia, the number of mobile phone subscribers increased by 2.7%8® to
41.3 million®* subscribers, compared to 40.21%2 million at the end of 20172, On the other
hand, the number of fixed telephone subscribers declined by 14.3%%* during the year 201885,
and the number of broadband subscribers declined by 3.6%°%%. At the end of 2018%7, the
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prevalence of internet usage for the age group from 1082 to 748 years was 93.3%?%°, compared
to 94.3%° in 201782,

It is noteworthy that mobile phone infrastructure is considered to be ahead of the traditional
landline phone, broadband and fibre services®®. Mobile phone services are available in a
manner compatible with the environment in the Kingdom, and a competitive atmosphere has
developed up among service providerst. This is not the case with land-based broadband
services, where competition between service providers is slow and the infrastructure has not
kept pace with rapid developments®>. Providers also have difficulty in delivering services to
the consumer in an advanced, efficient manner, and this may be one of the reasons that drives

consumers to choose mobile phones and data over broadbands:e.

Vision 203087 is a long-term strategic plan revealed by the government of Saudi Arabia. The
plan attempts to simultaneously reduce the nation's dependency on oil and diversify the
economys, It attempts to promote the growth of a wealthy economy, a thriving society, and

an ambitious nation®®, Two criteria require all other industries to make a qualitative and
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comprehensive leap, one of which is that progress in communications and information
technology is one of the vision's most crucial areas®®. First, the sector dealing with
communications and information technology is the most dynamic sector®?. The advancement
of technology has had a direct impact on the improvement of education, health, the economy,
and other aspects of life, eliminating the need for a separate sector®?. Rather, technology acts
as a catalyst and enabler for other industries to flourish, develop, and accomplish their
objectives®:. Technology has become both a driver of progress and an enabler of growth,
allowing all industries to accomplish the growth and expansion they seek®. Because of this, it
is clear how significant the communications and information technology industry is, not only
in terms of the strategic goals it can achieve, but also in terms of the technological, economic,
scientific, and practical goals it can achieve®®. Consequently, the Kingdom of Saudi Arabia is
developing the infrastructure of communications and information technology®, particularly
cellular networks and high-speed broadband technologies, to increase the percentage of
coverage in and outside cities and improve the quality of communication, through government
partnership with the private sector; the government of the Kingdom of Saudi Arabia aims to

achieve coverage that exceeds (90% of homes are in densely populated areas)®?.

Privacy issues and findings on information technology infrastructure
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Privacy is a term that has a multitude of ramifications for individuals®?. The aim for insisting
on privacy is that individuals have the right to keep their records and personal ties private, as
well as the unquestionable right not to be tracked or to have their details and information
released without their permission®®. Data protection challenges arising with IT infrastructure
are major complex issues, but with compliance guidelines and instructions the likelihood of

violating people's privacy is what is being sought®,

Whether with traditional datacentres®? and servers®® or cloud computing®3, using any of these
services entails questions in relation to privacy and sharing. These issues are not limited to the
location of cloud services, where the user should know under which jurisdiction/s the cloud
services operate, whether local or offshore®. Some countries have privacy laws that may be
similar to or different from those of the country of the user’s origin®¢. Some countries have no
privacy legislation at all®¥”. Datacentres, servers and cloud services require routine
maintenance, and those who perform this authorized work will have access to subscribers’
information and accounts®®, Furthermore, the question arises how data centre owners can be
confident of contracts with the repair and maintenance company responsible for servicing the

datacentres that data will not be exposeds®. Will the server and cloud computing service
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providers notify the service user if there is theft or tampering with the user’s information and

files?

By design, in cloud computing®® cloud services are left permanently connected to the internet
because this offers a way for multiple parties to easily target a particular data breach if the data
is not connected to the internet®t. There are concerns over government monitoring of cloud
service providers’ servers and facilities for purposes of national protection and regulation, and
the enforcement by some service providers of municipal authorities' demands, in this way
compromising the anonymity of certain data and rendering it accessible to third partiest.
Cloud computing can be categorised into three essential classifications according to the degree
of privacy enjoyed?*: the public cloud, where data protection is the key limitation, the private
cloud which provides better protection at the expense of losing many of the advantages of the
public cloud, and the hybrid cloud which is the best way to protect specified databases without

compromising other public cloud services®.

Thus, cloud storage can be classified into these three basic classifications depending on the
level of privacy afforded®*. While digital privacy is the primary weakness of the public cloud,
the private cloud has more powerful protection, but at the expense of losing many of the
advantages of the public cloud, while the hybrid cloud is the method most suitable for
companies wishing to protect only their own databases without sacrificing other public cloud
services®®. With the public cloud, computing resources, such as energy, data processing,

memory and permanent storage in general can be provided via the internet, and users pay only
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for the resources they sometimes use®’. Moreover, the public cloud does not require the
installation of any additional programs or hardware®. This A type of storage cloud can store
data and make it available across hundreds of cloud systems, a situation which raises many
doubts and concerns about data sensitivity, especially financial and banking data, the first target
for hackers®. The private cloud consists of infrastructure and a group of devices similar to
those in the public cloud but are internal to the company and are more secure®®, The private
cloud, that is, a group of internal resources that the organization possesses, which can only be
used by the organization that installed it, so many the services that form the basis of cloud

services are not available to ites.

Furthermore, threats to the privacy of cloud computing services mean that the service provider's
data protection standards do not extend to the cloud service®? nor do they cover weak cloud
computing infrastructure 3. Data must also be kept discrete and protected from user-to-user
mixing, storage must be secure, and the data must be capable of being transferred in a safe
manner®*, Consequently, users must make sure that the datacentres, servers, cloud computing
services, repair and maintenance service, and manufacturer parts providers are familiar with

and uphold the privacy laws®.

The question of protecting data privacy on mobile networks has contributed greatly to raising
privacy concerns in the internet era. This thesis focuses on the data privacy of cellular networks

and finds that data transmission over these networks presents many risks and negative effects
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for privacy when compared to landlines and broadbands. Mobiles or cellular networks®’ are
not built to protect their users ' privacy®®. Thus, mobile phones make the user vulnerable to
censorship, especially monitoring the place and location of the user®®. Many mobile phones do
not grant customers the ability to manage their devices as is the case with computers and
tablets®®. With mobile phones, it is difficult to adjust the operating system or carry out any
serious check that other people, such as the telephone service provider, are not monitoring the

phonesee:,

One of the issues resulting in privacy breaches for cell phone users is that the position of the
device is defined by the vibrational signals transmitted and obtained by mobile phones®®2.
Mobile phones can be monitored via a mobile phone emulator tracking a subscriber 's cellular
position or learning about their movements by looking at their files, contacts and information®?.
One concern with cell telephone privacy breaches is wi-fi and Bluetooth®* signals leaking user

position®s through applications and internet searches.
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In addition, privacy concerns also arise with mobile surveillance by the operator or
governments through subscriber identity module (SIM) cards®®. Mobile service providerse
can provide ample details about SIM cards and the devices in which they are used. Either a
SIM card, a phone, or both can be registered?®. Moreover, governments have established
strategies to evaluate mobile phone databases, and may use position monitoring tools to find

clues and may conclude that several devices belong to one individual®®.

A variety of methods can be employed to achieve such goals. For instance, a data analyser
knows whether two machines work together or if they work in one position even though they
may be used at different times®. One of the problems relating to privacy is that mobile phones
have an ID card®, the International Mobile Equipment Identity (IMEI)®? or International
Mobile Subscriber Identity (IMSI1)8 card, that determines the identity of the telephone. These
cards make possible the ability to know a user’s geographic location, phone conditions and
history and to intercept calls and mobile data via the mobile network by accessing the mobile
phone identity®”. Many suppose that this only applies to the smartphone, but in fact it applies
to all mobile devices that can access the internet through mobile telephone networks, regardless

of location and communication method®®. There are also concerns about declining user privacy
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because smart devices are meant to continuously connect to the internet and unlike old second
generation mobile devices, to be able to transmit data about the user's location via fifth®,
fourth®7, and third®”® generation technology, and thus provide direct, frequent information

about the users™,

The application provider, the mobile device manufacturer, the mobile operating system
provider, and the mobile internet service provider control the user’s personal data®®. For
example, when the user sends an e-mail, the device manufacturer, the phone’s operating system
provider and the phone’s internet service provider, the provider of e-mail applications, the e-
mail service provider, and the e-mail service provider of the recipient have full knowledge of
the user’s personal data®. This scenario does not include data leakage when sending passwords
and e-mail content without encryption or the possibility of further access to personal data by
local and international law enforcement agencies or unauthorized third parties accessing that
personal data, nor does it take into account the additional applications that provide ways to

obtain personal data about users®s,

Moreover, smart phones incorporate a vast variety of different sensors, processors and
communication channels, making the privacy consequences of each of the additional sensors

and of a particular communication chip challenging for their users to grasp®:. With new
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smartphones, communication is possible via various kinds of mobile networks, such as Code
Division Multiple Access (CDMA)#*, Global System for Mobile Communications (GSM)#s,
High-Speed Uplink Packet Access (HSUPA)®, Universal Mobile Telecommunications
System (UMTS)®’, Enhanced Data for Global Evolution (EDGE)®e%, the standard for wireless
local area networks 802.11b%* and Global Positioning System GPS#° global networks, as well
as light, proximity, movement, and the sensor. Smartphones also provide a wide range of

interactive solutions, such as the gyroscope and various types of microphone®:.

Mobile phone networks were not initially designed to employ ad hoc methods to protect calls
against eavesdropping by users®®?, so that anybody who has wireless reception skills can make
calls and breach the privacy of others®®:. Do mobile network providers and cell phone makers
then respond adequately by advising the customer that their privacy is being violated? And
where user privacy is violated, can technology and service providers deal properly with what

has been violated, particularly when it has been violated in multiple instances as in the case,
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for example, of cell phone towers, routers, servers, service providers, accompanying software,

government technical files, and cell phone manufacturers®*?

One cause for concern is that signals from cellular telephones, tablets and watches can be
intercepted as they correspond with the mobile system®. A message can be captured using
either a radio access system or a central systems®®, Signal capture is by far the most severe
risk to information owned by clients®’. Hackers can utilise a device they control virtually
(e.g., an individual's phone) to access the information on the system, and make calls, access
content, open applications, exchange contacts, or track the owner of the device?®. The US
Congress®® passed the US Patriot Act®®, which allows the government to intercept cell data,
including contacts, messages and web history®. With the cooperation of the mobile provider,
the US government can retrieve complete correspondence from telephones that is transmitted
to previously protected interstate and remote interchanges®®. The Act changed who could

approve electronic reconnaissance and how wide the net could be cast*®.
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Finally, the various privacy laws governing data apply to the location of the server and the
service given®®, For example, European law®s applies consumers in New Zealand since they
use an application in the European framework and the server website in Europe. Another
example is that when mobile network data are transmitted between any service provider,

whether telephone or internet, the legislation of the visited country applies®®.

Conclusion

The infrastructure of technology and information technology is advancing swiftly, resulting in
the development of numerous beneficial hardware, software, and applications designed to
simplify life for users with the necessary technology. However, this evolution may have
encroached upon privacy, ushering in a new era of privacy invasion by diminishing control
over personal data, which could lead to significant consequences stemming from access to data
privacy®’. Contemporary technology encompasses an increasing array of advances and
complexities, potentially posing issues for legal professionals. To comprehend the
infrastructure of technology and information technology and the significant impact of
technology on personal data privacy. This chapter has illustrated the significance of IT
infrastructure both in general and specifically concerning information technology and the
associated legal terminology. It has also delineated the various forms of information
technology infrastructure in significant depth. Additionally, the chapter delineates pertinent

privacy concerns and discoveries related to information technology infrastructure.

The scope of technology is very broad, since it affects all that people do on a daily basis,
regardless of their personal interests. Technology can be defined as an information branch that

relies on creativity, the use of modern technological means, and the link between these and
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daily life, society and the environment®®. Accordingly, technology is highly relevant in
everyone’s life, facilitating communication between people, and ultimately making the planet
look like a small town. This is the result of the technical means and approaches that people use
to develop and encourage communication among themselves®®. Technology contributes
substantially to obtaining, collecting and thus improving information, which is why there is an
immense revolution in research and intelligence that will advance human life by making
innovations in diverse fields of operation. Technology has helped overcome numerous human
issues, particularly nowadays because of the rapid growth in the amount of knowledge
accumulated, which is why contact between people is facilitated®?. As a result of modern
technological means, human lives have changed and time and money has been saved.
Furthermore, regulations, requirements and laws in all fields safeguard the public, such as when
driving a vehicle, for example. The infrastructure for technology, IT, and technological
applications is governed by specific rules and regulations that safeguard privacy and practice,
regardless of the context in which technologies are employed, including education, health,

finance, travel, communication, electronic services, and others®:,

In recent years, as governments and related institutions have transitioned to complete
digitisation, technology has become increasingly vital to their performance and
sustainability®®2. Several nations have deployed cutting-edge technologies that can keep up with
the lightning-fast pace of the internet age in response to the pandemic's spread®. Since health
and environmental conditions influenced how countries used and developed technology, it took
a giant leap forward by adopting various technological projects to directly assist countries in
their digital transformation and to create a better technological and informational existence®.

It is exciting to observe how technology has advanced to satisfy this requirement in recent
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years. Virtual communication, e-learning, "artificial intelligence,"” the "Internet of Things," and
e-commerce are just a few of the industries that have benefited greatly technology
advancements in recent years®. All these technologies have been around for some time, but
their quick acceptance has been startling. Normally, implementing a new practise takes years,
but this acceptance of the changes has taken place over a period of months. Digital

communication has emerged as a crucial aspect of our daily lives®s.

Health policy was revised in response to the epidemic, with advances like telemedicine and the
use of robots becoming increasingly important in the fight against the virus®’. The fifth-
generation (5G)® cellular network is used for remote, real-time communication between
patients, paramedics, and medical professionals, and is one of its technological applications.
Numerous shifts have occurred throughout the world's healthcare system as a direct result of
the pandemic. In addition, video conferencing, language learning apps, e-learning platforms
and software, and virtual instruction have all played a role in helping schools adjust to digital
distance learning throughout the pandemic®®. As a result of the need to reduce the spread of
the virus through personal contact, the business world embraced the concept of "contactless
transactions,” with technologies like contactless payment, express shopping (cashier-free), and
biometric check-in for travel becoming increasingly commonplace. In addition, many
companies chose to replace their human workers with Al systems throughout the outbreak®.
The role of artificial intelligence (Al) in business will change from that of a technology enabler

to that of a technology driver in the near future®?. Since all the aforementioned technological
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developments were developed with the long-term future in mind, they can be thought of as
founding components of the technological and scientific infrastructure. Thus, the rapid pace at
which these infrastructures and technologies are evolving makes it even more important that

privacy be given the same level of priority.
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Chapter Three: National Regulation of Privacy:
lllustration from Various Treaties and Jurisdictions

Introduction

The utilisation of information and communication technologies presents significant
opportunities for the acquisition and manipulation of data, particularly with regards to personal
information. This enables the identification and analysis of data, as well as the comprehension

of individuals' backgrounds, customs, and preferences®?.

These technological advancements utilise various tools commonly used in daily life, including
smartphones, computers, telephones, cameras, medical equipment, and geolocation devices®®.
Consequently, individuals have become a significant source of national and international
intelligence, as vast amounts of personal data are transmitted through the network as social
networks continue to expand®“. The increasing likelihood of personal and international data
being utilised beyond established frameworks represents a burgeoning actuality. The
preservation of individual privileges and liberties against potential threats that compromise
their safety and dignity necessitates the implementation of regulatory and procedural
safeguards®®. The preservation of personal data protection necessitates the implementation of
regulatory, institutional, and legal frameworks within this particular context. The prioritisation
of privacy is a fundamental aspect in enhancing trust in cyberspace, fostering the growth of the

digital economy, safeguarding both individuals and the economy on the internet, and averting
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the potential misuse of technological advancements as a tool for subjugating individuals

through informatics, thereby jeopardising their rights and freedoms®%,

Taking into account these factors, regulations pertaining to privacy across borders have been
implemented in over 89%7 nations spanning Asia, Africa, Europe, Latin America, and the
Caribbean. The majority of these nations have instituted a governmental entity tasked with
ensuring the enforcement of relevant legislation, as required. These entities monitor adherence
to legal mandates with the objective of enhancing their economies through the utilisation of
information and communication technologies®®. Additionally, they endeavour to ensure the
safeguarding of personal data within a legal and regulatory structure that upholds the rights and

dignity of individuals®®.

The present chapter aims to examine diverse transnational regulations with the objective of
providing Saudi Arabian regulators with a comprehensive understanding of the most effective
approach, either stringent or lenient, to be adopted by the country, the specific practises that
need to be restricted, and the strategies to be employed in enforcing privacy regulations. The
researcher seeks legislation from both developed and developing legal frameworks. This
chapter aims to demonstrate the methodologies employed by the United States and the
European Union in relation to safeguarding personal data privacy, as evidenced in international
charters and treaties. This chapter will illustrate the principles utilised in safeguarding data
privacy in various countries, including the United Arab Emirates, Argentina, the United

Kingdom, and New Zealand.

An Exposition of the Regulations Governing International Data Protection
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The contemporary economic and informal interconnections have given rise to novel variables
that necessitate the consideration of personal data protection stakeholders®®. It is imperative to
establish empirical frameworks and laws that are in conformity with these emerging
variables®!. Various factors include foreign electronic transactions, such as money transfers,
national identities, and recordings. The transfer of private information between distinct
international jurisdictions is a variable that is subject to regulation in some cases, while in
others, it is not prohibited®2. The safeguarding of privacy necessitates adherence to both
domestic and international legal frameworks and agreements, as elaborated in the ensuing

discourse.

International charters and treaties for the protection of privacy

In the realm of modern international relations, both on a global and regional scale, international
privacy organisations have emerged as a significant and efficacious mechanism for promoting
international collaboration across diverse sectors, preserving international concord and
stability, and cultivating the growth and advancement of the international community®s,
International privacy organisations are separate from national laws, international regulations,
and organisations®*. In contrast to these entities, international systems implement a set of legal
provisions that primarily govern a specific matter, such as the management of the private
sector. Simultaneously, they uphold all essential regulations to guarantee that the recipients
safeguard their populace, community, institutions, and nations®s. Over the course of several
decades, a consortium of international organisations and their associated contractual
agreements, which specialise in safeguarding privacy, have demonstrated notable efficacy in

their collaborative efforts®¢. The aforementioned items are as follows.
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United Nations®’. Through Article 12%¢ of the Universal Declaration of Human Rights and
Article 17%° of the International Covenant on Civil and Political Rights, the UN and the
European Union have been at the forefront for a long time, but not always uniformly or at the
same time. In Article 12%% of the UN resolution on privacy, however, the general concept
should be appropriate since it covers all private industries®. Nevertheless, although the
definition of data protection may be clear, there are no distinguishing criteria dealing with
privacy in public spaces. The insistence on anonymity, however, may clash with global digital
technology issues, as internet anonymity is tightly restricted®?. Seeking to implement a scheme
guarding against eavesdropping and the recording of conversations, Article 17°4 deals with the
protection of correspondence and messages although certain countries have claimed that
contact is not a violation of privacy or of so-called metadata or communications records®. This
dispute has nevertheless not been a compelling concern to the United Nations, since the
material and communication data relate to usage histories, including user identification, credit
card numbers, history of internet surfing, map and model of devices used, and geolocation
identification for physical travel®®. People are not aware of the intent or scope of such
processing, but are aware of the nature of data monitoring, so that data protection in the era of

advanced surveillance and large data mining is of great importance®.
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The International Labour Organization® has made comparatively small, though not
negligible, political contributions and has established a code of practice to offer guidelines for
protecting the personal details of employees®$. These include protecting job applicants'
personal details, maintaining staff and consumers' personal protection in the collection and
processing of personal details®*#. The code of practice has little binding power and only offers
guidelines. It cannot override municipal rules or international and other agreed principles. Data

protection is therefore required to address any use of employees' individual details®®.

OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data®*

Over the last few decades, with the growth of e-commerce and technical knowledge, it was not
expected that the requirements of individual privacy would lead to threats, particularly because
of the rapid sharing of identifying details®2. This development has had a beneficial effect on
individuals and cultures and arose as the flow of knowledge across boundaries has become
more commercial, political and social®®. It also brought about a structural shift in the market
climate and in data processing technologies, such as expanding data sharing across the internet,
encouraging individuals' direct engagement in data flow across boundaries, shifting regional
positions, and resulting in increased threats to individual privacy®*. Privacy and cross-border

data flow are also governed by personal data protection regulations but require a wider measure
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of local and global supervision®s. Over 60%¢ countries have introduced data flow or privacy
regulations that control data flow across boundaries. Many of these countries have adopted the

OECD Guideline and also follow one or more international or local data privacy regulations®’.

Global Privacy Assembly®®. Formerly known as the International Conference of Data
Protection and Privacy Commissioners, this body holds a yearly conference for researchers,
interested individuals and specialists from around the world to address topics of shared
concern, potential problems and how to work together to identify options for possible

changes®®.

Data privacy authorities, governmental agencies, businesses, and scholars from all countries
can participate in this setting to protect international personal information®°. The Global
Privacy Assembly appoints international privacy commissioners and connects privacy
forces®!. In addition, it provides members of the assembly with a choice of adopted non-

binding resolutions and also issues statements related to privacy protections®,

International Working Group on Data Protection in Telecommunications®?. The IWGDPT was
founded on the initiative of the Berlin Data Protection Commissioner in 1983%4 who now

heads the group in collaboration with the International Conference of Data Protection and

95 |_esieur, Frangois. "Regulating Cross-Border Data Flows And Privacy In The Networked Digital Environment
And Global Knowledge Economy." (2012) International Data Privacy Law 2, No. 2: 93.

956 Kuner, Christopher “Regulation Of Transborder Data Flows Under Data Protection And Privacy Law” (Past,
Present, And Future (October 1, 2010) TILT Law & Technology Working Paper No. 016/2010, Tilburg Law
School Research Paper No. 016/2010.)

%7 bid.

98 Corley, Morgan A “The Need For An International Convention On Data Privacy: Taking A Cue From The
CISG Brook” (2015) J. Int'l L. 41: 721.

99 Banisar, David, And Simon Davies. "Global Trends In Privacy Protection: An International Survey Of Privacy,
Data Protection, And Surveillance Laws And Developments." (1999) J. Marshall J. Computer & Info. L. 18: 1.
90 Schwartz, Paul M., And Karl-Nikolaus Peifer. "Transatlantic Data Privacy Law." (2017) Geo. LJ 106 : 115.
%1 Greenleaf, Graham. "Sheherezade And The 101 Data Privacy Laws: Origins, Significance And Global
Trajectories.” (2014) JL Inf. & Sci. 23: 4.

%2 Naonori Kato, Yoichiro Itakura, Yosuke Murakami “A Report On International Conference Of Data Protection
& Privacy Commissioners 2017 KDDI Research” (2018) Inc. Hikari Law Office / RIKEN AIP Center KDDI
Research, Inc.

93 Reidenberg, Joel R “Resolving Conflicting International Data Privacy Rules In Cyberspace” (2000) Stanford
Law Review: 1315-1371.

%4 Dix, Alexander “The International Working Group On Data Protection In Telecommunications:
Contributions To Transnational Privacy Enforcement In Enforcing Privacy” (2016) Pp. 183-193. Springer,
Cham.

113



Privacy Commissioners®®. A key contribution of the organisation is to have established
standards, recommendations, and guidance for data authorities and analysts, while
simultaneously offering an international, unique, and broad-based information-exchange
forum, contributing to collaborative, and concerted regulatory action against various internet

companies®®,

The Asia Pacific Economic Cooperation®’ has asserted itself in recent years as a potentially
powerful policy broker in the region. The organisation began developing principles for
establishing privacy standards among 21 countries of Asia Pacific Economic Cooperation
members®e. Requirements include handling data export restriction problems®®. The purpose in
establishing privacy requirements is to promote economic knowledge sharing and to encourage
countries to improve their laws in view of the present situation, where there is little privacy
protection among certain organisation member states®”. The plan to establish a privacy scheme
may be seen as risky, but at the same time it has possible social and economic advantages, and

a beneficial outcome can also be obtained to preserve privacy®™.

Apart from these organisations, there is a wide variety of bodies and interest groups that
advocate specific policies on privacy in an international context®?. Some firmly advocate
stronger regulation of the privacy of personal data. Regional groupings of national data

protection agencies, such as the Privacy Commissions®?, or Data Protection Commissions®™
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and the like, are the leading public sector bodies. These organisations can lead the way to
protecting privacy in government and the private sector by carrying out relevant study,
investigating the nature and impact of technology on privacy, and by finding a way to apply

new privacy regulations®’.

These organisations or workgroups are mentioned and protected®® by the Data Protection
Working Party set up under Article 29°7 of the EU, in their directives, the International
Working Group on Data Protection and Telecommunications, and the Asia-Pacific Privacy
Authorities. Of these, the workgroup mentioned in Article 29°® was the most important in

shaping the transitional policy.

Overall, through their priorities and declarations, the above organisations have shown that they
have a strong commitment to privacy by means of education, knowledge, research, and
proposed domestic and international regulations to protect the privacy of data and individuals
from cellular networks®. In addition, the overall goals of these organisations state that
information technology can be used for the protection of privacy by means of conventional
privacy protection and data from cellular networks®®. In order not to be left out at the
international level and to enhance future Saudi privacy regulation, Saudi Arabia can take the
initiative to become a signatory of the above-mentioned international laws or establish its own
regulations concerning privacy®!. Hence, history shows that the main formal normative

foundation for principles of data privacy is to be found in important international declarations
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and treaties on basic human rights. Important are the Universal Declaration of Human Rights®?,
the International Covenant on Civil and Political Rights® as well as certain regional human
rights treaties, such as the European Convention on Human Rights®* and Fundamental
Freedoms®®. However, the most influential agreements on personal data protection in the past
forty years®® are the Convention for the Protection of Individuals with regards to the automatic
processing of personal data®’, the Organisation for Economic Co-operation and
Development®® Guidelines governing the protection of privacy and transborder flows of
personal data and the EU directive on data protection, all of which are agreements emanating
from the Council of Europe®®, the Organisation for Economic Co-operation and Development,
and the EU.

%2 Morsink, Johannes “The Universal Declaration Of Human Rights: Origins, Drafting, And Intent” (1999)
University Of Pennsylvania Press. The Declaration Of 10 December 1948 (General Assembly Resolution 217
A) Declared The UN General Assembly In Paris To Be The Joint Standard For Achievement For All Nations,
Drafted By Delegates With Various Legal And Cultural Back Groups From All Regions Of The World.

93 Joseph, Sarah, And Melissa Castan. “The International Covenant On Civil And Political Rights: Cases,
Materials, And Commentary” Oxford University Press, 2013. The UN High Commissioner For Human Rights
(OHCHR) Represents The Devotion Of The World To Universal Human Dignity Principles. The International
Community Has A Special Mandate To Uphold And Protect All Human Rights. The Office Of The High
Commissioner For Human Rights (HCCR) Is The Key Offices Of The United Nations Appointed To Promote
And Uphold Human Rights For Everyone. They Provide A Forum To Recognise, Highlight And Establish
Answers To The Problem Of Human Rights Today And Are The Key Focus Of Research, Education, Public
Information And Advocacy Activities In The UN System.

984 Harris, David John, Michael O'Boyle, Ed Bates, And Carla Buckley. Harris, O'Boyle & Warbrick: “Law Of
The European Convention On Human Rights” (2014) Oxford University Press, USA.

%85 Jacqué, Jean Paul. “Accession Of The European Union To The European Convention On Human Rights And
Fundamental Freedoms” (2011) The Common Market L. Rev. 48: 995. European Treaty Series - No. 5,
Convention For The Protection Of Human Rights And Fundamental Freedoms As Amended By Protocols No.
11 And No. 14 * Rome, 4.X1.1950.

%6 De I'Europe, Conseil. “Convention For The Protection Of Individuals With Regard To Automatic Processing
Of Personal Data” (1981) Vol. 108. Council Of Europe.

%7 Simitis, Spiros. “From The Market To The Polis: The EU Directive On The Protection Of Personal Data
lowa L (1994) Rev. 80: The Agreement Is The First Binding International Treaty To Safeguard Individuals
Against Violence Which Can Accompany Personal Information Gathering And Processing And Which Aims To
Concurrently Control The Transfer Of Personal Information Across Boundaries. It Would Not Enable The
Compilation Of "Sensitive" Data About A Person's Ethnicity, Ideology, Fitness, Faith, Sexual Life, Criminal
History Etc. To Be Assured, Without Adequate Legal Protections. This Would Not Mean The Collecting And
Processing Of Personal Data. The Convention Therefore Provides The Right Of The Citizen To Recognise That
He Or She Receives Information And, If Appropriate, To Get It Rectified. Even Where Primitive Priorities
(E.G. State Protection, Safety, Etc.) Are At Risk Will Rights Be Limited As Provided For In This Convention.
The Convention Often Puts Certain Limitations On Transboundary Transfers Of Personal Details To States In
Which Legislation Offers No Equal Protection.

98 OECD, Towards Green Growth. “The Organisation For Economic Co-Operation And Development” (1960)
OEEC.

99 The European Council Promotes Freedom Of Expression, Freedom Of Assembly, Equality, Cybersecurity,
And Minority Protection. It Also Introduced Campaigns On Problems Such As Child Care, Hatred Online And
Roma Rights, The Biggest Minority In Europe. The European Council Assists Member States In Combating

116



In recent years, the development of policy in the field of privacy has been supported by
comparatively official organisations. For example, the World Bank began to observe data
privacy on 28 January 1981, when the first legally binding International Agreement on Privacy
and knowledge privacy was concluded®®. This landmark was intended to raise awareness of
the importance of data privacy for the World Bank, its members and culture and constitutes a
milestone because, as described in Chapter one of this thesis, the understanding of the word
‘privacy’ is not new®, The concept of privacy evolved years before the development of modern
technology, but the idea and meaning of privacy have changed with time and especially with
the rise of the internet, due to various factors explained in Chapter one®2. The protection of
data collected, stored, shared, and used by various private groups is not different from the
protection of data used in the public sector, but the amount of new data collected, used, and
shared is vast and has never been achievable before®s. Thus, the privacy regulations
implemented by the World Bank are a hallmark because they emphasise the management and
protection of personal data and in this way offer an international example of respecting the

privacy of personal data®*.

International Privacy Rights Jurisdictions

With the efforts of various countries to ensure the protection of personal data, an international
framework on privacy was developed for how to use, collect, and store the data of the
individual®®. Although this framework concentrated on the principles established by large

organisations, its structure was hammered out in the 1970s and 1980s by a small group of
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individuals who, both on their own and working together, combined their unique experience in

the field with sustained persuasive power®®,

The USA and European Union

European privacy legislation offers a precedent that those involved in the global privacy
environment can adopt, and the history of this legislation can serve as the basis for a variety of
other global interactions, either by completely reproducing the legislation or by taking what
fits local laws in each country®’. In American law, legislation is often general, applying to

many local regulations. Thus, the description of both structures would be as follows®®,

The US and the EU have committed themselves to safeguarding sensitive records, including
electronic data, relating to human privacy rights®®. However, in terms of privacy ties and
economic factors, data protection and privacy issues have long been a central concern in the
United States and the EU*®, Their approach to data privacy and data protection is focused on
inherent gaps between the US and the EU™, In the United States, for instance, the European
Commission's approach to gathering and advancing personal data is permissible, unless it is
dangerous or specifically restricted by US legislation 12, In Europe, on the other hand, it is

illegal to process personal details unless clear legal justification requires it'°%,

Over the last century, controversy has arisen between the US and the European Union

concerning the safeguarding of privacy and sensitive details. The key impetus for the debate
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was the 1995 EU implementation of a data protection directive®*. The directive establishedd
a cap on the movement of eligible personal data from the EU to non-EU countries lacking
proper personal data protection®s, For certain Europeans, this appeared to be an example to
the rest of the world of the way European laws and policies function to the detriment of
legitimate business interests. Concerns about this situation were expressed stridently in the
USA0,

US federal offices reported that the ban affected up to USD120%" billion in exchange, even
more than in the previous trans-Atlantic trade dispute'®®, The disagreement between the US
and the EU was not easily resolved, since each side thought the other had better terms, but both
sides sat in the trans-Atlantic privacy policy meeting following prolonged talks between the
US and Europe®,

The highlighted tension between Europe and the United States may seem strange. This is
because in the past international initiatives to protect privacy and personal data have resulted
in considerable cooperation between countries®*®, Efforts of this kind have yielded legally and
politically binding agreements for many nation-states. The trans-Atlantic dispute in the wake
of the adoption of the EU directive'®* was finally amended in the form of the Safe Harbour

Scheme?o12,
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EU Safe Harbour

The Safe Harbour Framework for Europe aims to guarantee the protection and confidentiality
of correspondence and personal data as basic human rights, as enshrined in Articles 7 and
8014 of the 2000%> EU Charter of Fundamental Rights¢, To make it binding on all European
Union citizens and members of the 2007%" Lisbon Treaty that also came into force in 200908,
The Lisbon Treaty requires the European Council to analyse the European Union's potential,
or not functioning, declaration***®. The mechanism leading to the Lisbon Treaty resulted from
the disappointing outcome of two referendums on the Constitutional Treaty, on which the

European Council agreed to reflect for two additional years®,

Nevertheless, the EU has demonstrated resolve learned from experience, acquiring informed
opinions on data protection, and adding to calls from the general population and their
politicians for tight data privacy regulationi®?, The EU has decided on data protection
directives to fix various national data protection laws and to create a robust EU structure, in
line with the general view of various institutions throughout the EU?2, For member states that
preserve or communicate personal information, the EU Framework Programme has been
developed=, In all sectors within the EU, data protection directives govern the collection and
use of European citizens’ information*®>*. Member states are responsible for national legislation

to enforce the directive. Personal data directives were intended to facilitate information transfer

1013 QJEC, “Charter Of Fundamental Rights Of The European Union (2000/C 364/01)." (2000) Official Journal
Of The European Communities 22.

1014 I bid.

1015 1hid.

1016 | pid.

1017 Treaty, Lishon. "Treaty Of Lisbon Amending The Treaty On European Union And The Treaty Establishing
The European Community."” (2007) Official Journal Of The European Union, December 17.

1018 Church, Clive H., And David Phinnemore. "Understanding The Treaty Of Lisbon.” (2010) Romanian J. Eur.
Aff. 10: 5.

1019 Sjeberson, Stephen C. "The Treaty Of Lisbon And Its Impact On The European Union's Democratic
Deficit." (2007) Colum. J. Eur. L. 14: 445,

1020 Roberta Panizza “Fact Sheets On The European Union 2018, European Parliament.

1021 Hoofnagle, Chris Jay, Bart Van Der Sloot, And Frederik Zuiderveen Borgesius. "The European Union General
Data Protection Regulation: What It Is And What It Means." (2019) Information & Communications Technology
Law 28, No. 1: 65-98.

1022 \Weiss, Martin A., And Kristin Archick. "US-EU Data Privacy: From Safe Harbor To Privacy Shield." (2016).
1023 Tikkinen-Piri, Christina, Anna Rohunen, And Jouni Markkula. "EU General Data Protection Regulation:
Changes And Implications For Personal Data Collecting Companies.” (2018) Computer Law & Security
Review 34, No. 1: 134-153.

1024 Weiss, Martin A., And Kristin Archick. "US-EU Data Privacy: From Safe Harbor To Privacy Shield." (2016).

120



within the EU, strengthen the European Union, and promote the development of an internal

knowledge economy%,

However, if one of the member states wishes to pass on personal data to a country outside the
EU, the Personal Data Guideline contains relevant regulations if the European Commission
agrees that the outside country has suitable data protection standards®?. The middle of the
defence is calculated according to all circumstances relating to the transfer of data, particularly
the quality of the data, the nature and duration of the planned processing operations, the
countries of the data’s origin and destination, and the regulations, rules and privacy measures

of the countries concerned?7.

The US Commerce Department, ruling for the US-Europe relationship, has released principles
that the European Commission has approved®, However, the Commission has agreed to
restrict to the degree appropriate for the requirements of national protection, public interest, or

law enforcement in a superficial sense?,

EU Personal Data Directives

The European Commission has ruled that personal data directives extend to all the various
entities operating in the EU, public or private, including members of US companiesi®®. These
directives cover the collection of all personal data, both manually and automatically°.
Available databases, such as telephone directory listings, are no exception. Only confidential,

personal household usage details are omitted. Data can only be collected and used for simple,
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specific, and legitimate purposes under data protection regulations%?, Protection and cohesion
must be guaranteed®®. People may look up their privacy and repair errors as well as seek
corrective action and compensation, where necessary*%, Data transmission to third parties can
occur only under equally strict conditions®. Stricter guidelines apply when collecting
confidential data, such as information related to race, ethnicity, social, political, or moral

beliefs, and health conditions03,

Data Protection Office

The Data Protection Directive requires the establishment in each of the member states of a data
protection agency%¥, the registration of databases, and sometimes approval of directives on
data protection before organisations or businesses can commence data processing'®. This
office aims to ensure the protection and maintenance of the Data Personal Directive by various
public or private entities. Some EU countries have strengthened the 1995%% data protection
directive through such regulatory mechanisms as the 20024 Directive on E-Privacy

Communications.

The Data Protection Directive seems to be the EU's most effective data protection mechanism.
For widespread internet use to take account of data management changes, the latest regulation
package, and a proposal for the modernisation of the Data Protection Directives were adopted

by the European Commission in 2012104,
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Data Processing Principles (US-EU Privacy Shield Principles)

Notice1042

An organisation should notify individuals of the reasons for collecting and using information,
how the organisation can be approached with questions or complaints, and the ways in which

the data may be revealed to third partiesi®,

Choiceto#

An organisation must give individuals the right to choose (a) (opt-out) to disclose their private
information to other parties or (b) to allow their information to be used for purposes
inconsistent with or after the individual has obtained or authorised the purpose(s)w*.
Individuals must expressly decline to send their personal data to third parties at any time or for
a reason other than the purpose for which it was originally collected or later accepted.
Sensitive data includes information on medical or health conditions, ethnic or racial
background, political preferences, religious or moral beliefs, involvement in workers ' unions,

or information on the individual’s sex lifelo47,

Onward Transferio

Organisations must apply the Note and Preference Rules when passing knowledge to third

parties®®, The same degree of protection for privacy must be provided to third parties acting
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as members either by agreeing to Safe Harbour, in accordance with this Directive, or by

entering an equal protection contract°,

Securityst

Organisations creating, managing, using, or sharing personal data must be vigilant to safeguard
against loss, misuse and incorrect entry, disclosure, alteration, and destruction of the credibility
of information%2, For the purposes to be included, private details must be sufficient. To ensure
the reliability, completeness, and timeliness of the results, an organisation should take

reasonable stepstos,

ACCessios

Individuals must retain access to their own personal details which are kept by an agency and
must be allowed to edit, modify, or remove information if it is unreliable, even where the
responsibility or cost entails threats to individual protection or when other people’s rights are
violated'®>, Moreover, the Safe Harbour principles can be restricted to the degree required for

national protection, public interest, or compliance needs%s,

Enforcement?os?
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Efficient protection of privacy must provide enforcement monitoring procedures, widely
available and inexpensive autonomous redress procedures where there is non-compliance and
should include remedial action within an organisation if they do not comply with the
principlest®®. Sanctions must be reasonably strict to enforce adherence. Safe Harbour is
available to every US company subject to Federal Trade Commission®® rules that impose
several consumer rights laws. Although US businesses still engage in deceptive practice, the
Federal Trade Commission has reiterated its determination to investigate any alleged
infringements by the jurisdictions of EU member states'®®. It requires both private and federal
trade commissions to uphold the Safe Harbour Arrangement that has implemented unequal and
disappointing practice regulationsi®t, The private sector has many means of enforcement,
including verification, and arbitration of conflicts and solutions®®2, Failure to adhere would
contribute to the demolition of the Safe Harbour framework¢, In the past, the Federal Trade

Commission has penalised several businesses that did not follow the Safe Harbour rules,

In 2013%%, the EU-US Safe Harbour negotiations began to revisit the deal, owing to European
concerns over US data privacy and safety requirements. For example, individual European
privacy advocates believed that the Safe Harbour arrangement contained substantial data
security gaps®, Many US businesses made misleading statements over the years that they
were subject to Safe Harbour and had not ultimately implemented its policies, since annual
enforcement reviews were not required, and they believed they need not conform. Within the
first 1317 years of the agreement's lifetime, the Federal Trade Commission listed only ten

firmszoes,
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Furthermore, last century, when the internet was in its infancy, Safe Harbour was long overdue
for re-evaluation*®, Besides, several US firms, such as Google®™®and Microsoft*t, were
potentially engaged in US tracking operations, which would have been in breach of the US-EU
Protection Agreement should the allegations be correct'®2. European parliamentarians,
therefore, demanded that the European Commission revoke the Safe Harbour deal*®, The
European Commission's reply was negative since the suspension would harm the needs of

European businesses and the transatlantic economy07,

However, the European Commission decided to review Safe Harbour issues which however,
have weakened the work towards a safer arrangement*s. The scores were broad priorities:
increased accountability, remedial redress, enhanced compliance, and access to data exchanged
under Safe Harbour by US authoritiest®’s. During the EU-US phase of talks, national security
exemptions from the Safe Harbour deal and EU requests to guarantee restricted access to Safe

Harbour's data for federal safety purposes supposedly became key stumbling issues. 7

New Safe Harbour Agreement

The US and the EU settled on the current, strengthened Safe Harbour Arrangement and

declared three major goals in the meantime for the handling of US-EU data flows78;
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- Businesses managing European data and strict compliance criteria

US businesses seeking to procure sensitive records from Europe must fulfil substantial
obligations as regards the collection and security of personal details**™. The Department of
Commerce oversees corporations, publishes their obligations, and regulate them under US
legislation in the United States*®. Federal Committee on Trad'®e. Furthermore, every
organisation managing European human resources data must agree to comply with European
D.P.A. decisions.

- US government access, specific protections, and disclosure commitments
The United States addressed the EU for the first time, providing documented assurances
concerning the unique limitations, safeguards and supervisory mechanisms for access to police
departments and federal agencies. Exemptions can only be extended to the degree required and
proportionate®®2, The United States has prohibited unjustified mass surveillance of private
information transmitted to the United States under the current agreement®, An ongoing joint
evaluation may be conducted periodically to track the functioning of the deal, including the
question of federal security access®®. The European Commission and the US Commerce
Department will perform the report and invite US and European Data Security Agencies as

well as global intelligence expertsos,

- Effective security of the interests of EU people with numerous remedy options

Anyone who believes that their information has been misused according to the new agreement
will have a choice of recourses®®. Firms have time limits to respond to complaints®®’. The

Department of Trade and the Federal Trade Commission can refer grievances to European
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DPAs. Alternative conflict arbitration would still be free. A new ombudsperson would be

appointed for allegations of possible access by national security authoritiests,

In 2015%%, the European Court of Justice ruled that the Safe Harbour Agreement on the
transition of European personal information to the US was no longer automatically valid and
effective. The reason for this decision was the concern shared by the Court and other
organisations, and which was reflected both in the US and in the EU in many cases of state

monitoring of electronic communications®,

Supersession

The dissolution of the US-EU Safe Harbour deal was one of a series of events affecting the
implementation of European laws for personal data protection'®®t. According to the Data
Privacy Guideline®® on the Privacy of Personal Data Collectioni*® and Free Data flow
between the EU and the US, the European Union has developed the most robust personal data

security scheme in the worldo%,

Privacy Shield Principles

Introduction

The European Data Protection Directive!®s, which was implemented in 1995%, established a
framework for managing personal data. This framework includes provisions for informing

individuals about the receipt and collection of their data, as well as the disclosure of such data
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to third parties®’. In 2016, this directive was updated to reflect contemporary concerns
regarding data privacy*®. The transmission of data for commercial purposes is contingent upon
the consent of the customer, who may elect to either opt in or opt out*®. It is feasible to opt-
out at any stage, either during the process of selecting information or at a later time'., During
that particular year, the prior collaborative system between the United States and the European
Union for the purpose of collecting and utilising data had achieved an elevated level of
excellence!®t, This was accomplished through the implementation of a novel arrangement,

which superseded the Safe Harbour framework*2,

Under the Safe Harbour Agreement, as determined by the Court of Justice of the European
Union™%, businesses were authorised to transfer data of European Union citizens to the United
States, subject to specified conditions, as part of the new deal**, The swift passage of time and
heightened sense of unease have brought to the fore a noteworthy development in July of
20161, Specifically, a novel agreement has emerged that surpasses the scope of Safe Harbour.
The recently established accord is commonly referred to as the Privacy Shield'%, The
Department of Commerce''®” has delineated a set of criteria for this agreement*%, which
includes supplementary benchmarks'® that collectively foster, endorse, and enhance

international commerce as per the regulations outlined in 15 USC § 1512,
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In consultation with the European Commission''', the laws were created with the aim of
promoting cooperation between United States and European Union companies and other
stakeholders,

The rules and their supplements are only for application to companies in the United States who
are subject to the Privacy Shield because they have obtained private information from the
European Union and thereby have taken advantage of the European Commission’s decision on
adequacy'®®, Nevertheless, the Standards should not be interpreted as affecting the application
in member states of national regulations implementing Directives 95/46 / E.C., the Directive
on the collection of personal details'**. The Rules do not restrict duties concerning privacy

otherwise in compliance with US law. Therefore, there are seven principlest‘ss, as follows.

Notice

Organisations can include thirteen enumerated data collection activities, such as the kinds of
personal data the agency gathers and how it utilises the data to inform specific EU data

topicstis,

Choice
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Companies shall give people the right to remove their data from the collection phase and to not
be reported to other parties, except a) agents or b) for reasons materially separate from or

ultimately approved for the reasons for which the data is obtained initially**7,

Accountability for Onward Transfer

Businesses must enter into written arrangements with third parties to which personally
identifying data obtained from the EU have been transmitted and businesses shall provide

particular provisions for the datat‘.

Security

Organisations must take appropriate, effective steps to avoid destruction, abuse and unwanted

entry, divulgation, modification and disposition of private data**°,

Data Integrity and Purpose Limitation

An entity shall (a) restrict retrieving personal information to what is necessary for specific
processing; (b) take adequate, appropriate precautions to ensure that private details are accurate
and precise, full and current with its intended use; and (c) hold the personal information only

to the degree that it supports the function of critical care'%,

Access

Companies shall provide affected EU persons access to their details and they shall be entitled
to correct, alter or remove that information, if it is erroneous or stored in breach of the Database
Shield*2,
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Recourse, Enforcement and Liability

Companies must introduce comprehensive processes to maintain conformity with the privacy
umbrella, including impartial grievance recourse processes and privacy verification

procedurest'?,

Additional Concepts

There are sixteen supplemental concepts*'#:

1. Sensitive data, 2. The exception of journalism, 3. Subsequent responsibility, 4. Due diligence
and audit results, 5. The position of the data protection agencies, 6. Certification of yourself,
7. Verification, 8. Access; 9. Information on human capital, 10. Compulsory transfer contracts,
11. Resolution and compliance of disputes, 12. Option — Opt-out timing, 13. Travel details
information, 14. Health and pharmacy goods, 15. Official documents and information

accessible to the official, 16. Public Authority Access Requests.

All of the seven generally agreed data security standards are obligatory, together with the
additional seventeen similar binding standards, which clarify and extend the first seven?,
Thus these 23 Privacy Shield Standards lay down a series of criteria covering the usage and
handling of EU personal data by participating organisations, as well as regulations concerning
access and remedial processes which must be provided by participants to EU individuals'#.
When an agency has openly agreed to the Privacy Shield Standards, these are applied under

US lawiizs,

Article 29 Working Party Opinion
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Internet Law 19, No. 11: 1.
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After signing the Privacy Shield deal, the Article 29 Working Group*?” checked and released
its opinion on the Security Objectives and the Allocations Framework Plantt,

The view of the Article 29 Working Group*# acknowledged that Safe Harbour had greatly
changed. However, the Privacy Protection Agreement expressed strong reservations about the
commercial and national protection issues. For example:

1. Once data is no longer needed for the purpose for which it was obtained, organisations have

no clear duty to remove it!%,

2. There is inadequate protection for the forward transmitting of data to a third party3,

3. Mechanisms for unnecessarily complex redress,

4. Assurances by US officials within the framework of public authority monitoring, that entry

to mass data is subject to adequate restrictions, but that encryption and monitoring are not

adequate's,
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5. In consideration of the structured EU implementation of the current General Data Protection
Legislation®**, the Privacy Shield should include requirements allowing it to conform later this

year to the higher data protection level of General Data Protectiont%,

The United States, on the other hand, has stated that while they have made every effort to
ascertain the Working Group's opinion, they find it frustrating**®. However, the Working
Group's statement is not binding and some experts commented that, should the Commission
ask for an adequacy decision without prior consultation with the Working Group, the Privacy
Shield adequacy decision could be contested in the European Security Preferences and

Allocation framework before the Court of Justice of the European Union*¥’,

In comparison, others say that the Federal Code of Practice'** could often hinder the Privacy
Arrangement. Recently, the US Supreme Court'*® has updated the rules on the authorisation
by federal judges for the search and capture of electronic media outside their own districts

where technical means mask the physical position of the records®. The United States
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Severe Sanctions. Directive 95/46 / EC On Data Security Supplements General Data Protection Law (GDPR).
The Goal Was To Harmonise Data Protection Laws In Europe, Safeguard And Strengthen The Privacy Of All
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No. 4 (2014): 227-230.
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Congress*t may take a position on this by opposing, approving no action, or postponing the

law under the Regulations Enabling Act!#,

Notes on EU GDPR 2018

It is important to note the updated European Law General Data Protection Regulation'*, which
was implemented in May 20184, The updated legislation focuses on ensuring that consumers
identify, understand and agree to the data they collect*#>, Under the updated regulations,
organisations must be transparent and precise about their collection and use of personal data,
such as an individual’s whole name, address, location information, or an IP address that
controls web use and mobile applications'**. The updated GDPR intends to prevent abuse of
the EU citizens’ personal data, so businesses must explain the purpose for data collection and
whether it can be used to build databases of people's behaviours and habits'*+’. In addition,
customers would have access to the data-collecting providers, the right to correct incorrect
details, and to restrict the use of algorithmic decisions and more!#. Consequently,
organisations must adjust internally in order to build strategies to protect the personal
information of users by continually reviewing risks, developing decision-making processes,

taking care of the kinds of data listed, and not collecting or making use of personal data without
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prior user permission except when hiring an employee'*. Data protection officers must be
appointed to create data protection policies, work on compliance with legislation by the
organization and ensure that an emergency plan exists to alert the authorities concerned when

any data breach occurs**,

In addition, the updated GDPR covers people in the 2815t European Union member states if
data processing happens through banks, trackers, social media and more. Unless the parents or
legal guardians approve, the current legislation forbids businesses from collecting personal
details for children under the age of 1652, Users can request the deletion of images posted by
minors and notify search engines and other websites that use such images of the need for
deletions®, When user data stored with them is exposed to piracy, the law requires businesses
to report to the competent authorities within 72 hours the extent of the violation and the
estimated number of users affected by the infringement and must also alert users affected by

the infringement to take precautions.

Furthermore, the new law specifies the sharing of responsibilities among companies that deal
with user data**. In the first category are companies that control user data and determine how

to process it and its purpose (data controllers), and in the second are companies that process
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IEEE, 2019.)
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data only as an auxiliary party (data processors)'s’. Additionally, the new law prevents users
from disclosing their race'*t, The law sets tougher standards for the collection of "sensitive
data", such as race, religion, politics and sexual orientation***, Moreover, the new law
encourages users to monitor their own information and data instead of leaving the corporations
with the last word in this area**®°. The aim is to produce an environment of customer confidence

that reflects financial benefit. The new GDPR imposes fines on infringers*e,

Certainly, some have criticised the law and opposed it, and the European Union has
exaggerated its influence, as some feared that technology firms have used this law to impose a
fixed price on EU users''®2, Potential loopholes are present in the legislation, for example
enabling businesses, for restricted purposes, to process personal data without permission,
including to advance the "legitimate interests” of a company by such means as "direct
marketing"” via email, or web advertising™. While most of the rights laid down in the new
GDPR have already been defined by the European Union, they have not been enforced*'%. The
regulations now allow for the protection of personal data when developing electronic goods or
services*®, In order to prevent piracy, the regulations provide guidelines for companies in this
respect from the start of the development and preparing for their goods, such as the disposal of
consumer data if it is not necessary or their processing is not completed. If the organisation

fails to enforce this provision, a penalty will be levied!,
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The challenges to amend the GDPR include the lack of clarification¢”. For instance, the GDPR
contains broad principles which may not always fit the way in which data are processed
today*1%s. For example, the Regulation requires that businesses accept liability by limiting data
collection and processing to only what is required for a particular purpose and prohibiting other
uses't®, But essential and useful sectors, such as the auto driving sector and others which
operate deliberately on a vast amount of data to train computer systems, are not defined in the
Regulation, Confusion as to how businesses treat a violation, and the competent authorities
are further difficulties®*™*. The exercise of user rights and what their boundaries are lack
clarification. The training of data personnel should commence with the planning and training
of company staff under the user rights law, determining which practices are permitted or not
permitted in data processing and which data are accessible and in what circumstances'’2. And
finally, to provide the resources needed to protect data, organisations will need to create new
budgets’,

Privacy Laws in the USA

In the United States, the privacy of information is comprehensively supported but unlike in the
EU, there is no unified framework concerning this privacy and protectiont’4, Many then regard
US privacy regulations as a hodgepodge!’ of state and federal laws*¢. The distinction between

federal and state laws is that federal regulations are established at the national level and extend
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to all whole US territory*””. The US Constitution provides the foundation of federal policy by
setting out government roles and obligations and protecting every citizen's constitutional
rightstt’s, State law is the law in any independent US state which is valid in every particular
country state''”®. State legislation is accessible to tourists, corporations, companies, and people
in that state. Where federal and state legislation clash, state law can be resolved. State law gives
people more rights than federal law, but that does not imply limiting the rights of US citizens*®.
For example, questions arise whether private information managed by the national government
contributes to the implementation of the US Data Protection Act 19748 and the Electronic
Communications Privacy Act of 1986!¢2. And there are instances from the past where federal
prohibitions on telephone wiretapping have been applied to cover computer electronic data
transfer®3, In the US, furthermore, federal consumer protection legislation is largely industry-
specific and differs by industry, with rules covering financial data processing and
dissemination, and health data''®*. The US has since introduced a series of information privacy

and data security regulations across the years:,

US Federal Laws

In comparison, data privacy policies in the United States often differ and conflict with each
other#, There are several standards established by trade associations and government bodies,
who are parties to auto-regulatory standards, which have no legal effect and are called 'best

practice." These self-regulatory systems are accountable for and incorporate elements that
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regulators use as a mechanism for compliance!®”. There are also a number of federal privacy
regulations covering the storage and use of personal details':¢. Some of these regulations refer
to types of information, for example economic or health, or to electronic correspondence 1.
Other regulations refer to activities that use private information, such as email marketing and
company e-mailst®, Furthermore, there are comprehensive customer protection regulations
which have not been used by themselves to prohibit unfair or misleading conduct concerning

personal data distribution and safety protocolsti*t

Example of federal laws

In 2016%°2, Congress passed the Judicial Redress Act!**, which grants residents of particular
allied countries (notably EU member states) the ability to obtain remedy for privacy breaches
in US courts where their sensitive information is passed on to law enforcement agencies!'*. In
addition to the aforementioned, there are state regulations governing protection and compliance
relating to the misuse of personal records, as well as legally unenforceable recommendations
provided by business associations''®. However, these recommendations are called best

practice, and include such items as smartphone, credit card, and internet advertising.

* The Controlling the Assault of Non-Solicited Pornography and Marketing Act (CAN-SPAM
Act) (15 USC. §887701-7713 and 18 USC. §1037)'*% and The Telephone Consumer Protection
Act (47 USC. 8227 et seq.)**” These legislate e-mail address collection and usage, and contact

information collection.
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* The Electronic Communications Privacy Act (18 USC. §2510)** and the Computer Fraud
and Abuse Act (18 USC. §1030),

» The Fair Credit Reporting Act (15 USC. §1681)® (and the Fair and Accurate Credit
Transactions Act (Pub. L. No. 108-159)** which amended the Fair Credit Reporting Act)*2%,

* The Federal Trade Commission Act (15 USC. 8841-58) (F.T.C. Act)%,

» The Financial Services Modernization Act (Gramm-Leach-Bliley Act (GLBA) (15 USC.
886801-6827)' helps to regulate financial data gathering, use and disclosure. There are also
several privacy rules®?® enacted by national financial institution agencies, the Safeguards
Rule?¢, Disposal Rule*®7”, and Red Flags Rule*®® issued by the Federal Trade Commission?%

which cover financial information protection and disposal.
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* The Health Insurance Portability and Accountability Act (HIPAA) (42 USC. 81301 et seq.)*?'°
controls health records. It can be widely circulated to care providers, system administrators,
hospitals and other entities gathering patient information'?t, The Standards for Privacy of
Individually Identifiable Health Information (HIPAA Privacy Rule) (45 C.F.R. Parts 160 and
164)*%2 apply to the collection and use of protected health information (PHI). The Security
Standards for the Protection of Electronic Protected Health Information (HIPAA Security
Rule) (45 C.F.R. 160 and 164)** provides guidelines for patient information protection. The
Standards for Electronic Transactions (HIPAA Transactions Rule) (45 C.F.R. 160 and 162)4
apply to the electronic transmission of medical data. These HIPAA rules were revised in early
201315 under the HIPAA Omnibus Rule?s,

» The HIPAA Omnibus Rule'® also revised the Security Breach Notification Rule (45 C.F.R.
Part 164)8

State Laws

Moreover, numerous pieces of legislation'? at the state level limit the collection and utilisation
of private information and raise the number of checks per year. Certain state laws pre-empt

federal legislation, such as nationwide regulations on private electronic mail and the exchange
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of e-mail addresses, and federal legislation on privacy does not pre-empt government
legislation on health records, for example'?®, The state leads the way in California's privacy
erat?, The country has legislated various privacy laws, some of which have yet to achieve any
effect at the national level, for instance, the California Civil Code 8§1798.82%?%2, California was
the first state legislature to pass a law on disclosure of security violations?, The law requires
any individual or organisation owning or licencing electronic information, including personal
data, to notify all individuals in California of any violation of system protection?* if their
private details were received without encryption by an unauthorised person. Both US states,
however, have followed California on the need to report security violations concerning
personal details'?*. Proposed new regulations and reforms attributable to technological threats

are as follows:

The California Electronic Communications Privacy Act (S.B. 178)'%%, This restricts the right
of federal officials to seek computer records for law enforcement purposes*??’. The California
Security Breach Notification Law*®® and the California statute, Civil Code §1798.81.51%,
encourage companies to encrypt Californians’ personal records and allows companies to use

protections to maintain the integrity of their personal details®.

Data Protection Regulations in the United Arab Emirates
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In the United Arab Emirates, one of the Gulf states'?, there are no national data privacy laws
or central data protection legislation, but there is a variety of state legislation dealing with data
protection and privacy*#®2, Institutions and businesses in the UAE that use personal data must
comply with the General Data Protection Rule (GDPR)*%® introduced in May 20182, Article
315 of the UAE Constitution®¢ ensures anonymity and contact rights by mail, writing
messages, or "other means of communication.” Article 3787 of the 1987'%%¢ Penal Code
specifies that disclosing individual details pertaining to life or a family situation are a criminal
offence punishable by incarceration as well as a financial penalty**. Furthermore, the 201224
UAE Cybercrime Legislation provides penalties for certain specific hacking and data privacy

abuses.

The Telecommunications Regulatory Authority (TRA)®* governs electronic and industrial
transactions and there are many TRA data privacy rules, including the electronic

transactions*?, trade, and customer protection regulations.
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The 2006'** Electronic Transactions and Commerce Legislation refers to electronic
information, papers, and signatures relating to electronic transactions and exchange!?*, The
legislation does not extend to transactions and personal matters, including engagement,
divorce, and wills. The legislation aims at preserving the privacy of citizens engaging in
electronic communications, promoting and enabling electronic communication and
communication through secure electronic documents, minimising electronic communication
fraud, and setting uniform guidelines, regulations and requirements for the authentication and
privacy of electronic correspondence. Article 1.3%% of the 20172 Customer Privacy Code of
Practice?* sets out rules to secure telecom subscribers' confidential details in the UAE2*,
Licensees must ensure the security of subscribers’ confidential details and seek their
permission before releasing it*¥°. Subscriber data is defined as any personal information
relevant to a specific subscriber that includes name, address, banking details, card details,
information on service usage, call logs, message logs and any information deriving from the
subscriber's use of the telecom services, account status, the history of payments and credit

rating??,
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Dubai Healthcare City*?* and the Dubai International Financial Centre*?2 are both based in the
Dubai?* economic zone and they both have adopted their own privacy codes'?*, based on the
199555 EU Directive on Data Protection and the 19985 U.K. Data Protection Act.

Data Protection Regulations in Argentina:

Data privacy is essential to understanding new legal developments in privacy protection*?:

The aim of the Protection Act*?*® is to maintain absolute protection, honour, and access to the
details that may be documented concerning those individuals in compliance with the
requirements of Section 43?5, third paragraph, in the form of personal information recorded in
the archives, registers, banks or other electronic means of data collection, either public or
private for the purpose of supplying reports?°. The rules of this Act also extend to data
affecting legal persons to the relevant degree. In no circumstances shall journalistic outlets or

libraries be compromised??,
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Data Protection Act in the UK

The utilisation of private information by private organizations, public agencies, and private
businesses is governed by the Data Protection Act of 201862, The implementation of the
General Data Protection Regulation in the European Union*®® is being carried out through
the enactment of the Data Protection Act 20182, a legislative measure that was ratified in
the year 2018.

Individuals who handle sensitive data are obligated to adhere to a rigorous set of regulations
referred to as the "data protection principles.’?s" Ensuring the integrity, legality, and
transparency of data utilisation is a matter of paramount significance?%. Moreover, it is
imperative to utilise it solely for the designated and defined purposes, while ensuring
adequacy, relevance, and limitation to the necessary extent?’. Data should be promptly
updated upon request and not retained beyond necessary duration2%, In addition, it is of the
utmost importance to deal with the data in a way that ensures appropriate security*?%. The
aforementioned should encompass measures to safeguard against unauthorised or illicit

processing, unauthorised access, loss, destruction, or impairment.

Stringent legal measures have been implemented to protect information that is deemed more
delicate, such as an individual's political affiliation, religious convictions, trade union
membership, race or ethnicity, genetic data, biometric data (when utilised for identification
purposes), sexual orientation, or health status'?”. Instances of such data encompass: racial

identity, ethnic background, political orientation, and religious convictions.
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Adherence to prescribed regulations is imperative to safeguard the privacy of individual data

pertaining to unlawful offences and verdict'?™.

The Data Protection Act of 201822 has established the right of individuals to access their
personal information held by both governmental and non-governmental entities. The
aforementioned statement concerns the entitlement of individuals to have knowledge
regarding the utilisation of their personal data. In addition, it is within the rights of
individuals to acquire access to their personal data, seek correction of any inaccurate
information, demand erasure of their data, and halt or limit the processing of their data?”.
The concept of data portability refers to the ability of individuals to transfer their personal

data from one service provider to another?™,

Under certain circumstances, individuals possess the entitlement to express their
disagreement regarding the management of their personal data'?’. Furthermore, it is crucial
to recognise that individuals possess certain rights when a company uses their personal data.
Automated decision-making processes and profiling techniques are utilised to anticipate an

individual's conduct or preferences?,

Data protection Regulations in New Zealand

Privacy Act of 2020

New Zealand has adopted the Privacy Act 2020%?7, The Privacy Act of 2020?7 differs little

from the New Zealand Privacy Act of 1993%7 which was abolished in December 2020%2;
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hence, both of these Acts will be discussed in this chapter. The Privacy Act of 20202 expands
the Privacy Commissioner's authority to ensure that businesses and organisations comply with
their duties'?®2, The two most important new authorities under the Act are access directives and
compliance notices. Additionally, the measure introduces additional offences with possible

enhanced penalties*?®,

While the Privacy Act of 20202 was enacted to reflect changes in the economy and society,
it is also adaptable to the technological environment currently in existence. Amending the Act
to make privacy breaches reportable requires businesses and organisations to notify the Privacy
Commission if a privacy breach has caused or is likely to cause substantial harm. The
Compliance Notices in Privacy Act of 2020%2% was enhanced by the Act, granting the
commissioner more authority to order enterprises to comply with the requirements of the Act
or discontinue operations?, In addition, the Privacy Commissioner will have or has decision-
making jurisdiction over information access-related complaints'?’. This will expedite the
determination of access requests governed by the Act's binding rulings*2®. In addition, a New
Zealand corporation or organisation may only disclose a person's personal information to a
foreign organisation if that organisation provides the same degree of protection as New
Zealand, or if the individual has been properly informed and consented to the disclosure?.
The Privacy Act also has extraterritorial effect, allowing an organisation or foreign firm to be
deemed conducting business in New Zealand for the purposes of privacy obligations even if it
does not have a physical presence there'?®, The Act has created new criminal offenses, such as
misleading a corporation or organisation by impersonating someone or pretending to function
in their position of power to get access to or to have their personal information changed or

destroyed*. In addition, knowing that a request for personal information has been made is a
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prerequisite for the criminal offence of destroying a document containing such information.

The maximum criminal penalty in each case is a fine of up to $10,000%2%,

A privacy breach is defined by the Privacy Act of 2020%** as the disclosure, alteration, loss, or
destruction of personal information, or the unauthorised or accidental access to personal
information. For instance, a corporation or entity must notify the Privacy Commission if a
privacy violation has caused or is likely to cause considerable harm to an individual. In
addition, if a privacy breach that requires notification occurs, the company or organisation must
notify the affected parties>*.

The 2020 »**Privacy Act includes a new information privacy principle, Principle 13'%, which
restricts the communication of personal information to receivers outside of New Zealand.
Transmitting personal information across international borders constitutes cross-border
disclosure. First, the purpose of Principle 13'*7 is to ensure that personal data sent outside is
safeguarded by privacy regulations comparable to New Zealand's. Now, enterprises and
organisations must ensure that any personal information they provide to foreign entities is
adequately protected®®. Prior to making a cross-border disclosure, businesses and
organisations must be able to demonstrate that they have performed the necessary due
diligence®®, Second, according to Principle 23, personal information should only be collected
directly from the subject. By requesting information from the individual being sought, it is
presumed that they are aware of the matter and has some control over it**%. Thirdly, Principle
31302 stipulates that businesses must be transparent and truthful about the techniques they

employ to gather data and the reasons for doing so. Fourth, Principle 4% states information
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about an individual must be collected in a lawful, fair, and reasonable manner given the
circumstances®®, Fifth, in accordance with Principle 5%%, businesses must take appropriate
measures to protect customer data from accidental or malicious destruction, alteration, or
disclosure. Sixth, individuals must be able to request access to their own data, per Principle
613%, Seventh, in accordance with Principle 7%, individuals have the legal right to request that
groups and corporations correct erroneous information about them that they believe has been
gathered®®, Eighth, Principle 81 states that before to using or disclosing any personal
information, an organisation must ensure that it is accurate, current, complete, relevant, and
not misleading. The ninth®3% principle specifies that a company should erase personal data as
soon as it is no longer needed for the legitimate purposes for which it was collected. Tenth,
according to Principle 10, businesses must restrict the use of personal data to the original
intent for which it was gathered, with several exceptions. Eleventh, Principle 11 states that an
organisation may only use and disclose personal information for the purposes for which it was
originally collected***?. Disclosure may also be permissible for other reasons, such as serving a
directly linked purpose or with the individual's consent™®3, The requirements for disclosing
personal information to recipients outside of New Zealand are outlined in Principle 1234, The
Privacy Act of 2020 introduces a new principle with the addition of principle 12%5, The
thirteenth principle**¢ bans the use of personal identification numbers and other identifying
information. According to the principle, an organisation may only assign unique identifiers to
individuals when doing so is necessary for the fulfilment of its responsibilities. Unique
identifiers, such as numbers, references, or other types of identification, that an organisation

assigns to a person to uniquely identify that person within the organisation®. Examples
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include the numbers found on a driver's license, Inland Revenue Department, national health

identity card, and passportt3:,

General Data Protection Regulation and the Privacy Act 2020

The 2020 Privacy Act replicates, for the most part, the strategy and core concepts that were
defined in the General Data Protection Regulation that was passed by the European Union*%.
There is a chance that the GDPR will apply to New Zealand organizations, even if they do not
operate in EU nations®*%, The GDPR will also apply to non-EU companies who advertise to
EU consumers or track the behaviour of EU citizens while conducting business with them32,
The GDPR may apply to a company if any of the following conditions are met: the company
accepts European currency; the company regularly sells goods or services to EU residents; the
company provides data processing services to businesses that are established in the EU; the
company has websites that are available in European languages, allowing customers to
purchase products in that language**. Even though the General Data Protection Regulation of
the EU only applies to New Zealand companies that conduct business within the EU or that
process the personal data of EU citizens, the regulation, how it has been applied by data
protection authorities, and how it has been interpreted in EU case law may still provide
persuasive guidance to New Zealand courts and authorities, particularly the Privacy

Commissioner?4,

The Privacy Act of 2020 is primarily intended to protect individuals to protect their right to the
privacy of their personal information®s?. The Privacy Act of 2020 also specifies the General
Information Privacy Principles concerning the collection, use, and dissemination of personal

information kept by agencies (i.e., data controllers and data processors), as well as staff access
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to validate and amend information stored by an agency®%?. Moreover, the integrity and
confidentiality criteria of the General Data Protection Regulation of the European Union's
General Data Protection Regulation are equivalent to the storage and security of personal
data’®?’. In essence, this idea requires an agency to take all reasonable means to safeguard and
ensure the security of the information it controls. One must determine what is reasonable based
on the sensitivity or secrecy of the circumstance. What data is involved and what safeguards
may have been put in place to secure that data? The agency must consistently create and

maintain appropriate security measures for its data's?.

The distinction between Privacy Act of 2020 and Privacy Act of 1993

Although there are not many variations between the two Privacy Acts, there have been some
modest changes made, including the implementation of a new information privacy principle,
Under the Privacy Act of 2020%%%°, agencies will be permitted to utilise a few additional reasons
for denial when responding to Principle 6 access requests. In addition, the Privacy
Commission now possesses certain additional regulatory authorities, such as the capacity to
issue compliance notices, access decisions and directions, as well as the right to halt an
investigation into a complaint on certain newly established groundsts%,

The most major modifications to the Privacy Act in 2020 are as follows: Applying the law
more broadly to New Zealand and applying the information privacy principle to external
agencies, which handles the sharing of personal information overseas, as well as the breach
reporting system and compliance notification mechanism for resolving violations**; An

agency fraud is a unique crime*3, Accessing or deleting a person's personal information with
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knowledge that it has been requested. These updates illustrate the motives for the changes,

which include keeping pace with New Zealand's economy and technology.

The memorandum concludes that the Privacy Act of 2020%% provides necessary privacy
reforms that align with the current state of the economy and technology. However, while the
Privacy Act of 2020 addresses certain gaps left by the Privacy Act of 1993 additional
and continuous efforts are needed to enhance privacy protection. Using an academic approach,
this paper aims to argue the extent to which the Privacy Act of 2020 will consider the diverse
levels of privacy importance among different ethnic and cultural groups in New Zealand. The
Privacy Act of 20202, while demonstrating a willingness to adhere to global privacy
standards, does not impose an obligation on the entity collecting personal information to
appraise the concerned individual in the event of information being obtained from a source
other than the individual®%, Certain submissions pertaining to the evaluation of the Privacy
Act of 2020*** have contended that notification dissemination may result in erroneous delivery
to an unintended recipient. Furthermore, the Privacy Act of 2020's**? refusal to endorse the
idea of expanding the accessibility of personal information management to the general public
does not promote transparency among entities responsible for managing such information®+,
The Law Commission expressed opposition towards the incorporation of an openness
principle®**. The feasibility of small firms adopting a privacy policy was found to be low, and

establishing a standard for agencies to adhere to was deemed to be a challenging task*3+.

Privacy Act of 1993
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New Zealand data protection is set out in the comprehensive Privacy Act 19934 framework
and in its Information Privacy Principles. The Act labels as “personal information**”” any data
that may contain valuable information identifying individuals in New Zealand. The Act offers
instructions for organisations on how personal details should be obtained, divulged, processed,
utilised, accessed and maintained®**, In addition, the Act requires the Data Control
Commissioner to publish standards of conduct modifying the application of the Act to such
organisations, sectors, operations or forms of personal recordst**. The Office of the
Commissioners has the task of outlining their perception of sensitive information, and directs
the application of the Privacy Act, data protection codes and standards***. This Act mentions
details such as titles, telephone numbers, email addresses, and further observations about

recognising a persontst,

Where information such as the above seems to be in the public domain, the inclusion of an
open dataset is appropriate. For example, the Marriage Celebrant'*? dataset provides the
contact information of these individuals, but this information is freely accessible and already

widely available elsewhere3,

Moreover, the Privacy Act 19934 covers personal information about individuals, government
agencies or businesses in New Zealand or in the Cloud Service®*®, which includes documents,

photos, phones, mobile networks, and computerised systems. Thus, personal information can

1346 Howells, John M. "The Privacy Act Of 1993: A New Zealand Perspective." (1995) Comp. Lab. LJ 17: 107.
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be any piece of information that can be used for identifying an individual, such as names,

financial and health details, contact details, and purchase records**.

"It could be personal details, even though their name does not show. The concern is whether it
is fair to distinguish anyone from the details. It doesn't have to be 'hidden’ or 'important’ either
- it just has to be about them. Personal records may not necessarily be records about corporate
processes or strategies, proprietary secrets, and aggregate reports that cannot distinguish
persons. It can be classified or sensitive to industry, but it can also cover it. Any elements of

this guide will offer a glimpse on how you will get there. However, the Protection Act does not

extend.">""

Information Privacy Principles I.P.P.s

The Privacy Act 1993 includes 1235 standards that relate to data in New Zealand: the object
of personal data collection, confidential knowledge source, selection of topic knowledge,
manner in which sensitive information is gathered, confidential information preservation and
access, right to personal data, sensitive knowledge correction, accuracy of personal details to
be verified before usage, organisation not to retain personal details longer than needed,
restrictions on the usage of personal details, restrictions on sensitive knowledge disclosure, and

single 1Ds*3%9,

Code of Practice

There is a code of practice currently applied to the Privacy Act, issued and administered by the

Privacy Commissioner's Office, which includes:
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Telecommunications information privacy code, health information privacy code, credit
reporting privacy code, justice sector unique identifier code, superannuation schemes unique
identifier code, and civil defence national emergencies (information sharing) code®®, The
Privacy Commissioner has the right to enact and prosecute any acts that seem to be implicit in
an individual's privacy and that could be carried out in the form of a report to the Commissioner
or under the initiative of the Commissioner***. The Privacy Act further defines the corporation
as any individual or corporation, whether corporate or environmental, in the public or private

sectors3®,

Bill of Privacy

The Privacy Act 1993 has been replaced by a revised Bill of Privacy®*** which was sent to
Parliament**% by the Ministry of Justice in 2018%%¢, The implementation of the Privacy Act can
be attributed to the growth and rapid development of the internet and digital economy, which

has changed government and companies, as well as the use of personal information**’. The

1360 Neame, Roderick. “Privacy And Security Issues In A Wide Area Health Communications Network” (1996)
International Journal Of Bio-Medical Computing 43, No. 1-2 : 123-127.

1361 |hid.

1362 Hall, Cedric, And Charlotte Fitzgerald. “Student Summative Evaluation Of Teaching: Code Of Practice”
(1995) Assessment & Evaluation In Higher Education 20, No. 3: 307-311.

1363 Crawford, Aaron, Raymond Harbridge, And Pat Walsh. "Privacy In The Workplace: The Effects Of The
Privacy Act 1993 On Employment Practices In New Zealand."” (1995) Labour & Industry: A Journal Of The
Social And Economic Relations Of Work 6, No. 3: 51-72.

1364 Corrado, Edward M. “Libraries And Protecting Patron Privacy” (2020) Technical Services Quarterly 37,
No. 1: 44-54.

1365 Beattie, Andrew. "Officers Of Parliament: The New Zealand Model." (2006) Australasian Parliamentary
Review 21, No. 1: 143-56. Parliament Of New Zealand: Parliament Is Split Into Two Sections, The Sovereign
(The Governor General Who Serves The Queen In New Zealand) And The House Of Representatives
Composed Of Elected Representatives And Lists Of Legislative Representatives. The Parliament 'S Task Is To:
Serve The Citizens, Create Laws Regulating The Land, Examine (Challenging And Asking Question) The
Actions Of The Government, And Authorise The Supply And Allocation Of Public Funds To The Government.
1366 Campbell, Mark, And Anna Forsyth. "Damages For Emotional Distress Under The Privacy Act." (2020)
New Zealand Law Review 2020, No. 1: 1-33.

1367 | bid.

157



vast flow of data has brought some benefits but has also created new issues with individual
data protection. The Bill**% seeks to make amendments to the Privacy Act 1993 and achieves

this by the full replacement of the legislation.

The main reforms in the Bill’s proposals are to give more power to the Privacy Commissioner,
define new offences, compliance notices, and increased fines, as well as the mandatory
reporting of privacy breaches. Furthermore, the Bill deals with territorial scope’®™, decisions

on access requests, and overseas transfers™,

The proposed Bill**2 describes how information is gathered or retained and measures taken by
New Zealand entities or by people living in New Zealand. It also covers any practices, such as
the compilation or management of personal details by overseas agencies controlling enterprises
in New Zealand®”. In addition, contains personal data obtained by persons present in New
Zealand but not citizens of the nation*’*. For transactions abroad, the Bill**> requires sensitive
details to be revealed to an international individual or organisation in such cases as the

following:

"a disclosure is approved by the person or entity involved after it has been specifically told
that the international person or agency will not be compelled to protect information in a way
which overall provides for comparable protections under the Act;

* the foreign individual or entity does business in New Zealand and, on fairgrounds, the
divulger claims that the foreign person or entity has the details under the Act;

« for legitimate purposes, the discloser assumes that the international person or organisation is

entitled to privacy regulations that offer similar protections overall to those set out in the Act;
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« for legitimate purposes, the divulger assumes that a foreign citizen or individual is subject to
the data protection laws of a nation or to an enforceable regime as set out in rules defined
under the Act;

« for legitimate purposes, the discloser feels that it is appropriate for a foreign individual or
agency to secure information in a manner that typically offers equivalent assurances to those
set out in the Act."7

If the purpose is to move data to a cloud storage service or another foreign processor, whether
the processor would need the details for its own reasons, the disclosure of the data will not be
considered®*”7. Moreover, the Bill states that the Data Protection Commissioner and other
individuals concerned must be told about any breach of privacy that has caused or is likely to
cause serious damage to the individual®¥®. Agencies must determine whether a privacy
infringement will inflict substantial injury®37 and will consider whether any intervention by the
Organization was taken to mitigate the possibility of damage following the violation, and will
also assess the sensitivity to personal information, the extent of damage to the people
concerned, the individual or organisation who received personal details or could receive it as a
consequence of the infringement (if known), if a protection measure safeguards sensitive

information, and all other issues of relevance?se°.

The Commissioner®t must be told of a notifiable violation of privacy as soon as possible by
the agencies. However, under certain cases the notice may be postponed where the organisation
finds it appropriate to wait because notice or public alerts can pose a greater danger to personal
information protection kept by the organisation and these threats are greater than the

advantages of advising the entity involved®, Furthermore, reputation protection is not a good
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excuse for delaying notice®*#:. The agent will report the infringement if it is basically unfair to

report a person or community of individuals impacted?®3,

However, since the Bill** considers the entity to be liable for warning individuals about a
notifiable infringement, the contracting providers engaged in data processing should be
informed that all details relevant to a reportable breach known to an agent have been detected

by an agent?3s,

Conclusion

The present study offers a thorough analysis of privacy laws at the global level, encompassing
both public and private legislation across various countries. Additionally, it elucidates the
treaties and commissions worldwide that are dedicated to safeguarding privacy. Saudi Arabia
has the opportunity to derive insights from the privacy-related encounters of diverse nations.
By doing so, it can develop legal frameworks that are intended to safeguard its populace from
potential harm. The implementation of data protection measures in Saudi Arabia is expected to
offer novel and lucid benefits, effectively addressing the most critical compliance concerns
across various legal domains. Ensuring the preservation of the nation's privacy infrastructure
necessitates the avoidance of disproportionate actions. Adherence to Saudi Arabian data
regulations is often beneficial for the facilitation of data transmission. Furthermore, in the event
of a data breach akin to the one safeguarded against in the recently implemented EU data
protection measures and the New Zealand Privacy Act 2020, the newly established Saudi
personal data protection regulations will need to consider the notification process. This is
because Saudi consumers are inundated with a significant number of unsolicited marketing or
fraudulent messages on an annual basis, which are often transmitted directly to their cellular

devices without their explicit consents’
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Chapter Four: Legal Culture and Privacy in the Kingdom
of Saudi Arabia

Introduction

Chapter four aims to examine the legislation from chapter three in conjunction with the
legislation of the Kingdom of Saudi Arabia, with the objective of identifying missing practices,
which will then be addressed in chapter five through the implementation of draft legislation.
The term “culture,” while sometimes linked to an individual's race or ethnic identity,
encompasses a wider array of concepts®, It is important to consider that an individual's
association with a particular culture is adaptable and can be modified due to exposure to new
experiences or cognitive processes®®. It is vital to recognise that individuals are affiliated with
various cultural subcategories®*®. The ever-changing and evolving nature of culture makes it a

fascinating component of the human experience®,

Various aspects of human existence, including gender, socioeconomic status, cognitive and
physical capabilities, play a significant role in shaping and developing unique cultural
identities®*2, The correlation among age, spiritual practices, and faith serves as an illustration.
The process of identifying an individual based on a solitary cultural trait is challenging, and
the aforementioned elements collectively contribute to the phenomenon referred to as cultural
diversity***. The unique and complex psychological experiences of individuals contribute to
the formation of cultural history®*, resulting in distinctive characteristics that differentiate

them from others who share the same cultural background. This elucidates the reasons why
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individuals belonging to the identical cultural or familial background may exhibit a wide range

of personalities, traits, and preferences®*.

There exist similarities between cultural customs and practises***. Geography comprises three
fundamental components, namely, location, nation, and natural resources. This study examines
the societal expectations and norms surrounding gender roles, as well as the dynamics of
intergenerational relationships, including interactions with elderly relatives and younger
members®¥’. Political institutions encompass a variety of entities such as legal frameworks,
societal norms, governing bodies, and associations that facilitate the establishment and
enforcement of laws, the advancement of communal well-being, and the cultivation of
harmonious relationships®**. Apart from the necessities of water, air, and soil, there is also a
requirement for fundamental amenities such as casual and formal attire, as well as architectural
and construction materials. Cultures are accountable for the creation of tools, and other related
artefacts®*®, Illustrative instances encompass religious customs, ceremonial events marking
significant life transitions (e.g., birth and death), orally transmitted folklore, and the
perceptions of community constituents towards the intangible®, The economic system
encompasses various components, including production, distribution, consumption,
employment, trade, and currency**t, Formal and informal education are means through which
individuals acquire knowledge, values, and life skills#2, The culture of a group encompasses
its cognitive processes, affective states, behavioural dispositions, and ideological

convictions*®, Some characteristics, such as culture, are acquired through education.
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Furthermore, individuals possess the ability to voluntarily transition between various cultural

contexts and assimilate novel customs, ideologies, and principlest“*,

Consequently, the emergence of "legal culture” has transpired due to the promotion of laws
and regulations to the status of fundamental principles that individuals must adhere to, and as
integral components of the customs and traditions of diverse societies*®. Legal culture
encompasses not only the regulations necessary for the implementation of various types of
laws, including those pertaining to economics, society, politics, and administration, but also
encompasses a range of knowledge, methodologies, and subject matter*+¢. The comprehensive
regulation and governance of all facets of life by the law contributes to the promotion of
inclusivity within legal culture. In addition to familiarity with the legal system's culture,
proficiency in comprehending other cultures is not deemed necessary*’. However, it is not
mandatory to possess knowledge of diverse cultures. Consequently, if legal authorities inquire,

individuals may be unable to justify their deficiency in legal expertise!4.

Thus, it is imperative that individuals adhere to the established standards of legal culture. This
comprehension not only elucidates an individual's entitlements and duties pursuant to them,
but also the anticipated conduct in consideration of said obligations*4®°. It is not mandatory for
individuals to possess expertise in all domains of law, as this duty falls under the purview of
judges, legal professionals, and experts in the field'4°, Professionals in the legal field are
required to possess a thorough understanding of the fundamental principles of law, which are
grounded in the utilisation of logical reasoning and compelling legal discourse'*. The
concepts, widely perceived as being of universal applicability and stemming from customary

law, are integrated into all forms of legislation and statutory provisions. The norms in question
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are derived from the principles of common law. However, in the absence of legal regulations,

individuals' lives would lack equilibrium.

The legal system in the Kingdom of Saudi Arabia is founded on a combination of Sharia Law
and Islamic jurisprudence, as well as codified Law?#2, The legal framework of Saudi Arabia is
predominantly rooted in Sharia law, with a notable emphasis on upholding the sanctity of
personal privacy'. Any infringement upon this right is strictly forbidden, except in specific
and exceptional circumstances'*“. Various statutes and regulations contain supplementary
provisions concerning the protection and confidentiality of personal information'#s, The
enquiry concerns the sufficiency and effectiveness of the current privacy protections offered
by Sharia law, Islamic legal principles, and regulations in Saudi Arabia. It is imperative to
identify the requisite measures for fortifying the information privacy framework in case of
inadequacy. This is especially applicable in the realm of digital technology. Hence, the aim of
this chapter is to provide a comprehensive introduction to Sharia law and to illustrate its
approach towards matters pertaining to personal privacy using illustrative instances. The
present chapter will provide a comprehensive analysis of the legal culture and the historical
background pertaining to the drafting of the Statute of Governance of the Kingdom of Saudi

Avrabia, thereby culminating in a holistic understanding of the subject matter.

Sharia Law in Brief

Definition
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Within the Arabic language, the term sharia may denote a point of origin, a direct path, or a
flowing body of water intended for consumption4*¢. The term “sharia" in Arabic vocabulary
pertains to the legal system that has been ordained by the Almighty God'*” (Allah*4%8) for

His followers, as per the decrees that were conveyed by one of His prophets'#'°. Whether these
verdicts were related to matters of faith or practical regulations for adherence, they are
considered within the scope of sharia law'*?°. Incorporating the term “Islam™ into the term
"Sharia" would yield the subsequent interpretation of Sharia: the edicts that were divinely

disclosed to the esteemed prophet Muhammad#?!, irrespective of their ethical, pragmatic, or

theological nature422.

The term "Sharia" encompasses the regulations, edicts, and restrictions that were established
by the Divine Being for the welfare of His devout adherents'#. The Islamic religion has
established laws, decrees, and prohibitions that clearly delineate permissible and impermissible
actions. As per the tenets of Sharia, it is incumbent upon Muslims!4?# to adhere to Sharia's
spiritual guidance irrespective of their place of residence, and individuals residing in regions
where Islam is the dominant religion are obligated to comply with the regulations and

limitations prescribed by Sharia law!4?. Sharia governs the dynamic relationships that arise
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among diverse social and economic entities'*®. The Sharia law, an integral element of the
governmental administrative system, functions as a structure for the classification,

arrangement, and management of all facets of societal existence within the nation4?7,

The concepts of "Sharia" and "religion” are synonymous as they both pertain to divine
mandates that are both of a religious and legal nature, being prescribed and documented in
written form2, The set of laws that were communicated to the followers of God through the
words of the Messengers are commonly referred to as Sharia®. The Islamic faith is
characterised by the concept of surrendering oneself to the divine will, having faith in one's
heart, and engaging in righteous deeds through one's actions***. The term "faith" can also be
legally defined as the acceptance of the existence of a deity, coupled with the observance of

God’s commandments and avoidance of transgressions+,

Religion is a highly impactful element of each individual's character, encompassing their
cognitive processes, behaviours’, and social interactions with both themselves and their
immediate surroundings**®2. The term "religion" has its origins in the Latin word "religio,"
which connotes a state of good faith#%, This implies that an individual has embraced and
subscribed to a particular system of beliefs or denomination and is committed to adhering to
its tenets and relying on its guidance#*. In the legal parlance of Islamic jurisprudence, religion
is defined as an act of surrender and submission to the Almighty, with a focus on monotheism

and exclusive devotion to God in speech, action, and creed, in accordance with the teachings
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of Prophet Muhammad as enshrined in the Sharia, pertaining to beliefs and legal rulings*®. In
relation to the concept of religion, it can be defined as a collection of principles and beliefs that
a community or society follows in terms of their faith or conduct**. In conjunction with all
other facets of existence, it is imperative to adhere to etiquette, legal statutes, directives, and
restrictions*’. In the context of secular discourse, the term "religion™ is often regarded as an
antiquated expression with historical roots. Religion has historically held a prominent position
in the development of nations®. However, in contemporary times, secular nations have
emerged victorious over religion with the assistance of scientific advancements and the
accumulation of human knowledge'*. Consequently, religion has become increasingly

removed from social and political positions of power.

The primary origin of Sharia law

The origin of each rule's binding force can be traced to either human or divine establishment.
The sources of law refer to the legal evidence utilised to make decisions and to which Sharia
law refers when necessary*%. In other words, it is the origin from which Sharia law derives its
judgements. These sources are commonly cited during emergency situations or disasters#.
The sources under consideration are categorised into primary and secondary sources. The
primary sources comprise of the holy Qur’an and the Sunnah, while the secondary sources
consist of consensus and analogy*42. The primary sources in Islamic theology are commonly

acknowledged to be the holy Qur’an and the Sunnah%,

1435 Aziz, Azlisham Abdul, Mohd Nor Mamat, Daud Mohamed Salleh, Syarifah Fadylawaty Syed Abdullah, And
Mohd Norazmi Nordin. “An Analysis Of Systematic Literature Review On The Development Of Islamic Oriented
Instruments.” (2021) Journal Of Contemporary Issues In Business And Government Vol 27, No. 1.

1436 Al-Astewani, Amin. “To Open Or Close? COVID-19, Mosques And The Role Of Religious Authority Within
The British Muslim Community: A Socio-Legal Analysis.” (2020) Religions 12, No. 1: 11.

1437 1bid.

1438 Vincent, Carol. “Civic Virtue And Values Teaching In A ‘Post-Secular’world.” (2018) Theory And Research
In Education 16, No. 2: 226-243.

1439 |hid.

1440Gamal Moursi Badr, “Islamic Law: Its Relation To Other Legal Systems American” (1978) Journal Of
Comparative Law 26, No. 2 Spring: 187-198

1441 Bhat SU. “Concept Of Ethics In Islam: A Conceptual Study In The Light Of Qur’an And Sunnah. Al-Qasemi”
(2017) Journal Of Islamic Studies;2(1):145-54.

1442 Quran, 1. "Where Did Islamic Law Come From?."

1443 AS, Khan. “Some Scientific Facets Of Qur’an And Sunnah [Of The Prophet Muhammad, Peace Be Upon
Him] In The Field Of Medicine.” (1994): 7-10.

167



The Holy Qur’an

The Holy Qur’an is considered by Muslims as their fundamental governing document,
providing a comprehensive educational programme for their daily existence+. The notion of
a divine order safeguards against any potential deviation or distortion from its initial state.
The text in question is commonly recognised as a sacred scripture, having been disclosed to
the Islamic prophet Muhammad through divine intervention'*, The ultimate instalment of the
Seal of the Messengers has been disclosed through its linguistic and contextual import**’. The
term "Mushaf" denotes the Islamic scripture known as the Qur’an, and it is commonly
employed to denote the compilation that contains the written form of the Qur’anic text'44.
Muslims persistently engage in reading the Qur’an, reflecting on its teachings, and
implementing them in their routine existence as they consider it to be the fundamental aspect
of their faith##, Muslims hold the belief that the acquisition of knowledge related to the Qur’an,
including the memorisation of its verses, is a crucial scientific discipline®. Muslims hold the
Qur’an in exceptionally high regard due to its status as Islam's perpetual miracle.
Consequently, individuals are required to undergo etiquette instruction, acquire knowledge
through reading, and subsequently implement the learned principles*®2, The Qur’anic
language, including its individual words and letters, is highly valued for its auditory and visual

qualities, as well as its physical manifestation on various surfaces***. The Qur’an was not
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disclosed to the Prophet Muhammad in its entirety in a single instance, but rather, it was
gradually revealed to him over a period of twenty-three years with the aim of fortifying his
heart*4*. The segment of the Qur’an in possession of the individual is subsequently entrusted
to Gabriel, and the Qur’an is retained in the memories of the Companions until their decision

to document the Qur’an following the demise of the prophet Muhammad?4*.

The Qur’an was disclosed in both verbal and semantic forms in a lucid Arabic vernacular*,
It was subsequently conveyed to adherents through a line of succession originating from a
cohort of companions who received it from the Prophet Muhammad'’. This chain of
transmission comprised a multitude of individuals hailing from diverse regions, whose
involvement in any form of wrongdoing is highly improbable owing to their vast numbers and
geographical dispersion*®®. The Holy Qur’an possesses unique characteristics that set it apart
from other literary works'*>, These features can be enumerated as follows: The Qur’an was
disclosed in a unique Arabic dialect with clear semantics. It is believed that the consecutive
approach is more beneficial in terms of ensuring certainty and conclusive knowledge“%. It has
been validated throughout all phases of collecting the Qur’an until it was received in its entirety
without any alterations'#6t, A notable feature of the Qur’an is its derivation of the name " Qur’an
"and its significance directly from the divine entity, rather than from the Prophet Muhammad,
who served as the messenger of God. The Qur’an has remained unchanged since its initial
revelation, despite the passage of time, the rise of civilizations, the advancement of technology,
and the evolution of various modes of communication'#2. Arab intellectuals have encountered

a challenge in replicating it, as it surpasses rather than merely exceeds their capabilities. The
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techniques employed for its depiction and expression are noteworthy and distinctive. The
Qur’an exhibits a comprehensive and preventative nature, while also possessing a wealth of

rhetorical elements4s3,

This assertion provides evidence for the widespread transmission of the Qur’an to diverse
populations™. The Qur’an is regarded as the cornerstone of religion and a robust tether to God

that individuals are instructed to adhere to46s.

The Qur’an provides a framework of legal principles that underpin various facets of societal
structures'*. The components encompassed within this domain include the legal system,
contracts, civil rights, families, criminal law, and security*’. The Qur’an espouses a
framework of justice that encompasses various principles, such as impartiality, equity, witness,
parity, and divine sovereignty#. The Qur’an unequivocally prohibits the act of breaching a
contract or pledge and emphasises the importance of fulfilling commitments and covenants as
a means of upholding the sanctity of one's relationship with the divine®, This assertion holds
validity not solely in the realm of personal affairs such as matrimony and its associated facets,
but also in the domain of business dealings encompassing procurement, vending, financing,
and analogous transactions”. Various entities such as individuals, groups, states,
organizations, and corporations have the ability to engage in diverse forms of interactions with
each other*. This concept can be extended to encompass all aspects that require belief,

including an individual’s relationship with their divine deity**’2. In the realm of civil rights, the
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Qur’an mandates the avoidance of usury, speculation, and contractual ambiguity7.
Additionally, it emphasises the virtues of honesty, trustworthiness, humility, parental
compassion, forgiveness, and gratitude“’+. Furthermore, it includes the expression of gratitude.
The Qur'an places great emphasis on the societal institution of the family, highlighting the
importance of showing respect towards it*4>. It asserts that the family serves as the foundation
of society and plays a crucial role in maintaining its cohesion#’s, The Qur’an granted women
a range of rights that were previously unknown to humanity#’’. The aforementioned rights
encompass the proscription of the custom of regarding women as a form of inheritance and the
act of subjecting women to enslavement. Offenses such as theft, adultery, and slander have the
capacity to result in imprisonment as a penalty but may be subject to pardon under specific
circumstances'¥’®, The Qur’an prioritises addressing concerns pertaining to safeguarding by
emphasising the importance of alleviating anxieties and promoting harmony within the
society#”, Moreover, the text provided an exposition of the ethical principles governing
security and societal stability. Subsequently, it delved into the ethical considerations

surrounding warfare and the treatment of prisoners4,

The Sunnah

The term "Sunnah" encompasses all of the utterances, actions, and narrations that are attributed

to the revered Islamic figure, Prophet Muhammad. In certain academic contexts, it is
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alternatively denoted as the "path of life" or the "true path*#?”. The Sunnah is considered a
fundamental component of divine revelation and is regarded as a primary source of guidance,
alongside the Qur’an %, The prophetic Sunnah is linked to the Qur’an as it is regarded as a
manifestation of the Qur’anic teachings in various contexts'4*. For example, it concurs with
the teachings of the Qur’an while also placing limitations on its universality or disseminating
it to a wider audience, whether through a personal connection or otherwise#®, Furthermore, it
is in concurrence with the teachings presented in the Qur’an*%. The Prophetic Sunnah attained
a significant level of importance due to the absence of a detailed mention of a particular law in
the Almighty God's Book, which was found in the Sunnah of the Prophet'*’. The Prophetic
Sunnah offers a comprehensive elucidation of various universal principles, including the
procedures for purification and prayer, as well as the corresponding regulations associated with
each of these rituals*®. Muslims have historically regarded the Sunnah of the Prophet as a
fundamental component of Islam, serving as a framework for establishing legal principles and
their application*®®. As per the perspective of Muslim scholars, both contemporary and
historical, an individual who disputes this notion and fails to acknowledge it as a valid
argument has strayed from the trajectory that culminates in deliverance*°. The Sunnah is

widely acknowledged by Muslim scholars'** as the secondary basis of Islamic jurisprudence
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following the Qur’an %, The Sunnah comprises the verbal and procedural aspects of Islamic
tradition, and serves as a complement to the Qur’anic text, encompassing both its universal and
unconditional aspects*®. Scholars posit that the Qur’an and the Sunnah exhibit a
complementary relationship as they are both considered divine revelations from God.
Moreover, the Sunnah constitutes a manifestation of the Qur’an in its entirety, encompassing

both universal and unconditional aspects*®.

The Sunnah is comprised of three distinct elements, namely “the speech of the prophet,” "the
act of the prophet,” and "the practise tacitly accepted by the prophet.™ 14,

The verbal communication of the prophet encompasses the prohibitions, orders, and news that
constitute a legal ruling*’. The corpus of the Prophet's verbal communication encompasses all
of the utterances conveyed by the Messenger that possess the legal status of legislation, which
were delivered on diverse occasions®, The sayings of the Prophet hold significance as a
source of legislation, provided they are utilised to elucidate legal rulings or legislation+®.
However, if the Prophet's statements pertain to worldly matters that are not germane to
legislation and lack specificity in that regard, such as pollination of date palms, they do not

qualify as a source of legislation and should not be employed as such?s®,
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The actions performed by the Messenger, encompassing the procedures for prayer and the
execution of the Hajj pilgrimage®*, are commonly denoted as the prophetic practise!s®, The
actions of consuming food, beverages, and engaging in rest do not impose any legal obligations
on individuals and are not regarded as a legal code®®. This represents an objective to strive
towards, however, it does not impose any obligations on individuals. Additional facets of his

existence do not comprise statutory provisions.

The accepted practise by the prophet, which involved his silence regarding the denial of a word

or deed in his possession, implies permissibility due to his tacit approval .

The classification of Sunnah terminology is based on the transmission order from the
Messenger to his companions and followers, and is divided into three categories: Mutawatir 5%,

denoting sequential transmission, Famous®%, and Ahad®, denoting singular transmission.

The mutawatir Sunnah refers to a type of narration that involves three or more narrators,
rendering it highly unlikely for them to collude in perpetrating a fraudulent accounts%, The
Arabic language's tawatur language can be understood as a sequence of two elements.
Specifically, it pertains to the report of a group of individuals whose cooperation renders
falsehood impossibles®. The aforementioned statement pertains to the concept of mutawatir,

wherein the narrators utilised varying word choices while maintaining a comparable lexicons:,
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In contrast, the tawatur is an oral tradition that entails the unanimous agreement of narrators
regarding the verbatim transmission of its contents®s't, The Mutawatir al-Sunnah is conclusive
evidence that affirms the necessary and indisputable knowledge, along with the potency of the
Qur'anic supplication, and it is imperative to adhere to it'2, The evidence presented, namely

the chain of transmission, leads to a conclusive conclusion?s3,

The widely recognised Sunnah, referred to as the renowned mashowr in Arabic, was not
consistently observed®s*. The Sunnah was transmitted by the Messenger based on the testimony
of several companions who did not attain the level of tawatur (i.e., one or two) 5%,
Subsequently, it underwent a significant expansion during the era of the Companions, their
successors, and the followers of their successors. This statement pertains to the regulations of

the Prophet's Sunnah, encompassing both substantiated evidence and speculative elements*s,

The singular term 'Ahad' in the Arabic language holds significant importance as it surpasses
the threshold of mutawatir. Although it may not be the most widely recognised Sunna, it is
based on a genuine belief that it is accurate and imperative to adhere to*’. However, there is
variation in the degree of involvement that scholars have with it. The term "Sunnah™ refers to
the collection of practises and sayings that were transmitted from the Prophet Ahad and
subsequently passed down through the generations of his followers'>®, These practises and
sayings were transmitted through a limited number of sources, known as the mutawatir limit,
and comprise a vast majority of the hadiths>'°, The prevailing view among legal experts is that

the presumption of authenticity is upheld, although there are varying criteria used to support
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this and to draw inferences about judgements. As a result, the conclusions reached may be

either presumptive or conclusives®,

The Sunnah is the term used to refer to the hadith that were transmitted by the Prophet. The
aforementioned hadith can be classified into four distinct categories, namely: authentic, good,
weak, and fabricateds?. In the event that there are no inconsistencies or other factors that may
be construed as problematic in the transmission chain of a hadith, its transmission lines are
deemed to be credible®?2. This particular hadith has achieved the status of authenticity in its
own right and does not necessitate supplementary corroboration from external sources%,
Irrespective of the quantity of narrators present, an authentic hadith serves as a persuasive
discourse that motivates individuals towards undertaking certain actionss?*, The concept of a
"good hadith” pertains to a narration whose chain of transmission is linked to the transmission
of justice, albeit with a relatively lower degree of accuracy®. Such a narration does not
achieve the ideal level of narration that is free from any anomalies or unnecessary
rationalisations. It is imperative to provide a fitting response when confronted with a
compelling hadith®?. In contrast, a hadith that is deemed weak may manifest in different
forms, including but not limited to being problematic or peculiar>?”. The term "deficient hadith"
pertains to a narration attributed to the Prophet Muhammad that lacks one or more of the criteria
that qualify a hadith as authentic or reliable?®, This type of hadith can manifest in diverse
manners. If an inaccurate statement is ascribed to the Prophet, his Companions, or his
Followers, it is considered a falsified hadith, regardless of whether it originated from a proverb

or an illustration?®s2°,
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The significance of the Sunnah in the contents of the Qur an

The authenticity of the Prophet's Sunnah and its applicability as evidence for legal rulings and
as a fundamental source of Islamic jurisprudence that must be adhered to for its validity is a
matter that is widely accepted without dispute's*, The Prophetic Sunnah holds a position as a
source of legislation, albeit secondary to the Qur’an*%%t, The reason for this is that the Qur’an
serves as the fundamental basis of Sharia Law and Islamic jurisprudence!>®2. The conscientious
individual is engaged in a quest to locate the answer to a particular enquiry within the text of
the Qur’an %, The Prophetic Sunnah occupies a crucial place in Islamic jurisprudence®**. The
Prophetic Sunnah serves to elucidate the Holy Qur’an and explicate its uncertainties*s. While
the Qur’an establishes overarching principles and guidelines for legislation and jurisprudence,
the Prophetic Sunnah is dedicated to elaborating upon these principles, elucidating their
foundations, and distinguishing particulars from universals®*®. To put it differently, the
Prophetic Sunnah has focused on elucidating the Qur’anic uncertainties's®’. Hence, it is
imperative to incorporate the Sunnah in conjunction with the Sacred Qur’an to fully realise the
potential of religion, as the Shariah in isolation cannot attain its maximum efficacy*s%. Due to
the presence of both ambiguous and problematic texts in the Qur’an, which require clarification

and interpretation, it is not feasible to rely solely on the Qur’an for a comprehensive
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understanding of Sharia and its associated details and rulings**®*. The presence of both broad

and ambiguous passages requiring elucidation, as well as challenging passages necessitating
interpretation, can be attributed to the Qur’an>*. The Sunnah, which refers to the actions and
sayings of the Prophet, is considered essential for the effective implementation of the precepts
outlined in the Qur’an®®*. The text asserts that the legal verdicts derived from the Sunnah of
the Prophet are essentially derived from and rooted in the Qur’anic sources, as God has referred
to them in His Book***2. Thus, adhering to these verdicts is tantamount to adhering to the
Qur’an, while disregarding them is equivalent to disregarding the Qur’an . The reason for

this is that the individuals in question were referenced in the sacred text of God.

Consensus

The third primary basis of Islamic law is consensus, which is derived from the Qur’an and the
Sunnah of the Prophet***. Consensus refers to the collective agreement and resolute decision
to undertake a specific course of actions*. The concept of consensus in Islam refers to the
gathering of learned scholars to engage in discourse regarding a particular matter, and
subsequently reaching a unanimous decision on the issue subsequent to the passing of the
Prophet'>*, Given the circumstances, it is unsuitable for consensus to arise from the populace
at large; instead, it should be derived from individuals possessing a thorough comprehension
of Islamic theology and Sharia law'>*. The consensus is grounded on Islamic principles of

logic, law, custom, and language, and it retains its validity even in the post-Messenger era‘>*.
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Furthermore, there exists a lack of consensus regarding issues governed by the Qur’an and the
Sunnah of the Prophet'**. The concept of consensus extends beyond the historical era of the
Messenger and is not restricted solely to the Companions or Successors*®. Henceforth, the
notion of consensus connotes the involvement of individuals possessing legal proficiency,
wherein their engagement entails verbal and behavioural expressions, or the implicit indication
of their agreement or abstention®*s. Individuals who possess a comprehensive understanding
of Sharia and are capable of deducing legal rulings based on their knowledge'ss2. Throughout
the course of the Prophet's life, a consensus was not reached. Islamic religious scholars are
providing their perspective on a situation that lacks a conclusive ruling under Sharia law*%, In
cases where there is a lack of legal guidance from the Qur’an and the Sunnah of the Prophet,

the consensus of the community is sought for resolution®s>.

The concept of consensus can be classified into two distinct categories®*: definitive and
speculative®>*®. The definitive outcome refers to the necessary occurrence resulting from the
actions of a nation'**’. The term "speculative™ refers to information that is inferred through the
process of tracking and extrapolation*>%®. The conditions for consensus: Consensus is subject to
certain conditions, namely, it must be established through a rigours process of verification,
either by virtue of its widespread acceptance among scholars or by means of its transmission

through a reliable and knowledgeable source®®. And it should not be preceded by a stable
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disagreement. In the absence of a preceding agreement, there is a lack of consensus®>®. The
validity of proverbs and aphorisms persists despite the mortality of their originators®*. The
achievement of consensus does not entail the elimination of prior disagreement, but rather

serves as a means of averting the emergence of future disagreement*s¢2,

Analogy

The fourth pillar of Islamic law is analogy, which is derived from the Qur’an, the Sunnah, and
consensus, the first three pillars. Analogy connotes both reverence and parity as a clear

consequence.

The term "analogy*>® " refers to a legal concept wherein a ruling is made in a case that was not
specifically requested but is based on the same principles as a previous ruling that was
overturned®>®. The subject matter addressed in this appendix pertains to the legal concept of
analogy, whereby a text is not deemed necessary and is intended to be appended to the
measures%, The ruling contained within the measure's text is referred to as the original ruling,
while the issue related to the attachment of the text is known as the branch. The rationale for
the enforcement of a regulation is commonly denoted as both the measure and the

justificationse,

For instance, in cases when something must be decided based on the law but has never been

explored in length in other sources, judges may employ analogy, reasoning, and precedent case
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law to create new case law**¢’. This phenomenon may arise when a decision needs to be
rendered on a subject matter that has not been comprehensively addressed in existing
literature®s®, This assertion is generally valid when a comprehensive theoretical framework can
be employed to elucidate current occurrences or personal encounters®®, Islamic scholars have
interpreted the Prophet Muhammad's instruction to "do not harm yourselves or others" as a
prohibition on smoking, following the findings of contemporary scientific research which have
established the detrimental effects of tobacco use on human healths7. The jurist has the ability
to obtain norms of interpretation from various presumptions and principles, including but not
limited to preference, unrestricted interest, the presumption of continuity, and legal maxims, in
addition to the primary sources®™. In this subject, both hermeneutic and deductive principles

are viewed as being of the utmost importance.

Muslim scholars may sometimes utilise the technique of analogy to substantiate their
concepts*®2. This phenomenon can be attributed to the constraints inherent in the texts of
revelation, as well as the recurring nature of the events described therein®3, Analogy is widely
recognised as a valid form of evidence in Islamic jurisprudence and is regarded as one of the
sources of rulings by numerous experts in the field™. The prevailing consensus among

scholars is that analogy is a valid and viable approach.

Islamic Jurisprudence (Figh)
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The study and analysis of the conduct of devout Muslims who strive to adhere to legal
regulations is the focal point and extent of Islamic jurisprudence, commonly referred to as Figh
(the English equivalent of Islamic law) 55, The subject of investigation pertains to the
pragmatic legal decisions that are applicable to the actions of responsible individuals in all
aspects of their daily existence*s’s, The term "jurisprudence™ denotes the capacity to understand
and interpret the intended meaning of a given communication*7. The term "Figh" in Arabic
refers to the comprehension of practical legal verdicts that have been established through
extensive evidence®®, This term is also utilised to denote Islamic jurisprudence®s™. Figh refers
to the comprehension of practical legal rulings that have been establisheds®. Jurisprudence is
a field of study that focuses on the examination of legal judgements®s, Certain judgements
depict a circumstance as opposed to a requirement or a selection, whereas others indicate a
solicitation for an activity or an alternative instead of a directive, and still others convey a state
of affairs rather than a mandate or a preference®*®. Certain decisions entail both a solicitation
and an unambiguous directive. Islamic jurisprudence is based on the interpretations of sharia,
which is considered to be the immutable and flawless set of regulations that are comprehensible
only to God*#, Proficiency in Arabic language, comprehensive understanding of legal theory,
and profound familiarity with the Qur’an and Sunnah are essential prerequisites for accurate
interpretation of sharia's®. Acquiring knowledge of Islamic jurisprudence may constitute a
personal obligation for the responsible individual, akin to the acquisition of any other

knowledge that is deemed necessary for the fulfilment of one's duties*ss,
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On the contrary, the tenets of legal theory, commonly referred to as Usul al-Fighs% in the
Arabic language because the evidence presented indicates this within the context of the
complete sentence, rather than with respect to particular details*¢’. The relationship between
Islamic jurisprudence and the principles of jurisprudence lies in the former's emphasis on
utilising evidence to derive practical legal rulings*s¢, Regarding the principles of jurisprudence,
their concern pertains to the entirety of the evidence and its significance in relation to legal
decisions®®®, The field of Jurisprudence is a distinct academic discipline that has been
formulated by experts in the field of assets'>®. It is founded on linguistic, legal, and rational
principles. According to these scholars, it can be defined as a comprehensive set of regulations
that facilitate the derivation of practical legal judgements from detailed evidence'. The
principles of jurisprudence are a fundamental component of this autonomous field of study.
This field of expertise pertains to the examination of legal evidence and its hierarchies, legal
verdicts and their classifications, semantics and methods of deduction, abrogation and
abrogated principles, contradiction and evaluation, legislative objectives, and conditions of
diligence (ijtihad), among other topics*®.. The field of Islamic jurisprudence is commonly
known as the "science of branches" as it originated from the fundamental principles of
jurisprudence®™®, It is imperative to note that Islamic jurisprudence and the principles of
jurisprudence are interrelated concepts. Stated differently, the adherence to the principles of
jurisprudence is a necessary condition for the existence of jurisprudence concerning the
truth®*, The discipline of jurisprudence serves as a guiding force for jurists, preventing them

from straying into unfounded deductions or revelations®>*. The inclusion of the first component
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implies the necessity of the second component. This statement suggests that the field of
jurisprudence principles is a crucial and foundational area of study that is indispensable. The
centrality of law lies in its ability to elucidate the objectives of the legal system and to provide
guidance for judicial decisions®®, Without it, the process of deducing rulings would lack a

solid foundation, rendering it unsound?*”.

The field of Islamic jurisprudence can be classified into two distinct categories, namely
interpersonal relations jurisprudence and jurisprudence governing worship*®. The concept that
pertains to God is a legal system of worship, while the concept that pertains to individuals is a
legal system of social interactions**®. The Figh is organised into distinct chapters within the
broader field of Islamic jurisprudence, with the aim of presenting its rulings¢®. Jurisprudence
is a field of study that encompasses and relates to all facets of human existence®*, The study
of the legal principles and theories related to religious worship. In addition to the prerequisites
of purity, purification, and prayer, the practise also encompasses fasting, Zakat*®?, and the
Hajj*2. The legal framework governing interpersonal relations. Interpersonal relationships
involve a multitude of contracts that individuals encounter in their practical dealings*®*. These
contracts may include sale contracts, leases, agency agreements, guarantees, loans, mortgages,
trade and industry agreements, peace agreements, company contracts, contracting agreements,

farming agreements, watering agreements, provisions of ownership, and associated rights such
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as pre-emption and easement'®®, Furthermore, the topic pertains to individual status,
encompassing regulations pertaining to succession and the distribution of assets in accordance
with Islamic Sharia law*®, The regulations pertain to the legal aspects of matrimony,
separation, and nullification*®”. Furthermore, it tackles supplementary provisions and
challenges, such as child custody, nursing, and alimony?*, Punishments: The text delves into
the concept of retribution, which pertains to the punishments that are divinely ordained by God
and referred to as "Hudud" in the Arabic language®®®. Additionally, it explores the intricacies

of these punishments and any relevant Islamic Sharia regulations¢x,

Islamic jurisprudence refers to the comprehensive system of knowledge that establishes the
fundamental principles governing the state, as well as the nature of the relationship between
the governing authority and the governed populace®*'t. The organisation of administrative
power management, which encompasses the regulation of public services and administrative
duties within the state, is structured in accordance with Islamic jurisprudence?, Islamic law
established the basis for criminal law and delineates the requisite protocols for pursuing,
examining, and penalising each transgression*¢:3. The foundation of criminal law consists of
the various statutes that have been codified to protect the lives and property of individuals. The
field of foreign affairs in Islamic law pertains to the regulations that dictate the conduct of a
state in its dealings with other governments in both times of conflict and peace, including the

negotiation and implementation of agreements and treaties!¢*. This area is referred to as "Sir

1605 Ramli, M. A. "Postmodernism Approach In Islamic Jurisprudence (Figh)." (2013) Middle East Journal Of
Scientific Research 13, No. 1: 33-40.

1606 Haque, Munawar, N. Djeghi, Fatmir Mehdi Shehu, And Kabuye Uthman Sulaiman. Ethics And Figh For
Everyday Life: An Islamic Perspective. (2010) 1IUM Press.

1607 Jenkins, Willis. "Islamic Law And Environmental Ethics: How Jurisprudence (Usul Al-Figh) Mobilizes
Practical Reform." (2005) Worldviews: Global Religions, Culture, And Ecology 9, No. 3: 338-364.

1608 Mavani, Hamid. "The Case For Secularity In Islam.” (2011) Journal Of Islamic Law And Culture 13, No. 1:
34-46.

1609 Okon, Etim E. "Hudud Punishments In Islamic Criminal Law." (2014) European Scientific Journal 10, No.
14,

1610 Mukhtar, Sohaib. "In Defense Of The Codification Of The Islamic Law Of Hudud Into The Law Of
Pakistan." (2016) International Review Of Law 2016, No. 2: 11.

1611 Kamali, Mohammad Hashim. “Principles Of Islamic Jurisprudence” (1991) Cambridge: Islamic Texts
Society.

1612 Motzki, Harald. "The Origins Of Islamic Jurisprudence: Meccan Figh Before The Classical Schools." (2002).
1613 Peters, Rudolph. “Crime And Punishment In Islamic Law: Theory And Practice From The Sixteenth To The
Twenty-First Century.” (2005) No. 2. Cambridge University Press.

1614 Sanad, Najati Sayyid Ahmad, And Office International De Justice Criminelle. “The Theory Of Crime And
Criminal Responsibility In Islamic Law: Shari'a. Chicago, IL:” (1991) Office Of International Criminal Justice,

185



and Maghazi" in Arabic¢®, Furthermore, the establishment of the contemporary monetary
system can be attributed to Islamic jurisprudence, a collection of rulings that delineates the
appropriate management of a state's financial matters. The topic has been deliberated by jurists
in various contexts within Islamic legal scripturest:¢, These contexts include discussions on
zakat, precious metals, state income, and the treasury, among others**’. Within the realm of
public finance, Islamic jurisprudence serves to govern not only the financial transactions
between the government and its citizens, but also the economic relationships between those
who possess wealth and those who do not'®¢, The responsibility of managing the resources of

the State and determining their allocation is also attributed to it.

It is imperative to gain familiarity and knowledge of the terms Fatwa''°, Mufti, and Qadi, as
they hold significant importance in Islamic jurisprudence'®®, Therefore, it is essential to
provide clarification on these terms. The Fatwa, which is an Islamic legal opinion expressed in
Arabic, constitutes a legal verdict that is disclosed to the individual who posed the enquiry*62,
Moreover, there are instances where the Fatwa may be issued proactively, without prompting
from the inquirer, with the aim of elucidating the ruling pertaining to a calamity or an
impending event, so as to rectify people's speech, conduct, and other circumstances¢?. The
term "Mufti" refers to an Islamic legal expert who possesses the necessary qualifications to
provide a non-binding legal opinion®, The Mufti is an individual who offers resolutions to

Islamic legal matters and possesses expertise in both the comprehensive and intricate aspects
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of the Qur’an and Sunnah®®?*, The Mufti who represents the Prophet and carries out official
duties on behalf of God must possess a comprehension of Islamic jurisprudence, as well as a
rich knowledge of Islam, an ability to substantiate rulings with evidence, and a deep
understanding of human life and behaviour®?. The act of issuing religious fatwas by an
individual who lacks a deep understanding and expertise in their religion's fundamental

sources, namely the Qur’an and Sunnah, is deemed unacceptable6?,

The term "Qadi" is utilised in the Arabic language to refer to a judge. Thus, a Judge is an
individual who resolves disputes between two or more parties in compliance with legal
regulations®®?”. The presence of justice has been a fundamental aspect of every known
civilisation throughout history. The Sharia recognises the importance of establishing a
mechanism for resolving conflicts between individuals, facilitating the separation of disputing
parties, administering justice to the wronged, and deterring those who commit acts of
oppression*¢?, Hence, the Islamic jurisprudential framework is primarily accountable for
resolving disputes between individuals in accordance with the principles of Islamic law%.
Furthermore, the judge assumes the role of a mediator in resolving disputes and serves as the
primary pillar of the Islamic legal system?, According to Sharia law, it is necessary for the
judge to possess a sound state of mind, have attained mental maturity, and have undergone
puberty?63,

The subsequent measure involves initiating legal proceedings, which encompasses three
discrete phases and serves as the mechanism through which an individual contests the legal

claim of another with the expectation that the presiding judge will render a verdict in their
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favour'e®2, The litigant, commonly referred to as the plaintiff, initiates legal proceedings before
a judicial authority with the aim of reclaiming their entitlement. In legal proceedings, the
recipient of a judgement, whether an individual or a collective entity, is referred to as the
defendant's®, It is imperative for the defendant to be physically present during the issuance of
the judgement to ensure its validity%, The claimant may be either the plaintiff themselves or

the legal entitlement that the plaintiff seeks to assert through the litigation.

The final element in the legal process is the court's verdict, which is issued subsequent to the
judge's consideration of the contentions, proof, and justifications put forth by the opposing
partiess®, In this phase of the legal process, the defendant will be either convicted or acquitted,
and the presiding judge will determine the entitlement of the divine, the servant, or both to the

verdict.

An approach to discerning the distinctiveness of Sharia in comparison to other legal systems is
to contemplate the three fundamental principles upon which it is founded®¢%, The following are
some of the constituents implicated:

The Sharia is considered the fundamental basis of law due to the belief that God is the ultimate
authority in legislation®s. It is the responsibility of individuals to implement Sharia voluntarily
and without the use of coercion®®®, The judge's role is limited to elucidating and uncovering

God's laws*. The legal framework is founded on the principles of Sharia!®*, The Islamic
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judicial system is known for its impartiality towards individuals, regardless of their
socioeconomic status, gender, race, or personal reputation®®, As a result, it is widely regarded
as a symbol of justice and equality. Sharia law encompasses a wide range of regulations that
pertain to various facets of life, such as family affairs, governance, conflict resolution,
contractual agreements, and arbitration. The Islamic legal system is characterised by its unity,
which is considered a crucial feature**2. When an individual is summoned before the Islamic
legal system, they are not confronted with a system that has multiple jurisdictions and distinct
sources'®®?, Instead, they are presented with a system that has a single jurisdiction and uniform
procedures for action and evidence!®*. The applicability of law is limited to matters of life and
does not extend to topics of worship, as the source of law is transcendent and sovereign, yet its
jurisdiction is restricted to regulating affairs pertaining to life®, This implies that its

applicability is limited to non-worship related matterste,

Over the course of time, Sharia law experts have implemented safeguards to guarantee that the
legal system effectively dispenses justice to the populace®*’. Several jurisprudential standards,
such as the principle that "The right is not extinguished by the passage of time,” have been
incorporated into the legal system to guarantee impartiality and fairness in the pursuit of justice
for litigants*®, According to the statement, the proprietors of rights possess the ability to
pursue legal recourse for the recovery of their rights at any given moment*¢#, In summary, the
concept of maintaining judicial autonomy from other branches of government is crucial in

ensuring impartiality, as relying solely on these fundamental principles and structures would
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not have been sufficient to achieve this objective!®®. There are two possible interpretations of

the concept of judicial independence.

The independence of the judicial system is derived from the judge's autonomy?¢t, which is not
explicitly stipulated in legal framewaorks. This autonomy serves to dissociate the judiciary from
the judge's personal inclinations, which may impede the administration of justice®s2, The
aforementioned encompasses the judge's uprightness in his individual, ethical, and spiritual
attributes, as well as his exemption from apprehension and necessity*%. The impartiality of
judges is crucial in ensuring that their decisions are not swayed by personal biases. This is why
the judiciary is mandated to maintain internal independence'®. The judge's decision is derived
from his own logical deductions, which are influenced by his adherence to the tenets and
regulations of Sharia. The concept of external independence pertains to the prevention of non-
judicial influence on judges. This encompasses functional independence, which allows judges
to perform their judicial duties without any external interference, and self-independence, which
entails granting the judiciary its distinct authority that is independent of other authorities*®,
The two aforementioned facets of autonomy are subsumed within the overarching construct of
external independence. The concept of external independence encompasses both of these

dimensions of independence and regards them as its fundamental components.

The intersection of Sharia Law and privacy

The findings of the current investigation indicate that the resources utilised in the construction
of Sharia law can be bifurcated into two discrete classifications, specifically primary sources

and secondary sources. This section aims to explicate the significance of protecting one's
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privacy in compliance with Sharia law. The Qur’an, Sunnah, and Islamic jurisprudence will be

cited as references, subject to their availability.

The significance of privacy in the legal system of Sharia is rooted in the fact that it was
originally revealed in Arabic¢, Therefore, it is imperative to comprehend the concept of
privacy in the Arabic language and the underlying reasons for its importance.
Comprehensive understanding of the Sharia should encompass a rationale for the significant
emphasis placed on the entitlement to privacy*®. The Arabic language encompasses a range
of connotations associated with the concept of privacy, which may vary depending on the
specific context in which it is employed. In the Arabic language, there exists a noun that can
be interpreted as "privacy" and conveys an equivalent definition to the corresponding English
term%, The term commonly rendered in English as "private” or "private messages,” when
translated from Arabic, connotes “confidential information.®%" The Arabic term "a person's
privacy" is commonly understood to connote a distinct significance that sets it apart from other
topics®®t, This phrase is directly translated to mean "this topic has a private meaning,” and is

often associated with the notion of an individual's personal affairs:6®.

Conversely, with regards to the concept of privacy in Arabic, several phrases may be utilised
interchangeably as they possess synonymous connotations'¢®, These definitions are commonly
employed within the language. The subsequent discourse presents an exemplification of one of
the aforementioned definitions. As per convention, the concept of privacy is often used
interchangeably with that of secrecy%%*. As per the convention, privacy is deemed to be a

singular characteristic that is mutually exclusive with any other attribute and cannot coexist
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with it*%%5. As a result, the concept of privacy cannot coexist with any other characteristict6e,
Privacy is a distinct characteristic that pertains exclusively to an individual entity or item. One
of the prerequisites for a comprehensive understanding of Sharia law is possessing a proficient
mastery of the Arabic language and its associated lexicon*¢’. This is a direct outcome of the

nature of the subject matter.

The term "Sharia" pertains to a collection of regulations that are derived from the Qur’an, the
Sunnah, and the jurisprudence that has been formulated by Muslim scholars, also known as
jurists'®%, The term "sharia™ denotes the legal provisions stipulated in a textual source, whereas
the term "jurisprudence™ pertains to the legal verdicts that have been derived through the
process of ijtihad, which involves meticulous enquiry into the legal provisions in accordance
with the law*®°, The Islamic legal system is founded upon religious principles that afford the
right to privacy with reverence and sanctity¢’. This serves as a secure assurance for the
preservation of this right. The Islamic legal system's fundamental principles are derived from
religious values®®. The limitations imposed by the religious aspect serve as restrictive
measures that stem from Sharia law, thereby guaranteeing the unfettered and comprehensive
exercise of these rights without any flaws. Moreover, they ensure that these rights are enforced
through their religious character¢7, This approach fosters inclusivity and universality of rights,
while also reinforcing their legal authority and strong adherence to Islamic law'”. Thus, what
is the scholarly perspective on the concept of privacy as it pertains to the Qur’an, Sunnah, and

Jurists?
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The Qur’anic discourse highlights the significance of safeguarding personal information and
underscores the inviolability of an individual's entitlement to privacy*¢’. The Qur’an explicitly
prohibits the act of eavesdropping as it constitutes a blatant infringement upon individuals'
entitlement to privacy*¢". According to the divine scripture, God Almighty has advised the

believers to refrain from making excessive negative assumptions.

This is mentioned in verse 49:12. «. It is true that making assumptions can be considered a mistake or a wrongdoing.

Abstain from engaging in espionage or slanderous talk about one another. Would anyone be willing to consume the deceased
flesh of their sibling? One would harbour a strong dislike towards it. The exhortation to fear Allah is a reminder of the

importance of being conscious of one's actions and their consequences. It is emphasised that Allah is both accepting of

repentance and merciful, highlighting the opportunity for individuals to seek forgiveness and redemption. .. 1676

Furthermore, the Qur’an delineates limits for domestic privacy predicated on the utterances of
the Divine. (58-357) The Qur’anic verse instructs the believers to require those under their

possession and those who have not yet attained puberty to «...seek permission before entering at three

specific times of the day: before the dawn prayer, during the midday rest period, and after the night prayer. There are three
types of privacy available to an individual. There is no culpability attributed to either you or them beyond the specified time

periods, as they are in constant rotation among all individuals within the group. This passage elucidates how Allah provides

clarity regarding the verses and highlights His omniscience and wisdom...1677”

Moreover, it is stated in religious texts that invading one's privacy through snooping is
considered to be a severe transgression. Therefore, religious doctrine imposes certain
limitations on entering private residences in order to safeguard their sacredness. (27-352) The
Qur’anic verse instructs the believers to refrain from entering houses that do not belong to them

without «.. first seeking permission and greeting the occupants. That option may be optimal for you, as it could potentially

serve as a helpful reminder...678”

According to the Qur’an, it is stated by the Almighty that the conduct of humans towards the
privacy of others is governed by the Qur’an. (24:28) If an individual does not encounter anyone

within the premises, it is advised to refrain from entering until explicit permission has been
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granted®®™. In the event that one is instructed to return, it is advisable to comply and return, as
it is deemed to be a more pristine course of action. The statement "...And Allah is Knowing of what you

do..." implies that Allah possesses knowledge of the actions undertaken by individuals¢®,

The Qur’an alludes to the importance of respecting the privacy of others in interpersonal
interactions, specifically in the context of backbiting, which is regarded as a violation of
personal boundaries. The divine entity, known as God Almighty, admonished individuals
with the following statement: "...And do not pursue that of which you have no knowledge..." as recorded in
verse 17:36. Undoubtedly, one will be held accountable for their faculties of hearing, vision,
and emotional perception, as stated in the following verse: ™...Verily, regarding these faculties, one will

be subject to questioning.. 168"

Furthermore, one aspect that can be interpreted as a demonstration of privacy is the statement
of God Almighty as mentioned in verse 5-101 of the Holy Qur’an, which advises believers not
tO «...enquire about matters that may cause them distress if revealed...*%*?”. In the event that enquiries are made
regarding them during the revelation of the Qur’an, they shall be elucidated. The statement
suggests that Allah has granted forgiveness for previous transgressions and is characterised by

qualities of mercy and patience.

Moreover, the act of peeping is explicitly prohibited in the Qur’an as it constitutes a breach of

privacy and infringes upon the rights of others. According to the scripture (40-19), «...it s stated

that God possesses knowledge of the deceptive nature of appearances and the hidden thoughts of individuals...68%”

Moreover, the act of intruding upon the personal space of individuals through the creation of
false derogatory remarks and the disregard for their inherent worth, integrity, and essence
constitutes a transgression against fundamental human entitlements. According to the Qur’anic
verse (6-108), “...it is advised to refrain from insulting the deities that are worshipped by others
besides Allah. This is because such an act may lead to the other party insulting Allah out of

hostility and ignorance. .. Therefore, the guidelines are provided to ensure that the actions
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of each community are satisfactory. Subsequently, the ultimate destination of individuals is

towards their Lord, and He will provide them with an account of their past actions*e,

The Prophetic Sunnah, considered as a fundamental source of Islamic jurisprudence, contains
several allusions to the notion of individual privacy throughout its entirety. Moreover, the
Prophetic Sunnah is regarded as a fundamental basis of Islamic jurisprudence®®. The
emergence of the Prophetic Sunnah can be traced back to the precise moment in history,
1400%¢7 years ago, when the Messenger was commissioned to disseminate his message to the
masses. The Prophetic Sunnah contains a diverse array of laws, instructions, and teachings.
One of the fundamental rights that individuals possess is the entitlement to their own personal
space and privacy. The delivery of the Prophetic Sunnah encompasses a diverse range of
methods*¢®, The safeguarding of personal privacy, including that of individuals, groups,
religions, and sects, was a significant aspect of the Prophet's Sunnah®®, This was done to
protect the privacy of others, and it is imperative that this practise be upheld as a mandatory
obligation. Consequently, the Sharia law conforms to the paradigm established by Prophet
Muhammad through the Sunnah®*. As an illustration, the Prophet made a statement
emphasising the virtue of a believer's Islam in abstaining from matters that are irrelevant to
them, stating: "...it is from the excellence of (a believer's) Islam that he should shun that which is of no concern to
him...1691"

The Prophet's Sunnah elucidates that encroaching upon the personal lives of others constitutes

an infringement upon their individuality and a transgression of their entitlement to privacy6*.
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Consequently, it became necessary for individuals to uphold the principle of respecting each
other's privacy rights, and for the community to collaborate in cultivating this mutual respect.
Furthermore, the Sunnah exemplified by the Prophet elucidates that encroaching upon the
personal matters of others constitutes a violation of their autonomy?%%. In addition, the Sunnah's
teachings have provided a set of guidelines for exhibiting utmost respect towards the privacy
of individuals within their households and kinships. According to the Prophet's purported
statement, "The Messenger of Allah mounted the Minbar and proclaimed in a loud voice: 'O
individuals who have professed Islam verbally but not in their hearts! 4™, It is imperative to
refrain from causing harm to individuals who identify as Muslim, as well as abstaining from
using derogatory language towards them and engaging in espionage with the intention of
revealing their confidential information¢%, The act of revealing the confidential information of
a fellow Muslim is condemned in Islamic teachings*¢®. It is believed that Allah will publicly
disclose the secrets of the individual who engages in such behaviour, regardless of their
location®®”. Nafl' reported that 1bn 'Umar once gazed upon the Ka'bah and expressed, "What
entity holds greater reverence and sanctity than you?¢%" According to the Islamic faith, Allah
considers the honour of a believer to be more sacred than that of others. This is supported by
the following statement: "And the believer's honour is more sacred to Allah than yours. %"
Furthermore, the Prophetic Sunnah has established a prohibition on unauthorised entry into the
residence of another individual, mandating that permission must be obtained prior to doing
sot™®, According to the Sunnah, if an individual looks into someone's house without their

permission, it is permissible for the occupants to cause the offender to lose their eyesight*,
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In accordance with the Prophet's Sunnah, it was deemed impermissible for conversations to be
overheard without the knowledge or consent of those involved™®2, The Sunnah has thus stated
that narrating a dream that one has not personally experienced will result in great difficulty,
akin to attempting to tie two barley seeds together that cannot be joined*®. Similarly, those
who attempt to eavesdrop on the private conversations of others will face severe consequences
on the Day of Resurrection, including having molten lead poured into their ears**. In addition,
it can be observed that the Prophetic Sunnah has prohibited the act of spreading scandals and
engaging in defamation, while also emphasising the importance of safeguarding the privacy of
others™®, This is evident in the following statement from the Sunnah: "If a servant conceals
the faults of others in this life, Allah will conceal their faults on the Day of Resurrection. 17°"
Seeking permission before entering a premises is considered a customary practise in
accordance with the Sunnah and is deemed a polite gesture. This behaviour is motivated by a
desire to acknowledge and honour the need for individuals to have adequate personal space to
effectively engage in their daily routines. It is therefore executed as a means of demonstrating

reverence for this essential aspect of personal autonomy.

The matter regarding the Sunnah can be succinctly expressed as follows: "Malik received
information from Rabia ibn Abi Abd ar-Rahman, who in turn received it from another scholar
of that era, that Abu Musa al-Ashari sought permission from Umar ibn al-Khattab to enter. 1707
The individual inquired for consent on three separate occasions prior to departing. Umar ibn
al-Khattab inquired, "What is the matter with you?'7%" What was the reason for your absence?
According to Abu Musa, the Messenger of Allah stated that it is necessary to seek permission
to enter a place on three separate occasions'™®. Provided that authorisation has been granted,

proceed with entry. If that is not the case, kindly depart. Umar inquired, "Is there anyone who
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can provide confirmation of this?**®" In the absence of corroborating evidence, | shall take
certain actions against you. Abu Musa proceeded to attend a gathering at the mosque
commonly referred to as the Majlis-al-Ansar. The speaker reported conveying to Umar ibn al-
Khattab that they had heard the Messenger of Allah, instructing to seek permission thrice™.
Provided that authorisation has been granted, proceed with ingress. If that is not the case, kindly
depart. Umar issued a conditional threat, stating that in the absence of a corroborating witness,
he would take certain actions against the individual in question'’2, If any individual has been
made aware of the aforementioned statement, “they are welcome to accompany me’**”. Abu
Said al-Khudri was instructed to accompany the person in question. Abu Said held the position
of being the youngest among the group*’**. He accompanied him and reported the incident to
Umar ibn al-Khattab. Umar ibn al-Khattab expressed to Abu Musa his apprehension regarding
the possibility of individuals fabricating statements attributed to the Messenger of Allah, may
Allah bless him and grant him peace. However, he clarified that he did not harbour any

suspicions towards Abu Musa‘’™s.

Furthermore, the Sunnah has recommended refraining from posing superfluous enquiries and
advocating for the preservation of individuals' privacy*¢. The Prophet expressed concern
regarding the potential to cause offence to others and thus conveyed a statement to his
Companions through Anas b. Malik'*’, He reported that the Prophet had been informed about
them and subsequently addressed them, stating that he had been presented with visions of
Paradise and Hell*"¢, The Prophet conveyed that he had never before witnessed such a clear
depiction of good and evil as he did on that day*™. If one had been aware, they would have
shed more tears and experienced less amusement. According to the narrator, the most arduous
task for the Companions of Allah's Messenger was this particular matter*’, The individuals in

question veiled their heads and emitted audible expressions of sorrow. During the gathering,
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'‘Umar expressed his contentment with Allah as the divine being, Islam as the guiding principles
for life, and Muhammad as the messenger of Allaht?t, Subsequently, an individual inquired
about the identity of their father. Then, the Prophet identified the father of the individual in
question and cited the verse "O you who believe, do not ask about matters which, if they were
to be made manifest to you (in terms of law), might cause to you harm'?". The Prophetic
Sunnah in Islamic teachings provides an exemplar of the Prophet's conduct, which
encompasses a range of social norms, including the imperative of safeguarding one's personal
privacy through the adoption of precautionary measures’?. Apart from the aforementioned
instances that exemplify the reverence for privacy in the Prophetic Sunnah, there exist
indications and illustrations that manifest the Prophetic Sunnah's regard for confidentiality in

diverse contextst’,

Consequently, the Prophetic Sunnah ensures the protection of an individual's personal privacy,
as evidenced by the following illustrations’?. As an example, the act of cleansing one's body
requires the wearing of garments or the utilisation of an appropriate covering. As per the
Sunnah, it is reported that the narrator had arranged for water to be made available for the
Prophet and ensured his privacy while he performed his ablution'’?, The Prophet subsequently
proceeded to take a bath. Furthermore, the Sunnah offers elucidations of ethical principles and
commendable traits, such as confidentiality*?’. Al-Husain inquired from his father regarding
the conduct of the Prophet in the company of his table companions*2¢. His father responded by
stating that Allah's Messenger consistently exhibited a pleasant demeanour, was affable, gentle,
and did not engage in impolite, vulgar, rowdy, defamatory, or greedy behaviour*’®, The subject
in question exhibits a lack of interest in matters that do not align with his personal preferences.
However, he demonstrates a compassionate nature by ensuring that no individual who implores

him is left without recourse or satisfaction'’®. He refrained from engaging in hypocrisy,
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indulging in excess, and involving himself in matters that were not relevant to hims,
Likewise, he refrains from assigning blame, criticising others, or encroaching upon their
personal boundaries’®. He would solely articulate statements for which he anticipated
receiving a form of compensation. The speaker's table companions exhibited a gesture of
reverence by bowing in silence, akin to birds perching on their heads, while he spoke'’3. Their
speech was reserved until the speaker ceased talking. Individuals did not challenge each other's
entitlement to speak in the presence of the aforementioned personi’*. Moreover, when an
individual spoke in the presence of that person, others attentively listened until the speaker
concluded their discourse. The language used in the individual's presence was of the highest
calibre among their peers. He would express amusement at the same things that amused them,
and express wonder at the same things that filled them with wonder'’®, The individual in
question previously demonstrated a willingness to exhibit forbearance towards an unfamiliar
individual's coarse mode of communication or questioning, despite the eagerness of his
associates to court their attention'7*¢, He expressed the sentiment that it is imperative to assist
those who are in search of something they require. The individual in question exhibited a
tendency to limit the amount of praise he received and displayed a willingness to patiently
listen to others when they spoke'’®”. However, if a certain threshold was crossed, he would
interject with a prohibition or physically stand up to assert his positiont7. Hence, it is apparent
that the regard for privacy in its diverse forms and manifestations is a societal and ethical value
that is grounded on principles that are commonly upheld by different civilisations and societies.

This is apparent based on the Prophetic Sunnah illustrations that have been presented thus far.

The importance of privacy has been established and supported by Islamic jurisprudence and
jurisprudential opinions found in books of interpretation and Islamic jurisprudence. Several
verses in the Qur’an and Sunnah advocate for safeguarding the confidentiality of individuals.

Nevertheless, legal scholars have provided interpretations of these textual sources in order to
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facilitate comprehension and adherence to Islamic jurisprudence by readers and adherents7.
The jurists expounded upon a collection of legal evidence that illustrates the importance of
human dignity and privacy within the framework of Islamic law*™*. One example cited is the
privacy of Adam and Eve in Paradise, as described in the Qur’an, wherein God commanded
them to dress and maintain bodily privacy'’*. The statement asserts that a commitment has
been made to ensure that individuals will not experience hunger or lack of clothing in that
particular place. According to the Tafsir Al-Qurtubit’*, a jurist exegesis, the verse suggests that
those in Paradise will not experience hunger or nakedness. In Surah Al-Israt™® of the Qur’an,
it is stipulated by the divine that safeguarding one's privacy is a necessary obligation'’*. The
Qur’an stipulates that it is imperative to refrain from making disparaging remarks about others.
This is evident in the following verse: "And pursue not that of which thou hast no knowledge;
for every act of hearing, or of seeing or of (feeling in) the heart will be enquired into (on the
Day of Reckoning).t#" According to Ibn Saadi*™, a prominent Islamic scholar, the verse in
question can be characterised in the following manner. The underlying message is to refrain
from pursuing activities or beliefs that lack a foundation of knowledge. It is imperative to
substantiate one's claims and actions with evidence and logical reasoning**’. Neglecting to do
so may result in unfavourable consequences for both the individual and their surroundings. The
author asserts that the purpose of the limbs created by God is to facilitate the act of worship

through the preparation of questions and answers. This can only be achieved by utilising these
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limbs in the service of God and adhering to the principles of religious devotion, while
abstaining from actions that are detested by the Almighty'™. The Qur’anic chapter Surat Al-
Hujurat'’# delineates the interpersonal dynamics between an individual and their peers. This
establishes a fundamental basis for the relationship and underscores the importance of

exhibiting respect and appreciation within it*7,

Furthermore, the Sunnah prohibits the act of prying into the personal matters of others. As
stated by the Prophet, "Be cautious of conjecture, for conjecture is the most deceitful form of
speech. Do not pry into the faults of others, do not engage in espionage, do not harbour jealousy

towards one another, do not sever ties, do not harbour enmity towards one another+7,

In summary, the Sharia delineated the decorum of showing deference to others and
safeguarding their confidentiality in diverse domains, as expounded earlier, via the Qur’an, the
Sunnah of the Prophet, giyas, and ijtihad. Moreover, due to their grounding in human nature,
the Islamic regulations and morals are deemed suitable for practical application based on their
veracity. Sharia law is founded upon the agreement among individuals regarding the inherent
equality of all people, as is demonstrated in the Qur’anic verse, "...0 mankind, indeed We have created
you from male and female and made you peoples and tribes that you may know one another... 752", Undoubtedly, the
individual who possesses the highest level of righteousness is considered the most honourable
in the eyes of Allah. The statement "Indeed, Allah is Knowing and Acquainted"” acknowledges
the omniscience and familiarity of Allah'’s3, In addition to the principle of gender equality, as
espoused by the Qur’anic verse "Whoever does righteousness, whether male or female, while
he is a believer — ... we will surely cause him to live a good life, and We will surely give them their reward according
to the best of what they used to do,... ™" it can be inferred that both men and women are equally

deserving of divine rewards based on their actions. The principles of peaceful coexistence,
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privacy, facilitation of individuals, prevention of corruption, justice, prevention of harm to

individuals, and protection of wealth are all essential rules to uphold7s,

The Legal Culture of the Kingdom of Saudi Arabia

The origins of customary constitutions and written constitutions are distinct, and the origins of
written constitutions can vary depending on the political system of the state in which they are
employed. The process of formulating a constitution can be carried out through two distinct
approaches. The first approach involves a non-democratic process where the ruler plays a
prominent role in the constitution-making process'’.. The second approach is parliamentary
in nature, where the constitution is formed exclusively with the consent of the people. The
Kingdom of Saudi Arabia's governmental structure is that of an absolute monarchy, wherein
the position of ruler is inherited within the royal family through a system of hereditary
succession'’™. The establishment of the governmental framework can be traced back to the
directive issued by King Abdulaziz, the progenitor of the Kingdom of Saudi Arabia and the
patriarch of the ruling dynasty7. This directive resulted in the creation of a constituent body,
initially comprising of eight members, who were elected through a confidential voting
processt™. Following that, an additional five individuals were included in the group, resulting
in a cumulative membership count of fifteent®. Upon the annexation of Makkah to his territory
and the conclusion of the West of the Kingdom war (Hijaz war7t), the populace pledged their
allegiance to him as the Hijaz king’®2. As such, it became incumbent upon him to establish the
central system of the state. This event took place subsequent to the individuals having pledged

their loyalty to him in his capacity as the monarch of Hijaz'¢*. The Fundamental Instructions

1755 | bid.

17% Umm Al-Qura Newspaper, Issue No. 55, Dated 6/30/1344 AH.

157 Zuhur, Sherifa. Saudi Arabia. (2012) Bloomsbury Publishing USA.

1758 Mchale, Thomas R. "A Prospect Of Saudi Arabia." (1980) International Affairs (Royal Institute Of
International Affairs 1944-) 56, No. 4: 622-647.

1759 The Development Of Public Administration In The Kingdom Of Saudi Arabia During A Hundred Years 1319-
1419 AH, Prepared By Institute Of Public Administration In Riyadh, 1419 AH, P. 83.

1760 Umm Al-Qura, Second Year, Issue No. 90, Dated 25/2/1345 AH, And Second Year, Issue No. 91

1761 Bsheer, Rosie. “Archive Wars: The Politics Of History In Saudi Arabia.” (2020) Stanford University Press.
1762 The Development Of Public Administration In The Kingdom Of Saudi Arabia During A Hundred Years 1319-
1419 AH, Prepared By Institute Of Public Administration In Riyadh, 1419 AH, P. 83.

1763 A|-Otaibi, Saud M. "The Resilience Of Monarchy In The Middle East Reconsidered: A Case Study Of Saudi
Arabia."

203



for the Kingdom of Hijaz comprised a total of 79%% regular parts, each of which underwent

publication'7es,

The ratification of the founding constitution of the new kingdom occurred on August 30,
192675, This constitution included the fundamental instructions of the structural system of
governance and was divided into nine sections. The initial segment of the text pertained to the
framework of the state, followed by a section on the enduring capital'’®’. The subsequent
section delved into the management of the kingdom, while the fourth section expounded on the
kingdom's affairs. The fifth section was dedicated to the councils, whereas the sixth section
focused on the court of accountst™®. Lastly, the seventh section was devoted to the general
inspectorate'®. The local administration committees and municipal general councils hold the
eighth and ninth positions in the ranking*’™. As per the fundamental instructions, the proposed
state was intended to be a monarchy with its capital located in the holy city of Makkah Al-
Mukarramah", The regulatory apparatus was placed under its jurisdiction and it was tasked
with creating several governing bodies, such as the Shura Council. (Parliament). Prior to the
unification of the Kingdom of Saudi Arabia in 1932%772, the "Fundamental Instructions” were
enforced for a duration of seven years. The fundamental guidelines lacked any provisions
outlining the process for modifying or revoking them, and no official proclamation or edict

was issued with the explicit intent of rescinding them7%,

1764 The Development Of Public Administration In The Kingdom Of Saudi Arabia During A Hundred Years 1319-
1419 AH, Prepared By Institute Of Public Administration In Riyadh, 1419 AH, P. 83.

1765 | bid.

1766 Elyas, Tarig, And Michelle Picard. "A Brief History Of English And English Teaching In Saudi Arabia."
(2018) In English As A Foreign Language In Saudi Arabia, Pp. 70-84. Routledge.

1767 1hid.

1768 1hid.

1769 The Development Of Public Administration In The Kingdom Of Saudi Arabia During A Hundred Years 1319-
1419H, P. 83.

1770 The Development Of Public Administration In The Kingdom Of Saudi Arabia During A Hundred Years 1319-
1419 AH, Prepared By Institute Of Public Administration In Riyadh, 1419 AH, P. 83.

70 pid.

1771 1hid.

1772 Willner, Samuel. "Mohammed Bin Salman: The Icarus Of Saudi Arabia? By David B.” (2021) Ottaway
Boulder: Lynne Rienner Publishers, 2021, 231 Pages.: 1-5.

1173 Algahtani, Mohammed Thafir. "The Benefits Associated With Teaching Asian Literature In The Saudi
Educational System." (2022) The Arab Journal Of Scientific Research 6, No. 6: 27-40.

204



In actuality, the reason for their discontinuation was their original purpose of regulating the
operations within the Kingdom of Hejaz'""*. Upon the establishment of the new kingdom, it
was deemed complete in regards to the consolidation of disparate territories and the adoption
of a novel nomenclature for the unified entity’>. The reason for this was the obsolescence of
the constitutional mandates that were operative prior to the implementation of the new
constitution (the Fundamental Instructions) 176, The establishment of the first council of
ministers in 195377 was a direct outcome of the political and administrative expansion of the
kingdom. This expansion was made feasible due to the circumstances under which the kingdom
was founded. The kingdom underwent a sequence of changes as a result of these events.
Following the unification of the state's territories and subsequent renaming as the "Kingdom
of Saudi Arabia," King Abdulaziz made the decision to maintain the pre-existing government

structures in the Hijaz, Najd'"’¢, and their annexations.

This was done with the intention of allowing these structures to continue functioning until new
government formations could be established for the entirety of the Kingdom, based on the
newly achieved unification'’”®. The newly established unity is poised to act as the fundamental
basis for the implementation of novel forms of governance. King Abdul Aziz instructed the
councils of representatives to promptly initiate the development of a fundamental framework
for the kingdom, a framework for the succession to the throne, and a framework for government
formations*™®, The purpose of this directive was to enable him to issue commands based on the

presented frameworks. The councils of representatives were directed by King Abdul Aziz to
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present to him the methods. In 193678, the Shura Council convened a meeting where they
approved the draught of the fundamental structure of the Kingdom, consisting of 14017
articles. The approved draught was subsequently submitted to the King for his endorsement.

The approval of the King was necessary*,

The Kingdom of Saudi Arabia experienced a deceleration in oil production due to the
occurrences of World War Il and the concurrent global economic downturn, which had a
noteworthy influence on the country’. The proposed reforms aimed at achieving a substantial
increase in the number of outcomes, but the administration was unsuccessful in their
implementation’®, There existed a requirement for substantial amounts of funds, however, the

government was incapable of furnishing them during that particular period*e.

Prince Faisal's ten-point reform program, initiated upon his assumption of the presidency of
the Council of Ministers in 1962177, prioritised the establishment of a fundamental state system
that would encompass the principles of governance, the relationship between the ruler and the
ruled, and the regulation of state authorities. All the aforementioned aspects have been
executed, except for the initial one that pertains to the formulation of a documented
constitution. There was a lack of documented rationale for the decision to refrain from issuing
said constitution. During the reign of King Khalid, a further endeavour was undertaken to
achieve the objective'®, The individual in question instituted a commission with the
responsibility of formulating the foundational framework of the governing system. However,

prior to the dissemination of the report, the individual in question expired*™®. The establishment
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of the state's identity as a monarchy was stipulated in the founding decree*™*. Consequently, it
was imperative for the royal family to have a clear understanding of the issues surrounding the
inheritance of the throne. This was achieved through the successive coronation of kings to lead
the state, despite the absence of a written constitution following the unification of the kingdom
in 1932171,

The transparency and cooperation between the public authorities of the state can be likened to
the guiding principles of Shariah, which ensure the freedom, rights, and obligations of each
individual and are similarly upheld by the government®2. The establishment of the
constitutional framework of the Kingdom was a direct result of the customary principles that
had been in existence since the unification of the nation'’®3. The meticulous construction of
constitutional articles was necessary to establish the state and define its characteristics.
Consequently, these articles have undergone changes in parallel with the transformation of the

political and social landscape in the Kingdom?7+,

Furthermore, the Kingdom remained oblivious to the purported "constitutional vacuum”
throughout its complete history due to its adherence to guiding principles, binding regulations,
and unequivocal tenets’®s. The aforementioned principles are the standards by which
individuals in positions of authority such as monarchs, judicial officials, academics, and other
government personnel are expected to adhere to. The Basic Law of Governance was established
through the issuance of Royal Order No. A/90 on March 2, 1992 py King Fahd bin
Abdulaziz. Through the issuance of this decree, the monarch effectively terminated the custom
of adopting constitutional standards that had been established through customary practises and

instigated the progression of substituting such regulations with codified constitutions’.

179 Orman, A6ayanax Xazaa Orman. "Consultative Council: An Icon For The Development And Consolidation
Of The Exercise Of Power In The Saudi Political System." (2021) In Akryaneubie [IpoGaemsr Usyuenns U
[pemonaBanms Beeobmeit Mctopun Y Mexaynapomasrx OtHomenuit, Pp. 399-407.

1791 Tpumun, Oser Eprensesuy, And A6ayinax Xaszaa Orman Orman. "Specificity Of Political Decision-Making
In Saudi Arabia." (2020) Politbook 1: 147-160.

1792 Erom The Speech Of The Custodian Of The Two Holy Mosques King Fahd Bin Abdulaziz “On The Occasion
Of The Issuance Of The New Regulations The Basic Law Of Governance” (The Shura Council System, The
District System, Published In The Magazine's Bookletal-Arabiya, Issued In 1414 AH, P. 6.)
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1795 Ibid.
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Subsequently, Saudi Arabia has adhered to a system of written constitutions rather than
traditional constitutional criteriat’®. Consequently, the constitutional laws that previously
relied on customary practises in the kingdom have transitioned towards a written form. As per
the Basic Law of Governance, the Kingdom of Saudi Arabia is recognised as an Islamic state
that holds complete sovereignty*™®. The constitution of the state is based on the Holy Qur’an

and the Sunnah of the Prophet, while the official language is Arabic*e®,

Conclusion

The present chapter has furnished a synopsis of the legal culture prevalent in the Kingdom of
Saudi Arabia and the historical background of the constitutional provisions employed for
governing the Kingdom. Furthermore, the chapter presents empirical support in the form of
illustrative instances that demonstrate the possibility of interpreting privacy through the lens
of Sharia law. However, this gives rise to several enquiries. What strategies can be employed
to cultivate appreciation and respect for individuals whose upbringing diverges significantly
from our own? What is the rationale behind investing time and resources in the examination of
legal frameworks in foreign nations and communities beyond Saudi Arabia? Additionally, is
the comprehension of privacy within the framework of Sharia sufficiently developed to be

adopted in the Kingdom of Saudi Arabia?

Inquiry pertains to whether the Sharia's interpretation of privacy has attained a level of
recognition that could potentially be embraced within the jurisdiction of the Kingdom of Saudi
Arabia. The concept of privacy in Sharia has been a topic of debate and literature for centuries.
However, it is noteworthy that only in recent decades has it started to conform to the swift
transformations that have been instigated by advancements in technology and sciences. Given
the potential for Islamic law to encounter novel and unforeseen challenges in the forthcoming

decades, the integration of Sharia tenets into the Privacy Law may offer a viable means of

17% Dr, Ibrahim Muhammad Al-Hadithi Journal Of Sharia And Law College Of Law - United Arab Emirates
University Twenty-Seventh Year Issue Fifty-Fifth - Ramadan 1434 July 2013.
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redressing current privacy-related apprehensions. Furthermore, it is recommended that during
the formulation of privacy laws, judges and legislators operating within the Sharia framework
employ Islamic legal analysis. Expanding the scope of potential solutions will enhance their

range.

Gaining knowledge about the legal customs of foreign nations, which may exhibit variations
in law, society, and culture compared to those in this country, fosters a sense of security and
mutual regard among individuals. By engaging in the study of culture, and specifically legal
culture, one can attain a more comprehensive understanding of historical events, global
positioning, and future possibilities. This knowledge can ultimately inform and enhance
present decision-making processes. Acquiring knowledge about diverse cultures facilitates the
ability to comprehend alternative perspectives and embrace actions that may initially be
perceived as objectionable. A primary factor contributing to conflicts is the absence of
comprehension, and mitigating this concern can significantly diminish the probability of its

emergence.

Individuals who do not possess adequate knowledge of a particular subject may be compelled
to reside in substandard living conditions. This may hinder progress and pose a threat to
civilisation. Contemporary culture is characterised by the prevalence of misconceptions and
lack of knowledge. Therefore, a lack of knowledge contributes to the proliferation of
potentially fatal illnesses and irreversible societal disasters. The origin of various forms of
oppression, including economic, intellectual, physical, and psychological, as well as other

forms of suffering, can be attributed to a singular factor: lack of knowledge or ignorance.
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Chapter Five: An examination of privacy within the
existing legal framework of the Kingdom of Saudi Arabia

Introduction

The preceding chapter has analysed the legal framework of the Kingdom of Saudi Arabia,
which is based on the Sharia Law and Islamic jurisprudence, alongside written Law. The
present chapter delves into the insufficiency of the current level of privacy afforded to
individuals with respect to their personal information. It argues that the existing Saudi
legislation falls short in providing adequate safeguards to ensure the privacy of individuals'
information in the digital era. It also provides an analysis of personal data within the context
of the Kingdom of Saudi Arabia. The present chapter aims to demonstrate the legal provisions
in the extant legal framework of the Kingdom of Saudi Arabia that could potentially contradict

the forthcoming initiative for safeguarding privacy and information freedom.

Personal Data Analysis in the Kingdom of Saudi Arabia

The previous chapter presented an analysis of the legal framework of Sharia Law and Islamic
Jurisprudence in the Kingdom of Saudi Arabia and evaluated the efficacy of the Sharia Law
system in upholding the right to privacy. The written legal system of the Kingdom of Saudi
Arabia may not provide sufficient measures to ensure the protection of personal data and
information. The previous chapter has suggested that in response to the demands of the
contemporary technological era, it is advisable to revise the legal system in tandem with Sharia
Law and Islamic Jurisprudence to cater to the requirement for privacy. The present discourse
pertains to an analysis of the comments that have an impact on the protection of personal data

of citizens and visitors of the Kingdom of Saudi Arabia.
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The absence of comprehensive privacy systems

One of the primary factors to be taken into account is that the lack of comprehensive legislation
regarding privacy appears to be a contributing factor. The legal framework pertaining to the
protection of personal data in the Kingdom of Saudi Arabia is deficient in terms of its
comprehensiveness and specificity, particularly with regard to safeguarding the personal
information of individuals in both public and private sectors. The protection of personal
information belonging to individuals is overseen by a variety of regulations and compliance
measures, each of which is subject to specific sets of laws and regulations'®, The approach to
safeguarding individuals' privacy rights varies between the legislative frameworks of European

Union member°2 countries and other regions.

The current regulations related to data protection are primarily based on fundamental principles
that aim to protect human privacy, including electronic communication and private
transactions. The regulations in question were instituted to ensure the protection of personal
data confidentiality, thereby mitigating the risk of unauthorised disclosure in the absence of
explicit consent from the relevant party*®, Furthermore, the analysis of the study indicates that
the effective implementation of protective measures necessitates the employment of several
legislative and regulatory frameworks in conjunction. While the main objective of the majority
of these regulations is not centred on the protection of personal privacy, they do offer a certain
level of protection for the confidential data of individuals. The present legal framework exhibits
a deficiency in prioritising the protection of individuals' privacy rights with respect to their
personal data'®. Moreover, the guidelines pertaining to the safeguarding of an individual's

private data are frequently articulated in imprecise and ambiguous terminology .

1801 Al-Ghadyan, Ahmed A. "The Judiciary In Saudi Arabia." (1998) Arab LQ 13: 235.
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Practical Guide, 1st Ed., Cham: Springer International Publishing 10, No. 3152676: 10-5555.

1803 Binsawad, Muhammad, Ghazanfar Ali Abbasi, And Osama Sohaib. "People’s Expectations And Experiences
Of Big Data Collection In The Saudi Context." (2022) Peerj Computer Science 8: E926.

1804 Chikhaoui, Emna, Jawahitha Sarabdeen, And Rehana Parveen. "Privacy And Security Issues In The Use Of
Clouds In E-Health In The Kingdom Of Saudi Arabia.” (2017) Communications Of The IBIMA 18.

1805 Nawaf Jaber Alhomoud, Ghassan. "On Translating And Drafting Sharia Legal Terms And Expressions In
Saudi Contracts.”(2022) Education Research International.
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The current status of privacy protection is unclear due to the lack of specific legislation aimed
at safeguarding information privacy and the use of imprecise and broad terminology in existing
laws pertaining to information privacy. Despite the presence of targeted legislation aimed at

preserving the confidentiality of information, this fact remains unchanged:2°,

Moreover, the absence of a comprehensive legislation safeguarding personal data in the nation
has granted Sharia judges considerable discretion in determining the appropriate course of
action in cases involving accusations of privacy infringement*®’. The matter at hand would not
pose a challenge if the cases in question pertained to conventional legal matters that have been
thoroughly deliberated upon in the works of traditional Islamic legal scholars®®, In each of
these cases that have been firmly established, a judge would face no challenge in the application
of Sharia law principles®®. In situations where personal privacy is jeopardized, particularly
within a technological framework, the aforementioned assertion does not hold true. The
principles of Sharia that relate to issues of personal privacy are frequently broad in nature. As
was previously stated in the previous chapter, in order to reach a decision based on such

thorough principles, a judge must have attained a certain level of diligence®® in Sharia law8,

Regulations that are based on specific sectors

The subsequent analysis centres on legislation that pertains to specific sectors and takes into
account the subsequent factors: The present study examines the organisation and evaluation of
fundamental data protection frameworks and regulations across various sectors, including
financial services, financial markets, credit, and telecommunications. These sectors are of
particular interest in the United States and in the countries under review in this thesis. Financial
services are evaluated and structured with respect to financial markets, whereas credit and

telecommunications are assessed and structured with respect to financial services.

1808 Ejchelberger, Adam. "Global Employee Privacy: A Case Study On The Minefield Of Employee Privacy
Rights In The EU, USA, And KSA." (2021) Ind. Int'l & Comp. L. Rev. 31: 177.
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309.
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The healthcare industry can serve as an illustrative example in support of this assertion,
particularly in relation to the maintenance of medical records by healthcare practitioners.
Regulations have been instituted pursuant to the Law of Practicing Healthcare Professions:t
to ensure the protection of individuals' confidential medical data*®®. In the event of a healthcare
professional’'s non-compliance with the regulations, the Minister of Health will establish a
committee to investigate and determine appropriate actions4, The Commission's decisions
have the potential to lead to recompense for individuals who have suffered negative
consequences, and these decisions are open to contestation before the Board of Grievances'®®.
The Board of Grievances is an administrative court that possesses the authority to resolve cases

involving the government as a party to any potential dispute!e,

The General Sharia Courts possess the jurisdiction to preside over all cases, provided that there
exists no explicit exemption delineated in the legal framework that pertains to the particular
category of case that is being presented before them®. It is conceivable that distinct
commissions functioning under the jurisdiction of Saudi Arabia's legal framework might opt
to assume the responsibility of adjudicating lawsuits pertaining to the protection of classified
data®e. However, in December 2022, the Ministries of Justice and Health made an official
announcement regarding the successful transfer of responsibilities pertaining to health-related
matters from the Ministry of Health to the public judiciary*®. Medical error cases are
adjudicated in the General Court, which is organised into 8 judicial circuits. Each circuit is

presided over by three judges. Additionally, the Court of Appeal in the Riyadh region

1812 Alkhenizan, Abdullah H., And Mohammed R. Shafig. "The Process Of Litigation For Medical Errors In Saudi
Arabia And The United Kingdom." (2018) Saudi Medical Journal 39, No. 11: 1075.

1813 Qureshi, Ahmad Zaheer, Sami Ullah, Adel Abdulaziz Aldajani, Petro Basson, Ahmed Mushabbab Alhabter,
Taha Ali, Bazah M. Almubark Et Al. "Telerehabilitation Guidelines In Saudi Arabia.” (2021) Telemedicine And
E-Health 27, No. 10 : 1087-1098. Also See Chikhaoui, Emna, Jawahitha Sarabdeen, And Rehana Parveen.
"Privacy And Security Issues In The Use Of Clouds In E-Health In The Kingdom Of Saudi Arabia." (2017)
Communications Of The IBIMA 18.

1814 Elgujja, Abba Amsami. Adequacy Of The Legal Safeguards Of The Patients’ Confidentiality Right Under
The Saudi Arabian Laws. (2020) University Of Salford, United Kingdom.

1815 Al-Jarbou, Ayoub M. "The Saudi Board Of Grievances: Development And New Reforms." (2011) Arab Law
Quarterly 25, No. 2: 177-202.

1816 A\l-Hejailan, Salah. "Justice For Government Contracts In Saudi Arabia." (1986) Arab Law Quarterly: 425-
429. Also See Al-Ammari, Saud, And A. Timothy Martin. "Arbitration In The Kingdom Of Saudi Arabia." (2014)
Avrbitration International 30, No. 2: 387-408.

1817 Moore Jr, Richter H. "Courts, Law, Justice, And Criminal Trials In Saudi Arabia." (1987) International Journal
Of Comparative And Applied Criminal Justice 11, No. 1-2: 61-67.
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comprises two judicial chambers, each consisting of three judges®®. These chambers are
specifically designated to handle objections to rulings and decisions made by the relevant
departments responsible for hearing claims related to professional errorst?t, The nomenclature
of these entities is determined based on the hierarchical arrangement of legal divisions within

the judicial system?¢2,

Conversely, it is imperative that the judges who oversee the Board of Grievances and
traditional courts possess the required knowledge and expertise'®®, The ambiguous and
inconsistent character of legal decisions is underscored by two factors: firstly, the multitude of
courts that hold jurisdiction over cases pertaining to safeguarding the confidentiality of
personal data of individuals, and secondly, the significant discretion that judges wield in
adjudicating claims of privacy violations based on the extensive principles of Sharia law',
These two facets underscore the existence of multiple courts vested with jurisdiction over cases

pertaining to safeguarding the confidentiality of personal data of individuals®,

Concern for privacy is obvious, but it is not essential or complete

The third dimension of the concern for privacy is readily apparent, yet not necessarily
exhaustive or essential. Despite the existence of evident anxieties surrounding privacy, the
regulatory frameworks that govern it are not universally comprehensive or indispensable.
Despite the apparent concerns regarding privacy, this fact remains unchanged. The legal
regulations concerning privacy in Saudi Arabia are established on a collection of principles
that prioritise the protection of personal communications and associated materials®?. This
exhibits similarities to the regulatory structures that were analysed in the previous segment of

this academic article.
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Furthermore, the safeguarding of individual privacy in adherence to the established regulations
and principles within Saudi Arabia is not inherently pivotal or fundamental, particularly given
the integration of other interconnected frameworks*#?’. The modification of legal structures
aimed at promoting societal organization, well-being, and the collective welfare has led to the
implementation of limitations on the entitlements of individuals to safeguard the confidentiality
of their personal data'®?®. These limitations are relevant to all noteworthy matters that pique the
attention of the broader populace. The protection of individuals' confidentiality rights regarding
personal information has been subjected to various restrictions and limitations enforced upon

them?182e,

The Anti-Cybercrimes Law'® in Saudi Arabia illustrates legislation that provides safeguards
aimed at safeguarding the privacy of Individuals. The use of vague or ambiguous language in
a written piece that has the potential to assign fault can result in a variety of legal complexities.
The absence of a distinct boundary between behaviours that are considered criminal and those
that are not may heighten the probability of unintentional involvement in illegal activities

among individuals.

In addition, the legal representatives responsible for litigating the lawsuit may encounter a
significant challenge in defining the boundaries of unlawful behaviour and providing evidence
to support their claims. In the event of the non-existence of a case law framework, the task of
construing and implementing the law through the clarification of equivocal terminologies will
ultimately be incumbent upon individual adjudicators*®. If there is no established system of
legal precedents, such an event would take place. This situation will continue regardless of

whether there is a legal precedent system in place or not. It is essential for every adjudicator to
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1831 Crawford, Kate, And Jason Schultz. "Big Data And Due Process: Toward A Framework To Redress Predictive
Privacy Harms." (2014) BCL Rev. 55: 93.

215



reference the fundamental principles of Sharia law and traditional customs in order to establish
a distinct boundary between these concepts®®®2, This will enable a clearer understanding of the

differences between the two.

The establishment of a definitive boundary can only be achieved once the aforementioned point
has been attained. Thus, it is crucial for judges to develop their personal comprehension of the
concept of privacy and the principles that regulate its implementation. The portrayal previously
mentioned serves as an illustration of how the Anti-Cybercrimes Law references the concept
of privacy. However, the precise definition and extent of this concept remain insufficiently

clarified and unsettled, as demonstrated by the illustration provided in this excerpt.

Benefit for E-commerce

The fourth case pertains to the advantages of e-commerce. In light of comparable
circumstances in other jurisdictions, it can be observed that the extant privacy regulations in
Saudi Arabia, which are dispersed across multiple legislations, lack a clear objective to
facilitate commercial activities or promote the free flow of data and information across
international boundaries. This phenomenon persists despite the dispersed nature of these
regulations across various legislations in Saudi Arabia'®®. The European Union's adoption of
the framework was motivated, in part, by member nations' aspirations to eliminate trade
barriers that arose due to divergent provisions in regulations concerning the protection of
personal data'®**. The adoption of the framework by the European Union was motivated by this
aspiration, which served as a significant impetus*#®. Considering the growing significance that
enterprises attach to inter-organizational information and data exchange, it would be

advantageous for them to undertake an investigation into the diverse security apprehensions
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that are linked to personal data. This would require not only furnishing a comprehensive

guidance, but also precise explications of the necessary actions.

The demographic composition of Saudi Arabia reveals that a significant proportion of its
population, specifically 36.494%:2%, falls within the age bracket of 15 to 34 years old,
indicating a youthful populace. Furthermore, it is noteworthy that a significant proportion of
the Saudi population, specifically 97.95%#%, has the means to connect to the internet.
Moreover, there has been a notable surge in the volume of prosperous transactions carried out
through electronic commerce in recent years'®®. The presented statistics underscore the
importance of technology in the history, present, and future of Saudi Arabia. The Saudi Arabian
government aims to diversify its economy through a long-term strategy that involves
leveraging diverse technological forms in multiple ways%. These initiatives encompass the
establishment of intelligent communities, enhancement of electronic government services, and
augmentation of electronic commerce®®*. As a result of this development, accessing
confidential information of individuals has become significantly more convenient, thereby

posing a threat to their privacy in an unprecedented manner#?,

Lack of a single independent regulatory body
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The fifth illustration is the lack of a single independent regulatory body. Data privacy
regulation in the European Union falls under a single regulatory structure, but there is no single
regulatory body in Saudi Arabia which is concerned with the centralised supervision of

privacy's®,

Notwithstanding its status as a key impetus for the organisation's inception, the creation of a
centralised regulatory body for privacy in the Kingdom of Saudi Arabia may prove insufficient
in fully addressing the multifaceted challenges pertaining to safeguarding individuals' privacy
rights®*, Conversely, it is conceivable that a noteworthy proportion of these apprehensions
could be addressed, underscoring the significance of their consideration. The implementation
of privacy legislation in Saudi Arabia would function to protect the country's reputation and
status on the global stage, as well as to augment the feeling of safety among individuals who

utilise technological innovations.

This recent development has the potential to result in the establishment of Saudi Arabia as a
reliable governing authority with respect to privacy laws, similar to the General Data Protection
Regulation that has been enforced in the European Union (GDPR)*%. The possession of a
singular entity has had adverse effects on the nation's integrity and reputation within the
international community. Establishing a regulatory entity can aid in attaining a thorough
understanding of personal data, encompassing its acquisition and utilisation®®, Individuals
who seek to navigate this subject matter must possess a certain level of comprehension.
Furthermore, the establishment of a legal structure for safeguarding privacy can be viewed as
a tactic to entice multinational technology enterprises to engage in business activities within
the nation, while concurrently enhancing the economy through the advancement of data

management.
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The implementation of a strategy referred to as "privacy by design™ is the means by which this
objective is achieved'®. The successful completion of this strategy is facilitated by the
amalgamation of the two distinct functions inherent in the given structure. The objective is
pursued through the implementation of a dual approach. The availability of this option may be
attributed to the current legislative privacy procedures that have already been implemented and
which have enabled its existence'®*, The adherence of businesses to regulatory privacy
standards is associated with an enhanced reputation, resulting in a decrease in occurrences of
unfair competition. Moreover, it aids the organisation in enhancing its operational efficiency,

thereby conferring a noteworthy benefit.

Implementation in the government agencies

The sixth illustration depicts the implementation of privacy regulations in government
agencies. An analysis of the various regulations and their interplay indicates that privacy
standards have been expanded to encompass both private sector entities and government
agencies. The absence of a comprehensive programme for the utilisation of personal data
accumulated from diverse sources has been noted in Saudi Arabia. Despite this, an examination
of the relevant regulations in Saudi Arabia indicates that they incorporate rigorous
confidentiality protocols and stipulations*®*. These privacy regulations require the involvement
of personnel with specialised expertise in multiple government entities to guarantee adherence

to the established criteria.

It is important to address the issue of inadequate privacy protection faced by various
organisations. The execution of privacy policies within the governmental sphere may present
challenges. Human error is likely the most substantial threat to the safeguarding and

confidentiality of information and represents the main area of concern, If employees lack
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the requisite knowledge or awareness, they may encounter various security risks such as
accessing privileged accounts, utilising easily guessable passwords, inadvertently deleting
data, being susceptible to phishing scams, or browsing unsuitable websites outside their job
responsibilities. The second issue pertains to the presence of sensitive information within the
systems of numerous entities, which may be hosted on-premises, managed by third-party
service providers, or deployed on cloud infrastructures. This holds true irrespective of the
hosting location of the systems. The task of monitoring the extensive proliferation of sensitive
data can pose a challenge, particularly in enterprises that rely on outdated or legacy systems.
This is a scenario where such circumstances prevail. The task of locating data, comprehending
its history, and keeping track of it can be challenging in a dynamic environment#52, The initial
phase in the implementation of data privacy is the surveillance of the inventory of sensitive

data constituentst®, The main challenge is the implementation of corrective measures.

The challenge of managing an overwhelming amount of confidential information is a prevalent
concern for numerous corporations and entities'®*. This holds especially true for organisations
that possess a substantial quantity of applications, exhibit lenient data policies, employ
impromptu data modelling, employ antiquated architectures, and operate systems that have
incurred technological debt due to modified business procedures's. The severity of this issue
is significantly influenced by the migration of corporate networks to managed service providers
and the public cloud. The last of the three is referred to as the Design Challenge®%. The
importance of prioritising data privacy in system design has increased proportionally with the

accumulation of knowledge surrounding the consequences of unauthorised disclosure.
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Confidentiality in electronic communications

The maintenance of confidentiality in electronic communication represents the seventh
component of this specific approach. The present study has focused on the constraints faced by
service providers operating in various countries. The effectiveness of these constraints has been
validated in regard to service providers, specifically concerning the requirement of obtaining
regulatory approval prior to the transfer or disclosure of information under their jurisdiction to

external third-party entities.

Safeguarding the privacy of various forms of communication, irrespective of their usage in a
public domain or retention in a personal capacity, constitutes a pivotal aspect of defamation
laws'®”. The breach of confidentiality is considered a tortious act under the tenets of tort law.
There are certain situations where it is crucial to disclose written correspondence, particularly
in most legal cases related to criminal offences'®®. Some communication service providers
engage in the practise of sharing their customers' information with third-party entities without
obtaining explicit written consent from said customers®®, It is possible for governmental or
private entities to access information from communication users without their explicit consent
or a warrant, which may be considered a violation of tort law#®°, The safeguarding privacy can
be accomplished by entities operating in both the public and private sectors't, The tension
between the values of privacy and security may cause ambiguity regarding the attribution of

accountability and the maintenance of privacy as well as providing assurance of security?#2,
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The rationale behind this assertion is that the concepts of privacy and security are

fundamentally incompatible.

Few restrictions on government agencies regarding the handling of personal data

The eighth factor that requires consideration pertains to the lack of limitations imposed on
governmental entities in their handling of personal data. Specifically, there exist no limitations
on the protocols that governmental bodies may employ in managing personal information, and
there is a dearth of centralised oversight pertaining to contact services that retain and convey
personal data’®®. The implementation of these initiatives has the potential to yield
supplementary measures for the protection of personally identifiable information.
Nevertheless, the absence of a legal structure or any comparable limitations could potentially

facilitate the access or utilisation of personal information by other governmental bodies#.

If a governmental entity or any other institution opts to curtail the privacy rights of individuals
and modify the protocols employed in data management, it could be inferred that they possess
an incomplete comprehension of the importance of data governance and privacy®®. The
organisation would need to ensure that it executed each of its chosen initiatives in a systematic
manner while strictly adhering to the specified constraints. In order to attain a comprehensive
comprehension of the constitutional safeguards afforded to an individual's privacy rights, it is
imperative to adopt a systematic and sequential methodology that encompasses a range of
pedagogical techniques*®®. The Constitution safeguards an individual's entitlement to personal
privacy. Prior to proceeding, it is imperative to obtain a thorough understanding of the

importance of an individual's entitlement to privacy, as enshrined in the constitution®®7. This
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task must be completed prior to proceeding further. It is imperative to finish this task prior to

proceeding to the subsequent stage.

The aforementioned assertion can be likened to the enactment of a legislation that accords
utmost importance to safeguarding the personal privacy rights of individuals, which is
subsequently implemented by an administrative entity*®, In either of these hypothetical
scenarios, the prioritisation of safeguarding an individual's entitlement to personal privacy will

take precedence within a legal tribunal®e®.

The legislative measures that have been the subject of extensive discourse in contemporary
times prioritise the safeguarding of the privacy of personal information that pertains to
individualst®™. The legislation mentioned above prioritises the establishment of protocols to
ensure the safeguarding of individuals' personally identifiable information and the
confidentiality of their medical records and other sensitive data'®™. To assess an individual's
aptitude for upholding confidentiality, it is imperative to execute a series of methodical and
coherent protocols in a sequential mannert®2, This constitutes a crucial component of the
information gathering process. judging an individual's eligibility for confidentiality
necessitates the execution of a series of sequential procedures. Establishing a fundamental level
of comprehension or expertise is imperative before embarking on a more advanced level of

understanding, as it is the sole means of achieving the latter¢7.

Sensitive data

1868 Al-Ruithe, Majid, And Elhadj Benkhelifa. "Cloud Data Governance In-Light Of The Saudi Vision 2030 For
Digital Transformation." (In 2017 IEEE/ACS 14th International Conference On Computer Systems And
Applications (AICCSA), Pp. 1436-1442. IEEE, 2017.)

1869 Boliek, Babette. "Prioritizing Privacy In The Courts And Beyond." (2017) Cornell L. Rev. 103: 1101.

1870 Cavoukian, Ann. "Privacy By Design: The 7 Foundational Principles.” (2009) Information And Privacy
Commissioner Of Ontario, Canada 5: 12.

1871 Almaghrabi, Nada Saddig, And Bussma Ahmed Bugis. "Patient Confidentiality Of Electronic Health Records:
A Recent Review Of The Saudi Literature." (2022) Dr. Sulaiman Al Habib Medical Journal 4, No. 3: 126-135.
1872 Honan, Eileen, M. Obaidul Hamid, Bandar Alhamdan, Phouvanh Phommalangsy, And Bob Lingard. "Ethical
Issues In Cross-Cultural Research.” (2013) International Journal Of Research & Method In Education 36, No. 4:
386-399.

1873 Abokhodair, Norah, Sofiane Abbar, Sarah Vieweg, And Yelena Mejova. "Privacy And Social Media Use In
The Arabian Gulf: Saudi Arabian & Qatari Traditional VValues In The Digital World." (2017) The Journal Of Web
Science 3.

223



The precise definition of sensitive data is not explicitly outlined in Saudi Arabian legislations,
as it is not distinguished from other forms of personal data'®’*. Consequently, the accessibility
of a succinct and unambiguous depiction of confidential information is limited. Sensitive data
pertains to information that is linked, either implicitly or explicitly, to an individual's political
affiliations, racial or sectarian origin, attitudes and opinions regarding faith or ideology,
membership in professional societies, presence in the crime register, pattern of stable living, or
sexuality®®s, The term "sensitive data” may encompass data that is linked to an organisation

with which an individual is associated?e.

Sensitive data is a distinct subset of confidential information that necessitates heightened levels
of data security measures to be enforced to thwart unauthorised access by malicious software
and cybercriminals®®”7. The implementation of advanced data security protocols is imperative
to safeguard confidential information. The term "sensitive data” is commonly used to refer to
a specific category of data under discussion in most contexts®’. Adherence to standard
protocols is a customary practise aimed at safeguarding confidential information¢”, Ensuring
that unauthorised parties are unable to access confidential information without explicit
authorisation is a matter of great significance'®, The preservation of data security is imperative
to meet the necessary standards. The absence of explicit reference to sensitive data in the
legislation necessitates the establishment of suitable protocols to ensure the protection of such
information and ascertain its classification as sensitive data'®®, It is feasible to safeguard the

data by adhering to the procedures that were previously outlined. Given the absence of explicit
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mention of sensitive data within the current regulatory framework, it is imperative to establish
suitable protocols that ensure the security of this data. Moreover, the lack of legal protections
for sensitive information underscores the significance of implementing meticulous and

conscientious management protocols?#e,

Undisclosed or anonymous data

Undisclosed or anonymous data, referred to as the tenth category, is not subject to regulation
in Saudi Arabia®®. However, this category constitutes a fundamental aspect of privacy
regulations in other nations. It should be noted that legitimate collection of confidential or
anonymous data is not addressed in Saudi regulations. In situations where personal data has
been altered to the extent that it is unidentifiable as belonging to a specific individual, the act
of recording or sharing such information does not constitute a violation of privacy#. The data
in question is rendered inoperable when utilised in isolation or in conjunction with other
datasets, and its user cannot be traced's®. The regulations pertaining to Saudi infrastructure

imply that personal data that has been encrypted is safeguarded against unauthorised access#.

The implementation of governmental measures is of paramount significance in addressing the
lack of regulation of anonymous data and providing a viable remedy for it. The matter is
especially significant when contemplating the prospect of re-identification of ostensibly
confidential data'®®’. Although certain legal frameworks may not provide safeguards for data
once it has been fully anonymized, this does not necessarily imply that complete anonymization

is unattainable. There are various methods to attain complete anonymization.
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Information cyber security

The subject matter of the eleventh topic concerns the domain of information cyber security.
The protection of sensitive information and records is a matter of utmost importance in Saudi
Arabia. To this end, the country's legislation has put in place extensive provisions within
various frameworks to tackle the issue of safeguarding data®®. In addition to regulatory
frameworks, there is no legal mandate to employ specific technological measures for the
purpose of data protection and confidentiality*¢. The data protection strategy adopted by Saudi
Arabia exhibits resemblances to the American and European models'®, It emphasises the
deployment of flexible solutions that revolve around the notion of risk assessment, rather than

depending solely on measures aimed at enhancing information and data security#,

The Saudi Arabian legislation governing cyber security recognises the significance of
protecting the privacy of individuals as a primary responsibility falling under its purview, and
it makes this point clear'®®?, The field of financial services is susceptible to a variety of
regulatory frameworks, one of which is a code of conduct that covers issues relating to security
and confidentiality®®. In the context of the industry described earlier, this holds a substantial
amount of significance. Legislators in Saudi Arabia who are responsible for drafting such
regulations are those who are tasked with the responsibility of ensuring that freshly
implemented privacy laws are in line with the existing legal and regulatory framework in the
country®®*, The significance of this matter cannot be overstated. The task of formulating laws
that will uphold an individual's right to personal privacy has been delegated to the members of

Saudi Arabia's legislative body?%.
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Notification of data loss or hacked

Element twelve pertains to the notification of data loss or unauthorised access. The absence
of regulations pertaining to the notification process for individuals whose personal data has
been compromised due to an unauthorised breach is a notable concern in the realm of data

protection.

The lack of legal regulations regarding the notification procedure for individuals whose
personal information has been compromised due to an unauthorised intrusion is a significant
cause of concern in the realm of data protection'®®. The reason for the breach can be attributed
to the intrusion that took place. It is not mandatory for corporations to inform individuals whose
personally identifiable information may have been compromised in the event of a data centre
breach, even if this information was stored within the data centre!®”. Despite the absence of a
legal obligation on the part of companies to notify individuals whose personally identifiable
information may have been compromised, such entities refrain from doing so®%. The
establishment of a notification mechanism by various jurisdictions, including the United States,
to inform individuals whose personal data has been unlawfully obtained or compromised is a
matter of considerable importance'®®. The significance of this issue stems from the fact that the
United States is among those jurisdictionst*®, The aforementioned action was executed with
the purpose of safeguarding the privacy of the individuals whose sensitive information had
been obtained without proper authorisation**t, The inclusion of a communication component

is an essential requirement in safeguarding an individual's privacy and security %2,
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Saudi privacy regulations that are relevant

The thirteenth element is, in broad terms, regulations that pertain to privacy, such as those
governing e-signatures, money laundering, and cybercrime. These are unlikely to be at odds
with forthcoming privacy legislation. Nevertheless, it is advisable to consider these extant

laws that address privacy when drafting future privacy legislation.

Freedom of information

Scrutiny of the regulations in Saudi Arabia, shows that it is apparent that there is a dearth of
explicit directives regarding the notion of privacy, which is the fourteenth element. In contrast,
other systems evaluated in other countries, such as the Freedom of Information system and the
general consumer protection system, have established specific patterns for such regulations,
This is exemplified by the federal trade system in the United States of America and the private

sector. The objective is to safeguard the interests of consumers®®,

Public privacy notification

The fifteenth element pertains to the absence of a legal requirement or enforcement mechanism
in Saudi Arabia for public disclosure of privacy practices, except for credit information and
communication systems. This differs from the United States’ GLBA*% and HIPAA%, which
require written privacy notices, or Declaration of Practices. This paper aims to explore the state
of informatics in the United Kingdom as well as in other member countries of the European
Union. Statements of this nature typically constitute a fundamental component within privacy
frameworks that adhere to the European Union model or to global agreement, such as the
Madrid Agreement*°’. While the US legal system differs from that of the European Union, it
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is generally expected that organisations collecting personal data will adhere to disclosure and
privacy practises*®. Additionally, obtaining consent from relevant individuals regarding the
use of their personal data is considered a standard requirement*®, The best practise for data

privacy regimes is commonly acknowledged to be the principle of transparency*°,

Implementation methodology focused on a set of privacy principles

The researcher discovered that the privacy systems being evaluated exhibited a lack of
specificity with regards to comprehensive regulations and frameworks, constituting the
sixteenth element of the study. Instead, they were based on broad principles that could be
implemented in various ways depending on the level of risk associated with the protection of
personal data. The researcher observed that the privacy systems in the United States of America
and the European Union were described in greater detail compared to those of the Kingdom of
Saudi Arabia in the privacy-related systems under review®. Moreover, this particular
methodology, grounded on several fundamental principles, is commonly associated, when
implemented in the United States or in countries adhering to the European Union framework,
with regulatory mandates that oversee the operations of diverse organisations and entities that
consistently evaluate the hazards they encounter and adjust their security protocols

accordingly*+,

Software designed for security purposes

Seventeenth, it is a widely recognised standard for organisations that are under regulatory

scrutiny to develop documented protocols that are dedicated to safeguarding data privacy and
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security. This principle is readily apparent in certain regulations of Saudi Arabia that have
undergone scrutiny, such as the roster of individuals who possess authorisation®*, However,
there is a lack of comprehensive requirements and standards for such systems, specifically
pertaining to policies and procedures concerning privacy and data security within the

Kingdom?,

Joint regulator

Eighteenth, the implementation mechanism of privacy rules and regulations in the Kingdom of
Saudi Arabia is comparable to that of other countries studied by the researcher. These
regulations are applicable to various economic sectors and activities, including bank credit.
The regulations and accompanying guidelines for these legislations pertaining to insurance,
financial markets, and communications will become effective upon publication. This practise
is consistent with the approach taken in the United States of America and in nations that adhere

to the European Union frameworks,

Obligation and enforcement

Nineteenth, the measures implemented for addressing breaches of Saudi Arabian privacy
regulations seem to be comparable to those observed in other nations examined. The
consequences for noncompliance and breaches of regulations. Simultaneously, in the event of
criminal activity, the designated enforcement authority of the local system possesses the
requisite legal framework to execute its mechanisms and may solicit aid and cooperation from

other civil regulatory entities in relation to investigation and implementation®<:e,
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The present state of privacy as stipulated in the laws of the Kingdom of Saudi Arabia

The legal framework in Saudi Arabia is founded upon a blend of Sharia Law, Islamic
jurisprudence, and written law, as previously expounded upon in the preceding section. This
segment of the chapter presents a thorough examination of the legal measures implemented to
safeguard the privacy of individuals' personal information, in compliance with the laws enacted
in Saudi Arabia. The significance of the aspect of protecting individuals' right to privacy in
Saudi Arabia is underscored by the dearth of research that offers a thorough examination of all
the relevant laws. The process of collating all extant legal provisions pertaining to privacy is
being undertaken with the aim of ascertaining any possible inconsistencies that could emerge

in relation to the upcoming initiative to establish a discrete privacy legislation.

Basic Law of Governance 1992

In 199217 a legislative act known as The Basic Law was enacted and subsequently released
to the public. This law incorporated a constitutional framework. The manuscript encompasses
comprehensive discussions on a wide array of subjects, such as governmental entities,
accountability in auditing, and legal protections. The Kingdom of Saudi Arabia is a self-
governing Arab nation that was established on Islamic principles, as indicated in The Basic
Law, Article 1%, |t adheres to the principles and practises of the Islamic religion. The
fundamental sources of this particular religious practise comprise the Qur’an, which is regarded
as the divine utterance of the Almighty, and the Sunnah of the Prophet Muhammad®®*¢, The

Kingdom has designated Arabic as its official language**®.
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According to Article 7192 of The Basic Law, the Qur’an and the Sunnah of the Prophet are the
primary sources from which the administration of the Kingdom of Saudi Arabia draws its
authority. These sources act as the most definitive places of reference for the laws of the State,
including the Law that is currently in effect’®2. The rules and regulations that have been

established must be in absolute agreement with the Qur’an and the Sunnah#=,

Furthermore, the text outlines economic tenets, entitlements, and responsibilities that
necessitate the state's adherence to safeguarding its public finances, ensuring the sanctity of
private residences and correspondence, safeguarding personal property and individuals'
immunity from unwarranted detention and penalties, and safeguarding human rights in

accordance with precepts from the Sharia®?,

The Basic Law has stipulated in Articles 18925, 37192 and 40'%? that the protection of privacy
and personal property is of utmost importance, and it is the responsibility of the State to ensure
the sanctity of private ownership. Individuals shall not be divested of their personal
possessions, except when it serves the greater good of the community®%, In this instance, the
individual in question is entitled to receive just and equitable remuneration. Residences are
considered to be sacrosanct and must not be violated@®. Unauthorized access is strictly
prohibited without the express consent of the respective owners*®. Searches are only permitted
in situations that are explicitly designated by legal statutes*t. The inviolability of telegraphic

and postal communications, as well as other means of communication such as telephone, with
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regards to privacy, is a fundamental principle'®32, The Law determines the circumstances under
which confiscation, delay, surveillance, or eavesdropping may be permissible, and otherwise,

such actions are prohibited®®,

Basic Law of Governance 1992 No. M 18: “The State shall guarantee private ownership
and its sanctity. No-one shall be deprived of his private property, unless in service of the
public interest. In this case, fair compensation shall be afforded him.”

o Basic Law of Governance 1992 No. M 37:: “Dwellings are inviolate. Access is prohibited
without their owners' permission. No search may be made except in cases specified by the
Law. «

o Basic Law of Governance 1992 No. M 402%: “The privacy of telegraphic and postal
communications, and telephone and other means of communication, shall be inviolate. There
shall be no confiscation, delay, surveillance or eavesdropping, except in cases determined by

the Law.”

Review

According to the Basic Law, it is the responsibility of the state to safeguard the rights of
individuals in a manner that is consistent with the precepts of Sharia law**’. The principle that
individuals have a fundamental right to their own privacy is acknowledged as an integral part
of Sharia law and is protected as such*®, The protection of an individual's right to private and
confidentiality in their communications is given significant weight in Article 18 of the
Constitution. According to Article 37*% of the Basic Law, the house is considered to be a

sacred space, and it is against the law to enter it without the permission of the owner or to

1932 |hid.
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1934 Basic Law Of Governance Royal Decree No. A/90 March 2, 1992
1935 1hid. Article 37.

1936 |hid. Article 40.

1937 1hid. Article 8.
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search it unless such conduct is specifically authorised by other laws%4. This article highlights
the sanctity of the home by stating that it may not be searched unless authorised to do so by
pertinent statutes. The sanctity of the home is emphasised throughout the article. In addition,
everyone should be made aware that Article 3714 of the Basic Law acknowledges the
significance of the protection of confidential correspondence in the current age of advanced
digital technology. This is something that should be brought to the attention of everyone. It is
made abundantly obvious throughout the body of text that the various modes of communication
that are currently available, including but not limited to telegraphy, the postal service, and the
telephone, amongst others, are in need of protection®**. Unless explicitly permitted to do so by
the applicable legal regulations, items cannot be confiscated, postponed, inspected, or
eavesdropped upon®®*. It is against the law to disclose any information or content of a message
that has been intercepted while it was in the process of being communicated, as this would be
a violation of Article 40** of the Basic Law. This is because doing so would constitute a
violation of the provisions that are enumerated in the Act, which would be a violation of the
law#, Nevertheless, the legislation does not provide equal protection to all private data'®*.
The lack of specificity in the wording poses a challenge in comprehending the lawmaker's
objectives, which presents a concern as judicial rulings are infrequently disseminated and do

not carry authoritative weight over other courts®.

Telecom Act 2001

The safeguarding of the privacy and confidentiality rights of both the sender and recipient of
all messages and information transmitted or received via open telecommunications networks
is mandated by Article 9% of the Telecommunications Act of 2001%%. This clause is

applicable to all data that is transmitted or received®. In the absence of explicit legal
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provisions, the unauthorised transmission, receipt, or acquisition of identical information is
deemed to be a criminal offence. As per the stipulations of Article 37%%52, any conduct by an
individual that entails the interception of telephone conversations or data transmitted via public
telecommunications networks is deemed to be a contravention of the 2001 legislation®. The
deliberate revelation of intercepted information or message content during transmission is
deemed to contravene the regulations outlined in this legislation unless such disclosure is

performed within the scope of official duties!®>.

o Telecom Act 2001 No. 95 “The privacy and confidentiality of telephone calls and
information transmitted or received through public telecommunications networks shall be
maintained. Disclosing, listening, or recording the same is not permitted, except for the cases
stipulated by the relevant Acts.”

> Telecom Act 2001 No. 7 / 3718; “Interception of any telephone call or data carried on the
public telecommunications networks is in violation of the provisions of this Act.”

> Telecom Act 2001 No.13/ 3717 “Qther than in the course of duty, intentional disclosure of
any information or contents of any message, which has been intercepted in the course of its

transmission, is in violation of the provisions of this Act.”

Review

Despite the establishment of a defined legal framework governing telecommunications, there
remains scope for enhancement. For the collection, disclosure, or use of an individual's
identifiable information to be considered lawful, it is necessary to obtain the individual's prior
consent or ensure that the individual has complied with relevant legal requirements®s,
Furthermore, the 2001 Telecom legislation empowers the Communications and Information
Technology Commission to conduct enquiries into grievances lodged by users against service

providers suspected of infringing upon their privacy rights. Users have the ability to file
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complaints against service providers whom they suspect have violated their privacy rights.
Conversely, the Act's language is notably broad, posing potential difficulties in resolving any
legal complications that may emerge due to its generality. An example of this can be observed
in the approach adopted by a telecommunications service provider towards safeguarding
sensitive data, along with the situations that warrant its disclosure and the prerequisites for such

disclosureteeo,

Anti-Cybercrime Law 20072

The Anti-Cybercrime Law was enacted with the purpose of combating cybercrimes, and it does
so by outlining the offences that can be committed online as well as the punishments that can
be imposed for them. The law attempts to protect public interests, moral principles, shared
values, and the national economy in addition to safeguarding information security and

upholding rights associated with lawful computer and information network usage*°,

As per the provisions of Article 3 of the Anti-Cybercrime Law of 2007, the misuse of mobile
cameras constitutes a violation of privacy. The issues of digital defamation and emotional harm
are of concern. As per the provisions of Article 4, individuals who engage in any of the
cybercrimes mentioned therein shall be subject to a penalty of imprisonment®, Further misuse
includes engaging in the purchase or promotion of transferrable assets or stocks utilising an
alias or fictitious identity**®*. The act of gaining unauthorised access to banking, credit, or
securities ownership data with the intention of acquiring data, information, monetary funds, or
services is considered unlawful**®. As per the provisions of Article 6, instances of ethical
violations in information networks or computer systems encompass the creation, transmission,
storage, or preparation of content that contravenes public order, religious tenets, societal mores,

and personal privacy'ee,
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o Anti-Cybercrime Law 2007 M3 “Any person who commits one of the following
cybercrimes shall be subject to imprisonment for a period not exceeding one year and a fine
not exceeding five hundred thousand riyals, or to either punishment: 4. Invasion of privacy
through the misuse of camera-equipped mobile phones and the like. 5. Defamation and
infliction of damage upon others through the use of various information technology
devices?ees,”

o Anti-Cybercrime Law 2007 M42: “Any person who commits one of the following
cybercrimes shall be subject to imprisonment for a period not exceeding three years and a fine
not exceeding two million riyals, or to either punishment: 1. Acquisition of movable property
or bonds for oneself or others or signing such bonds through fraud or use of a false name or
identity. 2. lllegally accessing bank or credit data, or data pertaining to ownership of securities
with the intention of obtaining data, information, funds or services offered®*7,”

o Anti-Cybercrime Law 2007 M6/1¥%: “Any person who commits one of the following
cybercrimes shall be subject to imprisonment for a period not exceeding five years and a fine
not exceeding three million riyals or to either punishment: 1. Production, preparation,
transmission, or storage of material impinging on public order, religious values, public morals,
and privacy, through the information network or computers®72,”

> Anti-Cybercrime Law M72% : “Any person who commits one of the following cybercrimes
shall be subject to imprisonment for a period not exceeding ten years, and a fine not exceeding
five million riyals or to either punishment: 1. The construction or publicizing of a website on
the information network or on a computer for terrorist organizations to facilitate
communication with leaders or members of such organizations, finance them, promote their
ideologies, publicize methods of making incendiary devices or explosives, or any other means
used in terrorist activities. 2. Unlawful access to a web site or an information system directly,
or through the information network or any computer, with the intention of obtaining data

jeopardizing the internal or external security of the State or its national economy?°74.”
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Review

Although safeguarding individuals' privacy holds great importance, the primary objective of
the law, as delineated in the second article of the statute, does not explicitly prioritise this aim.
The objective of this legislation is to tackle cybercrimes by delineating the diverse forms of
offences that come under this classification and by instituting sanctions that align with each of
these offenses, with the aims of ensuring the following: The objectives of information security
encompass a range of aims, including but not limited to augmenting the safeguarding of data,
preserving the rights of computer and information network users, and maintaining the integrity
of public interest, ethical principles, and shared values, ensuring the maintenance of the overall
well-being of the domestic economy. Furthermore, the Act delineates the safeguarding of
personal protection, albeit employing vague language that may potentially lead to
misinterpretation among lawmakers*’s. Furthermore, the Anti-Cybercrimes Law exhibits a
responsive nature as it solely safeguards the privacy of individuals in the aftermath of a criminal

act that has resulted in its infringement**.

Electronic Transaction Law

The principal objective of the E-transaction legislation'®” is to establish a legal framework that
oversees and governs electronic transactions and signatures, with the aim of facilitating their
effective management and regulation. In order to achieve this objective, a legal framework will
be established to govern and regulate electronic transactions and signatures. The laws
governing electronic transactions do not explicitly aim to safeguard the privacy rights of
individuals®®.  The legal framework governing electronic transactions lacks a precise
delineation of the term "personal information™ and specific directives for public or private

entities that handle confidential data*”®. Several regulations have been enacted by the
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legislative body to oversee the management of electronic data, with the aim of ensuring the
legitimacy and safety of digital transactions*®, These regulations pertain to the management
of both the retention and retrieval of electronic data and personally identifiable data.

The regulation of electronic transactions serves as a fundamental measure to ensure the

protection of confidential data privacy.

o Electronic Transaction Law 2007 M23 / 3 1%8; “It is considered a violation of the provisions
of this law, to disclose a certificate holder's information accessed by virtue of his work
without the certificate holder's consent in written or electronic form, or as provided for by

law.”

Review

The legislative framework of the Electronic Transaction Act offers legal safeguarding for
electronic data and records. The establishment of a legal framework goal is achieved by
imposing specific obligations on the entities responsible for maintaining the aforementioned
information?*é2, The measures outlined in this context pertain to limiting access to the smallest
possible number of individuals, keeping a detailed record of every instance of access, obtaining
explicit consent before storing data, and prohibiting third-party access without the consent of
the parties involved or legal authorisation®®. The measures stated above were implemented
with the aim of restricting unauthorised access to data by third parties, except in cases where
explicit consent has been obtained from the concerned parties or legal authorisation has been

granted?*®,

Nonetheless, it is evident that the primary objective of the legislation is not to safeguard the
private data of persons. There is a widespread consensus that the extant legal frameworks

designed to protect the confidentiality of individuals' personally identifiable information are
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insufficient and lack clarity*#. The absence of discrimination among diverse forms of data
implies that each datum is accorded equal significance under legal purview'#, The task of
safeguarding individuals' confidential information becomes notably challenging in the absence
of comprehensive justifications'*®’. There is a possibility that a reassessment of the existing
data protection measures may be necessary, as a significant number of organisations may
determine that it is not feasible to sustain the current level of protection*®. Within the
framework of the legal regulations pertaining to electronic transactions, it may be necessary to
consider the potential need to decrease the degree of safeguarding afforded to various forms of

information, such as personally identifiable data'e®.

Credit Information Law

Companies are obligated to gather, provide, exchange, and protect credit information in
accordance with the provisions of Article 2:*° and Article 4!, The goal of the Credit
Information Law'*%? is to establish the general guidelines and specific rules that are required for
the gathering, exchanging, and protecting of customer credit information. In accordance with
the stipulations delineated in Articles 5% and 6%, it is obligatory for each member to disclose
their credit information to the contracted entity. Furthermore, it is their responsibility to ensure
the accuracy and timeliness of the disseminated data. In accordance with the governing

guidelines, it is admissible for an individual to obtain a consumer credit report from
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corporations, contingent upon the condition that the consumer has furnished written
authorisation for such disclosure®®. The legal mandate necessitates that individuals,
corporations, and their employees maintain the confidentiality of consumer credit
information®*®, The transmission or application of such data is strictly restricted to the
provisions specified in the pertinent legislation and its associated regulations, along with any
other statutes and guidelines that govern the privacy of information within the Kingdom?’. In
accordance with the provisions of Article 12 of the Act, it is not permissible for any credit
information member company or other entity subject to the purview of this legislation, as well
as their employees during their tenure or post-employment, to disclose any confidential
information acquired during the course of their employment, except in instances explicitly

stipulated in this legislation*®,

o Credit Information Law 2008 M 5 / 2.119%°:

“Each member shall exchange the credit information in its possession with the
company it has a contract with and shall be liable for the accuracy and updating of
such information. 2. A member may obtain a copy of the consumer credit record from
companies, subject to the written consent of the consumer20%,”

o Credit Information Law 2008 M6 #°*: “Members, companies and their staff shall
maintain the confidentiality of consumer credit information, and may not publish or
use such information for any purpose other than those provided for in this Law or its
implementing regulations, or in accordance with laws and instructions regulating the
confidentiality of information in the Kingdom?22,”

o Credit Information Law 2008 M72°% : “Credit information may be used as statistical

figures, provided that such information does not reveal the consumer’s identity.”
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o Credit Information Law 2008 M10 / 1 2°%4: “Companies shall maintain credit
information.”

o Credit Information Law 2008 M12 /3 2°: “There may be no disclosure by any credit
information member company or any other entity subject to the provision of this Law,
or any of their employees while in office or afterwards, of information gained in the
course of their work which is deemed confidential under this Law, in cases other than

those specified in this Law?20s.”

Review

The Credit Information Act's legislative framework provides legal safeguards for electronic
data and records. This Act pertains to an extensive array of personally identifiable data,
comprising designations, identification codes, electronic mail addresses, phone numbers,
permit codes, details concerning assets, banking codes, credit card particulars, permanent
codes, confidential images, and various other forms of personally identifiable information.

Furthermore, it categorises credit data as a type of personally identifiable information’.

The legislative framework pertains to data related to an individual's credit history or their
ability to obtain a loan, which is linked to a request for financial aid or the procurement of
funds from a financial institution for personal or familial objectives®®. The achievement of
this objective is facilitated by assigning specific obligations to the entities responsible for the
upkeep of the aforementioned information?®. Furthermore, the 2008 Act mandates that any
individual, credit reporting agency, or other organisation subject to its provisions, as well as
their staff members, irrespective of their current employment status, are proscribed from
divulging privileged data acquired during the duration of their service, save for specific

scenarios that are explicitly delineated in the statute®°, The restriction pertains to individuals
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who are presently or formerly affiliated with said organisations®*t. Conversely, as previously

mentioned, the verbiage utilised in the legal framework is ambiguous®*2,

Law of Criminal Procedure 2013

The Law of Criminal Procedure expounds upon the measures for protecting personal
information as prescribed in the Basic Law of Governance®. In accordance with the
provisions outlined in Article 55 of this Act, it is stipulated that a search may solely be
carried out on the abode of the accused and not on any other individual or residence, unless
there are compelling indications that such an investigative measure would be advantageous?s,
In accordance with Article 562°¢ of the Act, it is strictly forbidden for any individual to engage
in the act of reading or listening in on another individual's correspondence, telegrams, phone
conversations, or any other form of communication without a court order that explicitly
specifies the justification for such surveillance and limits its duration in accordance with the
order®*”, According to the provisions outlined in Article 60,2 it is strictly forbidden for
individuals who have access to confiscated items and documents to utilise or disclose them in
any way, unless required to do so by legal decree. Moreover, the obligation of confidentiality
encompasses not only investigators but also any other individuals who may have authorisation
to access the aforementioned materials?°*®. The person in question will be held responsible for

any unauthorised use or disclosure of the aforementioned information2,
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o Law of Criminal Procedure M56%°%%; “Mail, cables, telephone conversations and other means
of communication shall be inviolable and, as such, shall not be perused or surveilled except
pursuant to an order stating the reasons thereof and for a limited period as herein provided for.”
o Law of Criminal Procedure M60%%:; “The investigator and whoever obtains information about
the articles and documents seized shall keep the same undisclosed and shall not make use
thereof in any way or otherwise disclose the same to a third party, except in circumstances
required by law. If he unlawfully discloses or makes use of the same by whatever means, he
shall be held accountable®.”

o Law of Criminal Procedure M80%24; “Searching dwellings is an investigative act and shall
not be conducted except pursuant to a statement concerning a person residing in the relevant
dwelling, that he either committed a crime or participated therein or there was circumstantial
evidence indicating that he was in possession of items relevant to that crime. The investigator
may search any place and seize any item which is likely to have been used in the commission
of that crime or resulting therefrom and any other item that may be useful in determining the
truth, including any document or weapon. In all cases, the investigator shall prepare a record
of that search, specifying the reasons for it and the results thereof. However, dwellings shall
not be entered or searched except as provided by law and pursuant to a search warrant issued
by the Bureau of Investigation and Prosecution2.”

o Law of Criminal Procedure M81%%: “The investigator may search the accused; he may also
search any other person if it appears on strong grounds that he is concealing certain items that
may be useful in determining the truth. Such search is subject to the provisions of Article 42

herein227”

o Law of Criminal Procedure M113202;
“If it appears, following the interrogation of the accused or in the event of his flight, that there
is sufficient evidence of a major crime against him, or if the interest of the investigation requires

his detention to prevent his fleeing or affecting the proceedings of the investigation, the
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investigator shall issue a warrant for his detention for a period not exceeding five days from

the date of his arrest202.”

Review

The law of criminal procedure is a complex and intricate legal framework that seeks to strike
a balance between safeguarding individual privacy rights and ensuring effective criminal
proceedings. Specifically, this legal framework provides protection for individuals' rights in
relation to various forms of communication?*%, such as postal and telegraph communications,
telephone calls, and other public means of communication. It is important to note that accessing
or tracking such communications is only permissible under certain circumstances, namely with
a reasoned order and for a limited duration. The legislation explicitly mandates that the

prosecutor is responsible for safeguarding the confidentiality of the seized records?®,

The law explicitly acknowledges the unique sanctity of the home and recognises it as a
fundamental aspect of personal privacy®%. Conducting searches is only permissible if
authorised by the Bureau of Investigation and Public Prosecution, as per the law?%, The
proposed system of personal data security appears to draw upon the law of criminal
proceedings as a foundational source. The safeguarding of personal data and privacy
regulations are integral aspects of criminal proceedings, necessitating comprehensive
elucidation. The lack of specificity in the language employed by the legislator renders it
challenging to discern their intended objectives, given that judicial rulings are non-binding on
other judicial entities and are not extensively disseminated®. The language employed exhibits

a lack of precision and specificity?°s,
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Conclusion

The preceding chapter has analysed the legal culture of the Kingdom of Saudi Arabia. This
culture is based on the Sharia Law and Islamic legal principles, in addition to written Law. The
current chapter has examined the notion of privacy within the existing legal framework of the
Kingdom of Saudi Arabia. After conducting an analysis of personal data in the Kingdom of
Saudi Arabia, the author has identified 19 factors that may have an impact on the current
safeguarding of personal data. The author has identified the absence of comprehensive
legislation pertaining to privacy as a potential contributing factor. The current legal regulations
pertaining to the protection of personal data in the Kingdom of Saudi Arabia are insufficient in
terms of their comprehensiveness and specificity, particularly regarding safeguarding the

personal information of individuals in both public and private spheres.

The regulation and compliance of protecting personal information of individuals is subject to
various measures, each of which adheres to specific laws and regulations. The lack of all-
encompassing privacy laws leads to uncertain judicial rulings, as each court may adhere to
unique principles. An illustrative example can be observed in the comparison between the
General Sharia Courts and the Board of Grievances regarding the issue of compensation for
moral damages. This is a significant matter when seeking restitution for violations of
privacy®%®. Furthermore, it is crucial to employ specific overarching principles of Sharia law
to ensure the protection of individuals' privacy over an extended period. It is worth noting that
the aforementioned principles were established prior to the emergence of the technological

revolution, and thus do not encompass issues pertaining to technology.

Although privacy is greatly valued by individuals in Saudi Arabia, their knowledge regarding
the possible violations that may arise is not always extensive. The statement above is especially
applicable to instances of technological violations, as the integration of privacy considerations
into the development and execution of technology has been insufficient. As a result, the legal

actions taken in response to such infringements are frequently insufficient and ineffective.
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The chapter has elucidated the importance of safeguarding the privacy rights of individuals in
Saudi Arabia, which is accentuated by the inadequacy of research that comprehensively
scrutinises all pertinent legislations. The task of compiling all existing legal provisions related
to privacy is currently underway to identify any potential discrepancies that may arise in
connection with the proposed implementation of a distinct privacy law, if any. Hence, it can be
observed that the Saudi lawmakers exhibit a tendency to employ expansive terminology while
endeavouring to govern issues pertaining to information. Moreover, the dissemination of

judicial rulings is sporadic, and their authoritative weight over other courts is limited.
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Chapter Six: The Perspective of Safeguarding Information

Privacy in Saudi Arabia

Introduction

Following the specified method and after identifying the deficiencies in the privacy practices
existing under the Kingdom of Saudi Arabia's legislation in comparison to other legal
frameworks, this chapter aims to propose a draft legislation to rectify the current limitations?%’.
The preceding two chapters of this thesis have explored the legal culture in the Kingdom of
Saudi Arabia and analysed the concept of privacy within the current legal framework. The
findings indicate that the current level of privacy protection for individuals' personal
information is inadequate. The contention put forth by the author posits that the current legal
framework in Saudi Arabia is insufficient in its ability to furnish satisfactory measures that
guarantee the protection of personal data privacy in the age of digital technology. The present
chapter presents a proposed methodology and a set of guidelines aimed at enhancing the

safeguarding of information within the context of Saudi Arabia.

Upon reviewing the preceding chapters of this thesis and analysing the diverse privacy
protection strategies implemented by various nations, it is evident that the European Union and
the United States of America have adopted divergent approaches. The divergence is primarily
driven by the need to safeguard the right to privacy of their respective populations, while
simultaneously eliminating any obstacles that may impede their citizens or enterprises. These
nations endeavour to enhance the standard of living of their populace by enacting legislation

that effectively safeguards them against potential violations of their privacy.

2087 | would to express my gratitude to the staff at the Bureau of Experts within the Council of Ministers and the
national cybersecurity authority for their library and the resources contributed to this chapter.
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In contrast to a unified federal data protection legislation, the United States has a multifaceted
framework of laws and statutes that govern the protection of sensitive information, This
framework operates at both the federal and state levels. This differs from other countries, such
as the European Union, which have established comprehensive data protection regulations at
the domestic level. There are various regulations and principles pertaining to privacy that serve

distinct objectives.

The Fair Credit Reporting Act?* governs the acquisition, application, and dissemination of
sensitive information by credit reporting agencies, whereas the Health Insurance Portability
and Accountability Act?% protects the confidentiality of personal health data. Both of these
legislative measures were enacted during the 1970524 and 1990s%#, and have since persisted
into a period of prosperity, affording ample opportunity for the identification of weaknesses in
the laws and subsequent improvement. On the hand, the European Union has adapted a strong
protection of privacy, the General Data Protection Regulation, which is widely considered to
be the most advanced protection legislation?#, The General Data Protection Regulation
(GDPR) is a comprehensive legal framework that regulates the processing of personal data in
both public and private sectors, encompassing the collection, utilization, and disclosure of such

information244,

The Kingdom of Saudi Arabia faces a decision between two options for safeguarding privacy:
either adopting the privacy protection methodology utilised by the European Union or
implementing the privacy protection approach employed by the United States. Furthermore, it
is plausible for the Kingdom of Saudi Arabia to establish a distinctive privacy framework that

aligns with their domestic goals and promotes the welfare of their populace.

2038 Schwartz, Paul M. "Privacy And Participation: Personal Information And Public Sector Regulation In The
United States.” (1994) lowa L. Rev. 80: 553.

2039 The Fair Credit Reporting Act (FCRA), 15 U.S.C. § 1681 Et Seq.

2040 Health Insurance Portability And Accountability Act Of 1996 (HIPAA Or The Kennedy—Kassebaum Act)
2041 The Fair Credit Reporting Act Originally Published In 1970.

2042 Health Insurance Portability And Accountability Act Originally Published In 1996

2043 Hoofnagle, Chris Jay, Bart VVan Der Sloot, And Frederik Zuiderveen Borgesius. "The European Union General
Data Protection Regulation: What It Is And What It Means." (2019) Information & Communications Technology
Law 28, No. 1: 65-98.

2044 \/oigt, Paul, And Axel Von Dem Bussche. "The Eu General Data Protection Regulation (Gdpr)." (2017) A
Practical Guide, 1st Ed., Cham: Springer International Publishing 10, No. 3152676: 10-5555.
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What are the possible ways for Saudi Arabia to establish a privacy law?

Sharia Law

As the Saudi Arabian Constitution is founded on Sharia Law, there exist several approaches to
the implementation of a privacy law in the Kingdom of Saudi Arabia. The Saudi Arabian
Constitution affirms the principles of Sharia law as the guarantor of human rights?4. The right
to solitude is considered one of the fundamental and inherent human rights2+. The utilisation
of private information pertaining to individuals in settings beyond their homes and social
interactions has become possible due to the progress of advanced technology. Consequently,
certain sets of data may disclose information beyond what could be obtained through an
informal telephonic conversation. Hence, it is imperative to undertake supplementary measures
apart from solely safeguarding individuals' residences and personal correspondences to ensure

the safeguarding of the private entitlements of the populace.

Investments towards enhancing privacy

The justification for allocating resources towards enhancing privacy measures in the Kingdom
of Saudi Arabia may be subject to scrutiny. There are numerous reasons for this, with the
primary one being the pursuit of improved privacy standards via educational initiatives and
increased public awareness®¥. The preservation of privacy is a significant concern for the
Saudi population, although they may possess an incomplete comprehension of the notion of
digital privacy and its delineation®#, Therefore, it is crucial to allocate resources towards
education given that the populace of Saudi Arabia can reap benefits in terms of privacy. Thus,

it is imperative to increase public awareness regarding privacy.

2045 Al-Rodiman, Abdulaziz. "The Application Of Shari’ah And International Human Rights Law In Saudi
Arabia." (2013) Phd Diss.

2048 | pid.,

2047 Regan, Priscilla, And Valerie Steeves. "Education, Privacy And Big Data Algorithms: Taking The Persons
Out Of Personalized Learning." (2019) First Monday.

2048 Binsawad, Muhammad, Ghazanfar Ali Abbasi, And Osama Sohaib. "People’s Expectations And Experiences
Of Big Data Collection In The Saudi Context.” (2022) Peerj Computer Science 8: E926.
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The Saudi Arabian government has formulated an ambitious strategy, known as Saudi Vision
203024, with the aim of diversifying the nation's economy and reducing its reliance on the
petroleum industry. The integration of technology is an essential element of the long-term
objectives outlined in the Saudi Vision*®. The potential benefits of investing in emerging
technology, specifically the development of a digital infrastructure®, e-commerce®%, e-
government?*s® and data privacy, include increased attractiveness of the Saudi economy to
international companies and the protection of their sensitive information. In the planning of
one such city, Neom?* its infrastructure will incorporate distinctive tax regulations and legal
frameworks. The Saudi government's efforts to expand the economic foundation in alignment
with the 2030 Vision have necessitated the attainment of technological objectives outlined in
the Saudi Vision?%, The articulated goals entail the promotion of Smart Cities, enhancement
of telecommunications and information technology, and expansion of digital government
services®*, To achieve these objectives, it is crucial for the Saudi government to provide

incentives for both domestic and foreign private enterprises to invest in the Saudi market.

However, forecasting the implementation of regulations and Sharia doctrines that oversee the
utilisation of private data can be a challenging task. The legal system and legislative framework
of Saudi Arabia play a pivotal role in the nation's endeavours to attract foreign investors.
Foreign technology companies that lack familiarity with or disregard for Sharia principles face

a higher likelihood of unintentionally committing unlawful acts when handling private

2049 Amran, YH Ahssein, YH Mugahed Amran, Rayed Alyousef, And Hisham Alabduljabbar. "Renewable And
Sustainable Energy Production In Saudi Arabia According To Saudi Vision 2030; Current Status And Future
Prospects." (2020) Journal Of Cleaner Production 247: 119602.

2050 A-Shehri, Saleh. "Transforming English Language Education In Saudi Arabia: Why Does Technology
Matter?" (2020) International Journal Of Emerging Technologies In Learning (ljet) 15, No. 6: 108-123.

2051 \Woishi, Wasmi. "The Impact Of Digitization On The Economy Of Ksa In The Context Of Vision
2030." (2019) Int J Eng Appl Sci Technol 4, No. 04: 312-316.

2052 Ejd, Mustafa I. "Determinants Of E-Commerce Customer Satisfaction, Trust, And Loyalty In Saudi
Arabia." (2011) Journal Of Electronic Commerce Research 12, No. 1: 78.

2053 Basahel, Abdullah, And Mohammad Yamin. "Measuring Success Of E-Government Of Saudi Arabia." (2017)
International Journal Of Information Technology 9: 287-293.

2054 Alam, Tanweer, Mohammad Ayoub Khan, Natheer K. Gharaibeh, And Malik Khlaif Gharaibeh. "Big Data
For Smart Cities: A Case Study Of NEOM City, Saudi Arabia." (2021) Smart Cities: A Data Analytics
Perspective: 215-230.

2055 Amran, YH Ahssein, YH Mugahed Amran, Rayed Alyousef, And Hisham Alabduljabbar. "Renewable And
Sustainable Energy Production In Saudi Arabia According To Saudi Vision 2030; Current Status And Future
Prospects." (2020) Journal Of Cleaner Production 247: 119602.

2056 Ajna, Yusuf A. "Achieving Smart Sustainable Cities With Geoict Support: The Saudi Evolving Smart
Cities." (2017) Cities 71: 49-58. Also See Al-Sayed, Amna, Faizah Al-Shammari, Areej Alshutayri, Nahla Aljojo,
Eman Aldhahri, And Omar Abouola. "The Smart City-Line In Saudi Arabia: Issue And Challenges.” (2022)
Postmodern Openings 13, No. 1 Supl: 15-37.
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information in Saudi Arabia, owing to the ambiguity of the regulations. This holds especially
true in cases where the pertinent organisation is situated in a foreign nation. It is probable that
certain data will be gathered, retained, and transmitted by enterprises situated in foreign
nations. The expansion of the technology sector in Saudi Arabia is expected to result in the
creation, utilization, and exchange of a greater amount of personal information®%. For this
reason, the implementation of clear-cut regulations is imperative to safeguard the personal data
of both the populace of Saudi Arabia and the rapidly expanding technology industry within the
nation?%s¢, The objective will be achieved through the formulation of novel regulations and
legislation. It is unlikely that Saudi Arabia will be able to resolve its privacy concerns,
specifically those pertaining to technological usage, expeditiously through the implementation
of an ideal information privacy legislation. This holds particularly true with regards to issues
arising from the expansion of technology®%. Diverse nations adopt distinct methods to address
issues related to safeguarding information. Therefore, Saudi Arabia must devise its own tactics

to ensure the protection of personal data and establish a stable market.

Adopting a General Data Protection (GDPR)-style approach

The adoption of a comprehensive model is considered the most efficacious approach to protect
individuals' personal data and augment the appeal of the Saudi market to international
businesses?*®, However, the author argues that the present moment is not conducive for such
an endeavour as it requires enhancements. The thesis proposes the implementation of a privacy
law that is proportional to the current market size and circumstances in Saudi Arabia. This
approach is considered imperative until the necessary educational and other pertinent measures
are completely established to enable the ultimate implementation of a comprehensive approach
similar to GDPR.

2057 Abdullah, Ahmed. "Consumers' Personal Data Protection In Saudi Arabia: A Comparative Analytical Study."
(2020) Phd Diss., University Of Kansas.

2058 |hid.

2059 Hassounah, Marwah, Hafsa Raheel, And Mohammed Alhefzi. "Digital Response During The COVID-19
Pandemic In Saudi Arabia.” (2020) Journal Of Medical Internet Research 22, No. 9: E19338.

2060 |_axmi, Vijay. "The Impact Of EU GDPR On Saudi Arabia’s Economy: A Case Study Of Tourism And
Logistics Sectors." (2019) Phd Diss., Northeastern University.
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The guarantee of the fundamental human right to privacy in Saudi Arabia is founded on the
principles of Sharia and the Saudi constitution®®:, However, the inadequacy of privacy
safeguards in the digital age can be attributed to the absence of clear legislation that prioritises
the protection of individuals' personal data. In addition, the thorough implementation of
regulations pertaining to safeguarding of data requires substantial financial resources for
entities operating in both the public and private sectors. Furthermore, there is a shortage of
specialised information security technicians and privacy professionals in the industry largely

due to a scarcity of specialised technical training opportunities®,

The document below serves as an illustration of a legal strategy for safeguarding data privacy

in Saudi Arabia in the form of a preliminary version.

Privacy Legal Document Example?%:

The following are illustrative regulations that may aid in the formulation of a forthcoming
privacy act within the legal framework of the Kingdom. These regulations, which have
undergone revisions of varying degrees of stringency from diverse jurisdictions, are deemed

applicable to the Kingdom of Saudi Arabia.

Name of the law: Personal Data Protection Law.

Regulations: Executive Regulations of the Law.

2061 Saudi Basic Law Of Governance. Article 26. Also See Elgujja, Abba Amsami. “Adequacy Of The Legal
Safeguards Of The Patients’ Confidentiality Right Under The Saudi Arabian Laws” (2020) University Of Salford
United Kingdom.

2062 Blazi¢, Borka Jerman. "The Cybersecurity Labour Shortage in Europe: Moving to A New Concept for
Education and Training." (2021) Technology in Society 67: 101769. Also See Alsmadi, 1zzat, And Mohammad
Zarour. "Cybersecurity Programs in Saudi Arabia: Issues and Recommendations.” (In 2018 1st International
Conference on Computer Applications & Information Security (ICCAIS), Pp. 1-5. IEEE, 2018.)

2083 | would like to express my gratitude to the Bureau of Experts to the Council of Ministers in the Kingdom of
Saudi Arabia for their valuable contribution, unwavering support, and insightful counsel provided during the
development of this section. Their counsel provided a basic set of requirements, along with the literature review,
for the legislation recommendation. Their counsel, based on their knowledge of Saudi legal culture, was
complementary to the overseas legal knowledge of the thesis researcher.

253



Personal Data: any data which may identify the person, regardless of issuer or form, or which
may explicitly or indirectly make the individual identifiable. This includes name, ID numbers,
e-mails, phone numbers, licence numbers, identification numbers, personal possessions, bank

numbers, credit card details, fixed numbers, private photos and many other personal details.

Data Controller: any person, entity or body that determines the intention and manner in which

personal data of a basic legal or managerial character is handled on the data controller’s behalf.

Data collection: an agency handling personal information obtained under the Law from its

owners, agents, the owner's guardians or third parties.

Data destruction: any act that will erase information and make it difficult or impossible to

search or restore it.

Disclosure: allows anyone, except for those who conduct any data processing, to collect, use,

distribute, and access personal data by any means and for any reason.

Publication: The publication or publishing of any personal data by any readable or audio-visual

means.

Critical Data: any personal data, including a reference to the racial, tribal, religious,
intellectual, or political affiliation of the individual, membership in any society, business, or
domestic organisation, inclusion in the criminal and security database, the names of vital
identifiers, credit, health, and location data, and data confirming that the parents, father or

mother of the person are unknown.

Health Data: personal details, whether physical, mental or health services supplied to the

individual in question, relating to a person’s status.

Health Services: health-related programmes relating to the person’s health, including

protective, therapeutic and rehabilitation services, hypnotism, and the provision of medicine.
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Credit Data: personal data, including data related to a person’s credit history or their ability to
receive a loan, or related to a request for obtaining funds from a financial institution for the

individual or for family purposes.

Data Owner: the person(s), or legal guardian of the person(s), to whom personal information

belongs.

Data Processing Entity: any natural individual, legal person, administration, authority or
agency who, via third parties, processes or receives personal data from the Kingdom, whether

a governmental or non-governmental body, and processes the data directly on its own.

The Supervising Authority: any government or ministry of separate legal identities,

supervisory powers and personal data monitoring.

Children and Minors: A child is a person whose age in the regulations does not exceed a
specified number of years. A child is incompetent in this scheme, like a person of impaired

mental ability, regardless of age.

Applied Law

The Law will be applicable to any collection, through any means, of personal data in the
Kingdom, including data processing in the Kingdom by any other individual outside the
Kingdom, through the use of the internet. This regulation includes the details of a dead person
if these details contribute to the recognition of the deceased. The legislation forbids the
collection of confidential or family records by citizens unless they are released or reported to

a third party.

Provisions and Procedures

Any regulation or international agreement that aims to provide enhanced safeguarding of
personal data, and to which the Kingdom is a signatory, shall not be exempted from the

provisions and procedures outlined in the law.
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Owner Rights

In accordance with the clauses included above, the proprietor of personal data has the following
rights:

1. The right to honestly, integrally and respectfully process their data.

2. The right to know: this involves notifying the system supervisor, who must take into account
the functional basis in the collection of personal data, the reason for which personal data is
collected and the requirement that personal data must not be subsequently processed for a
purpose other than that for which it is collected or for other purposes than those contained in
the data processing body.

3. The right to ascertain that personal data is correct, true, accurate, up to date, and that
regulatory periods, species correction and procedures are established to prevent the effects of
data processing from misrepresenting the data.

4. The right to use the data processing body to control the available data. The data must be
amended, corrected, completed or modified by the claimant. Penalties shall be sought for
worthless data. Verified copies must be collected and the quality of the documents must be
assured and without expense, without regard to the provisions of the Kingdom of Saudi Arabia
Credit Information Law.

5. Other rights as outlined in the regulations.

Processing

Personal data may not be processed, except in the cases set out above, and the object of the
processing thereof may not be changed until the data owner has given their consent. In all cases,

the approval may be revoked at any time. The relevant laws shall be laid down in legislation.

Processing Terms and Conditions

1. The regulations define the terms and conditions of the approval referred to in the preceding
regulations.
2. The collection of personal data is not subject to approval in the following cases:

a. It was considered difficult or impossible to contact the data owner before processing

when data processing is of imminent interest to the data owner.
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b. When processing is in compliance with another law or when a preliminary agreement
is executed to which the data owner is a party.
c. Where the Data Processing Body is a government entity, and such processing is

necessary for the purposes of protection or for compliance with judicial requirements.

Processing Approval

The processing described may not necessitate approval for the provision of a service or
attainment of an interest, unless the processing of personal data is relevant to the service or

gain, irrespective of the consent given.

Periods

Periods can be defined for the exercise of the right to access personal data referred to in
paragraph (4) of the Owner's Rights. Each supervisory authority shall undertake to designate
the required period of time. In the following situations, this right may be restricted:

1. This is intended to protect the owner of the data or third parties, if any.

2. In cases where the Data Processing Body is a governmental organization, limitations on data
processing may be deemed necessary for the purposes of defence, law enforcement, or

compliance with judicial mandates.

Data Processing Body

Personal data may not be obtained by the Data Processing Body, unless directly from the data
owner. In addition, such data cannot be stored, except for the reason for which it was collected.
However, the Data Processing Authority may directly collect or process personal data from
someone other than the data owner for a reason other than that for which it has been obtained,
in the following instances:

1. Where the owner of personal data decides to do so in compliance with the lawfully within a

period prescribed by legislation from the beginning of the collection of data.
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2. Where personal data is available to the public or has been obtained in compliance with the
lawfully from a source open to the public.

3. In cases where the data processing entity is a governmental organisation and such processing
is deemed essential for defence purposes, or for adherence to other legal statutes, or for the
fulfilment of judicial obligations.

4. If such a prohibition is prohibited, it can cause harm to the owner of personal data or affect
their vital interests.

5. In cases where the collection or processing of personal data is necessary for the protection
of health, public safety, the lives of individuals, or their health, it is deemed appropriate.

6. In the absence of registration or retention of personal data in a form, it is possible to identify

and recognise the data owner directly or indirectly.

Collection of the Personal Data

1. The aim of collecting personal data is to be directly connected to the artefacts of the data
processing agency. It shall not interfere with any relevant laws in the Kingdom.

2. The acquisition and gathering techniques employed for personal data must conform to the
legitimate and pertinent laws of the Kingdom. The data handling procedures must meet the
data owner's specifications and adhere to principles of clarity, transparency, safety, and
security. Additionally, they must not employ any deceptive, misleading, or coercive tactics.

3. The content of personal data obtained shall be sufficient and restricted to the minimum
required to achieve the reason for which it is collected, and such use shall avoid including what
could lead to the identification of the owner of the data in a particular way when the data
collection objective has been achieved. The rules required for this are defined by the
regulations.

4. If it is clear that the personal data collected is no longer sufficient for the object of collection
to be accomplished, the Data Processing Body shall cease collecting such data and shall
immediately destroy what was previously collected from.

5. When gathering and using personal data, the data officer must abide by the following
requirements:

Respond to requests made by the owner of the data relating to owner rights under the law within

a prescribed period of time and by reasonable means, as provided for in the Regulations.
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The data officer must take reasonable steps to enforce sufficient technological and regulatory
data security protections in compliance with the rules and determine the procedure required to
do so. Any future contracts made by the data processor should contain this.

The data officer shall cooperate with requests relating to the operation of this scheme with the

supervising authorities and the Privacy Commission Authority.

Privacy Policy

The body processing personal data shall follow a privacy policy and, before collecting data,
shall make that policy available to the data owner for review. This policy requires the
identification of the purpose of data collection, the content of the data to be collected, the
method of collection, the means of storing the data, the processing of the data and the

destruction of the data.

Collection of Personal Data

In the case of the collection of personal data directly from the data owner, the data processing
authority shall use appropriate means of informing the data owner of the following elements
before beginning to collect the data:

1. The appropriate regulatory or functional rationale for the collection of personal data relating
to that information.

2. The object of the collection of data from them and whether the collection of data, in whole
or in part, is compulsory or optional. The data owner should be informed that data will not be
subsequently processed in such a way as to contradict the purpose for which it was collected
or, in any case, for purposes other than those specified in the Data Processing Body.

3. The identity of the person collecting the personal data and the address of the authority for
which they work (if applicable) unless the information is collected for security purposes.

4. The jurisdiction(s) to which the information will be exposed, the competence of that
authority, and whether personal data will be transmitted or processed outside the Kingdom.

5. Potential consequences and risks of not finalising the private data collection process.

6. Owner right to have access to the data and to suggest, where appropriate, that it be corrected.
7. Other elements, defined by the bylaws, according to the nature of the operation carried out
by the body processing personal data. In the case of indirectly gathering private data, the data

processor must inform the data owner within a specified time frame.
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Process or Disclosure in adequate steps

Personal data shall not be processed or released by the data processing body without taking
appropriate measures to verify their accuracy, completeness, novelty, and relevance to the
reason for which the data has been collected in compliance with the provisions of this

Regulation.

When to disclose

Only in the following situations can the body processing the data disclose personal data:

1. If the owner of the personal data agrees to comply with the provisions of the law, provided
that the owner of the personal data provides written consent with regard to criminal and security
data.

2. If the disclosure is made to the data owner.

3. If the personal data is collected from a source available to the public.

4. If the agency requiring disclosure is a public authority requesting it for enforcement of the
law, or protection of public revenue, or for the conduct proceedings before any court, or public
health, to implement some law or to comply with judicial standards in compliance with the
bylaws.

5. If the disclosure is necessary to protect the health or safety of the public or to maintain the
life or health of a certain person (s).

6. If the disclosure is limited to the later processing of such data in a manner which does not
cause the identity of the data owner or any other person to be precisely identified, given that

the supervisory authority agrees.

When Not to Disclose

Personal data shall not be disclosed by the data processing agency in the cases provided for in
paragraphs 1, 3 & 6 under “When to disclose” above when disclosure:

1. Adversely affects the Kingdom's relations with other countries,
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2. Hinders the investigation of a crime, prejudices the right to a fair trial of an accused person,
or affects the fairness of current criminal proceedings,

3. Results in breach of the privacy of another person other than the owner of the data,

4. Harms the needs of a minor or disabled person,

5.Violates ethical obligations set down by statute,

6. Exposes a secret source of information that does not need to be revealed in the public interest.

Correction and Update

Where the personal data has been corrected, completed, or changed, the body processing the
personal data shall make the amendments accessible to any party to which the data has been

transferred.

Destruction

1. Personal data shall be destroyed by the data-processing body immediately upon completion
of the purpose for which it was obtained. After the termination of the referenced task, however,
some information may be retained, so long as anything that may lead to the correct
identification of the data owner is removed following the verification specified in the bylaws.
2. Personal data shall be retained by the data-processing body after the completion of the
function for which it was obtained in the following two cases:

a. If there is a legislative rationale that allows the information to be retained for a defined period
of time. In this case, after the expiry of this period or after the completion of the referenced
function, whichever comes later, the data will be destroyed.

b. Where personal details are closely linked to a case under review by a judicial authority,
provided that it is appropriate to retain the information for this reason. In this case, the data

must be destroyed when the legal proceedings in the case are concluded.

Maintenance

The data-processing body shall take the required regulatory, administrative, and technical

steps and procedures to ensure the preservation of personal data, the protection of data
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security and the provision of a secure means of transport for data, in accordance with the

regulations laid down in the bylaws.

Theft or Damage

The data processing agency shall notify the supervising authority as soon as it becomes aware
of the theft or harm of personal data or the occurrence of unauthorised access to such data,
provided that the period of time between the entity's knowledge of the incident and the
supervising authority's notification does not exceed the period stated in the regulations. The
regulations also prescribe the manner and content of such notification. The supervisory
authority shall then decide whether or not the data-processing authority is required to inform
the owners of personal data in compliance with the regulations laid down in those laws. The

process and content of the data holder’s notice are also stated in the regulations.

Awareness-Raising Materials

The mailing address, electronic address, and contact numbers of the owner of the personal data
shall not be used for the sending of advertisements or awareness-raising materials, apart from
awareness-raising materials sent by governmental authorities, except in compliance with the
following:

1. The targeted recipient shall specifically consent to accept the materials in question.

2. A precise, safe mechanism shall be given by the sender to allow the target recipient to decline

to receive such information.

Sensitive Data

With the exception of confidential data, personal data may be processed or released for
marketing purposes, if such data is obtained directly from the owner of the data, who agrees in
compliance with the requirements of this legislation. The relevant controls required shall be
decided by the bylaws.

Collection of data for scientific purposes, analysis, or statistics
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In the following situations, personal data may be obtained or processed for science, research,
or statistical purposes without obtaining the data owner's consent:

1. If the personal data does not contain anything that accurately indicates the identity of the
owner of the data.

2. If, during the processing of data and prior to its disclosure to a third party, any information
that precisely reveals the identity of the data owner is removed, provided that the information
iS not sensitive.

3. Where, for these purposes, the collection or processing of personal data is mandated by
another law or the implementation of a prior agreement to which the data owner is a party.

The controls required for the purposes set out in this paragraph shall be defined by the bylaws.

Official Documents

Official records establishing the identity of the data owner shall not be photocopied or

replicated unless this is done in compliance with the provisions of a law or following guidance.

Data Owner's Life Outside the Kingdom

Except in cases of severe necessity to save the life of the data owner outside the Kingdom, to
protect the owner vital interests or to avoid, investigate or treat an infection, confidential data
shall not be revealed to any party outside the Kingdom by the data-processing body, unless
such disclosure is made to comply with a duty under an arrangement to which the Kingdom is
a party or to serve the Kingdom. Conditions are as follows:

1. There is no risk to national security.

2. An individual outside the Kingdom must have sufficient protections for the security and
confidentiality of the personal data to be disclosed, provided that the data protection
requirements are not weaker than those set out in these regulations and in the bylaws.

3. Disclosure shall be limited to the bare minimum of personal data when necessary.

4. The approval of the competent department for such disclosure must be obtained by the

supervisory authority.
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Supervisory Bodies and Privacy Commission

Supervisory bodies shall assume the role of supervising and regulating compliance with the
provisions of this law and its bylaws, where the existence of the personal data falls within their
terms of reference provided for in the relevant law. When personal data are processed by bodies
or private entities under the supervision of those supervisory bodies, the latter shall, whenever
appropriate, collaborate with other relevant supervisory authorities to receive guidance, help
and assistance in the implementation of the provisions of these regulations and its bylaws.

2. The mission of the Privacy Commission is to monitor, control and supervise private bodies
that are not under the control of any supervisory authority in the collection of data related to
individuals. in such a situation, the Commission shall comply with the provisions and
procedures followed by the supervisory bodies, in compliance with the provisions laid down

in this Law.

Supervision of Enforcement

Each supervisory authority shall appoint one (or more) of its departments to oversee the
implementation of the provisions of this Law in accordance with the necessary mechanisms
and methods established for that purpose by those departments. To ensure that they comply
with the requirements set out in this Law, the competent department can request the required

documents from the data-processing body.

Punishment

1. Anyone who performs the following actions shall be punished as follows, without regard to
any more stringent penalty prescribed by another laws:

A. Any person who discloses or discloses confidential data in breach of the provisions of this
Law shall be punished by a fine not exceeding ten thousand riyals.

B. Any person who violates the provisions of these official documents shall be punished by a

fine not exceeding ten thousand riyals.
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Violation

1. For issues not addressed by the stated text in the Compliance Supervision:

Anyone who violates any other clause of this Law, and its bylaws shall be punished with a fine
not exceeding the sum of five thousand riyals.

2. The decision to discipline the violator shall be issued by the supervisory body after the
violator has been presented with the infringement and has had the opportunity to respond.

3. The person on whom a fine has been levied may, in compliance with the provisions of the
procedural Regulation before the Board of Grievances, appeal the judgement before the

Administrative Court.

Employees

1. Employees appointed by a decision of the supervisory body shall be responsible for the
identification of actions and violations provided for in the law or by-laws.
2. Before a final decision is made, the supervisory authority can seize the means or instruments

used to commit the action or the infringement.

Confiscation

1. The competent court can decide, without prejudice to the rights of any third party (in good
faith), to confiscate the money gained from committing the actions or violations stipulated
herein. This payment is deposited to the treasury of the Kingdom.

2. The publication in one or more local newspapers, published at the place of residence of the
violator and at the violator’s expense, of the summary of the judgement or decision providing
for the sentence, may be inserted into the language of that judgement or decision, depending
on the type, gravity and implications of the act or violation committed, given that such

publication is made after that judgement or decision has been issued.

Damage
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Without prejudice to the imposition of the penalty laid down herein, a party which has
suffered harm as a result of the actions or violations referred to herein may, in relation to the
extent of the injury, seek compensation for material or moral damage before the competent

court.

Data Confidentiality

Any person engaged in the processing of personal data shall, even after the termination of his

employment or contractual arrangement, ensure the confidentiality of such data.

Complaint

The data owners are able to file a complaint with the governing body. The supervisory authority
is required to inform the plaintiff of the cause of action and the outcome of the complaint,

including the possibility of pursuing a legal remedy.

Review of Critical Decision

The data subject shall have the right to review significant decisions resulting from the
automated processing of personal data pertaining to the subject matter, which shall be manually

reviewed.

Licences

A supervisory authority can grant licences to the international data officer’s local

representative.

Records

If requested, the data officer shall compile reports of the data processing activities and hand

them over to the supervisory authority, provided that the documents contain the following: the
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name and contact details of the data officer, the intent of the data processing, a description of
the categories of data holders, the entities that have been or will be revealed, whether or not

personal data is transferred to the data officer.

Disclose Personal Data to an Entity Outside the Kingdom of Saudi Arabia

Personal data cannot be disclosed to an individual or entity outside the Kingdom of Saudi
Arabia by a data officer or data processing agency unless the external party takes appropriate
precautions to preserve personal data and to retain its confidentiality in such a way that data

privacy requirements are not lower than those laid down in the Act.

End.

The present document outlines the suggested framework and scope for a system aimed at

safeguarding personal data.

The author aims to provide a succinct overview of the proposed framework and the scope of
the personal data protection system. The proposal advocates for the implementation of a system
that is enforceable on a national level throughout the entirety of the Kingdom. The scope of the
privacy laws is limited to the protection of the privacy of personal information. It is suggested
that the proposed regulations for the protection of personal data in Saudi Arabia be grounded
on worldwide standards of data confidentiality and facilitate the transfer of data across borders.
Additionally, the cultural context of Saudi Arabia should be considered. It is advisable to
accord prioritise the proposed privacy system over any prevailing Saudi system relating to data
privacy, in cases where the present systems fall short of ensuring impartial protection of the

privacy rights of the affected parties.

If the proposed system does not provide better protection of privacy rights for the relevant
individuals compared to the current system or specific provisions within it, it should not be
given priority. Ensuring that the regulations concerning privacy do not hinder the authority and
effectiveness of other governmental entities in the Kingdom of Saudi Arabia is of utmost

importance.
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In line with the customary approach adopted in other regions that have enforced data protection
regulations, the privacy rights of relevant individuals under the proposed framework would not
be absolute and would be subject to various exceptions and limitations, including but not
limited to enforcement requirements, public health and safety considerations, and national
security interests. The aim of the personal data protection system is to establish a reasonable
balance between protecting the privacy rights of individuals and reducing the burdens placed
on data processors. It is advisable that the provisions incorporated in the proposed system
conform to the established best practises that have been observed in other national privacy
systems. These provisions are intended to curtail the utilisation of pertinent individuals'
entitlements in order to forestall possible misconduct and unwarranted expenses on data

processors.

The management and implementation of the personal data protection system is the
responsibility of a specialised government agency?%4. The government entity in question has
been assigned a range of responsibilities, which encompass the distribution of guidelines
related to the proposed frameworke, Additionally, the entity is responsible for issuing
directives and operational procedures that aim to facilitate compliance with the system by data
processors. Furthermore, it is essential that knowledge is imported to the relevant parties so
that they understand their rights within the established system?e¢, Furthermore, the government
entity is also responsible for imposing sanctions when deemed appropriate, and issuing
authoritative rulings to resolve disputes that are subject to legal scrutiny. Moreover, the
collaboration with other governmental entities will be carried out when considered essential or
suitable. Apart from conducting routine assessments and investigations, the entity must arrange

comprehensive workshops on subjects related to the execution and effectiveness of the system

2084 For Instance, The Establishment Of A Privacy Commission Office. See Swire, Peter. "Why The Federal
Government Should Have A Privacy Policy Office."(2012) J. On Telecomm. & High Tech. L. 10: 41.

2085 The Responsibilities Of The Privacy Commission Undertaking An Investigation Into Complaints Of Privacy
Violation. The Primary Aim Is To Impart Persons With Comprehensive Understanding Of Privacy Standards And
To Encourage Their Extensive Implementation. The Surveillance And Analysis Of The Influence Of Technology
On The Safeguarding Of Individualised Information. See United States. Privacy Protection Study
Commission. Personal Privacy In An Information Society: The Report Of The Privacy Protection Study
Commission. Vol. 2. The Commission, 1977.

2086 1t js essential to broaden the educational scope to encompass comprehensive instruction on these subjects
before the development of any privacy system. This will enhance individuals' awareness of their rights and
privacy, ultimately improving the overall level of understanding. See Livingstone, Sonia, Mariya Stoilova, And
Rishita Nandagiri. "Data And Privacy Literacy: The Role of the School in Educating Children in A Datafied
Society." (2020) The Handbook of Media Education Research: 413-425.
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and obtain suggestions for incorporating alterations and improvements to the system.
Furthermore, it is imperative that periodic reports of the system are produced concerning the
execution of the system, specifically with regards to any requisite alterations that may emerge
as a result of progressions in the realm of information technology. A further recommendation
is to engage in collaboration, as appropriate, with data protection authorities located in other

countries.

It is crucial to engage in cooperation with the regulatory authority responsible for executing
and monitoring the system, as well as investigating violations pertaining to the application of
the telecommunications and data technology infrastructure within the territorial boundaries of
the Kingdom of Saudi Arabia.

Conclusion

The concept of informational privacy, its definition, rationale, and the need to safeguard it, can
be impacted by religious and societal factors, as well as the reactions of nations, groups, and
persons. The safeguarding and confidentiality of data necessitate technological considerations;
however, human factors also exert an influence on these policies and constantly redefine them.
It is conceivable that the classification of sensitive data within a given locale may not align
with the categorisation of confidential information in regions such as Europe and the United
States.

Before the Kingdom of Saudi Arabia begins the process of implementing the data protection
system, it is imperative to conduct a series of systematic surveys and dialogues at both the

national and regional levels across all industries?’. Gaining comprehension of a society's

2067 The Objective Of Surveys Is To Gather Information Pertaining To Individuals' Needs, Habits, And
Perspectives. Surveys Serve As A Valuable Tool For Obtaining Insights Into Various Aspects Of Human
Behaviour And Preferences. The Inclusion Of Surveys In Your Research Can Provide Added Credibility, Which
Can Prove Beneficial In Various Contexts Such As Surveys, Opinion Polls, Customer Satisfaction Evaluations,
And Studies Examining Attitudes And Responses. See University Of Kansas Conducting A Survey Section. <
www.ctb.ku.edu/en/table-of-contents/assessment/assessing-community-needs-and-resources/conduct-
surveys/main >. Also See Leung, Wai-Ching. "Conducting A Survey." (2001) BMJ 322, No. Suppl S5.
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stance on diversity with respect to privacy, alongside the contextual factors, environments, and
classifications of data in correlation with their level of confidentiality, is deemed an essential
requirement. The conclusion drawn from the surveys and interviews conducted by national-
level scientists is that the data protection system necessitates development to better align with

societal norms and values concerning safeguarding personal information.

The implementation of a framework aimed at safeguarding individuals' personal information
necessitates adherence to specific obligations and standards by both public entities and private
enterprises. Hence, it is crucial to ensure that the approach towards the establishment and
implementation of the personal data protection system aligns with the capabilities of the data

sector and the security protocols enforced within the Saudi Arabian jurisdiction.

Given the circumstances, it is essential to assess the preparedness of the Saudi governmental
entities and corporations in fulfilling their obligations and mandates. The rationale behind this
is that the plan must guarantee the implementation of a system that safeguards the personal
information of individuals. Furthermore, it is imperative for the legislative bodies to possess
the capability to determine priorities and achieve a satisfactory level of security for the personal
data of Saudi Arabia. These bodies would also need to impose a series of responsibilities on

governmental sectors and corporations to safeguard personal data.

This can be achieved by assessing the readiness of these sectors and corporations to address
these obligations and demands effectively. Furthermore, it is imperative that the legislative
bodies possess the capacity to determine priorities and achieve a satisfactory equilibrium
between guaranteeing security of personal data and providing the necessary means to carry it
out. To do this, the legislative bodies must be informed about the readiness of governmental

entities and corporations to manage their respective duties and responsibilities.

The implementation of the personal data protection scheme is expected to yield both

opportunities and challenges at the domestic level?%, The anticipated financial challenges for

2088 The Challenges Associated With The Complaint-Driven System Utilised For Law Enforcement, Insufficient
Budget Allocated For Enforcement Efforts, Inadequate Prioritisation Of Enforcement Activities, Lenient
Sanctions, And A Limited Deterrence Effect Together Add To The Complexities Encountered During
Implementation As Mentioned In Satterlund, Travis D., Juliet P. Lee, Roland S. Moore, And Tamar MJ Antin.
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government sectors and emerging businesses stem from the need to adhere to the technological
and organisational measures required for safeguarding data in accordance with the personal
data protection system implementation. The challenge to be met is the requirement to safeguard
data in compliance with the established Saudi legal system. However, the implementation of a
mechanism for protecting personally identifiable information presents potential prospects for

commercial ventures.

The proposed scenario may potentially give rise to a novel market segment catering to firms
that specialise in safeguarding data integrity and confidentiality, alongside a market for data-
dependent products and services. Therefore, prioritising the establishment of a personal data
protection system over the development and implementation of an economic analysis is of
paramount importance. The safeguarding of personal information holds paramount
significance. The objective of this investigation is to assess the effects of the opportunities and
challenges, to identify the requisite approaches and assets, to foster opportunities and resolve

challenges faced if effective digital privacy law is introduced to the Kingdom of Saudi Arabia.

"Challenges To Implementing And Enforcing California's Smoke-Free Workplace Act In Bars." (2009) Drugs:
Education, Prevention And Policy 16, No. 5: 422-435. Further, The Efficacy Of A Rule May Not Meet
Anticipated Outcomes If It Is Deficient In Terms Of Comprehensiveness, Lacking Mechanisms For Its Execution,
Or If There Is A Lack Of Understanding Regarding Its Requirements. In Addition To Exercising Caution, Use
This Tool Outside Of Its Designated Scope May Lead To Unfavourable Consequences. See Philippart, Pascal.
"The Law: A System Made Up Of  Opportunities For  The Entrepreneur.”
(2017) Projectics/Proyéctica/Projectique 3: 37-49.
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Thesis Conclusion

The subject of enquiry for the thesis concerns the regulation of privacy in relation to cellular
network data, with a comparative analysis intended to ascertain suggestions for the Kingdom
of Saudi Arabia. The primary research enquiry centres on the potential insights that the
Kingdom of Saudi Arabia can glean from the experiences of other nations in enacting privacy
regulations pertaining to cellular network data. The swift progression of technology has
resulted in the emergence of privacy regulations across diverse legal jurisdictions. This
phenomenon can be attributed to the enhanced capacity of public and private institutions to
gather and analyse extensive amounts of data, coupled with the financial incentives of
multinational technology corporations to amass significant quantities of personal data.
Therefore, it is essential to investigate the prospective insights that the Kingdom of Saudi
Arabia can acquire from other countries’ encounters in implementing privacy policies for

mobile network data. The aforementioned constituted the primary enquiry of the dissertation.

The thesis has elucidated the Privacy Conceptualisation, which has been a topic of extensive
academic discussion. The legitimacy of the conventional concept of privacy, which concerns
the right to seclusion, has been a subject of scholarly discourse. The notion of the "right to
privacy" is of paramount importance in safeguarding personal autonomy and individual
freedom®%, Legal scholars, including Professor Nicole Moreham, are spearheading the
advancement of a universally relevant notion of privacy by utilising privacy laws and
international treaties from diverse regions®™. The notion of the entitlement to privacy
encompasses every facet of an individual's existence and any data that a person would
reasonably anticipate having authority over in relation to disclosure and distribution within a

societal framework if they opt to do s0?™. In a social setting, an individual is likely to expect

2089 Bhasker, Mrs Sarbha, And Mithilesh Kumar Singh. "Right To Privacy Is An Intrinsic Part Of Right To Life
And Personal Liberty." Of Legal Studies: 84.

2070 Moreham, Nicole A. "The Right To Respect For Private Life In The European Convention On Human Rights:
A Re-Examination." (2008).

2071 Moreham, Nicole A. "Privacy In Public Places." (2006) The Cambridge Law Journal 65, No. 3: 606-635.
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to exercise agency in deciding whether to reveal particular personal information to others7.
This illustrates the notion that protecting privacy involves preventing unauthorised access by
external entities. The term "control” in academic discourse refers to the capacity to offer
positive or negative feedback®7. However, similar to any other alternative, the utilisation of
this authority does not always guarantee the achievement of one's intended result®™. The
assertion establishes a correlation with the perspective of Professor Nicole Moreham, who
argues that the most fitting characterisation of privacy is the state of being "desiredly"
inaccessible or the lack of "unwanted access"#7. The notion of privacy pertains to an
individual's capacity to govern the extent to which they are perceived, heard, contacted, or
recognized, exclusively at their own volition and solely to the extent that they authorise such

admittance20.

The second chapter of the thesis discussed the information infrastructure and its implications
for privacy. The development of technology innovation products, including smartphones,
robots, and computers, software operating systems, brain-computer interface, swallowable
medical devices, generative adversarial networks, algorithms, artificial intelligence,
blockchains, audio-visual tapes, coaxial cable, satellites, balloon satellites, optical
communication lines, microwave networks, receivers, scanners, copiers, and printers, plays a
crucial role in the maintenance and improvement of information infrastructure®’”. Additionally,
advancements in computing and information operations and network technologies are also
essential components of this infrastructure®. The complexities surrounding data protection
challenges that arise from IT infrastructure are significant. However, through adherence to

compliance guidelines and instructions, efforts are made to minimise the probability of

2072 Moreham, Nicole A. "A Conceptual Framework For The New Zealand Tort Of Intrusion.” (2016) Victoria U.
Wellington L. Rev. 47: 283.

2073 Moreham, Nicole A. "Privacy In Public Places." (2006) The Cambridge Law Journal 65, No. 3: 606-635.
2074 1hid.

2075 Moreham, Nicole A. "The right to respect for private life in the European convention on human rights: a re-
examination." (2008).

2076 Moreham, Nicole A. "Privacy In Public Places." (2006) The Cambridge Law Journal 65, No. 3: 606-635. Also
See Moreham, Nicole A. "A Conceptual Framework For The New Zealand Tort Of Intrusion." (2016) Victoria U.
Wellington L. Rev. 47: 283.

2077 Maple, Carsten. "Security And Privacy In The Internet Of Things." (2017) Journal Of Cyber Policy 2, No. 2
(2017): 155-184. Also See Leenes, Ronald, Rosamunde Van Brakel, Serge Gutwirth, And Paul De Hert,
Eds. “Data Protection And Privacy:(In) Visibilities And Infrastructures” (2017) Springer International Publishing.
2078 Miyaji, Atsuko, And Tomoaki Mimoto. “Security Infrastructure Technology For Integrated Utilization Of Big
Data: Applied To The Living Safety And Medical Fields” (2020) Springer Nature.
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infringing upon individuals' privacy. The utilisation of conventional data centres and servers
or cloud computing raises enquiries concerning confidentiality and data dissemination,
These concerns extend beyond the geographical placement of cloud services, necessitating the
user's awareness of the jurisdiction/s governing the cloud services, whether domestic or
foreign®®, Certain nations possess distinct privacy regulations that may bear resemblance to
or diverge from the data protection laws of the user's country of provenance. Several nations
lack any privacy laws?¢., The breadth of technology is extensive as it impacts all facets of
individuals' daily activities, irrespective of their individual inclinations. The term “technology"
can be characterised as a field of knowledge that draws upon innovative techniques and tools,

and their interconnection with everyday life, societal dynamics, and the natural world2°e2,

Chapter three of the thesis presents an exposition of the regulations at the national level as
stipulated by different treaties and jurisdictions. The proliferation of social networks has led to
individuals emerging as a noteworthy contributor to both domestic and global intelligence,
given the substantial volume of personal data transmitted through these platforms?e¢, The
growing probability of personal and international data being utilised outside of established
frameworks is a developing reality?°¢*. The safeguarding of individual privileges and liberties
from potential threats that may undermine their safety and dignity requires the establishment

of regulatory and procedural measures. Saudi Arabia can gain valuable insights from the

2079 pearson, Siani. “Privacy, Security And Trust In Cloud Computing” (2013) Springer London.

2080 |hid. Also See Coss, David Lewis, And Gurpreet Dhillon. "Cloud Privacy Objectives A Value Based
Approach.” (2019) Information & Computer Security 27, No. 2: 189-220.

2081 Fahey, Robert A., And Airo Hino. "COVID-19, Digital Privacy, And The Social Limits On Data-Focused
Public Health Responses.” (2020) International Journal Of Information Management 55: 102181. Also See Rizi,
Mohammad Hosein Panahi, And Seyed Amin Hosseini Seno. "A Systematic Review Of Technologies And
Solutions To Improve Security And Privacy Protection Of Citizens In The Smart City." (2022) Internet Of
Things 20: 100584,

2082 Choi, Sue Young, Heeseok Lee, And Youngjin Yoo. "The Impact Of Information Technology And
Transactive Memory Systems On Knowledge Sharing, Application, And Team Performance: A Field
Study." (2010) MIS Quarterly: 855-870.

2083 Omand, David, Jamie Bartlett, And Carl Miller. "Introducing Social Media Intelligence (SOCMINT)." (2012)
Intelligence And National Security 27, No. 6: 801-823. Also See Dwivedi, Yogesh K., Elvira Ismagilova, D.
Laurie Hughes, Jamie Carlson, Raffaele Filieri, Jenna Jacobson, Varsha Jain Et Al. "Setting The Future Of Digital
And Social Media Marketing Research: Perspectives And Research Propositions." (2021) International Journal
Of Information Management 59: 102168.

2084 Rubinstein, Ira. "Big Data: The End Of Privacy Or A New Beginning?." (2012) International Data Privacy
Law (2013 Forthcoming), NYU School Of Law, Public Law Research Paper 12-56.
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privacy-related experiences of various nations?¢. Through this approach, the government can
establish legal structures aimed at protecting its citizens from potential risks. It is anticipated
that the adoption of data protection protocols in Saudi Arabia will yield innovative and clear
advantages, adequately resolving the most pressing regulatory issues across diverse legal
spheres. To safeguard the privacy infrastructure of the nation, it is imperative to refrain from

undertaking actions that are disproportionate.

The fourth topic addressed in the thesis pertains to the legal culture observed in the Kingdom
of Saudi Arabia. The legal framework in the Kingdom of Saudi Arabia is based on a fusion of
Sharia Law and Islamic jurisprudence, alongside codified Law?¢, The legal framework in
Saudi Arabia is predominantly rooted on Sharia law, which emphasises the preservation of
individual privacy®®’. The violation of this entitlement is expressly prohibited, unless under
particular and extraordinary conditions. This enquiry pertains to the adequacy and efficacy of
the extant privacy safeguards provided by Sharia law, Islamic legal tenets, and regulations in
the Kingdom of Saudi Arabia. It is crucial to ascertain the necessary steps for strengthening
the framework of information privacy in the event of insufficiency. This is particularly relevant
within the domain of digital technology. The objective of this chapter is to furnish a thorough
overview of Sharia law and to demonstrate its stance on issues related to personal privacy
through the use of illustrative examples. This chapter aims to conduct a thorough examination
of the legal culture and historical context surrounding the creation of the Statute of Governance
of the Kingdom of Saudi Arabia. The goal is to achieve a understanding comprehension of the

topic.

Chapter five provides an analysis of privacy laws within the current legal framework of the
Kingdom of Saudi Arabia. Saudi Arabia currently lacks a comprehensive law pertaining to data
protection within its jurisdiction. Numerous legal provisions pertaining to the confidentiality

and security of individuals' personal information are dispersed across multiple legislative

2085 Syantesson, Dan. "Enforcing Privacy Across Different Jurisdictions." (2016) Enforcing Privacy: Regulatory,
Legal And Technological Approaches: 195-222. Also See Rustad, Michael L., And Thomas H. Koenig. "Towards
A Global Data Privacy Standard.” (2019) Fla. L. Rev. 71: 365.

2086 Alanzi, Awad Ali. "Exploring The Legal System In Saudi Arabia." (2020) International Journal Of
Innovation 11.

2087 Ibid

275



instruments. The majority of these regulations do not prioritise the safeguarding of information
privacy. The regulations commonly employ expansive terminology in their efforts to govern
issues pertaining to the confidentiality of information. This chapter explores the inadequacy of
the current level of privacy protection provided to individuals in relation to their personal data.
The argument posits that the current legislation in Saudi Arabia is insufficient in its ability to
offer satisfactory measures to guarantee the protection of personal data privacy in the
contemporary digital age. The present chapter presents an examination of individual data in the
framework of the Kingdom of Saudi Arabia. The objective of this chapter is to illustrate the
legal regulations within the current legal system of the Kingdom of Saudi Arabia that may
potentially conflict with the upcoming initiative aimed at protecting privacy and promoting

freedom of information.

Chapter six of the thesis discusses the perspective of safeguarding information privacy in Saudi
Arabia. The Kingdom of Saudi Arabia is presented with a choice between two options for
protecting privacy: either adopting the privacy protection methodology employed by the
European Union or implementing the privacy protection approach utilised by the United States.
Moreover, it is feasible for the Kingdom of Saudi Arabia to create a unique privacy framework
that is consistent with their national objectives and advances the well-being of their citizens.
The Constitution of Saudi Arabia upholds the tenets of Sharia law as the safeguard of human
rights. The entitlement to seclusion is widely regarded as a fundamental and innate entitlement
of the human species. As previously discussed in the preceding chapters of this thesis, the Saudi
Arabian Constitution contains detailed provisions concerning the protection of privacy in
residential spaces and personal communication®®, The advancement of technology has
enabled the utilisation of personal information of individuals in contexts beyond their domestic
and social interactions®®, As a result, specific data sets have the potential to reveal information

that surpasses what could be gleaned from a casual phone discussion®*. Therefore, it is crucial

2088 See Telecom Act 2001 Article 9. Basic Law Of Governance 1992 Avrticle 16, 40.

2089 Hasal, Martin, Jana Nowakova, Khalifa Ahmed Saghair, Hussam Abdulla, Vaclav Snasel, And Lidia Ogiela.
"Chatbots: Security, Privacy, Data Protection, And Social Aspects.” (2021) Concurrency And Computation:
Practice And Experience 33, No. 19: E6426.

20% Pprice, W. Nicholson, And 1. Glenn Cohen. "Privacy In The Age Of Medical Big Data." (2019) Nature
Medicine 25, No. 1: 37-43. Also See Wang, Yuntao, Zhou Su, Ning Zhang, Rui Xing, Dongxiao Liu, Tom H.
Luan, And Xuemin Shen. "A Survey On Metaverse: Fundamentals, Security, And Privacy." (2022) IEEE
Communications Surveys & Tutorials.
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to implement additional measures beyond the protection of individuals' homes and personal

communications in order to ensure the protection of the private rights of the population.

The proposed thesis suggests the adoption of a privacy legislation that is commensurate with
the prevailing market conditions and size in Saudi Arabia. The approach mentioned above is
deemed crucial until all requisite educational and other relevant measures are fully instituted

to facilitate the eventual execution of a comprehensive approach akin to GDPR.

The insufficiency of protecting privacy in the era of digital technology is attributed to the
absence of a dedicated legal structure designed to safeguard the personal information of
individuals. Furthermore, the comprehensive enforcement of regulations concerning the
protection of data necessitates significant financial investments for organisations functioning
in both public and private domains. In addition, the industry is experiencing a scarcity of
professionals who possess specialised skills in information security and privacy. This situation
often arises due to a dearth of technical education options in the region. In order to comply
with the General Data Protection Regulation (GDPR) and ensure adequate protection, it is
imperative for a country to provide data subjects with substantial avenues to pursue remedies

in the event of privacy breaches®*:,

The thesis proposed a privacy draft law commensurate with the current market size and
conditions in Saudi Arabia, intending to rectify the absence of explicit legislation prioritising
the safeguarding of individuals' personal data. The proposed framework adheres to global data
confidentiality standards and aims to enable cross-border data transfer. The proposed privacy
system should take precedence over existing Saudi data privacy systems, as the latter may fail
to provide unbiased protection of privacy rights. The proposed framework will not be absolute
and will be subject to various exceptions and limitations, including enforcement requirements,
public health and safety considerations, and national security interests. The objective is to

achieve a judicious equilibrium between safeguarding privacy rights and alleviating the

2091 After the initial submission of this thesis, a recent data privacy act was implemented in Saudi Arabia.
Nevertheless, ongoing scholarly discussions persist over the probable need for adjustments and improvements.
Hence, it is widely held that this thesis would make a significant scholarly addition to the ongoing discussions
and changes in this field.
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burdens imposed on data processors. The provisions included in the proposed system must
align with recognised best practices from other national privacy frameworks to avert
misconduct and unnecessary costs for data processors. The oversight and execution of the
personal data protection system fall under the jurisdiction of a designated governmental
agency. This entity is tasked with disseminating guidelines pertaining to the proposed
framework, issuing directives and operational procedures, imparting knowledge to pertinent
parties, enforcing sanctions when warranted, and rendering authoritative decisions to
adjudicate disputes. It is advisable to collaborate with other governmental entities by
performing regular assessments and investigations, organising extensive workshops, and
generating periodic reports on the system's implementation. In summary, the proposed privacy
law in Saudi Arabia is essential for rectifying the absence of explicit legislation and the

deficiency of specialised information security technicians and privacy experts.
Still, the thesis will be submitted to the pertinent Privacy legislative committee in the Kingdom

of Saudi Arabia, accompanied by the proposed draft law, and the thesis will be published to
assist future researchers and students with additional publications on the subject.
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