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Abstract

The rise of the Internet of Things (IoT) has enabled seamless data capturing, processing, and
analysis from the physical world and remote control of interconnected devices. However, due to
complex development processes, its potential remains largely untapped by non-expert users. This
thesis investigates technical, conceptual, and practical barriers that limit non-expert end-user
developers from creating bespoke IoT projects.

Based on the premise that simplifying IoT development and providing targeted support can
democratise access, this research explores strategies to help end users create and manage IoT
projects integrated into their daily lives. To address this, the thesis explores four research areas:
the barriers end-user developers encounter when creating custom IoT solutions, the effectiveness
of ideation tools in supporting their development process, the challenges involved in assembling
and programming IoT systems, and the strategies that enhance effective troubleshooting.

A review of the literature reveals that, while substantial research has focused on the technical
dimensions of 10T, relatively little attention has been given to making these technologies accessi-
ble to non-experts. To bridge this gap, the thesis employs a mixed-methods approach, including
surveys, a longitudinal case study, and three user studies to explore the experiences of non-expert
users with IoT technologies. The findings highlight that the lack of intuitive tools and resources
is a significant barrier to user engagement and project completion.

The results underscore the importance of user-centred design in developing IoT support tools and
demonstrate that non-experts can effectively create and manage IoT projects with appropriate
guidance and resources. However, challenges remain, such as enhancing troubleshooting support
and developing intuitive interfaces.

This thesisargues that the future of IoT lies in designing accessible tools and systems for a broader
audience, with significant implications for inclusivity and ease of use. Future research should
focus onrefining these tools, understanding the cognitive processes of end-user development, and
exploring new methods for integrating IoT into everyday life. This work contributes to developing
amore inclusive IoT ecosystem accessible to all users, regardless of their technical expertise.
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Once upon a time, non-experts were eager to remotely sense
and manipulate the physical world according to their needs
and desires. They recognised multiple operating scenarios,
considering individual needs, small groups and even signifi-
cant and collective social needs. Before moving forward, they
scrutinised ancient texts and scriptures, seeking knowledge
before it got lost. Then, they embarked on an initiatory mis-
sion, not knowing the hindrances they may encounter. All
acknowledged their limitations. People could get better sup-
port. Envisioning ideas was not enough. They needed bridges
to close the chasm between their talents and the real world.
Multiple enterprises offered to help them, the sweet voices of
sirens on the shore. Although tempting, they recognised the
limitations of those gifts. Was it all in vain? Probably not.
There was hope, and they wondered if they could only find it!
Creators have not been paying much attention to those play-
ing snakes and ladders. Maybe this is a call to them. Perhaps
this is a desperate call to them. In the end, we all need each
other. We all need each other.

— Tales of Times Forgotten
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Chapter1

Introduction

Computers began as cumbersome machines
served by a technical elite and evolved into
desktop tools that obeyed the individual.
The next generation will collaborate actively
with the user.

— Lawrence G. Tesler
“Networked Computing in the 1990s” [167]

THE WIDESPREAD ADOPTION OF COMPUTERS in the 1970s and 1980s initiated a digital revolution,
consolidated by the unprecedented expansion of global computer networks in the 1990s, triggered
by the mass utilisation of the World Wide Web. In 1999, Kevin Ashton coined the term Internet
of Things (IoT) to describe a world where computers gather data without human intervention [8].
Twenty-five years later, the IoT encompasses an increasing number of connected devices, many of
which are not even recognizable as traditional computers. However, despite these advancements,
developing IoT systems remains inaccessible for many end-user developers. Non-experts face
significant barriers, such as the complexity of integrating hardware and software, which limits
their ability to harness the potential of IoT technology fully. This thesis investigates what it
entails for end-user developers—individuals who create or modify hardware and software for
their use without formal training in programming, software engineering, or electronics—to build
their own IoT projects. The study focuses on the challenges and opportunities presented by
current technology and available support.

From a particular perspective, the IoT could have similarities with previous rapid developments,
such as the personal computer revolution or Web 2.0 [141], where specific interventions unfolded
the technology for end users. Given such a comparison, we need to know if the various components
of IoT technologies are available for end users to create their own IoT systems for collecting,
analysing and visualising data reasonably, allowing for the technology’s widespread adoption.
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This research aims to examine whether IoT technologies are usable by non-experts and identify
any obstacles they may face in creating systems for data collection, sharing, mining, visualising,
and understanding, as well as potential solutions to support their engagement. This process of
empowering users could lead to what we refer to as IoT 2.0—a shift similar to what happened with
Web 2.0. 10T 2.0 could involve more intuitive development platforms, better integration between
hardware and software, and simplified interfaces that allow non-experts to create sophisticated
systems without deep technical knowledge. Just as Web 2.0 enabled non-experts to actively con-
tribute to and publish content on the web, IoT 2.0 would mark a transition where non-experts could
harness IoT technologies to create solutions that serve their own needs and purposes with less
reliance on specialised technical skills. The central question driving this research is why—when
the technology is available, the cost affordable, and the systems accessible—developing simple
ways of gathering, organising, and visualising data remains elusive for end users.

Despite the potential of IoT 2.0 to empower non-experts, with what is available today, developing
even simple systems remains a complex task, as illustrated by the following examples.

- Developing a system that monitors an existing part of our environment (e.g., the water needed
for a plant) and actuates in consequence (e.g., watering the plant as required) requires signifi-
cant knowledge and technical skills. A person interested in developing such a system must
know about basic electronics, computer programming, controlling services in the cloud, and
more. And when off-the-shelf systems provide such functionalities, the data does not belong
to the user. If the company providing the services decides to shut down, users are left with
unusable devices.

- A homeowner already has surveillance cameras. Based on their work schedule, they decided
to enhance this to get email messages of photos when movement is detected, but only for
specific hours of certain days. They already own the cameras. They are already set up with
email. Why is it that they need to throw away the current cameras they own and buy a new
system that happens to have the desired functionality—which has been pre-programmed in
by a tech expert—just because they did not start with the right product initially even though
the equipment they already own is technically capable of this?

— When Billy is heading home on a bus from school, his backpack generates an email message
to Mum and Dad. Sometimes, he manages to catch the bus that leaves 5 mins after school
finishes, but other times, it is the bus that leaves 30 mins after that. Even adding a traceable
digital tag to Billy's backpack, configuring a bespoke system that will fire an email when the
tag moves beyond a geo-fenced area (e.g., the school), becomes a daunting task.

- Your garage door automatically opens up as you arrive home—the house lights turns on if it
is the evening time (depending on the season), and the air-conditioning or heating turns off
15 minutes after aroom has been left, based on the current temperature. Although the tech-
nology to enable such automation is available, configuring its behaviour remains a complex
task for end-users.
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Beyond the examples mentioned, IoT 2.0 could empower end users to create systems for home
automation, personal health tracking, and environmental monitoring with minimal technical
expertise. These applications demonstrate the transformative potential of IoT 2.0 in enabling
non-experts to interact with and benefit from advanced technologies. However, a significant
challenge lies in the limited interoperability of off-the-shelf products, which often fail to integrate
seamlessly with devices from different vendors. As aresult, end users are frequently compelled to
adopt the role of developers to devise bespoke solutions for needs unaddressed by existing market
offerings.

Research in this field has mainly centred on technical aspects, such as device connectivity and se-
curity, with comparatively less focus on enhancing usability for people navigating these dynamic
technological environments. How to best support users in leveraging the potential of these device
networks to accomplish their tasks remains unclear. [123].

As Anderson [5] explains, the IoT could be understood relative to the maker’'s community: “the
past ten years have been about discovering new ways to create, invent, and work together on the Web;
the next ten will be about applying those lessons to the real world.” A simple inquiry: should it
not be easier and more accessible? How can people with advanced knowledge of the technology
provide tools for those without so many technical inclinations? The developments on the Web
that Anderson mentions expanded the original idea of making it writable, not just readable. Many
people contributed with a solid determination to make this process simpler [84]. It was how the
Web was “born again,” giving momentum to the blogosphere and what has been called “grassroots
media” or “citizen journalism.” There are now possibilities of applying similar concepts, extending
from the idea of getting individual data (e.g., the notion of the quantified self [135]) to “citizen
science’, where members of the general public help to conduct scientific work either by collecting
and providing data to scientists or even contributing to the analytical and distributive phases of a
research project [39]. These ideas are already in place, given the spread of smartphones with the
capabilities to record data, take images, and tag them with time and location. More possibilities
are unfolding with the use of IoT technologies.

While IoT technology is accessible in many respects, crucial components—especially those de-
signed for end-user accessibility—are still lacking. This presents a significant opportunity to
adopt a user-centred approach, empowering individuals to acquire and control their own data.
This thesis will investigate these missing components and propose strategies to simplify IoT
development for end-user developers, ultimately contributing to the realization of IoT 2.0.

1.1 | Frame of Reference

In 1999, Kevin Ashton was the first to use the term Internet of Things (IoT) as the title of a
presentation delivered at Procter & Gamble. He used it to describe a technological situation where
computers gather data without human intervention [8]. It is generally agreed that in years to
come, the IoT will be one of the significant disruptive technological forces. In 2014, ABI Research
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indicated that there would be 40.9 billion internet-enabled devices by 2020 [66], while Cisco had
predicted in 2011 that there would be 50 billion devices connected by the same time [70]. Given
this context, many companies have entered the market with different goals and objectives, from
offering products and services to lowering technical barriers and easing the development of IoT
projects.

Itis unclear if this will be a process of emancipation or if it will create more obstacles and impedi-
ments to an already challenged population. We know that the technology behind the IoT offers an
excellent chance of empowering end users, allowing them to take control of at least a portion of
the massive amount of data that connected things will generate.

1.1.1 | Defining the Internet of Things

The IoT has been described as a concept in which the virtual world of information technology
integrates seamlessly with the real world of things [171], the process of connecting machines,
equipment, software and things through the use of the unique Internet protocol address that
permits things to communicate without human intervention [156] or a world where the physical
objects are seamlessly integrated into the information network and where the physical objects
can become active participants in the business process [89].

Even some years after the introduction of the term, it seems that the Internet of Things is still in
its infancy, similar to the state of the Internet before the World Wide Web made it indispensable
for communication, business and entertainment. A similar revolution is needed to make the IoT
useful [181].

Inthe context of this research, we understand the IoT as the scenarios where computing capability
and network connectivity spread to everyday objects that are not usually considered computers.
In those circumstances, objects with small power supplies, embedded sensors and addresses
on the Internet can generate, exchange and consume data with minimum human intervention,
operating through an information network [26, 92,152].

Therefore, any project using a subset of these technologies without connection to a network is
assumed to be outside the scope of this research. For instance, a digital pedometer that merely
stores data in an internal memory card will not be considered an IoT project. Similarly, a motion
sensor that triggers a local alarm without any form of data communication or remote access falls
outside the scope of our definition.

In contrast, the Good Night Lamp is a representative example of an IoT object focused on ambient
human connection: a networked lighting system where switching on alamp in one location causes
a paired lamp in another home to illuminate [52]. Another example might include an umbrella
whose handle glows subtly when rain is forecast, reminding the user without requiring deliberate
interaction. These examples illustrate how IoT can serve as ambient infrastructure for everyday
life, offering utility, expression or reassurance without overt demands on attention.
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Asthis research focuses on the challenges and opportunities for end-user development, we do not
consider projects presented as closed systems (e.g., an internet-enabled fridge or smart handheld
devices).

1.1.2 | Non-experts and End-users

Over time, professionals progress from novice to advanced beginner, competent, proficient, and,
finally, expert [42, 65]. In this thesis, the term novice refers to an individual with training but
little practical experience [65]. In contrast, the term non-expert defines an individual who does
not possess specialised knowledge of digital technologies. A novice developer could be a recent
Computer Science graduate, while a non-expert developer would be anyone undertaking a devel-
opment project without formal training. In this context, non-experts are a group without training
inadiscipline focused on the creation of artificial things, as Simon [161] describes it: “how to make
artefacts that have desired properties and how to design.”

Non-experts face a more challenging path to expertise, not receiving initial rules and principles
through formal training. Therefore, developing technology-driven solutions without specific
training requires different types of assistance to realise their ideas. While a non-expert’s level of
expertise can increase, the time required for progress can vary significantly. Psychologists use
learning curves to represent the relationship between practice and the associated behavioural
change, where the curve’s slope indicates the improvement speed. A steeper slope reflects faster
learning, requiring less time [162]. Considering two novices on their journey to becoming experts,
the one with formal training might experience a steep learning curve. At the same time, the
self-taught individual is likelier to face a shallower one.

More than 20 years ago, Cypher and Halbert [40] defined the end user as a “user of an application
program,” describing someone who is not a computer programmer. Barricelli and Valtolina [12]
further elaborated that such users “use a computer as part of daily life or daily work, but are not
interested in computers perse.”

This thesis aims to explore what supports end-user developers with different levels of knowledge,
particularly those at the lower end of the expertise spectrum. It is beyond the scope of this thesis
to discuss how they become experts.

1.1.3 | An loT 2.0 Conceptual Framework

A successful IoT 2.0 approach needs a more straightforward pathway for end users to develop
their IoT system. This includes ease of use of existing components and simplicity in assembling.
However, the assembly does not need mere simplicity and easy use of components; it also needs
to provide conceptual support to the end users turned developers. Putting together an IoT project
should be as simple as mapping an idea, understanding the required components and setting
them together. Like building with Lego blocks, modular and straightforward elements can be
organised so that simple structures are easy to make and complex arrangements are also possible.
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A few elements need to be developed to reach that level of simplicity.

We will briefly describe here our concept for how such help may be provided.

1. First, end users need tools that help them map their IoT 2.0 ideas. At this stage, a user may
have a general goal in mind but not a clear concept of, for example, which data needs to be
captured.

2. Secondly, users need to identify conceptually which components they wish to use.

3. Thirdly, they must be guided toward the technical parts (sensors, actuators, controller, etc.)
combined to implement their concept from step 2.

We propose developing card sets and accompanying web resources that guide end users through
those steps. While cards for ideating and developing IoT projects already exist, all of these target
expert developers and programmers. Plug-and-play sensors, actuators and controllers have been
created. This means there should be no parts with open electronic connections that need soldering.
Finally, there needs to be guides for assembling the elements (e.g., in the form of instructional
material) and to support end-user developers when things malfunction or stop working.

1.2 | Proposal

This section presents a hypothesis that serves as a guiding principle for this thesis, centring
on end-user developers and their opportunities in creating bespoke I0T projects. Four scoping
questions are then introduced to direct the research.

1.2.1 | Hypothesis

We identify the following hypothesis:

1.2.2 | Scoping Questions

The following scoping questions will be further considered and will assist in defining the scope
of this research. As set out below, these questions are required to substantiate the previously
proposed hypothesis.

A Comprehensive Analysis - Research Question 1 (RQI)

To explore the implications of creating a bespoke IoT project, we require a comprehensive view of
all the steps and components necessary for end-user developers. We must first understand their
specific challenges and available resources.
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What barriers do end-user developers face in creating bespoke IoT projects?

This investigation involves identifying the technical and logistical barriers and evaluating the
accessibility of IoT components and technologies to non-experts. Our preliminary findings, dis-
cussed in “An IoT for Everyone: Fact or Fiction?” [78] at the 32" International BCS Human
Computer Interaction Conference (Belfast, July 2018), highlight that IoT accessibility remains
contentious. In case_studychap case study??case studychap case study

: 7?7, we explore these issues through a long-term study to understand the development process,
potential challenges, and time needed to create a functional IoT solution, addressing our primary
research question.

End-Users Support - Research Question 2 (RQ2)

We must first identify the specific needs and challenges these users face to understand and
develop different tools to assist end users in ideating and creating their own IoT projects. This
involves examining current tools and determining the gaps hindering the creative process. By
doing so, we can design and implement more effective solutions tailored to empower end users in
their IoT endeavours.

In what ways can targeted support during the ideation phase improve end-user devel-
opers’ ability to conceptualise unique technology-driven solutions?

To address RQ2, we develop tools designed to assist end users in creating their own IoT solutions.
These tools, such as decks of conceptual cards, provide guidance and inspiration throughout
the development process. An initial example of these tools is the deck of cards introduced in
Chapter 5: Concept Refinement and Ideation.

Enhancing Development - Research Question 3 (RQ3)

Toidentify and implement essential support strategies that enhance end-user developers’ success
in building and programming IoT projects, we must first examine their specific challenges and
obstacles. This involves analysing the existing support mechanisms and determining where they
fall short in facilitating development. By understanding these gaps, we can develop targeted
strategies that effectively empower end-user developers, ensuring their success in navigating the
complexities of IoT projects.

What essential support strategies enhance end-user developers’ success in building
and programming IoT projects?

The subsequent chapters will comprehensively explore essential support strategies for end-user
developers. Drawing insights from the long-term case study presented in case_studychap case -
study??case_studychap case study

. ??, faitapchap faitap??faitapchap faitap

: ?? then focuses on supporting the critical prototype development stage within the IoT process.
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Together, these chapters offer valuable perspectives on how tailored support can significantly
enhance the success of end-user IoT projects.

Problems - Research question 4 (RQ4)

To determine the forms of support that end-user developers require for efficiently identifying
and resolving issues in their IoT projects, we must first explore the common challenges and
troubleshooting needs that arise during the development process. This involves assessing the
current resources available to these developers and identifying gaps where additional support
may be necessary. By understanding these specific needs, we can develop targeted strategies
and tools that empower end-user developers to overcome obstacles more effectively, ultimately
enhancing their IoT projects’ overall success and efficiency.

What forms of support do end-user developers require to efficiently identify and resolve
issues in their IoT projects?

In Chapter 7: Guided Troubleshooting, we present the specific support that end-user developers
require to efficiently identify and resolve issues within their IoT projects. Building on the insights
gained from previous chapters, where we explored the sKkills, tools, and strategies necessary for
successful project ideation and prototype development, this chapter focuses on troubleshooting
challenges. We investigate how targeted support can alleviate the frustration caused by unpre-
dictable technical malfunctions, ensuring that end-user developers are equipped to overcome
obstacles and maintain momentum in their IoT projects.

1.3 | Methods

This section presents the research methods that will be used in the context of this PhD. The re-
search will be based on Interaction Design (ID) and Human-Computer Interaction (HCI) methods,
following models oriented to research how users, designers, and technical systems interact. The
users will be understood as someone with experience with or through the technology [187]. The
following approaches will be utilised:

- User-centred design, considering the situation where users, designers and technical practi-
tioners work together to articulate the needs and limitations of the user and create a system
that addresses these elements.

- Value sensitive design (VSD), as a method for building technology that accounts for the
values of the people who use the technology directly, as well as those whom the technology
affects, either directly or indirectly [76].

- Speculative design and design fiction, as a future-oriented practice concerning futurology,
concerned with changing reality rather than merely describing or maintaining it [68].

The following research methods will be utilised:

- Internet-based data collection. The process of gathering available information on pub-
lic repositories - digital libraries and commercial websites — is used to compare existing
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Chapter 4 Chapter 5 Chapter 6 Chapter 7

Observing Concept Refinement Project Enabler Guided
an End-User Developer and Ideation Troubleshooting
(ideation gap) (assembly barrier) (troubleshooting need)
Objective To understand user To support ideation and To support implementation To support troubleshooting
experience in depth concept development without technical fluency and frustration surpass
Methods Mixed methods Mixed methods Mixed methods Mixed methods
- Self-ethnography (P1) - Survey - Survey - Survey
- Diary study (P2) - Facilitated ideation session - Guided prototyping session - Guided troubleshooting session
- Semi-structured interviews - Semi-structured interviews - Semi-structured interviews - Semi-structured interviews

- Visual and textual analysis

FIGURE 1.1: Studies and corresponding chapters.

technologies. This approach was used to write the paper “An IoT for Everyone. Fact or Fic-
tion?”[78], where nine different technologies and platforms were evaluated against scenarios
and requirements.

- Surveys. On-line surveys are conducted to understand how users interact with existing or
fictional IoT services and devices.

- Interviews. Structured and unstructured interviews with users are conducted to gain in-
sights into their needs and desires concerning IoT projects.

- Conceptual models and cards. Different decks of cards are created and tested with users,
allowing them to develop conceptual models for Internet of Things projects. Conceptual
models are tools for the understanding or teaching of systems. In constructing a system, the
design should ideally be based on a conceptual model so that the image of that system seen
by the user is consistent, cohesive and intelligible [139].

- Gamification. In recent years, we have experienced the rise of gamification. This concept
indicates that game design elements in non-game contexts, products, and services can mo-
tivate desired behaviours [59]. In the context of users creating their own IoT systems, we
explore different notions of gamification.

- Experimentation. Studying how end users with different levels of technological experience
can construct simple IoT solutions. A first example of this — Squeezy Mood, is described in
Chapter 4.

1.4 | Thesis Structure

This paragraph outlines the overall structure of the thesis, detailing how each chapter contributes
to the overarching research objectives. Chapter 1: Introduction envisions the possibilities of
end-user developers creating bespoke 10T projects. Chapter 2: 10T Across Scenarios presents
various scenarios involving individuals, groups and significant and collective social needs. It
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also introduces a collection of requirements for bespoke IoT projects. Chapter 3: Supporting End-
User Developers compares and contrasts the literature on what supports end-user developers
aiming to create IoT projects. As presented in Figure 1.1, the findings from the long-term study
in Chapter 4: Observing an End-User Developer inform the design and testing in Chapter 5:
Concept Refinement and Ideation, where a method using a deck of cards helps end-user developers
conceptualise IoT projects. This exploration is further expanded in Chapter 6: Project Enabler
and Chapter 7: Guided Troubleshooting, which test methods to support end-user developers in
assembling and troubleshooting their IoT systems. Chapter 8: Discussion discusses the insights
obtained from this thesis, and, finally, Chapter 9: Conclusion presents the final remarks.

With the research context and objectives established, the thesis now transitions to Chapter 2,
which examines the diverse scenarios of IoT applications. This next chapter offers valuable
perspectives on the practical applications and technical requirements that influence end-user IoT
development.
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Chapter 2

lIoT Across Scenarios

From Personal Use to Citizen Science

Anyone should be able to become an inventor.
We want to enable people to do what used to take
two weeks in two minutes, or was not possible at all.

— Takehiro Hagiwara
as quoted in The Seattle Times,
“Sony Kit Helps Tinkerers Invent Sensor Devices” [169]

IN THIS CHAPTER, WE EXAMINE THREE DISTINCT SCENARIOS that illustrate the various contexts in
which potential end-user developers might engage in creating Internet of Things (IoT) projects.
These scenarios reveal the developers’ motivations, needs, and challenges. By exploring applica-
tions that range from individual to community-level initiatives, we aim to provide a comprehensive
view of the IoT landscape from the perspective of end-user innovation. Following this, we will
outline the essential requirements for empowering end-user developers to successfully create
and implement IoT projects, contributing to the ongoing advancement of IoT technology.

2.1 | Scenarios

In this section, we describe different circumstances where individuals or groups of people could
benefit from the possibility of gathering, storing, and visualising data. The scenarios discussed
in this chapter were developed through multiple brainstorming sessions, where we explored
various contexts, focusing on practical applications that address real-world challenges while also
considering the data flow within the Sensing, Processing, and Actuating space (Figure 2.1). In the
exploration, common themes were emerging, helping in the process of refining ideas, providing a
broad but targeted exploration.
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FIGURE 2.1: 10T data flow: sensors gather data from people, objects, and the en-
vironment, processed by microcontrollers and cloud servers, with APIs enabling
communication and actuators responding to the data.

The scenarios presented on the following pages were selected for their common features and
their feasibility for users to assemble. Following this process presented us with scenarios that
were relevant and manageable in terms of end-user development, enabling an assessment that
revealed the supporting needs. The three scenarios presented here, are considering diverse
groups of potential users, from an individual or family-focused use to a collective and social need,
encompassing various associated personas.

In the context of this research, we are not considering stand-alone and off-the-shelf digital prod-
ucts with specific hard-coded functionalities (e.g., an IoT kettle such as the fictional Polly—pre-
sented by Lindley et al. [112]—or a connected coffee machine like the Nespresso Prodigio?). In
particular, we exclude products developed as closed systems with limited or no access to the raw
datato the end user.

2.1.1 | Scenario A: Individual

Jasmine Kirstel is a digital designer who works from home. Over the years, she has steadily devel-
oped the capability of operating and delivering projects in collaboration with a globally distributed
network of clients and collaborators. However, in her personal workspace, she works indepen-
dently, relying on her judgement to manage her health and productivity. Recently, she started
feeling the physical strain of long hours sitting at her desk. While she acquired an adjustable desk,
she often forgets to change its height and move to a standing position when intensely focused on
work.

Jasmine seeks to create an artefact that can trackand monitor her desk usage, capturing data such
as the height of the desk’s tabletop at regular intervals. The device must be easily configurable
via a web or mobile application, integrating with her existing network setup (a Wi-Fi router with
Ethernet ports). Given that she works alone, the system must function unattended for long

Thttps://www.nespresso.com/prodigio/experience/desktop/#/en/uk
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periods, even when her computer is off, allowing her to view captured data and receive alerts or
reminders on her phone or computer. These requirements reflect the importance of seamless,
low-maintenance solutions for individual users who cannot rely on others for technical support or
reminders.

2.1.2 | Scenario B: Family-focused Data

The Taylors enjoy tracking their children’s growth, previously marking their progress on a kitchen
door frame. With a move to a new house, they now seek a more permanent and interactive way
to collect and visualise this data. They envision a plug-and-play artefact that measures height,
stores data, and allows easy mobile app or website access.

Drawing on D. Rose’'s Animism future [151], this artefact would mimic the comfort of a living
relationship. Rather than merely tracking growth, it could “learn” the family’s habits and respond
intuitively, reminding them to take measurements at meaningful moments or “celebrating” mile-
stones with custom visualisations. This approach fosters emotional engagement, making the
device more than a tool—it becomes a companion in family life, transforming routine tasks into
personal experiences.

2.1.3 | Scenario C: Citizen Science

The neighbours of Tamatea, in Napier (New Zealand), are unhappy about the noise levels around
York Avenue. They aim to collect data to substantiate their concerns and demonstrate that the
noise, particularly during night hours, has become disruptive. A simple IoT system would allow
them to gather, process, and present this data to the local council.

They propose using plug-and-play artefacts distributed across the neighbourhood to measure
noise levels. These devices should be easy to configure using a web or mobile application and set
to collect data at regular intervals (e.g., every 15 minutes). They should operate unattended for
extended periods (e.g., months) without requiring connection to the electricity grid or continuous
monitoring via another device. The collected data should be accessible through a website or
mobile application, utilising existing networks (e.g., 3G).

2.1.4 | Contextual Complexity of IoT Scenarios

Although the scenarios mentioned above share similar technological foundations, they differ in
complexity due to their unique contexts. This is where technology intersects with human needs
and desires, presenting opportunities and challenges in each case.

Jasmine has complete autonomy in integrating IoT solutions into her routine as an individual
user. Unlike in a family or community setting, where tasks might be distributed, Jasmine must
take sole responsibility for the design, configuration, maintenance, and interpretation of the
data produced by the IoT system. Furthermore, given the specific nature of her needs, she is
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tasked with developing a bespoke IoT system that seamlessly fits into her workspace and routine.
This process requires her to understand the technical specifications and how the system can be
created to address her unique situation, reinforcing the importance of user-driven design in IoT
development. This level of self-reliance aligns with the quantified self movement, as described by
Lupton [119], where individuals use technology to optimise their health and productivity through
personal tracking.

Drawing on D. Rose’s concept of enchanted objects [151], this device would seamlessly embed
computation and connectivity into her workspace, enhancing her daily routine. Like Rose’'s Glow-
Cap—a smart pill bottle that glows to remind users to take their medication and improves adher-
ence from 40-60% to over 90%—Jasmine’s desk-monitoring system would not merely perform
atask but enrich her interaction with her environment, promoting physical well-being through
subtle, intuitive interactions. By offering personalised reminders, this enchanted object aligns
with the quantified self’s goal of self-optimisation through self-tracking and analysis.

Furthermore, as an individual user, Jasmine may face different challenges in engaging with this
system compared to users in a group setting. Without shared accountability or collaborative
troubleshooting, Jasmine's IoT device success depends solely on her motivation and ability to
self-monitor. This highlights the importance of designing IoT tools for individual users that
are intuitive, easy to maintain, and require minimal ongoing interaction—factors that ensure
continued use without external support.

In the second scenario, a family project introduces a distinct context. The physical artefact should
be easy to configure using a web or mobile application. It would allow measurements on request
(e.g., with a button) and store photos alongside data. In this case, data collection and use are
limited to a small group (e.g., 4 to 12 people). However, the dynamics of a family group could
introduce complications. Even though all members may be non-expert developers, variations in
roles naturally emerge: some will take on leadership in decision-making or technical aspects. In
contrast, others will express differing opinions or preferences. These varying perspectives could
slow progress or create conflicts, mainly if there are disagreements about how the artefact should
be used or configured. The small size of the group can sometimes streamline discussions as fewer
people are involved. Still, it also means that a single member’s objections can significantly impact
the project’s direction. The psychological effects of these interactions—such as maintaining
consensus or managing differing expectations—can hinder the smooth implementation of the
project, adding an additional layer of complexity to what initially seemed like a straightforward
task.

Inthe third proposed scenario, the project introduces a different context in which group dynamics
play a more significant role. Given the broader interest of up to 500 people in this community,
Participatory Design Fiction can be applied as a co-design approach to enhance the development
of this IoT system [140]. By encouraging the exploration of unconventional ideas and engaging
end users in the ideation phase, this method allows for creating innovative systems that better
reflect the aspirations and needs of the community. However, coordinating such a large group
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introduces challenges in managing group dynamics. Despite sharing a common goal, variations
in opinions, priorities, and levels of engagement among participants can slow down decision-
making and lead to disagreements about design choices or the interpretation of the data. Unlike
smaller groups, such as families, where discussions are more intimate and decisions can be
made quickly, larger community groups must navigate a broader range of perspectives. The time
required to reach consensus increases significantly, as does the risk of some participants feeling
marginalised if their voices are not adequately heard. Additionally, the emergence of informal
leaders within the group can influence the project’s direction, which may or may not align with the
broader community’s intentions. These dynamics could hinder consensus-building and affect
the community’s ability to effectively deploy and maintain the IoT system, adding a layer of social
complexity to the project’s technical challenges.

Analysing the three scenarios reveals escalating complexity in group dynamics, which may hin-
der project completion. While the technological requirements—discussed in the following sec-
tion—remain relatively consistent, aligning the goals and motivations of multiple participants,
particularly with limited expertise, adds significant challenges.

2.2 | Requirements

Building on the scenarios discussed earlier, we identified several essential conditions that an IoT
project must meet to effectively address the diverse needs of individual, family, and community
users. These conditions ensure that the systems are adaptable to each scenario’s unique context
while maintaining usability, reliability, and engagement.

- The things
A collection of plug-and-play artefacts used to measure different dimensions (e.g., distance,
temperature, noise) and capture simple data points or more complex multimedia data (e.g.,
photographs, audio, video). In our scenarios, end users want to capture data without con-
structing a device from scratch.

- Set-up and configuration
The ability to configure the data capture artefacts using the web or a mobile application
(through a GUI). These are the systems that end users are already familiar with.

- Interconnectivity
The possibility of connecting to other platforms and services (e.g., SMS). The end users we
describe would like to receive alerts and notifications on systems they already use.

- Operation
Having artefacts with the possibility of capturing data on request (e.g., now), or with the use
of a timer (e.g., every fifteen minutes, hourly), or triggered by an event (e.g., someone passing
adoor). Inthe described scenarios, data capture instances can be triggered differently.

- Power
Powered in a way that allows them to work unattended for long periods (e.g., months) without
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being connected to the electricity grid, as in our scenarios, end users want to set up the system
and leave it running. According to our scenarios, end-users want to use the systems without
constantly considering how they are powered.

- Independence
Work without the constant usage of a device that is not part of the system (e.g., a computer, a
tablet or a smartphone). In our scenarios, end users want systems that do not depend on
other existing devices, even if they have them.

- Visualisation
Offer different ways of visualising the captured data using web and mobile interfaces. In our
scenarios, end users want access to visualisations with the systems they are familiar with
(e.g., web and mobile).

- Connectivity
Work over commonly available networks (e.g., cellular and Wi-Fi). In our scenarios, end users
want to use networks that are already available to them.

2.3 | Summary

This chapter examines Internet of Things (IoT) technology through the lens of distinct user
scenarios, revealing its potential to enhance daily life in personal, domestic, and community envi-
ronments. At its core, I0T offers a paradigm shift in how individuals, families, and communities
interact with technology, bringing about efficiency and improved decision-making capabilities.

We began by exploring the individual use case through Jasmine Kirstel, a digital designer. Her
story illustrates the need for IoT systems that adapt to personal work environments, focusing on
how such technology can optimise physical conditions, like accommodating an adjustable desk,
thereby enhancing productivity and comfort. While this scenario may seem simpler due to the
absence of social dynamics, it places the burden of design, configuration, and troubleshooting
solely on the individual, with no support network to rely on.

The family-focused scenario, represented by the Taylor family, highlights the application of IoT
in a domestic setting. Here, the emphasis is on tracking and managing children’s growth and
development. The presence of multiple participants allows for shared responsibilities and col-
laborative decision-making. However, this also introduces the potential for disagreements and
differing expectations, which can complicate the adoption and configuration of the technology.

In the citizen science application, we shifted our attention to a group of people in Napier, New
Zealand. This scenario provided insight into how IoT can empower commuunities to tackle envi-
ronmental concerns, such as noise pollution, through collective monitoring and data analysis.
The presence of a large number of participants offers the advantage of shared effort and diverse
perspectives. Yet, it also introduces challenges in coordination and reaching consensus, making
the project more complex despite the increased support network.
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The chapter further identified key requirements for IoT systems catering to these scenarios: ease
of setup, interconnectivity, power efficiency, independence, visualisation capabilities, and robust
connectivity. These requirements ensure the accessibility, reliability, and effectiveness of IoT in
various real-world applications.

In conclusion, the diverse applications of IoT technology in this chapter underscore its vast
potential to shape our interaction with the digital and physical world. However, the complexity of
social dynamics—whether in family settings or larger community groups—highlights the need
for IoT systems that are not only technically robust but also adaptable to the nuanced challenges
of human interaction. From the simplicity yet self-reliance required in individual settings to
the collaborative but sometimes complicated dynamics of group projects, IoT remains a pivotal
technology with largely untapped possibilities for revolutionising everyday life.

In the next chapter, we will evaluate the literature and practical toolkits that support end-user
developers, with a focus on existing frameworks, tools, and methods designed to empower non-
experts in engaging with IoT technologies.
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Chapter 3

Supporting End-User Developers

Literature Review and Practical Tools

The most profound technologies are those
that disappear. They weave themselves
into the fabric of everyday life
until they are indistinguishable from it.
— Mark Weiser
The Computer for the 215 Century [183]

THIS CHAPTER EXAMINES both the existing literature and practical toolkits that provide support
mechanisms for end-user developers involved in creating IoT projects. As IoT technologies be-
come more accessible, individuals without formal training in computing or electronics are ex-
pected to develop I0T solutions. However, through a review of both academic foundations and
practical resources, we argue that current mechanisms remain inadequate. The literature and
the toolkits reveal significant challenges, making IoT development difficult and often impractical
for non-experts.

The field of supporting I0T project development has a significant history, yet only in the past
decade have researchers begun to focus explicitly on the needs of end-user developers. This
chapter systematically examines how existing research addresses the full support required by
end users, from the initial ideation phase to implementation, ongoing servicing, and long-term
maintenance. The objective is to identify gaps in the current literature and available toolkits, sug-
gesting areas for further research and development to better support and empower non-experts
in IoT creation.

The following questions guide the review:

Question1| What kinds of support have been discussed and developed for end-user devel-
opers, generally and within the context of IoT?
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Question 2 | What specific types of support have been created for IoT development, and how
do these align with different stages of the creation process, such as ideation,
prototyping, testing, and maintenance?

Question 3 | Where do the gaps exist in the current support systems for IoT development,
particularly regarding their effectiveness for non-expert developers?

The chapter begins with Section 3.1, which presents the literature review and theoretical founda-
tions shaping IoT development for non-experts. It then transitions to Section 3.2, where existing
workshops and toolkits are evaluated for their effectiveness in supporting end-user developers.
This evaluation aims to identify gaps and challenges in current tools, focusing on key obstacles
such as technical complexity, usability issues, and steep learning curves. Finally, Section 3.3
summarises the key points discussed throughout the chapter.

3.1| Literature Review and Theoretical Foundations

This section addresses the first guiding question: What kinds of support have been discussed and
developed for end-user developers, generally and within the context of IoT? We review the existing
literature on end-user development (EUD) and explore the theoretical and contextual foundations
of support systems in the IoT domain. This analysis provides a broad understanding of the types
of support available to non-expert developers.

3.1.1| End-User Development (EUD)

This section explores the concept of End-User Development (EUD) and the broader discourse
on empowering non-expert developers. This discussion lays the groundwork for understanding
these developers’ specific needs in the IoT context.

The emergence of End-User Development (EUD) in the 1970s and 1980s was closely tied to the
miniaturisation and cost reduction of computing technologies [1, 23]. This period marked a
pivotal shift where individuals without formal computing training could increasingly engage in
software development. As Paterno [143] highlights, the initial focus of EUD was on graphical user
interfaces (GUIs). These interfaces played a critical role in lowering the barrier to entry by making
complex systems more accessible, as documented in the literature [23, 117, 142]. However, while
GUIs facilitated access to desktop-based software creation, they were less effective in addressing
the demands of later technological shifts, such as the complexities of mobile computing and
the challenges of IoT integration. This limitation suggests that the early focus on GUI-based
tools did not fully anticipate non-experts’ needs as technology evolved, a gap that subsequent
research in EUD has sought to address. This gap aligns with the initial question guiding this
review, which aims to understand the evolution of support mechanisms for end-user developers,
particularly in the context of IoT. Addressing this need requires a deeper understanding of what
constitutes EUD and how it enables non-professional developers to actively shape digital artefacts.
Lieberman et al. [110] define EUD as a collection of methods, techniques, and tools that empower
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non-professional developers to create, modify, or extend software artefacts. While centred on
software, this definition captures a broader ambition: enabling non-professional developers to
engage with and shape digital artefacts across varying domains.

Paterno [143] traces the evolution of EUD through distinct technological shifts, starting in the late
1980s with graphical desktop systems that met basic development needs. As the Web and open
interfaces emerged, EUD evolved to support more dynamic interactions, eventually leading to the
third generation of touch-based mobile devices that facilitate user-driven development activities.
These shifts are not merely incremental; they signify a more profound transformation in end
users' interaction with technology. Today's generation extends this trajectory as smart things and
robots equipped with sensors and actuators push the boundaries of what EUD can achieve. The
integration of Machine Learning and Digital Twins further exemplifies this evolution, providing
non-experts with powerful tools for optimising their IoT environments, particularly in complex
tasks such as energy management [35]. This ongoing development underscores the need for
EUD frameworks that can keep pace with these technological advancements while addressing
the growing complexities faced by non-expert users.

The rise of digital fabrication technologies, including 3D printers and laser cutters, has signifi-
cantly blurred the distinctions between digital and physical artefacts [5, 116]. These advance-
ments and the proliferation of open hardware have propelled the Maker Movement. This move-
ment has broadened the scope of EUD, incorporating new approaches and socio-technical envi-
ronments that empower end users to create digital artefacts through integrating software and
hardware [72, 121]. The intersection of these technologies highlights a shift where end users are
not just consumers but active creators within increasingly hybrid digital-physical ecosystems.
While these tools facilitate ideation and prototyping stages, their contribution to testing and
long-term maintenance remains limited. This observation directly addresses the second guiding
question of this review, emphasising that while the Maker Movement has provided new avenues
for early-stage development, the literature is less clear on how these tools support the entire
lifecycle of IoT projects.

The motivations for project development can significantly vary between professional and non-
professional developers [154]. Understanding the difference is crucial for addressing the first guid-
ing question of this review, which concerns the kinds of support developed for end-user developers.
For professionals, extrinsic motivations—such as financial rewards and career growth—often
dominate, though intrinsic motivations also play a role, especially within open-source commu-
nities [90, 103, 190]. Conversely, non-professionals are primarily driven by intrinsic factors,
including a desire for practical tinkering, creative expression, or a curiosity for emerging tech-
nologies [17]. Their engagement often stems from a direct and immediate interest in solving
personal challenges or exploring the potential of new tools, reflecting a fundamentally different
orientation towards development activities.

Education and training also distinguish professional from non-professional developers. While
many individuals receive basic computing education at the primary and secondary levels [67], only
a fraction pursue advanced degrees in Computer Science or Software Engineering [163]. These
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advanced degrees provide the theoretical knowledge necessary for professional development,
including understanding data structures, computer architecture, programming languages, and
software engineering methods. In contrast, end-user developers typically lack formal training in
development and do not consider it their profession [17].

The literature acknowledges a continuum in the progression of professionals, from novice to
expert [42, 65]. This thesis defines a novice as an individual with training but limited practical
experience [65], while a non-expert refers to an individual without professional or specialised
knowledge in a particular subject. A novice developer might be a recent Computer Science gradu-
ate, whereas a non-expert could be anyone attempting to develop a project without prior training.

Without formal training, non-experts face a longer progression toward expertise. Although their
knowledge can increase, the time required for progress is often significantly longer. In common us-
age, a “steep learning curve” is often associated with something difficult or challenging. However,
psychologists use learning curves to represent the relationship between practice and improve-
ment, where a steeper curve technically indicates faster learning [162]. A novice with formal
training may experience a steep learning curve, implying faster progress, while a self-taught
individual may encounter a much shallower curve, indicating slower, more gradual improvement.

This thesis aims to explore the support mechanisms available to end-user developers with varying
levels of knowledge, focusing on those at the lower end of the expertise spectrum. End-user
developers often overlap with non-experts, as they generally lack formal training and engage in
development activities driven by personal needs or interests rather than professional obligations.
Recognising this overlap is crucial to understanding their challenges and the types of support
that can empower them in IoT development. It is beyond the scope of this thesis to discuss how
these individuals transition to becoming experts.

Previous research has highlighted the high complexity of 10T ecosystems [12]. Considering
software requirements alone, the coexistence of diverse devices, protocols, architectures, and
programming languages demands knowledge across various areas [32]. End-user developers
could benefit from adequate tools for creating IoT projects [144]. However, in the early days of the
10T, research primarily focused on technical considerations such as connectivity and security [123].
Asdiscussed in Chapter1, the focus has not been on making the technology more usable or helping
end-user developers fully realise the potential of IoT.

3.1.2 | Supporting Structures in loT Development

This section explores the essential structures and frameworks that underpin and support End-
User Development (EUD) in IoT projects, focusing on how these structures address the unique
challenges faced by non-expert developers. It covers the critical role of documentation and com-
munity resources, such as online forums, in facilitating knowledge sharing and collaborative
problem-solving. Additionally, key conceptual frameworks, such as meta-design and semiotic en-
gineering, are introduced, providing theoretical foundations for creating socio-technical systems
that empower end users to engage in continuous, meaningful development processes.
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Documentation is essential for programmers to learn new software, create digital products, and
integrate hardware and software components. Nassif and Robillard [134] highlight the relevance
of the area by noting that various techniques have been proposed to automate documentation
creation [24, 87,125]. For documentation to be adequate, it must include relevant information
and present it in a user-friendly format. As documentation grows in complexity and aims ata
broader audience, its effectiveness depends on addressing issues such as vocabulary, technical
jargon, and lack of context [3]. Despite advances in documentation techniques for software sys-
tems, a notable gap exists in documentation tailored explicitly for IoT development, particularly
for end-user developers. While considerable research has focused on automated documentation
processes and general best practices, there appears to be alack of concentrated exploration on
optimising documentation to meet the needs of non-expert developers working with IoT technolo-
gies. This absence highlights an opportunity for further investigation into how documentation
can be effectively designed and utilised to support end-user developers in the IoT domain.

A community of practice (CoP) is a group of individuals who share a common interest or profession
and engage in collective learning and knowledge-sharing through regular interactions. These com-
munities are characterised by a shared domain of interest, a commitment to advancing knowledge
within that domain, and the development of a shared repertoire of resources, such as experiences,
stories, tools, and strategies. Members learn from one another by participating in activities,
discussions, and collaborative problem-solving, often leading to the refinement of skills and the
generation of new ideas. Over time, these interactions foster a sense of identity and belonging
among members as they contribute to and benefit from the community’s collective expertise.
This concept is widely applied in various fields, including education, organisational development,
and technology, where fostering a community of practice can enhance professional development,
innovation, and the effective dissemination of knowledge. Forums such as Stack Overflow and
Reddit’s r/programming exemplify CoPs by enabling programmers to exchange knowledge, collab-
oratively solve problems, and enhance their skills. Similarly, technology-specific forums like those
for Arduino or Raspberry Pi also function as CoPs, providing platforms for users to assist each
other with technical issues and project-related advice. In educational contexts, CoPs have been
effectively applied, particularly in programming courses, to help bridge student skill gaps. As
Mercieca [126] observed, the concept of a CoP originally emerged from studies on apprenticeships,
where learning a particular practice involved integrating into the community that upheld and
practised that expertise. This approach can enhance programming skills by simulating the col-
laborative dynamics of real-world software development teams, helping students progress from
observation to active participation. However, while CoPs naturally evolve among experienced
developers, deliberate efforts are needed to extend these benefits to end-user developers, who
may find such spaces unfamiliar or intimidating. Ensuring that all learners, including end-user
developers, can engage in collaborative, supportive environments is crucial for their growth and
development [28].

Meta-Design is a framework for creating socio-technical environments that empower users to en-
gage in continuous systems development rather than being restricted to predefined solutions [73].
It focuses on building both the technical and social infrastructures that allow users to co-design
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systems continuously. This approach is particularly relevant to 10T, where the integration of
diverse hardware and software requires ongoing adaptation as new technologies emerge and
user needs evolve. Meta-Design enables end-user developers—who may lack formal training but
possess domain-specific knowledge—to actively modify and refine IoT systems over time [34,
189]. Although the framework has been established for many years [74], there is no evidence in
the literature of its application specifically to IoT projects by end-user developers.

In HCI, Semiotic Engineering is a theoretical framework that interprets human-computer inter-
action as a communication process between system designers and users [49]. It emphasises how
system interfaces convey the designers’ intentions and understanding of user needs, making it a
valuable tool for designing systems that non-expert users can adapt to their contexts. For IoT, this
is crucial as it guides the creation of interfaces that support user appropriation and customisa-
tion. Using Semiotic Engineering, Ferrari et al. [71] discusses the concept of appropriation of IoT
technology. Their study involved novice users of smart devices—recruited from undergraduate
courses in Computer Science—focusing on how they adopt, use, and adapt to IoT technology over
time. Appropriation — “the way in which technologies are adopted, adapted and incorporated into
working practices” [63] — is complex, involving various interactions across different contexts and
times, making it challenging to evaluate and design for. Using Semiotic Engineering to analyse
the data, the researchers identified communicative breakdowns at the appropriation level. These
insights reveal design principles that can help facilitate the successful adoption and adaptation
of 10T technology by non-experts, addressing challenges that arise when systems fail to align
with users’ evolving needs.

While Meta-Design offers a flexible approach for continuous adaptation, it lacks the prescriptive
guidance seen in frameworks like Semiotic Engineering. This suggests a trade-off between
adaptability and ease of use that IoT-specific support systems have yet to fully address.

The discussion on the context and theoretical foundations of IoT development for non-experts
illustrates that end-user development (EUD) has evolved significantly, now encompassing both
hardware and software in creating digital products. The distinctions between professionals and
non-professionals, alongside the various motivations driving their development activities, high-
light the unique challenges non-experts face. Supporting these individuals effectively requires
considering their learning processes and the structures that facilitate their engagement with IoT
technologies. While the value of documentation, communities of practice, and frameworks such
as meta-design and semiotic engineering could contribute to creating an empowering ecosystem,
the literature does not provide clear evidence that this is happening. These elements underscore
the importance of a holistic approach to supporting end-user developers, ensuring they have the
necessary tools, resources, and theoretical grounding to navigate the complexities of IoT projects.

3.1.3 | l1oT Development Process

This subsection investigates the IoT development process by reviewing the literature on the sup-
port mechanisms available for end-user developers across various stages. By focusing on ideation,
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prototyping, and troubleshooting, this subsection assesses how well the existing literature ad-
dresses the unique needs of non-expert developers. The goal is to identify the strengths and gaps
in the support provided at each phase, offering insights into where further improvements are
necessary to enhance the development experience for end users.

Developers can use sequential or iterative methodologies to create hardware and software arte-
facts. Identified stages of the development process include research, planning, design, develop-
ment, testing, setup, and maintenance [55, 155]. Existing research also identifies approaches to
software development that incorporate evolutionary application development, which challenges
the conventional view of design-before-use and includes end-user developers in the process [110].

Ideation

Ideation is the phase where creators generate ideas using methods such as brainstorming, mind-
mapping, or storyboarding [43]. Good ideas often result from generating numerous concepts [97].
Ideation methods stimulate divergent thinking, essential for generating creative solutions.

The Design Council’s Double Diamond and IDEQO’s Design Thinking methodologies emphasise
the importance of divergent thinking in ideation [20, 36]. Physical objects, such as blocks, tokens,
or cards, can help foster this type of thinking [91]. Participants of ideation sessions benefit from
using tangible cards as sources of inspiration [115].

Toolkits are defined by Ledo et al. [105] as generative platforms designed to create new interactive
artefacts, provide easy access to complex algorithms, enable fast prototyping of software and hardware
interfaces, and enable creative exploration of design spaces. Recent research has produced several
IoT ideation toolkits, many of which consist of decks of cards, while others include complete
tabletop games with boards, cards, and tokens [102].

To understand how toolkits support the creation of IoT projects, ten toolkits produced between
2014 and 2018 were identified: Better IoT Know Cards, Co-create the IoT, IoT Design Deck, IoT
Design Kit, IoT Ideation Cards, IoT Service Kit, Karakuri IoT, KnownCards, Mapping the IoT, and
Tiles IoT Toolkit (Table 3.1). These toolkits were organised using the categories proposed by
Wolfel and Merritt [186], which include Intended Purpose Scope, Duration of Use, System or
Methodology of Use, Customisation, and Formal Qualities. In a subsequent section, we will
review and compare these toolkits within the context of the goals of our investigation, analysing

thteps://sites.google.com/studiodott.be/research/iot-ideation-cards
Zhttps://karakuriiot.com/

Shttps://know-cards.myshopify.com/
4http://mappingtheiot.polimi.it/
Shttp://www.stembertdesign.com/cocreation-and-the-iot.html
Shttps://iotservicekit.com/

"https://www.iotdesigndeck.com/
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“https://www.tilestoolkit.io/
%https://github.com/betteriot/betteriot-knowcards
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TABLE 3.1: IoT toolkits.

Cards
Boards
Tokens
Extra

Toolkit Goal Elements Publications

General/Repository cards

|oT Ideation Cards! Thinking new products and 54 cards in 4 categories v
services

Karakuri loT?2 Ideating and presenting 27 cards, 5 joker cards [133,188] v
conceptual solutions

KnownCards?® Brainstorming and 162 cards in 4 categories [9,10] v
definition

Mapping the loT# As reference, for 70 cards, four activity 7,177,180, 179, 178] v v
brainstorming, concept guides, eight analysis cards
definition and evaluation and a features map

Participatory design cards

Co-create the IoT® Guide innovation with a cards, templates, signs [64,164,175] v v v
focus on user-engagement
|oT Service Kit® Co-create |oT experiences 100 cards, 4 boards, 11 v v v
tokens
IoT Design Deck” Co-design cards [60, 61] v v
|oT Design Kit8 Defining ideas 13 design canvases and 3 [47, 48] v v

decks of cards

Tiles 10T Toolkit? Support creative thinking, 110 cards, one board [81, 83,120, 124,127,128, 129] v v v
provide critical lenses to
analyse outcomes, support
transforming ideas into
prototypes

Context-specific/Agenda-driven cards

Better IoT Know Cards!© Test industry interest in the 33 cards, two posters v
principles of an open loT
certification mark

how well they align with the needs identified in the previous scenarios and how they support
end-user developers in creating and deploying IoT solutions. This comparative analysis will
provide a clearer understanding of each toolkit’s strengths and limitations in addressing the
specific challenges faced by non-experts in the development of bespoke IoT projects.

Prototyping

The term prototyping carries multiple meanings across different disciplines. In HCI, UX/UI,
and industrial design, a prototype serves as a tangible representation of a design idea, with each
field emphasising different aspects of its creation and use. From a Human-Computer Interaction
(HCI) perspective, a prototype is often used to explore and validate interactions between users
and digital systems [150]. These prototypes are critical for usability testing, allowing researchers
and developers to observe user engagement with a system'’s functionality, ranging from simple
wireframes to more sophisticated, interactive models aimed at refining system requirements.

In UX/UI (User Experience/User Interface) design, the focus shifts to creating prototypes that
simulate the user experience and interface design [29]. These prototypes help evaluate both
usability and aesthetic appeal, ensuring alignment with user needs and behaviours. UX/UI
prototypes typically include wireframes, mockups, or interactive models that illustrate user flows
and design coherence, tested for functionality, visual design, and ease of use.
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Inindustrial design, prototypes are usually physical models that demonstrate the form, function,
and usability of a product [38]. These models allow designers to test materials, ergonomics, and
manufacturability, ranging from low-fidelity models to fully functional products. Industrial de-
sign prototypes are crucial for assessing how a product interacts with users in real-world contexts,
focusing on both appearance and practicality.

Lim et al. [111] explain that prototypes not only support evaluation but also play a generative role,
enabling designers to reflect on their process and explore a design space. Prototyping is a crucial
phase in the IoT development process, where initial concepts are transformed into functional
models. This stage presents significant challenges for end-user developers due to the complexity
of integrating hardware, software, and network components. While the end-user developers in
our study may not iterate and refine their artefacts extensively—often stopping once the artefact
functions as intended—we adopt this broader understanding of prototyping to better capture
the creative process. In this thesis, we use the term to describe the process of creating a tangible
artefact that embodies design ideas.

Despite the growing availability of toolkits and methodologies designed to assist in IoT develop-
ment, the prototyping phase remains significantly under-supported, with many existing resources
failing to adequately address the needs of non-experts during this critical stage. Most research
has focused on isolated aspects such as customisation [53] or hardware development [146], with-
out addressing the full spectrum of challenges non-experts face. Many published studies have
either not included end-user testing [99, 148] or have been conducted under conditions that may
not generalise [157].

Key challenges include:

- Complexity of Integration: Non-experts struggle with the technical intricacies of integrating
IoT components, such as sensors, actuators, and communication protocols. This complexity
is exacerbated by the lack of user-friendly tools.

- Limited User Involvement: Studies often overlook end-user involvement in prototyping,
resulting in solutions that do not fully address usability concerns.

- Insufficient Guidance: Existing resources lack detailed guidance on debugging, iterative
testing, and refinement, leaving non-experts without the necessary support to progress from
conceptual ideas to functional prototypes.

F. V. Gianni[83] highlights the significant difficulties non-experts face when moving from ideation
to prototyping, noting that while some tools assist in this phase, they often remain incomplete or
overly complex, requiring further development to be truly effective for non-experts.

Troubleshooting

Troubleshooting represents a critical aspect of the IoT development process, where non-expert
developers diagnose and resolve technical issues that arise during the creation and deployment
of IoT solutions. Due to the inherent complexity of IoT systems, which involve diverse hardware,
software, and network components, troubleshooting is a multifaceted challenge for non-expert
developers.
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In her research, Booth [18, 19] explores how end-user developers can be supported in overcoming
development challenges through targeted assistance and support mechanisms. Her studies offer
insights into troubleshooting behaviours, particularly with circuit bugs, and suggest potential
tools to enhance problem resolution, such as physical card-based tools.

Despite the development of support tools, significant gaps remain in the troubleshooting phase,
particularly regarding the guidance provided to non-experts. Future research must explore hybrid
physical-digital approaches to better support novice developers, including more detailed guidance
and structured troubleshooting methodologies.

In conclusion, while some progress has been made in developing support tools for the IoT de-
velopment process, significant gaps remain in areas such as prototyping and troubleshooting.
Addressing these gaps is essential for empowering non-experts to effectively develop, test, and
refine their IoT projects.

3.2 | Review of Practical Toolkits and Workshops

This section answers the second guiding question: What specific types of support have been created
for IoT development, and how do these align with different stages of the creation process, such as
ideation, prototyping, testing, and maintenance? Here, we examine practical toolkits and work-
shops designed for end-user IoT developers. We evaluate how these tools align with the different
stages of the IoT development process identified earlier.

3.2.1 | Workshops in loT Development

This subsection presents workshops and IoT development techniques used to assist non-expert
developers in creating and managing IoT projects. The discussion compares and contrasts these
approaches, examining their effectiveness in supporting end-user developers. The aim is to
highlight the strengths and limitations of existing approaches and identify areas where further
innovation is needed.

Numerous studies on end-user development for IoT employ a workshop format to explore support
strategies for non-expert developers [4, 54, 62,79, 82,168]. Some of these focus on researcher and
practitioner discussions to develop methodologies for supporting end-user developers, yet they
do not involve actual end users [54, 62,168]. In other cases, workshops include end users, though
often research team members create the prototypes instead of participants [4], or participants
are not required to build a prototype [79].

One notable example is the work of F. Gianni et al. [82], who presented RapIoT, a software toolkit
for non-expert developers, during a workshop. However, the study found that participants faced
difficulties understanding JavaScript syntax, and the study did not report a proven solution for
overcoming these challenges.

In addition to workshops, several IoT development techniques have been proposed to support
non-expert developers. These include Explanatory Debugging, the Jigsaw Metaphor, Modular
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Electronics, Programming by Example (PbE), Trigger-Action Programming, and Visual Program-
ming. Each of these techniques offers unique approaches to assisting developers, but they also
present specific challenges.

Explanatory Debugging aims to empower end users to personalise machine learning systems
with greater effectiveness and efficiency [100]. Building on this idea, M. Burnett and Kulesza
[22] suggest that this technique could extend to IoT systems, offering potential for customisation,
control, and issue resolution—though further user studies are necessary to validate its efficacy
in this domain. A related approach, the Jigsaw Metaphor, conceptualises block programming
using puzzle-like pieces that interlock to form complete programs [33, 44]. While this metaphor
simplifies the coding process for beginners, it can become cumbersome when applied to more
intricate IoT tasks.

Moving from software to hardware, Modular Electronics introduces a physical parallel to the
jigsaw approach. It allows developers to use electronic components like interchangeable LEGO
bricks, lowering the technical barrier for engaging with hardware [146]. However, while this
approach addresses hardware challenges, it does not fully resolve issues related to software
integration. Similarly, Programming by Example (PbE), sometimes referred to as Programming
by Demonstration (PbD), allows users to craft programs by performing actions that the system
subsequently replicates [88,101,109]. Despite its potential for simplicity, studies like those of Li
et al. [108] highlight its limitations, especially in mobile-based IoT automation scenarios.

Trigger-Action Programming serves as a user-friendly approach to configure system behaviours
by linking specific triggers with actions, such as “if motion is detected, then turn onthelights” [172,
173]. IFTTT (If This Then That) is a prominent example of this approach [31, 173]. Nonetheless,
research has revealed that users frequently experience challenges when debugging these IF-
THEN rules [33,122], pointing to a broader need for improved support mechanisms [30, 31].

In contrast, Visual Programming shifts the focus towards graphical manipulation of code through
avisual programming language (VPL), replacing traditional text-based coding with an intuitive in-
terface [137]. Well-known examples, such as Scratch, Alice, and Greenfoot, trace their origins back
to foundational educational tools like Papert’s Turtle Graphics and Pattis’ Karel the Robot [174].
Nonetheless, the application of visual programming within IoT has shown mixed results. Even
simple tasks, such as making an LED blink, may require extensive graphical configurations [147],
and key research gaps persist in the domain [160].

Despite the promise of these techniques, recent studies have not convincingly demonstrated
through user studies how Explanatory Debugging, the Jigsaw Metaphor, Modular Electronics, PbE,
Trigger-Action Programming, or Visual Programming can effectively support end-user developers
in creating or tailoring custom IoT projects. More comprehensive evaluations are needed to
identify where these techniques succeed and where further refinement is required to empower
non-expert developers fully.
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TABLE 3.2: IoT toolkits end-user developer acceptability.

Toolkit Acceptability

General/Repository cards

loT Ideation Cards +/[-
Karakuri loT +/[-
KnownCards X
Mapping the loT X

Participatory design cards

Co-create the loT +/-
loT Service Kit +/-
loT Design Deck +/-
loT Design Kit v
Tiles loT Toolkit v

Context-specific/Agenda-driven cards

Better loT Know Cards X

X Not acceptable #/- Might be acceptable « Acceptable

3.2.2 | Comparative Analysis of Toolkits

Developing IoT projects presents unique challenges for non-expert users who may lack formal
training in the necessary technologies. This subsection compares the existing development and
support systems for IoT, focusing on their effectiveness for end-user developers. By evaluating
the usability and suitability of these systems, we aim to highlight their contributions and iden-
tify how they address gaps in existing research. This comparative analysis also advances the
understanding of IoT development for non-experts.

Following the introduction of ten toolkits designed to support IoT project development in Subsec-
tion 3.1.3: IoT Development Process, we assess them based on their acceptability for end-user
developers. Acceptability refers to how well a toolkit accommodates individuals with limited
technical knowledge, especially in avoiding specialised terminology or complex concepts. This
evaluation demonstrates how these toolkits align with or diverge from the needs of non-expert de-
velopers, contributing to the broader comparative analysis of development and support systems.

Table 3.2 presents an overview of the toolkits and their acceptability ranking for end-user devel-
opers. Toolkits with high acceptability are then evaluated in-depth, contrasting their strengths
across the following criteria:

1. Supporting the definition and scoping of a problem.

2. Supporting the ideation of an IoT solution.

3. Supporting the realisation of a functional IoT project.
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TABLE 3.3: Cards suits included in the two kits.

loT Design Kit Tiles loT Kit

Environment (17) Feedback (10)
Interaction (2) Human actions (9)
Object (10) ® Sensors (12)
Person (13) ® Services (15)
Things (30) @
Misc (Expectations) (22) Missions (14)
Wildcards (11) Criteria (10)
System Map (2) Personas (9) @

Scenarios (12)

Colour dots indicate groups of cards that are similar.

According to the criteria presented in the preceding paragraph, the two toolkits identified as
most acceptable for end-user developers were IoT Design Kit and Tiles IoT Toolkit. We compare
their characteristics in Table 3.3, Table 3.4, Table 3.5 and Table 3.6. Both kits provide distinct
approaches, but they are different in several ways. The IoT Design Kit offers extensive canvases
and cards that help users define their projects comprehensively, though the cards provided may
not always fit the specific needs of non-experts. On the other hand, the Tiles IoT Toolkit uses a
single board and a more streamlined approach, offering a seven-step methodology that guides
users through the creation of an IoT project.

In Table 3.7, the methodologies of these two kits are ranked according to their relevance for non-
expert developers. Although both kits contribute significantly to supporting problem definition
and ideation, neither offers a comprehensive solution for realising functional IoT projects, thus
leaving a gap in fully supporting end-user developers from ideation to implementation.

In conclusion, while the IoT Design Kit and Tiles IoT Toolkit present valuable components
for ideation and conceptualisation, their lack of guidance for moving from concept to practical
implementation limits their usefulness for non-expert developers.

3.2.3 | Identified Gaps and Challenges

Despite the availability of a variety of toolkits designed to aid in IoT development, significant
gaps remain, particularly when it comes to helping non-expert developers transition from initial
ideation to the creation of functional prototypes. This subsection aims to explore these gaps in
greater detail by identifying and analysing the primary obstacles non-expert developers encounter.
These challenges include not only the inherent technical complexity of IoT systems but alsoissues
related to usability, which can hinder effective interaction with development tools. Additionally,
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TABLE 3.4: Person and Personas cards enumeration.

similarity loT Design Kit | Person Tiles IoT Kit | Personas

v wildcard Custom Persona

v Child Child

v Me Yourself

v Senior Elderly
Cousin Construction worker
Coworker Disabled
Doctor Emergency worker
Friend Refugee
Parent Tourist

Police officer
Uncle

Youngster

the learning associated with mastering IoT technologies further complicates the process, making
it difficult for non-experts to bring their ideas to life in a tangible and functional form.

While the comparative analysis in Subsection 3.2.2: Comparative Analysis of Toolkits demon-
strated the strengths of the IoT Design Kit and Tiles IoT Toolkit in terms of ideation and problem
scoping, both toolkits fall short in supporting non-experts through the entire IoT development life-
cycle. Neither kit adequately addresses the technical challenges that arise during the realisation
phase, such as integrating hardware and software components or debugging IoT systems.

Various development techniques, such as Explanatory Debugging and Visual Programming, have
been proposed to support the development process. However, recent studies do not convincingly
demonstrate that these techniques successfully bridge the gap between ideation and realisation
for non-expert users. In their opinion paper, M. Burnett and Kulesza [22] discuss explanatory
debugging as a conceptual method to assist with customising IoT systems, though their work
lacks empirical results or formal evaluations. Consequently, user studies in this domain remain
incomplete. Additionally, research on visual programming for IoT has shown that, while it may
simplify certain aspects of development, it often fails to offer substantial benefits for more complex
tasks, such as integrating sensors [147, 160].

Another key challenge lies in the lack of sufficient guidance for non-expert developers during
the troubleshooting phase of IoT development. Tools like the RapIoT toolkit, introduced by F.
Giannietal. [82], attempt to address this issue, but participants in related workshops reported
difficulties in understanding JavaScript syntax, and no proven solution was found.
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TABLE 3.5: Objects and Things cards enumeration.

similarity loT Design Kit | Object Tiles loT Kit | Things*

Bike Bike

Car Car

Clothing Clothing
Furniture Furniture
Pen Pen or pencil
Wallet Wallet
wildcard wildcard

A N U N N SRR

Bottle Bench

Dumbbell Boat
Building
Camera
Coffee cup
Eyewear
Headgear
Jewelry
Keychain
Luggage
Medication
Office desk
Pets
Piggy bank
Plant
Public bin
Public transport
Refrigerator
Shoe
Shower
Sport equipment
Stove
Street

* Cards on this table are collected from different versions of the Tiles loT Kit.

In summary, while significant progress has been made in developing tools and methodologies to
support IoT development, several gaps remain in helping non-expert developers realise functional
projects. These gaps are particularly evident in the prototyping and troubleshooting phases,
where the current tools fail to provide sufficient support for integrating diverse components
and resolving technical issues. Further innovation is needed to develop solutions that guide
non-experts through the entire IoT development lifecycle, from ideation to implementation.

3.3 | Summary

This chapter has provided a detailed review of the literature and practical toolkits that offer
support mechanisms for end-user developers working on IoT projects. We have addressed the
guiding questions posed at the outset by examining theoretical frameworks, practical toolKkits,
and the challenges faced at various stages of the IoT development process. The following sections
synthesise these insights, highlighting the contributions and gaps identified through the analysis.
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TABLE 3.6: Boards/Canvases enumeration.

loT Design Kit Tiles loT Kit

+/- Intro X Select a persona and scenario

+/- Expectations +/- Refine the mission

v Frame Idea v Select objects central to the user
v Frame Problem v Define triggering actions

X Frame Product v Define feedback

+/- Frame Tech v Flesh out the idea in a storyboard
X Understand Journey X Reflect and improve

X Understand Lifecycle

+/- Understand Tech

X Opportunity Mapping

X Stress Test

X Not relevant  +/- Might be relevant + Relevant

TABLE 3.7: Boards/Canvases comparison.

Criteria IoT Design Kit Tiles loT Kit

High level definition vV Canvases to frame the vV Comprehensive board with
problem, the idea and the scenarios, missions, objects,
stakeholders triggers, feedback

Technical definition X Assumes pre-existing +/- Includes cards with sensors
knowledge on technology and services

Realisation XX Not supported XX Not supported

XX Notatall XPoor #+/-Fair  Good « « Verygood

At the beginning of this chapter, three key questions guided our review:

Question1| What kinds of support have been discussed and developed for end-user devel-
opers, generally and within the context of IoT?

Question 2 | What specific types of support have been created for IoT development, and how
do these align with different stages of the creation process, such as ideation,
prototyping, testing, and maintenance?

Question 3| Where do the gaps exist in the current support systems for IoT development,
particularly regarding their effectiveness for non-expert developers?

Support for loT End-User Developers

The review has highlighted the growing body of literature aimed at supporting end-user developers
in IoT, but it also underscores several critical gaps. Theoretical frameworks such as End-User
Development (EUD) [23, 143], Meta-Design [73], and Semiotic Engineering [49, 71] provide
the conceptual foundations for non-expert engagement in IoT development. However, practical
implementations of these frameworks tailored to IoT are still limited. Although toolkits like the
Tiles IoT Toolkit and IoT Design Kit show promise, especially in the ideation phase, they do not
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offer sufficient guidance for the realisation of fully functional IoT projects. The gap between
ideation and implementation remains a significant challenge for non-expert developers.

Development Stages and Support

Various toolkits and methodologies exist to support different stages of IoT development, partic-
ularly in the early stages. For example, ideation is well-supported by tangible toolkits such as
cards, boards, and tokens that help non-experts brainstorm and define IoT solutions. The Tiles
IoT Toolkit [83,120,128] and IoT Design Kit [47, 48] are particularly effective during this phase.
However, as F. Gianni et al. [81] and F. V. Gianni [83] noted, non-expert developers face significant
difficulties in transitioning from ideation to prototyping, which highlights a critical gap in the
literature.

As discussed in Subsection 3.1.3: IoT Development Process, the prototyping phase presents
several challenges for non-experts, who often lack the technical knowledge required to integrate
hardware, software, and networking components effectively. Furthermore, the literature offers
limited support for the later stages of IoT development, such as maintenance and ongoing tailor-
ing, which are crucial for long-term project success. Current tools tend to focus on ideation and
early development but do not cover the entire IoT project lifecycle.

Gaps in loT Support

This review has identified several critical gaps in the support systems available for IoT devel-
opment, particularly in relation to non-expert developers. While there are numerous toolkits
designed to assist in the ideation and early development stages, such as the Tiles IoT Toolkit and
IoT Design Kit, few tools provide comprehensive guidance throughout the entire development
lifecycle. The prototyping and maintenance phases, in particular, are under-supported. Addition-
ally, Booth [19]’s research on troubleshooting highlights the need for more robust and long-term
support mechanisms, which are currently lacking in the literature.

Empirical studies involving non-expert developers are also scarce, making it difficult to evaluate
the effectiveness of the existing tools and frameworks. Further research is needed to involve
non-experts in testing and validating these support systems, ensuring they address the unique
challenges faced by this user group.

Concluding Remarks

Insummary, this literature review has revealed a growing but incomplete body of research aimed at
supporting non-expert developers in IoT. While existing frameworks and toolkits provide a strong
foundation, they fail to address the full spectrum of challenges associated with IoT development,
particularly in the transition from ideation to implementation and ongoing project maintenance.
The findings from this review highlight the need for more comprehensive, user-friendly tools and
methodologies that can guide non-experts throughout the entire lifecycle of IoT development.

These insights lay the foundation for the subsequent chapters of this thesis, where we will explore
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novel solutions to address the identified gaps. The next chapter will present a case study involving
an end-user developer, which will provide further insights into the practical challenges faced by
non-experts and opportunities for developing more effective support systems.
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Chapter 4

Observing an End-User Developer
A Longitudinal User Study

When danger approaches, Sting glows blue,
anticipating its own need and use.

Itis a trusty weapon, an infallible

warning system, a handsome object,

and a fantastic companion—for a hobbit.

— David Rose
Enchanted Objects [151]

UNDERSTANDING THE SPECIFIC CHALLENGES faced by end-user developers in creating bespoke IoT
projects is crucial for improving the accessibility of IoT technologies. This chapter addresses the
first Research Question posed in Chapter 1:

What barriers do end-user developers face in creating bespoke IoT projects?

InChapter 2, we explained that the components needed to create a custom IoT project are available
and affordable. We hypothesize that, while a non-expert can technically undertake such a project,
the number and complexity of challenges they face make completing the project exceedingly
difficult.

To address RQ1, we conducted a long-term observation over several months in 2017 and 2018,
tracking an end-user developer as they created an IoT project. The objectives of this research
were:

1. Understand the time frame required to bring a custom IoT project to an acceptable functional
state,

2. Comprehend the different phases that a non-expert must navigate to complete their plan,
and

3. Identify obstacles that could stop or delay the project’s progress.
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FIGURE 4.1: Mood Squeezer: squeeze box and digital floor display
Reproduced from Sarah Gallacher, https://sarahgallacher.com/.

The rest of this chapter is organised as follows: Section 4.1: Study Design presents the planning
phase of our user study, including a preliminary study with the researcher as the sole participant.
Section 4.2: Study Method explains the methodology employed in the user study. Section 4.3:
Analysis provides an in-depth analysis of the data gathered during the study. Section 4.4: Discus-
sion explores the insights derived from the analysis. Finally, Section 4.5: Summary summarises
this chapter’s main findings and their implications for the subsequent user studies.

4.1 | Study Design

This section provides an overview of the approach taken to explore how non-experts can develop
bespoke Internet of Things (IoT) projects. By examining both the planning and execution phases
of a project, we highlight the practical considerations and methodological strategies employed.

The study, as it is presented in this chapter, is divided into two stages: the Preliminary Study, an
initial proof of concept conducted by a researcher (P1), and the Main Study, where an end-user
developer (P2) builds upon the initial stage. This dual-stage process seeks to identify key factors
that enable non-experts to effectively utilise IoT technologies, contributing valuable insights to
the broader objectives of this thesis.

Our inspiration for this study came from the Mood Squeezer project by Gallacher et al. [77]. In
that project, a group of people can indicate their current mood via the Squeeze Box (Figure 4.1
(left)), while an aggregation of their inputs is shown as a floor light installation (Figure 4.1 (right)).
The Mood Squeezer utilises a group of technologies that can be considered IoT. In previous
research, we have noted that “IoT are hardware/software systems that are embedded in everyday
objects, communicating via the Internet” [78]. However, Gallacher et al. do not explicitly mention
the use of the Internet or the Internet of Things (IoT); their study could have been conducted
using a Local Area Network (LAN).

This research examines the barriers non-expert end-user developers face when creating bespoke
10T projects, including technical challenges, unintuitive tools, insufficient resources, and gaps in
programming and system assembly knowledge.

44 | Chapter 4. Observing an End-User Developer


https://sarahgallacher.com/

X - ~
Rxmm Arduino

fritzing

FIGURE 4.2: Preliminary study. Circuitdiagram used as the blueprint for constructing
the device shown in Figure 4.3.

FIGURE 4.3: Preliminary study. Exterior: cardboard box with Rugby stress ball (left).
Interior: Arduino MKR1000, FSR sensor, and LED (right), built according to the
circuit diagram in Figure 4.2.

The findings aim to identify these challenges and provide insights into how they hinder the ability
of non-experts to independently construct IoT solutions. By understanding these obstacles,
the research seeks to uncover critical areas where support mechanisms and resources are most
needed to enable successful IoT project development for end users.

4.2 | Study Method

This section outlines the specific techniques and procedures used to conduct our research. It
details the stages of the study, the participants involved, and the data collection methods em-
ployed. By providing an overview of the study method, we aim to outline the steps taken to gather
insights into how non-experts can develop bespoke 10T projects, thereby ensuring the clarity and
reliability of our findings.
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4.2.1| Preliminary Study

The preliminary study aimed to assess commercial off-the-shelf technology for the main study,
verifying the basic data flow and key components as starting points. This involved identifying,
comparing, estimating, selecting, purchasing, and assembling parts into a proof-of-concept pilot
project. Given our hypothesis that creating a bespoke IoT solution was too complex for a non-
technical user, the preliminary study acted as a safety net, ensuring that the selected technology
could support the main study’s development. P1 conducted this study part-time in his office over
four months, from August to November 2017.

Considering the Mood Squeezer [77], we identified the following components and data flow for
the project: a) Sensors that react to changes in the environment (e.g., the pressure applied to a
stress ball); b) A Wi-Fi-capable microcontroller that converts the sensor readings into digital data
and transmits it to a cloud-based database; c) A cloud-based database that stores and processes
the generated data; d) An actuator that transforms the digital data into something perceivable by
the senses (e.g., coloured lights).

These components and data flow were compared with the diagram presented in Figure 2.1, where
we considered three distinctive areas: Sensing, Processing, and Actuating. We examined these
areas to produce the prototype of an IoT project, aiming to identify suitable sensors, a compatible
microcontroller, a cloud-based database, and open-access Application Programming Interfaces
(APIs) to facilitate seamless data flow between the system components.

- Sensing
A pressure sensor (Force Sensitive Resistor, FSR) inside a red stress ball from University mer-
chandise was used for data input instead of buttons. An Arduino MKR1000 with Wi-Fiand
battery power was chosen for its versatility and housed in a cardboard box (Figure 4.3). The
Arduino was programmed in C++ using the Arduino IDE, similar to the Mood Squeezer [77].

- Processing
Firebase was chosen for cloud processing and storage due to its clear documentation, sim-
ple API, examples, and user-friendly interface. After setup, the capturing module was pro-
grammed in JavaScript to upload data. An LED on the box indicated when data was sent.

- Actuating
During the preliminary study, visualisation was simulated through a basic web interface
displaying records appearing in the database.

By the end of the preliminary study, we successfully tested force-sensitive resistors (FSR), the
Arduino MKR1000 microcontroller with Wi-Fi connectivity, and the Firebase cloud database
with an understandable API. The detailed circuit configuration is illustrated in Figure 4.2. These
components served as the building blocks for the second stage of the study, presented in the
following subsection.
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The Preliminary Study helped us understand the complexities of assembling an IoT project, veri-
fying that building the project was indeed possible, thus ensuring that we were not sending the
participant in the Main Study to a dead end.

4.2.2 | Main Study

The second stage of our case study involved developing a bespoke project based on the proof of
concept conducted by a researcher (P1), as presented previously. We named this project The Mood
Squeeze Converter, as it converts physical energy—pressing a stress ball—into light by turning on
and changing the colour and intensity of an LED strip.

In this phase, the 10T application to develop included all the parts identified in the data flow
diagram shown in Chapter 1: Sensing user interactions, Processing data locally and in the cloud,
and Actuating through LED lights (Figure 2.1).

The objectives of the Main Study were as follows:

— To understand the time frame required to achieve an acceptable functional state for the
project.

— To comprehend the different phases a user must go through to complete it.

- To identify obstacles that could hinder the project’s progress.

The user was tasked with developing a functional prototype using a set of requirements and a
list of technological components within a reasonable time frame. To facilitate this process, we
provided a consolidated group of components, including hardware, software, the outcome of the
first stage, and a collection of educational material.

These were the resources that Participant P2 could use to start developing a custom-made solu-
tion:

a) alist of hardware to be used (sensors and microcontroller),

b) an Arduino Starter Kit (an Arduino Uno board, a selection of the most common electronic
components, and a book with 15 simple projects to get familiar with the creation of circuits
and the use of the Arduino developing environment (IDE)),

¢) acircuit diagram of the setup used in the preliminary study (Figure 4.2),

d) astipulated database (Firebase), including a link to the Firebase Web Codelab tutorial .

4.2.3 | Interviews

After completing the main study, we interviewed the participant (P2) using a semi-structured
format and following the guiding questions presented in Appendix C. To provide a contrasting
perspective, we subsequently interviewed a Computer Science postgraduate student who had
been working on a bespoke IoT project. At the outset of their respective projects, P2 and the

thttps://codelabs.developers.google.com/codelabs/firebase-web/index.html

472, Study Method | 47


https://codelabs.developers.google.com/codelabs/firebase-web/index.html

postgraduate student self-identified on a five-step scale, ranging from non-expert to expert, with
P2 identifying as a non-expert (level 1) and the postgraduate student as intermediate (level 3).

The interviews were conducted with the following objectives:

1. To assess the developers’ self-perception of expertise in IoT and determine if it evolved
throughout the project.
We hypothesise that engaging in a project enhances expertise, even in incremental ways.

2. Toidentify the obstacles non-expert developers encountered while creating a custom-made
IoT project.
Addressing these challenges is essential for answering the broader thesis question: Is IoT
accessible to everyone, oris it a fallacy?

3. To evaluate whether developers can recognise how they identified and resolved issues.
Understanding their problem-solving processes will inform the development of better sup-
port systems for non-experts creating custom IoT solutions.

4. To clarify gaps in the observational data collected during the development process.
This objective specifically applies to the non-expert developer in our case study. The inter-
views aimed to address areas that may not have been fully captured through other methods
of data collection, providing a deeper understanding of the development process.

4.2.4 | Participants

The preliminary study, conducted in our lab by the principal researcher, aimed to build a proof of
concept and verify the project’s feasibility. The main study then focused on understanding the
support needed by end-user developers, particularly those with limited expertise. Finally, a set of
interviews was conducted with P2, another postgraduate student in Computer Science, and the
supervisor of the latter.

For the main study, participant P2 was selected based on availability and alignment with the
study’s aims, rather than through a predefined sampling criterion. As a student in the Master of
Computer Graphic Design programme, P2 had basic programming experience but no prior expo-
sure to electronics or physical computing. This level of expertise was inferred through ongoing
supervisory interaction and direct observation, rather than formal testing. P2 was not chosen for
technical skill, but for their demonstrated resilience in tackling unfamiliar challenges. They were
provided with the appropriate technology and basic instructions as outlined in the materials list.

Given the size and context of the research environment, recruitment options were necessarily
pragmatic. Throughout the research, P2's technical capability and confidence demonstrably
evolved. Although no formal pre- or post-test was employed, this development was evident in
the digital diary, which captured increasing levels of autonomy, experimentation, and reflection.
This naturalistic mode of assessment aligns with the exploratory, design-led nature of the study
and its broader aim of understanding how non-expert developers navigate and appropriate IoT
technologies over time.
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This extended, single-participant study served as a mapping-the-territory exercise—a founda-
tional inquiry into how a non-expert might navigate the creation of an Internet-connected device
from first principles. Atits outset, no fixed timeline was established; instead, the project unfolded
pragmatically as P2 encountered and worked through a series of real-world challenges related to
IoT prototyping. The study took place within the context of establishing an IoT laboratory in the
School of Computing and Mathematical Sciences. At the time, P2 was completing a Master's
degree, unrelated to the present research topic. Although external factors supported sustained
involvement, motivation fluctuated, particularly during periods of technical failure and concep-
tual uncertainty, as reflected in the participant’s diary. The experiential insights drawn from this
long-form engagement directly shaped the subsequent studies (Figure 1.1). The need to support
ideation (Chapter 5), concretisation through making (Chapter 6), and troubleshooting in the face
of failure (Chapter 7) each emerged from lessons gained during P2's iterative journey.

4.2.5 | Data Collection

The study design incorporated three distinct phases of data collection: the preliminary study, the
main study, and the post-study interviews. These phases were methodologically linked through
a sequential, interpretative process rather than through formal triangulation. Observations
from the preliminary study were primarily instrumental, informing the setup of the main study
and ensuring technical feasibility. The main study generated a substantial corpus of qualitative
material in the form of a digital diary, comprising extensive notes, embedded media, and code.
This diary was analysed through close observation and supported by visualisation techniques that
allowed patterns and recurring challenges to surface, consistent with a design-led interpretative
approach. Interviews were subsequently used to clarify and contextualise findings from the diary,
offering reflective insight into processes already observed. While video recordings were made to
support memory recall, they were not formally coded or systematically analysed. Instead, they
functioned as an auxiliary aid during interpretation. This approach reflects a designlogic in which
each phase of data collection feeds into and refines the next, supporting a situated understanding
of end-user development practices.

Data Collection Procedures: Preliminary Study

The preliminary study was documented through digital notes and a video recording of a demon-
stration showcasing the functioning prototype (see Figure 4.3). The code developed during this
phase was saved and provided to Participant P2 as a reference and starting point for the main
study.

Data Collection Procedures: Main Study

The data collection during the Main Study, spanning from October 2017 to September 2018,
involved Participant P2’s part-time engagement in the second stage of the case study. Data
was gathered through two primary methods: the development of the Mood Squeeze Converter
prototype and the maintenance of an extensive digital diary. The Mood Squeeze Converter was
constructed as three Internet-connected input devices (Figure 4.5) using an Arduino MKR1000
microcontroller, with data stored in a cloud database and LED lights controlled via an API. P2
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Watched three of the Shiffman Firebase videos.

Wisdom earned:
Anode = Positive = power = long leg
Cathode = negative = ground = short leg

Tue 24 Oct 2017

Arduino
Began to familiarise with Arduino
Completed the first three example projects in the Arduino projects book

First major hurdle - identifying what resistor to use as the images in the book are not the same
as the resistors in the kit.
Also, 220 Ohm and 10K Ohm resistors look very similar.

Wisdom earned: Always check that you have initialized the correct pin in the setup and are
pointed at the right pin in the loop.

Fri 20 Oct 2017 16:04

Arduino
Getting familiar with Arduino.
Do the first tutorials / projects with the Arduino Kit.

Firebase
Talk about doing the Firebase Web Codelab tutorial
https://codelabs.developers.google.com/codelabs/firebase-web/#0

Coding
Shifman’s Programming A to Z (look at the Firebase example)
http://shiffman.net/a2z/

FIGURE 4.4: The first page of the digital diary, initiated on 20 October 2017.
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FIGURE 4.5: One of the final input devices.

documented the process thoroughly in a digital diary, capturing successes and failures through
231 pages of notes, code, and multimedia elements. These records provide a comprehensive
dataset, analysed in the following sections.

P2 approached the development task as an open-ended design challenge rather than a rigidly
structured exercise. While a predefined set of components, tools, and instructional resources
was provided—including a reference circuit diagram and access to the code from the preliminary
study—P2 was explicitly encouraged to experiment and adapt the materials as needed. This
pragmatic framing enabled autonomy, with the task treated as a situated problem to be explored
rather than executed. Accordingly, P2 modified and extended both the hardware and software
components of the system, notably commissioning a custom-printed circuit board (PCB) from an
overseas supplier to enhance system robustness.

The study further revealed emergent behaviours indicative of the social dimensions of end-user
development. P2 sought assistance from individuals beyond the formal research context, in-
formally assembling a mentorship network. This reflects known dynamics in peer-supported
and distributed learning environments. However, such interactions also introduced risk: in one
instance, misguided advice from a presumed expert resulted in the damage of a microcontroller.
These occurrences highlight both the affordances and vulnerabilities of socially mediated learning
among non-expert developers navigating bespoke I0T projects.

Data Collection Procedures: Interviews

The interviews were conducted as semi-structured sessions, following the guiding questions
presented in Appendix C: Semi-structured Interviews. Two interviews were conducted with P2,
along with one interview with the postgraduate Computer Science student who had been working
on a bespoke IoT project. All interviews were recorded on video for further analysis.

The interview data were analysed using an inductive approach, with themes emerging through
repeated engagement with the transcripts. Analysis was undertaken following a design approach
rather than with a formal coding framework more typical of HCI or social science. The transcripts
were manually reviewed to identify patterns and points of thematic convergence. This approach
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FIGURE 4.6: Arduino MKR1000 microcontroller used in the case study (top). Internal
view showing the microcontroller connected to a custom PCB and a vibration motor
(bottom).

FIGURE 4.7: Actuator: LIFX Z LED strip lights.

aligns with the principles of inductive thematic analysis, adapted here through a designer’'s mode
of inquiry that privileges close reading and emergent interpretation. To support sensemaking,
visualisation techniques such as word clouds were employed, facilitating pattern recognition
through spatial and graphical representations.

Although no formal inter-rater reliability checks or software-assisted coding tools were applied, in-
terim findings were discussed within supervisory meetings. These sessions served as an informal
triangulation mechanism, supporting the refinement of interpretations. We recognise that this
analytic process constitutes an exploratory entry point into qualitative HCI research, reflecting a
transition from a design-oriented methodology towards more structured interpretative practice.
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4.2.6 | Ethical Considerations

The study received ethical approval from the School of Computing and Mathematical Sciences
(SMCS) Ethics Committee at the University of Waikato. The approval letter is included in Ap-
pendix A. All participants were informed of the study’s aims and procedures and provided their
consent before participating. This applies to all forms of data collection, including interviews, digi-
tal diaries, and video recordings. No specific ethical concerns were identified regarding participant
vulnerability or data sensitivity.

4.3 | Analysis

This section is dedicated to interpreting the data gathered during our study. It is structured into
three subsections: Analysis of the Diary, Analysis of Phases, and Analysis of the Interviews.
Through these subsections, we thoroughly evaluate the participants’ activities, stages, and re-
flections, aiming to uncover critical insights into developing bespoke IoT projects by non-experts.

4.3.1 | Analysis of the Diary

We presentan analysis of participant P2's digital diary to understand the time required toachieve a
functional project state, the phases a user must navigate, and obstacles that may impede progress.
Returning to our initial hypothesis, we aim to confirm that despite accessible, affordable com-
ponents, assembling them into a functional system remains too complex for a non-technical
user.

Preparing the Data Corpus

Before analysing the diary, we pre-processed the content to create a clean text version by removing
photographs, screenshots, diagrams, 3D images, URLs, and code. The text was organised by
project days (PDs) and stored in a MySQL database for easy querying. We then extracted a text
file with one line per project day for analysis using NLP tools like spaCy? and Textacy®.

spaCy is an open-source Python library for advanced NLP, supporting tokenization, tagging,
parsing, and named entity recognition (NER). In contrast, Textacy, built on spaCy, handles tasks
like stemming and lemmatisation. Using these tools, we created a Doc for each project day, with
metadata indicating the project day (PD). These Docs were then compiled into a Textacy corpus,
allowing for efficient processing and tagging with specific terms (e.g., ‘squeezy ball’) using spaCy's
rule-based matching®*.

Analysing the Corpus
Transforming the diary into a corpus revealed that over 343 days (from 20 October 2017 to 28
September 2018), P2 recorded activities on 157 non-consecutive days. Of these, 148 are considered

2https://spacy.io
Shttps://chartbeat-labs.github.io/textacy/
*https://spacy.io/usage/rule-based-matching#entityruler
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Text tagger parser ner : Doc

FIGURE 4.8: spaCy’s pipeline: from text to Doc.
Reproduced from spaCy, https://spacy.io.
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FIGURE 4.9: Process used to transform the digital diary created in Google Docs to a
spaCy corpus.

‘project days’ with relevant diary entries. The concept of 148 Project Days is central to the corpus
analysis, which employed various visualisation techniques, including WordClouds, as detailed in
the following subsections.

Visualising the corpus

After preparing the corpus, we generated visual representations of the text for various project
days. These visualisations, including verbosity levels and word clouds for individual days and
categories, revealed patterns that helped identify different project phases related to specific topics.

Basic Statistics and Verbosity

The initial analysis of the corpus with Textacy revealed 148 Docs (one per PD), 3,165 sentences,
and 46,048 tokens. Using Textacy's TextStats, we calculated the number of sentences and words
per Doc. We visualised this data in a bar chart to show verbosity levels throughout the project
(Figure 4.10).

Word Clouds per Day and by Category

To visualise term usage across different days and project areas, we used word clouds, where term
frequency determines the size or colour of words, revealing patterns. Textacy was employed to
generate word clouds for each Project Day (Figure 4.11), including creating bag-of-terms, lemma-
tisation, removing stop words, using unigrams, bigrams, and trigrams.

While reviewing these word clouds, we identified the need to refine our analysis by categorising the
content to focus on specific project areas and more accurately identify relevant keywords. Some
concepts, like Arduino project, were clear, while others, like complete project, were ambiguous.
Categorisation allowed for more precise insights.

Initially, we categorised sections based on the data flow diagram (Figure 2.1), such as interacting
(sensors, microcontroller), processing (database), and visualising (lights). Further analysis added
categories like box (enclosure), electronics (internal components), hardware (assembly elements),
and broader categories like software, protocols, and learning (Table 4.1 and Table 4.2).
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FIGURE 4.10: Word count per PD, illustrating verbosity levels throughout the project.

To ensure consistency, we used lemmas—the base forms of words—as keywords. A Python script
compared stems to tokens in the corpus, generating these lemmas. Each Doc in the corpus was
evaluated against the keyword lists, resulting in category-specific word clouds for the 344 project
days. The output included word clouds, blank images, “x” for non-project days, or circles for
weekends (Figure 4.12), which were then stitched together to create strips of word clouds for each
category (Figure 4.13).

This approach, akin to zooming in with a microscope, revealed that breaking down content by
categories was crucial for a deeper understanding of the project phases.
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TABLE 4.1: Table of categories. TABLE 4.2: Keywords for the Box category.

sensors box software 3D epoxy squeeze
microcontroller electronics protocols ball epoxying squeezing
database hardware learning box glue squeezy
lights epoxy lid

Problems and Solutions

While the word cloud visualisation provides a topical overview over time, some sentences were
misclassified as false positives. For instance, on PD 37, the keyword “box” was wrongly categorised
under the physical project box, though it referred to a computer dialogue box:

The new network device (or whatever that dialog box says) should pop up.

Whenever the MKR1000 is plugged, the computer produces a dialog box that says there is
a new network available.

Similar misclassifications appeared in the lights and electronics categories, where keywords like
light, red, green, and thing were wrongly linked to unrelated elements.

To address this, we added a filtering process to the script generating the word clouds, allowing it
to skip sentences identified as false positives or belonging to different categories. An interactive
Python script further aids in identifying and excluding misclassified sentences, storing them in a
category-specific dictionary for accurate analysis.

Verifying Analysis with Entity Visualisation

The analysis of the word cloud strips for different categories was supported by spaCy’s entity
visualiser, which highlights named entities and labels in the text. This process allowed us to
verify whether the content in the WordClouds for the 148 project days accurately matched the cor-
responding categories or included false positives. Through iterative evaluation and comparison
with the entity visualisations, we were able to confirm the consistency of the categorisation and
identify any discrepancies.

Summary

The diary analysis methodology involved multiple iterative processes, recognising the need to
slice the material for effective analysis. While the use of NLP tools, parsing techniques, and visual-
isation instruments proved useful and could be further developed for analysing large unstructured
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