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Abstract

Security visualization utilises predefined data attributes and translates them into visual nodes
to form images for the purpose of communicating critical security information to targeted
audiences. It is commonly used for two reasons: exploring and reporting purposes thus,
sharing insights on suspected security events. However, the challenge of selecting the best
visualization out of two or more visualization samples, regardless of existing limitations
such as screen dimensions and visual complexities, required users to utilise certain mea-
surement criteria. These criteria urge security visualization researchers, developers and
users (viewers) to ask themselves the following two questions: What makes a security vi-
sualization effective? How do we measure visualization effectiveness in the context of inves-

tigating, analysing, understanding and reporting cyber security incidents?

This thesis explores a range of effectiveness measurement techniques for web and mo-
bile platforms. We investigated existing effectiveness methods for the design, implemen-
tation and user observation phases in security visualizations. Consequently, we identified
effectiveness criteria and metrics in applications include visual clarity, visibility, distortion
rates and user cognitive response (viewing) times. With the goal of aiding decision mak-
ing in cyber security operations, we provided a distinctive security visualization paradigm
of a full-scale effectiveness measurement (SVEm framework) approach for both theoretical
and user-centric visualization techniques. Our framework facilitates effectiveness through
our SvEm algorithm thus, providing various interactive three-dimensional (3D) visualiza-

tion applications to enhance both single and multi-user collaboration.

The SvEm framework involves several key components: (1) web/mobile display dimen-
sions and resolution, (2) security incident entities, (3) user cognitive activators and alerts,
(4) working memory load, (5) threat scoring system and (6) the colour usage management.
To evaluate effectiveness in our framework, we developed several use cases: (1) VisualProg-
ger - areal-time security visualization analytic application (web and mobile platforms), (2) a
security visualization with augmented reality and (3) a security visualization for intelligence
tracking and monitoring. In addition, we developed and documented a new security visu-

alization guideline (a SCeeVis pre-standard) as part of the SYEm framework to aid with the



design, implementation and observation environments.

This pre-standard further allowed us to develop our SCeeVis colour chaining standard and
a new cognition and working memory (SVEm-CWML) instruction set to enhance the user’s
cognition and perception process for security visualizations. As a result, our visualization
application outputs effectiveness measurement by capturing and increasing the user’s at-
tention span through the process of reducing cognitive load, while increasing the viewer’s
memory efficiency. Thus, users have a high potential to gain security insights from a given
visualization. Our evaluation shows that, viewers perform better with the existence of prior
knowledge of security events and if they operate in a comfortable visual environment. It
has also indicated that circular visualization designs attracted and maintained the viewer’s
attention. Finally, these discoveries have revealed new research directions for future work

relating to effectiveness measurement in security visualization.
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Chapter 1

Introduction

1.1 Background

The choice of selecting between two visualizations relies on specific forms of measurement
techniques to help rate one over the other. Such ratings help users to choose between two
visual images, such as Figure 1.1a and Figure 1.1b [6]. This thesis aims to measure and eval-
uate effectiveness of security visualization for cyber security operations. However, such ob-
jectives require us to ask the following questions: How can we rate visual images? what are
the contributing factors affecting the rating on visual images? and how do humans contribute

to the evaluation of effectiveness in this process?

Raw Network Traffic

SIEM Events

x P IDS/IPS Alerts
Drectories

NetFlow

SCADA

Libraries I PCAP

Log Dala

Threat Intelligence

(a) Ransomware Activity with VisualProgger (b) Deep Analytics Visualization

Figure 1.1: The Choice of Comparing Visualizations

On a day-to-day basis, humans process visual representations of information faster than
they are able to read and understand a paragraph of text. They have tremendous capacity to
naturally analyse visual information by combining colour gradients into one coherent pic-

ture. A picture is a term commonly associated with the arts domain, while science refers



to it as information visualization. ‘Information visualization’ refers to visual representa-
tions of data [7]. It takes advantage of human perception by enhancing cognitive abilities [8]
through the user’s visual cortex to process and understand predefined visual information.
Visual techniques are used to rapidly locate, discover, identify and compare various types of
information. With this in mind, the use of visualization in industries, academia and other
domains is becoming the norm for: (1) information exploration, (2) displaying of quantita-
tive data, (3) reporting and (4) envisioning information by communicating potential ideas
and insights across to targeted audiences. These are crucial aspects of cyber security oper-
ations. Thus, the ability to communicate or share security information and knowledge with
the use of security visualization strengthens the entire cyber security operation process.

We begin this chapter by exploring the importance of security visualization and defining
‘cyber security’ as a key concept for this thesis. The International Telecommunication Union
(ITU) [9] [10] defines ‘cyber security"’ in alengthy and detailed approach. The Merriam Web-
ster dictionary [11] defines it as “measures taken to protect a computer or computer system
against unauthorised access or attack." A clear understanding of what cyber security is and
why it is important enables users of the Internet to identify cyber security issues and draw-
backs. While the existence of global interconnection capabilities through the Internet offers
undeniable advantages, it is a continuous cyber security drawback that brings security chal-
lenges. This reaffirms why cyber security is a unique integral component and a growing
concern for industries, academia and users of the Internet [12].

Thus, new effective cyber security tools, techniques and standards are high in demand.
An ideal solution to confront cyber security issues is by applying security visualization to
facilitate information sharing, exploring and aiding decision making. Security visualiza-
tion is a burgeoning component of cyber security used to identify cyber-threat/attack pat-
terns and behaviours. For example, Figure 1.1b shows deep analytics with visualization,
whereby mapping techniques are used to show relationships in network traffic[6]. Itis a data
representation-based visualization framework whereby all information is consolidated and
presented in a single 3-dimensional view. Thus, with security visualization, complex data
logs are transformed into simple visual representation forms that are easy for users to un-
derstand. We use this example to show how easy visualization is designed and implemented
yet challenging if not used in the right manner with the proper audience.

Moreover, security visualization frameworks are useful in cyber security to gaining in-

sights into security events. But how effective are the security visualizations? Do they help

1Based on ITU’s ITU-T X.1205, cyber security is defined as “collection of tools, policies, security concepts,
security safeguards, guidelines, risk management approaches, actions, training, best practices, assurance
and technologies that can be used to protect the cyber environment and organisation and user’s assets."
https://www.itu.int/en/Pages/default.aspx



improve cognition and decision making during critical security events in a given cyber secu-
rity operation? This research presents a framework for measuring effectiveness in security
visualization presentations. Our primary focus is improving our Security Visualization Ef-
fectiveness Measurement (SVEm) framework [13] by providing a full-scale security visualiza-
tion effectiveness measurement approach across an entire visualization experience. We as-
sume that users are motivated and competent when interacting with security visualizations.
We address data processing performance, visual clarity and user interactive enhancement
features for a better user-centric experience. Finally, to measure effectiveness of security
visualizations, we require extensive assessments of both web, mobile platforms and their

respective user response and reaction times.

1.2 Motivation for this Research

The effective presentation and reporting of security events (e.g., malware attack, data breach)
within minimal time required has several challenges. These include: dataset complexity
(dataset structure, multiple sources, ‘noise’ and data uncertainty), various range of user
knowledge and preferences, hardware processing power limitations, web browser render-
ing, scaling, processing limitations and mobile platform screen limitations. Therefore, there

is a need for effective security visualization for both web and mobile platform users. This
thesis therefore has a core focus on security visualization ‘effectiveness measurement’ method-
ologies for both web and mobile platforms. We aim to reduce the time spent that it takes to
analyse a given security visualization for precise insights into security events and overall to
contribute effectively to the entire cyber security operations time frame.

In order to contribute with effective security visualizations during a security event, we
need to understand the goals and strengths of security visualizations, moreover querying
the importance of needing security visualization for cyber security operations. Thus, the
goal of security visualization is to transform abstract data of security events into computer
graphical representations that are easy to understand when reasoning and supporting deci-
sion making processes. For example, Minard’s carte figurative of Napoleon’s 1812 campaign
map [14] utilises techniques to convey datasets into a simple and effective infographic rep-
resentation with attribution 2 [15], provenance ® [16], [17] and abstract aspects illustrating

mostly information (patterns, behaviours, trends, etc.) depicted in the visualization (See

2Attribution in cyber security is defined as “determining the identity, source or location of an attacker or an
attacker’s intermediary."” ‘Traceback’ or ‘Source tracking’ are common terms used as substitutes for the term
attribution [15].

3Provenance in the context of this thesis is defined as “a series of chronicles and the derivation history of data
on meta-data" [16], [17].



Appendix Al). After careful observation of Minard’s visual representation, we can conclude
that provenance is well depicted in that particular visual presentation approach. However,
what is the key formula to attracting users to see and clearly understand Minard’s carte fig-
urative of Napoleon’s 1812 campaign map? We argue that visual clarity, data representation
simplicity and a user relevant (including motivation, interest, relevant knowledge, etc.) en-
vironment are required. Human cognitive ‘preattentive processing 7]’ contributes to un-
derstanding Minard’s carte figurative of Napoleon’s 1812 campaign map. It has the ability
to effectively and accurately analyse visual information with minimal help required. This
example has enabled the user’s choice and demand to fully utilise visualizations in daily
exploring and reporting routines in cyber security operations.

Apart from exploring and reporting purposes, visualization is found across multiple re-
search domains, industries and amongst end-users. It has contributed to improving deci-
sion making processes [18], especially when innovative ideas are conveyed across or dis-
cussed with the use of visualization mockups in boardrooms or project meetings. On the
one hand, analysts and data scientists use complex visualization techniques to make sense
of data collected and to ‘connect the dots’ between key findings. However, complex visual-
ization techniques require several analytical steps to acquire potential outputs. End-users,
on the other hand, challenge themselves with trying to process and simplify such complex
data into a simple-to-understand form with the use of visualization. Web browser capa-
bilities, screen dimensions, hardware processing power and mobility are additional factors
affecting how visualizations are portraying intended insights to users. These are pressing
factors requiring the need to address effectiveness in standard visualizations and security
visualizations.

Limitations in screen dimensions is one of the major factors affecting effectiveness in se-
curity visualization. For example, there is a visualization contrasting comparison in mobile
platforms (small display size) versus a visualization in 52-inch-high definition (HD) plasma
screens with better resolution. This is a challenge that mobile platforms bring when try-
ing to visualize large data volumes. Due to rapid increase in technological services, such
as application platforms moving into the cloud, a mobile device is now becoming person’s
‘digital self’ [19]. This makes security a crucial component to a person’s physical and on-
line presence. Security visualization is a solution aiding users to keep up with their ‘digital
self,” practically addressing queries such as: what is happening to my data?, Who can see my
data?, or Can I get an eye-catching alert (notification) of when my mobile has been hacked?
The emphasis of this thesis highlights effectiveness in security visualization for mobile plat-
forms. However, in order to clearly understand the key ideas and context of this thesis, we

deliver a set of definitions.



1.3 Definitions

Security visualization in the context of this thesis means a graphical representation of a se-
curity event (e.g., malware attack, insider threat activity, data monitoring) associated with a
mobile platform/device. Security visualization also refers to visual representations of secu-
rity data collected in the following scenarios: security monitoring, forensic data extraction,
malware analysis, anomaly detection and real-time data tracking for intelligence.

Mobile platforms refer to small screens basically belonging to the mobile devices (smart
phones, tablets) and 13 inch laptops or less. Note that the terms mobile platform and mobile
device are interchangeable in this thesis. Designs, sizes, shapes and purposes are mobile
platform marketing criteria that dictate its usefulness and their contribution to how users
use mobile devices.

Measurement in the context of this thesis is the assignment of a number to a characteristic
of an object or event. The number assigned can be compared with other objects or events.
The scope of a measurement in this thesis has direct association with our proposed security
visualization framework.

Effectiveness in the context of this thesis refers to the degree in which something is suc-
cessful in producing a desired result within the least time spent. The focus of our thesis is
on an effectiveness measurement algorithm for security visualization in both web and mo-
bile platforms. Therefore, our thesis deliverable is to provide a successful web and mobile
security visualization whereby security insights are acquired by users within the least possi-
ble reaction time. In this thesis, we state effectiveness is best measured by results over time
with prior knowledge of related security events. Our ideal effectiveness outcome is propor-
tional to visual clarity, simplicity and a viewer’s attention span, whereby a high effectiveness

measurement rate means higher attention span period.

1.4 Thesis Statement

Our thesis makes two claims: firstly, due to existing visualization complexities resulting
from data processing operations and complex visual representations, we provide an effec-
tive security visualization approach to improve user interaction with the visualization ap-
plication used over their mobile platforms. Secondly, existing user preferences, level of se-
curity knowledge may hinder the users’ ability to efficiently interact with existing security
visualization. Hence, this thesis capitalises on understanding user needs, preferences and
demands. As a result, we provide effective visual representations, a security visualization
standard and a user cognitive instruction set to aid the user’s observation environment thus

increase their attention span.



The way in which web and mobile platforms are used for security visualization indicates
how useful they are. Furthermore, both developers and marketing criteria have strong em-
phasis on web and mobile designs, display sizes, shapes and user-centric features. These are
some of the components affecting security visualizations. On another level, the increasing
rate of cyber-attacks in existing systems and networks pose a threat to both web and mobile
platforms [20], [21] and applying security visualization to understand these cyber-attacks is
an effective technique and approach. User-centric security techniques applied to security
visualization frameworks have enhanced user cognition and perception therefore attract-
ing the user’s attention. Thus, there are critical demands to develop new security tools and
frameworks to provide effective user-centred security detection, monitoring and mitigating
of cyber-attacks. While these approach act as security situation awareness towards users,
it is important to understand what different targeted audiences prefer when information is
shared with them.

The application of security visualization into a user’s go-to daily security tool provides
the sense of user empowerment and a sense of control. In security visualization, user em-
powerment requires a well-developed vision that bridges the gap between past, present and
predictable future data activities. Effective security visualization leads to discovery of new
insights, novel approaches, fresh perspectives and a whole new span of understanding of
security events[22], [23]. For example, security visualization for mobile platforms reduces
the time taken to analyse complex logs. It provides users with simple, effective, easy-to-
process visual outputs that can alert and educate users on what is happening to their system:
for example, activities in their online banking application. This thesis addresses difficulties
and security challenges users face when trying to comfortably visualize security events over
their web and mobile platforms. Therefore, we aim to acquire the most security insights

portrayed with effectiveness measurement techniques presented in this thesis.

1.4.1 Problem statement

In order to implement effectiveness measurement techniques and methodologies in secu-
rity visualizations, we have to understand the problems and challenges within the existing
security visualizations. To date, the frustrations and challenges for users to comfortably [24],
[25], [26] replicate a complex visualization from a 52-inch, high display (HD), plasma screen
on a mobile platform has contributed to the lack of transferring useful knowledge across to
viewers. Mobile users [27] occasionally use their desktop machines to see what an intended
visualization delivers from transformed preprocessed datasets. There is a lack of effective-

ness measurement methodologies for security visualizations. Furthermore, rendering, scal-



ability and visual clarity complexities are additional security visualization challenges mobile
platform users face. For example, Figure 1.2 depicts a demotivating factor for users when at-
tempting to use security visualization in mobile platforms. This is the primary challenge
for visualizing large amounts (volume) of data in both static or real-time visual approaches.
Therefore, the challenge is critical for both web and mobile platforms and requires effec-
tiveness measurement methodologies to aid user choices when confronting a security visu-

alization.

Figure 1.2: A Visual Contrast between Large High Definition (HD) Display vs Mobile Screen [1]

The constraints identified in Figure 1.2 leads to establishing our problem statement:

Can users effectively visualize security events over their web and mobile platforms in
a split-second to help them decide what the next secure step to execute is?
If ‘yes,” how can we measure effectiveness in security visualization for web and mobile

platforms?

1.4.2 Hypothesis

Based on the motivation and problem statement of this thesis, the following are derived as

our hypothesis:



Security events can effectively be visualised on web platforms and on small 2D screens

of mobile platforms.

To effectively address the thesis hypothesis, the problem statement is further developed
to help outline the research direction for this thesis. These are:

* How can we measure effectiveness in security visualization?
— Can effective measurement methodologies and techniques justify
which security visualization is better, given two types?
- How can we effectively represent and present predefined security data us-

ing security visualization?

* How can we evaluate any given effectiveness in security visualization from a

platform and user point-of-view?

1.5 Scope

In this research, we have set out to address security challenges encountered by users when
using security visualizations. For example, a malware attack explained with the use of se-
curity visualization portrays different visual experiences for both web and mobile platform
users. The focus of this thesis is on the use of security visualization as techniques/method-
ologies in aiding critical decision making for both web and mobile platforms. In the context
of this thesis, the use of security visualization is not restricted to security events occurring in
web platforms but also over mobile platforms. Mobile platform (devices) users are the tar-
geted audience for this research; however, our emphasis is more towards end-users of three

categories:
1. End-users with minimal technology knowledge
2. Law enforcement digital crime users
3. Security visualization application (web/mobile) developers

With the prime focus on these three sets of targeted audiences, an intended theoretical
outcome of this study is to identify and establish a security visualization effectiveness mea-

surement algorithm. Moreover, an intended user-centric outcome of this study is to identify



a security visualization standard to guide both security visualization developers and users.
A security visualization standard provides key security visual attributes that trigger or acti-
vate a user’s cognition while perceiving security events, therefore increasing the user’s at-
tention span. Establishing a user cognitive mindset with security prior knowledge enhances
decision-making processes, therefore reducing the time spent on viewing and making sense
of a given security visualization. Finally, a practical outcome for this thesis is to implement
effectiveness attributes in security visualization to stimulate user interactivity and drive en-

thusiasm when confronting security visualizations.

1.6 Thesis Contributions

The achievements resulting from this entire security visualization research process are mea-
sured with deliverable research contributions within the field of cyber security and security

visualization. This thesis makes the following contributions in the order of:

1. Security Visualization Effectiveness Measurement (SvEm) Algorithm:

e Itis possible for both web and mobile platform display dimensions (width, height)
and resolutions to control how much information is given to be processed and

visualized.

¢ User cognition and perception enhanced by ‘working memory capacity’ with prior
security knowledge are the visualization preliminary prerequisites and assump-
tions during the observation process. They help minimise the time spent analysing
a given security visualization with the aim of understanding potential security in-

sights.
e Establish the SVEm-CWML instruction set to enhance the user’s visual thought
and observation process.
2. A Security Visualization Standard (SCeeVis):
e Itis possible to implement specific security visualization development guides to
standardise visual security event representations and presentation.

¢ Adding distinctive user-centric security features for specific security visualization

scenarios and use-cases activates cognitive knowledge.

e Establish the SCeeVis standard colour association rules. This colour association
rules utilise the standard set of colours (red, yellow, green and blue) to assist users

to visual recognise and follow distinctive visual nodes of interest.



3. Security Visualization Applications:

¢ Web and mobile security visualization application proof of concept.

* Law enforcement user-centric security visualization intelligence application.

1.7 Thesis Structure

Chapter 2 provides the literature review related to this thesis by categorising literature into
the following five interested research areas: security visualization, user cognition activation
enhancement techniques, user-centric applications methodologies, data processing and
rendering techniques and security visualization use-cases. This related research basically
helps identify gaps for this thesis area, therefore setting out requirements that are needed
which are established in Chapter 3. These primary research requirements are datasets.
Chapter 3 describes how datasets are selected and used for this thesis. Various dataset types,
collection designs and processes are outlines in this chapter. The New Zealand Cyber Secu-
rity Challenge (NZCSC) datasets, law enforcement bitcoin transaction dataset and mobile
malware datasets are used for this thesis. These datasets are various types depicting multi-
ple attack scenarios, attribution, provenance and tracking landscapes. Additional datasets
are used for specific visualization samples within this thesis.

Chapter 4 describes our security visualization effectiveness measurement (SvEm) algo-
rithm. It describes the main components and outlines how they all link together. The prac-
tical approach to SvEm consists of the mobile platform specifications and the users’ cog-
nitive knowledge prior to confronting any given security visualization. However, for such
algorithm to be practical and implemented, rules and criteria with specific assumptions are
outlined in Chapter 5. SVEm limitations and problems encountered are provided for use-
cases if the required rules and criteria are not met. With specifications, assumptions and
limitations outlined, Chapter 5 discusses the SYEm prototype design, implementation tech-
nique and the application scenarios (Chapter 5.9) with details outlining specific features. It
also provides reason why this chapter is the core component to this thesis by outlining the
importance of the SvEm applications. Based on past findings, guidelines and standards have
the tendency to assist users with how such applications work, and this is why Chapter 6 is
introduced. It presents our Security Visualization Standard (SCeeVis). Chapter 6.1 presents
the roles of our security visualization standard and Chapter 6.2 provides an overview of ex-
isting standards that are inline with our proposed SCeeVis standard. Our SCeeVis Security
Visualization standard is presented in Chapter 6.3. alongside all relevant details describing

the functionalities, methods and how the standard enhances effectiveness measurement in

10



security visualization frameworks. However, to achieve our goals of this thesis, critical steps
throughout the SYEm implementation required evaluation and validation. This is discussed
in Chapter 7, with an evaluation of our thesis contributions whereby statistical data and
several use-cases, including law enforcement evaluations, are delivered. Finally, Chapter 8
provides concluding remarks and future work for this thesis.

1.8 Publications Related to this Research

Throughout the duration of this thesis, key research contributions/ideas were written and
submitted to academic security and visualization related conferences and book chapters.
These publication titles, citation details and references are in related chapters of this thesis
and are outlined in order of publication date. Additionally, book chapter contributions are
outlined.

1. Paper Title - A Full-Scale Security Visualization Effectiveness Measurement and Pre-

sentation Approach (CORE A Conference Publication):

A published paper on the core component of this thesis research i.e. Cyber Security

Visualization Effectiveness.

* Citation details are as shown:
J. Garae, R. K. L. Ko and M. Apperley, "A Full-Scale Security Visualization Effec-
tiveness Measurement and Presentation Approach," 2018 17th IEEE International
Conference On Trust, Security And Privacy In Computing And Communications/
12th IEEE International Conference On Big Data Science And Engineering (Trust-
Com/BigDataSE), New York, NY, 2018, pp. 639-650. doi: 10.1109/TrustCom/Big-
DataSE.2018.00095

2. Paper Title - Security Visualization Intelligence Model for Law Enforcement Investi-
gations (Cyber Forensic and Security International Conference (CFSRC 2018) Publica-

tion):

A paper published and presented on security visualization for Intelligence model in

law enforcement investigations.

* Citation details are as shown:
Garae, ], Ko, R. K. L., Apperley, M., & Schlickmann, S. J. (2018). Security visual-
ization intelligence model for law enforcement investigations. In B. Cusack, & R.
Lutui (Eds.), Proc 2018 Cyber Forensic & Security International Conference (2018
CFSIC) (pp. 165-177). Conference held in Tonga.
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3. Paper Title - Visualizing the New Zealand Cyber Security Challenge for Attack Behav-

iors (CORE A Conference Publication):

A published paper on how user-centric features are added to real-time security visual-
ization to enhance user interaction and situational awareness around security events.

Parts of this work are drawn from Chapter 5 - sections 5.6 and 5.7.

¢ (Citation details are as shown:

Garae, J., Ko, R. K. L., Kho, J., Suwadi, S., Will, M. A., & Apperley, M. (2017). Vi-
sualizing the New Zealand Cyber Security Challenge for attack behaviors. In Proc
16th IEEE International Conference on Trust, Security and Privacy in Computer
and Communications (pp. 1123-1130). Sydney, Australia: IEEE.
doi:10.1109/Trustcom/BigDataSE/ICESS.2017.362

. Paper Title - Returning control of data to users with a personal information crunch - a

position paper (Conference Publication: AWARDED ICCCRI-2017 BEST PAPER):

A published paper delivered to the International Conference on Cloud Computing Re-
search and Innovation (ICCCRI). Key ideas presented are on the need to return con-
trol of data to users, particularly at a personal level. Parts of the work in this paper
contribute to the identification of sensitive areas revolving around users, which con-

tributes to Chapter 2 which is the thesis background and literature review section.

¢ Citation details are as shown:
Will, M., Garae, J., Tan, Y. S., Scoon, C., & Ko, R. (2017). Returning control of data
to users with a personal information crunch - a position paper. In International

Conference on Cloud Computing Research and Innovation (ICCCRI).

. Paper Title: - UVisP: User-centric visualization of data provenance with gestalt princi-

ples (CORE A Conference Publication):

A published paper delivered to the 15th IEEE International Conference on Trust, Secu-
rity and Privacy in Computing and Communications (Trustcom 2016), detailing user-
centric features, data provenance and provenance visualization with gestalt principles.
This work largely contributes to Chapter 2 and to Chapter 6 which is a core chapter of
this thesis.

¢ Citation details are as shown:

Garae, J., Ko, R. K. L., & Chaisiri, S. (2016). UVisP: User-centric visualization of data

provenance with gestalt principles. In Proc 15th IEEE International Conference on



Trust, Security and Privacy in Computing and Communications (pp. 1923-1930).
Tianjin, China: [EEE Computer Society. doi:10.1109/TrustCom.2016.0294

6. Paper Title: User-centric Intelligence Visualizations for Ransomware Propagation, Bit-

coin Transactions and Early Cybercrime Detection:

A Private Publication: International Law Enforcement Digital Security Research Semi-
nar (2017). Held at the INTERPOL Global Complex for Innovation Centre in Singapore.

7. Book chapter Title: - Visualization and Data Provenance Trends in Decision Support

for Cybersecurity (Book Chapter Publication - August 2017):

A published book chapter in 2017 outlining visualization and data provenance trends
aiding decision support for cybersecurity. This chapter contributes to Chapter 2, Chap-
ter 6 and provides a benchmark for our Chapter 7 evaluations.

e Citation details are as shown:

Garae J., Ko R.K.L. (2017) Visualization and Data Provenance Trends in Decision
Support for Cybersecurity. In: Palomares Carrascosa I., Kalutarage H., Huang
Y. (eds) Data Analytics and Decision Support for Cybersecurity. Data Analytics.
Springer, Cham. https://doi.org/10.1007/978-3-319-59439-2_9

8. Book chapter Title: - Security visualization for cloud computing: an overview (Book
Chapter Publication - September 2017):

A published book chapter outlining the contributions that security visualization is bring-
ing into the cloud computing environment and outlines methodologies used in Chap-
ter 4, Chapter 5, Chapter 6 and Chapter 7.

o Citation details are as shown:

GaraeJ., Ko R.K.L., Apperley M. (2017) Security visualization for cloud computing:
an overview. In: Kumar V,, Ko R. K. L., Chaisiri S. (eds) Data Security in Cloud
Computing. The IET.
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Chapter 2

Background and Literature Review

This background chapter sets two approaches: (1) identifying existing effective security vi-
sualization solutions and (2) identifying current user effectiveness methods in security vi-
sualization. From a technical approach, screen sizes, hardware specifications, distortion,
visual clarity, and dataset complexities are the factors impacting effectiveness in security vi-
sualization [24], [25], [26]. On the other hand, the user’s (viewer) approach has the following
core factors contributing to effectiveness in security visualization [24]: (1) motives, (2) cog-
nitive/perception capabilities, and (3) working memory (prior knowledge). Both technical
and user approaches are discussed thoroughly in Section 2.2 through to Section 2.9. How-
ever, we establish the baseline for this research by providing a visualization overview outlin-
ing how visualization evolved. Moreover, we provide a visualization genealogy to show an
overview of the visualization domain along with a thorough literature review to help under-
stand existing literature and the concepts that make visualization effective and interactive.
These concepts included assessing effectiveness in visualization tools, visualization imple-
mentation methods and correlation rankings in visualizations. However, it is important to
understand the use of visualization throughout history to assess how effective it is in respect

to different aspects regarding its application.

2.1 A Visualization Timeline

Visualization is vital to everyday life in a society, ranging from a child’s visual awareness,
education, research, public health and even for the law enforcement sector [28]. Visualiza-
tion is both art and science [7]. History sees it as art, while research calls it the ‘science of art,
namely visualization.” In pre-17th century [29], as depicted in Figure 2.1, early maps and dia-
grams were commonly used to interpret abstracts of data and have shown great advantages
of applying information visualization. At this stage, the terms ‘information visualization’

and 'data visualization’ are often interchangeable. In a broader view, information visualiza-
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tion is seen as predefined visual presentations of pieces of data. This takes us back in time
to the earliest scratches of all forms on rocks to the development of pictoria as mnemonic
devices in illuminated manuscripts. Another example involves the use of diagrams in the
history of science and mathematics which dated back in the 1800s [30]. The use of diagrams
led up to the rebirth of data visualization in the late 19th century. In 1975, data visualiza-
tion evolved with the growth of data therefore requiring new presentation methods. This
introduced high-dimension interactive and dynamic data visualization. Thus, we provide a
visual history of how data visualization [29] evolved over the past years in Figure 2.1 to help

understand the impacts affecting the use of visualization.

Pre-17th Century Early Maps and Diagrams [31]
Measurement and Theory [32]
1700 New Graphic Forms [33]

Origination of Mod-
ern Graphics [34]

Golden Age of Sta-
tistical Graphics [35]

The Modern Dark Ages [36]
1950 Rebirth of Data Visualization [37]

1800

High-dimensions Interactive and
Dynamic Data Visualization [38]

Data Analytics and User-
centric (Mobile and
Cloud) Visualization [39]

@e@eeooeg

Figure 2.1: A Timeline of Visualization History

The modern visualization context introduced the high-dimensional view and interactive
data visualization, whereby large datasets are transformed and presented. These presenta-
tion methods have been adopted and became the basis of security visualization. However,
there are various reasons and purposes for visualization in the security research domain.
Traditional security visualization research and solutions were founded upon information
assurance, intrusion detection, general network traffic and host processes [40], [41], [42].
Information exploration and reporting of data abstracts were common in security visualiza-
tion. Since 2011, holism, scaling and zooming techniques gained popularity in visualization
by adding user experience features. However, user-centric challenges have revolved around

the need to present data findings in a complete (parts of the whole) form, which has al-
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lowed room for further visualization research [43], [44]. With an increase in global network
connectivity, security visualization has gradually added new visual presentations based on
enhancing hardware features, such as: emphasis on Border Gateway Protocol (BGP) anoma-
lies, DNS traffic, malware network traces, routing anomalies, and IP flows [45], [46], [47],
[48]. These network-centric visualizations with further designed insights along the years
improved how visualization is used to show real-time web attacks and behaviour-based mal-
ware with the use of log files. These security visualizations are used to study and understand
attack types, patterns and behaviours of malicious events [49], [50][51]. The notion of us-
ing security visualization to understand cyber-attacks and threats showed a change from
exploratory to a more behavioural analytic visualization trend and environment whereby
precise crucial information obtained from the data presented makes an impact on the next
mitigation step and decision. This entire analytics and visualization requirement approach
led to a whole new understanding of visualization in general and security visualization in
particular. We present a visualization genealogy in Section 2.2 to help explain requirements,

purposes, methods, techniques, prototypes and representation/presentation forms.

2.2 Security Visualization Genealogy

We begin with an introductory review of security visualization to establish background knowl-
edge on the importance of visualization in security. In the context of digital and cyber se-
curity, visualization allows researchers to understand cyber-attacks and threats [52], [53].
Security visualization is used for ‘exploring’ data to gain insights and ‘reporting on the find-
ings [54] acquired. However, in a specific user-centric approach, visualization has two pri-
mary purposes: (1) communicating an idea using predefined pieces of information across
to an audience and (2) seeking to understand pieces of data through the exploring of data
[55], [66] and discovering new ideas. For example, tools and techniques such as SEEM [57]
and DAVAST [58] have allowed security analysts to identify and address issues pertaining to
specific cyber-attacks. These approaches are achieved with the application of data analytics,
whereby users interactively query pieces of data through a visual representation platform.
We developed a basic visualization genealogy to show how security visualization has been
used over time with respect to purposes, classifications, representation and presentation
methods and views. These features affect interactivity and effectiveness in security visual-
ization platforms. The genealogy highlights important features and concepts as shown in

Figure 2.2, and reflects existing user-centric methodologies in security visualization.

As part of the security visualization genealogy, we proposed the following features, ap-

proaches and concepts that contribute to security visualization in the following ways:
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A Security Visualization Genealogy Approach

Figure 2.2

1. Visualization representation layout: the representational layouts provide the ability to

tell a story, show patterns, behaviours and relationships in a simple and consistent

manner in visualizations.

2. Visualization approach: these approaches provide an overall view of what is expected

in visualization, i.e., presenting quality or large (volume) data, revealing data distribu-
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tion, illustrating data content, comparing data attributes and viewing data relation-
ships.

3. Single/2D/3D view: the views refer to the n-dimensional visual presentation plane, i.e.,

single, 2-dimension and 3-dimension view.

4. Visualization framework: these are some common examples of existing security visu-

alization frameworks and tools.

5. Classification by purpose: the ‘classification by purpose’ shows various security visual-

ization purposes and aims to address the question of why use security visualization?

With various data sources and dataset intentions, providing a classification of security vi-
sualization is a challenging task. Therefore, we began by associating security visualization
with its core purpose in a way that it relates to this thesis. Across multiple research domains
and industries, visualization is being used for distinctive purposes. We design and proposed
a quick and easy way to view how visualization has been used in the past is shown in Fig-
ure 2.3. Tt basically classifies existing visualization according to these four purposes: dis-
tribution, composition, comparison and relationships. It also provides a basic classification
according to the visualization trends over time. These main groups are: (1) the dashboard-
s/graphs [59], (2) collaborative [60] visualization, (3) multivariate/multi-dimension [61] vi-
sualization and 3D/virtual and augmented reality [62], [63] visualization. Moreover, there
are vast number of visualization representation designs presented in the visualization field.

The existence of this visualization genealogy (Figure 2.2) and classification (Figure 2.3) es-
tablished the need to review past literature in security visualization, with an in-depth under-
standing of existing research gaps required. Therefore, the review’s primary focus is in the
following areas: (1) effectiveness measurement techniques, (2) security visualization types
and purposes, (3) classification of existing security visualization research by purposes, (4)
existing user-centric visualization examples, (5) security visualization for law enforcement
applications, (6) information security and (7) user cognition and perception requirements

in security visualization.

2.3 Identifying Existing Effectiveness Measurement
Techniques

One aspect of providing user-centric visualization in the security domain is to identify ‘user-
attention-trigger’ variables, such as: effectiveness features, techniques and attractive inter-

active features. These user-attention-trigger variables are accessed and assessed by users
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Figure 2.3: A Common User-centric Visualization Classification Overview with Relationships

to aid them in making better decisions when using security visualizations. Therefore, we
surveyed existing effectiveness measurement techniques and provide a summary on our

findings shown in Table 2.3 and in Figure 2.4.

Effectiveness Measurement Factor Measurement Range (Quan-
tity)

Cognitive Load [64] High (Germane/Intrinsic /Ex-
traneous Cognitive Load)

Working Memory (Prior Knowledge) [64] High (Affects Cognitive Load)

NASA-TLX Test (Indirect-Work Load) [65] Medium (Based on Work Load)

Subjective Workload Assessment Technique (SWAT) [66] | Medium (Scale Rating Factors -
Mental Effort)

Image Quality Assessment [2] Medium - High (Based on Dis-
tortion)

Eye Tracking (CODE Theory of Visual Attention) [67] High (Eye Movement Based on
Information Theory)

Brain Activity [68] High

Response Time on Task (s) [64] Low (Depends on Prior Knowl-
edge and Effort)

Effort/Difficulty Rating [64] Low (Based on Insights)

User Interactions/Performance [64] Low (Based on Naive Physics;

Body Awareness and Skills;
Environmental Awareness
Skills; and Social Awareness
and Skills)

Visual Perception Metrics (Visualization Efficiency) [69] | Low (Based on Graphical Meth-

ods, i.e., similarities)

Table 2.3 highlights past work done across the computing science and psychology re-
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search domains. These common research areas in visualization effectiveness are: (1) un-
derstanding cognitive load and working memory contributions, (2) image quality assess-
ment, (3) eye tracking, (4) brain activity monitoring, (5) user interaction/performance and
response time on tasks, (6) effort and difficulty ratings and (7) visual perception metrics
for visualization efficiency. Although we have reviewed this research area thoroughly, cer-
tain areas of interests which directly linked and affect our research are discussed in Subsec-
tion 2.3.2, Subsection 2.3.3 and Subsection 2.3.4.

2.3.1 Security Visualization Effectiveness Issues and challenges

The challenge researchers encounter when designing and implementing security visualiza-
tions is the ability to maintain a security mindset to deliver effective security visualizations.
Current researchers focus on the visualization presentation with information overload and
visual features that result in cognitive biases. Thus, existing security visualizations are spe-
cific with a primary focus on achieving the goals of using visualization. At times, the lack
of understanding the nature of the data by users, leads to misrepresentation and misin-
terpretations of the data in security visualization. This is a challenging issue for many re-
searchers and developers. Figure 2.4 displays existing visualization effectiveness variables
(highlighted in grey) and shows basic comparisons between information visualization, data
visualization and security visualization. These comparisons highlight existing work in all
visualization areas; however, we mapped out existing research gaps specifically for security

visualization, as highlighted in yellow within Figure 2.4.

2.3.2 Correlation Effects on Ranking Visualization

Lane Harrison, Fumeng Yang, Steven Franconeri and Remco Chang have leveraged on ‘per-
ception laws’ to quantitatively evaluate effectiveness of visualization designs [70]. This led
on to the application of Weber’s [70] law on the aspect of correlation of ranking visualiza-
tions, which has established methods around how visualization designs are affected when
perception laws are applied. The ranking of visualizations by correlation techniques had
enabled researchers to access statistical data that helped provide facts on certain problems
and tests. However, the correlation of ranking concepts required that users (viewers) com-

pare between two objects, ideas, and presentations to achieve an effectiveness rating.

2.3.3 Image Quality Assessment

In image quality assessment (IQA), error sensitivity measurements are applied to natural

image complexity problems|[2], for example the use of natural patterns such as spots, lines
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and bars to show errors rates in images. Visibility in images is assessed with respect to the
distortion rating, based on human perception, which is another method used in error sen-
sitivity assessment. This means that assumptions are established to provide better scope
into how images can be assessed. Measurement of visual quality [71] in image and video

processing applications with respect to perceptual space are facilitated with image quality
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Figure 2.5: An Image Quality Assessment Prototype System Based on Error Sensitivity [2]

These techniques allow automatic assessment of image or video quality in a consistent
manner. A major contributor to such techniques is human perception [71], which attempts
to achieve consistency for physiological and psychovisual features with high quality predic-

tions in human visual systems.

2.3.4 E3: Expressiveness, Efficiency and Effectiveness

‘E%: Expressiveness, Efficiency and Effectiveness [3]’ by Ying K Leung and Mark D Apperley
addresses graphics presentation techniques. The E3 framework delivers the base for com-
parison of various presentation techniques. It emphasises three graphical data presentation
aspects primarily as metrics to facilitate objective assessment of the technique used. These
presentation aspects are: (1) Expressiveness, (2) Efficiency and (3) Effectiveness. This frame-
work addressed problems of accessing large data sets for limited display surfaces. Fig. 2.6
shows the E® design framework on how data is presented with respect to the data space. The
E3 framework has the following components: information contents (I, I, I), data sets (orig-
inal set (S), abstract set (S;), data presented set (S»)), set of presentation techniques (P), set
of representation techniques (R), and the set of interactive tasks (T).

The E3 framework focuses on large datasets with the notion of presenting data sets in ab-
stract levels, with the use various techniques and interactive tasks. This concept of visual
presentation in terms of expressiveness, efficiency and effectiveness enables an assessment
of techniques against surface areas. Building on and utilising the E3’s concept, our thesis

extends the focus into effectiveness measurement by reducing perception time spent (ef-
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Figure 2.6: E* Design Framework: Stages in the Presentation System for Large Data Sets [3]

fectiveness) with simplified web and mobile security visualization methods. This includes
the use of the SvEm algorithm, the use of colour application within visual interaction meth-
ods and the overview/cluster presentation approach for both web and mobile platforms.
This leads to the need to understand different security visualization types and purposes to

aid our research objectives.

2.4 Exploring Existing Security Visualization Types and
Purposes

Security visualization expands across multiple domains for various purposes [7], [72]. For
example, VISUAL [73] is designed to enhance network administrators’ capabilities to mon-
itor and understand network activities [54]. Adrian Perrig and Dawn Song developed ‘Hash
Visualization: Random Art [74], a visualization technique used to improve real-world se-
curity. Their solution aimed at addressing human limitations, namely: (1) the ability to
remember strong passwords and personal identification numbers (PINs) and (2) the diffi-
culties of comparing meaningless strings. Other areas of approach included data manage-
ment and the need to aid scientific visualization applications [75]. Capitalising on graphical
user interfaces, boxes and arrows are used as indicators for database access with the aim of

showing hierarchies of data abstracts.

The identification and attribution of cyber-attacks are made known through the use exist-
ing security tracking and monitoring techniques/tools. However, cyber-attacks evolve every

time they are executed. This issue gives researchers the continuous need to design and im-
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plement smarter reliable security tools, methods and techniques. Visualization is a promis-
ing method used to understand data activities that empower users to observe and interpret
vulnerabilities and cyber-attacks [76] efficiently. In this thesis, we use the security visualiza-
tion community (VizSec) case study to review and assess the work related around the types
and security visualization purposes.

VizSec[77]! began in 2004 by addressing research areas such as cryptography, encryption
methods/techniques and network attacks (DoS attacks) with the intention of addressing se-
curity for privacy and trusted environments [79], [80], [81], [82]. These types of security visu-
alizations were based on 2D/3D graphics [42]. They were intended for security researchers,
with the sole purpose of providing educational information/situational awareness, visual-
ization techniques and data analytics [83]. Due to the growing interest in visualization de-
velopment, more security visualization researches were proven to be useful and have pro-
vided continuous insights to security related fields. We will now traverse through the VizSec
research visualizations to identify the promising examples of novel innovative visualization
researches and identify their strengths and weaknesses.

Fast-tracking into VizSec’s history, the security visualizations were founded upon infor-
mation assurance, intrusion detections, general network traffics and host processes. This
boosted the invention of new network products with logging mechanisms implemented in
them. Such features allowed the introduction of security visualization into hardware-based
products. Visualization became an added feature/service to understanding the network logs
collected, for example, visualizing BGP anomalies, DNS traffics, malware network traces,
routing anomalies, and IP flows [45], [46], [47], [48]. With further insights along the years,
security visualization provided visual views for web attacks, Log files and behaviour-based
malware patterns [49], [50], [51]. This revealed a change from using visualization for explor-
ing purposes to a behavioural understanding-based visualization purpose and trend.

The introduction of behavioural understanding-based visualization required that user-
interfaces (UI) change to provide interactivity. User-interface (UI) based visualization devel-
oped to empower users by giving them control over tools with tasks such as filtering, map-
ping and multidimensional colour lookups. These are performed according to the users’
needs and preferences [84]. Such tools were developed to address intrusion detection. Kom-
lodi et al. [84] believed that allowing users to customise their display from simple or high-

level (3D) over-views would support monitoring, analysis and diagnosis tasks. Their ap-

1“The IEEE Symposium on Visualization for Cyber Security (VizSec) is a forum that brings together researchers
and practitioners from academia, government, and industry to address the needs of the cyber security com-
munity through new and insightful visualization and analysis techniques. VizSec provides an excellent venue
for fostering greater exchange and new collaborations on a broad range of security- and privacy-related top-
ics [78]." Link: http:/lvizsec.org/
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proach has distinctive advantage due to the evoloving technology as time lapse. As a result,
their use of customised displays, have allowed users to interact with visualizations.

Nowadays, mobile technologies are the go-to technology, whereby security visualization
with user empowerment features are in critical demand. However, mobile security visualiza-
tion is a current challenge for researchers, developers and users. These are due to hardware
limitations, data volume challenges, rendering and scalability issues. Therefore, address-
ing these challenges by providing effective user-centric methods is the goal for this thesis.
Although there are existing web and mobile visualizations, a potential effective security vi-
sualization approach is to develop three-dimensional approaches with ‘simplicity’ as the
focus. These visualizations allow administrators and security analysts to analyse and un-
derstand systems and network events efficiently, often at any given time of the day [42].
Three-dimensional approaches provide multiple views thus allowing users to understand
datasets and network logs better. This requires the need to design and develop security vi-
sualization frameworks from a more realistic hybrid architecture approach whereby both
cloud and laptop/mobile platforms are used to provide a simple yet effective security visu-
alization.

Finally, assessing various types of visualization over the past years indicated that most
visualization in the security research domain revolves around specific purposes and types.
The visualizations are specific with regards to the nature of the security event, i.e., malicious

events.

2.5 Classification of Existing Security Visualization Research

In this section, we deliver a thorough literature review on past security visualization research
released under the security visualization community (VizSec). Our emphasis for this review
is to identify several aspects of security visualization and see the purpose of visualization in
various applications. In addition, we observed how effectiveness in security visualization
is applied. Therefore, we created a ‘checklist’ and accessed a total of 166 papers of VizSec
visualization research and categorise them. The assessment covered work done in security
visualization since 2004 through to 2014. The idea behind having a check-list is to classify
according to ‘visualization requirement,” such as purposes, attack type and data types. The
checklist and its content are shown in Table 2.1:

The ‘attack type’ attribute on the checklist dictates the purpose of the visualizations, for
which the right data types and data sources are identified to produce visualizations. How-
ever, because the attack types have been generic and standard throughout the past decade

of the VizSec research, the ‘purpose’ attribute is used primarily to observe the trends of se-
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Table 2.1: VizSec Survey Checklist Requirements

Checklist Purpose Attack Type  Data Type
v Info/Sit Aw IDS Net-Traffic

Tech/Met/Fra Malware Log Files

v

v Exp/Ana/Dis/Rep Net-Traffic -
v Track/Mon Host Pr -
v

User-centered Ac-Control -

curity visualization over the years.

The results in Figure 2.7 indicated all 166 VizSec papers were classified into various vi-
sualization purposes. Over the past years, visualizations implemented for the purpose of
‘analysing’ datasets rate the highest, at (39%), while visualizations providing information or
situational awareness rate at (25%). These types of visualization range from 2D,3D and tree-
mapping visualizations. However, there are very little security visualizations for end-users
which were rated at (4%). Visualization for monitoring purposes is rated at (8%). The overall
classification shows the need to research and develop security visualizations directed to-
wards end-users and monitoring purposes. The results also indicated that since there is a
low rate of visualization for end-users, a theoretical observation by default states that effec-
tiveness in security visualization has a low rating as well.

Figure 2.8 provides a detailed trend of how security visualizations over the past years were
carried out. It shows very interesting findings, such as throughout the past years, security
visualization for analysis and reporting purposes has maintained its popularity. However,
security visualization for information and situational awareness has reduced as we advance
into the technology era.

Identifying different types of attacks requires ‘User-centred’ and ‘Monitoring (Mon)’ vi-
sualizations, which have been introduced into the VizSec research community[85], [86].
‘User-centred’ in the context of this survey refers to products, frameworks, tools and systems
which are tailored towards the ‘end-user,’ i.e., users who have little or no knowledge at all on
a product, framework and tool. Forensic investigations [87], [88], [53] use such visualiza-
tion techniques to analyse and report on their findings. Network attacks and host processes
have also been visualized as part of VizSec. The purpose of applying security visualization

to such an approach is to analyse host traffic and check for possible attacks. Apart from the
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Figure 2.7: VizSec Visualization Classification

mentioned security visualization researches, visualizing distributed memory computations
is also an area of important research in the VizSec community [89].

The findings of this survey have also identified some visualization dependencies, which
are illustrated in Figure 2.9. These dependencies include: datasets collected and used; spe-
cific research purposes and theme; fundings allocated; and most importantly the security
research priorities within the year of publication. Other technical dependencies affecting
the outcome shown in Figure 2.9 is due to the fact publications discussing security tech-
niques, methodologies, and framework approaches affect the purpose of providing a secu-
rity visualization, i.e. visualizing for exploration of security data; analytical visualization; ob-
servatory visualizations; and utilizing visualizations for reporting of security findings. More-
over, if better multiple techniques/methods are deployed for such security visualizations,
there are higher results of exploration, analysis and discovery from the security visualiza-

tions. This means reporting will be detailed and meaningful with possible new insights.

2.5.1 VizSec Visualization Classifications against Past Surveys

Past research surveyors of the VizSec community were evaluated against HCI research, sys-
tem designs and visualization research in general. Others have evaluated security visualiza-
tion against the application of visualization in general to explore and report on the data be-

ing analysed. For example, high-dimensional visualization types (2D/3D) have contributed
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VizSec Visualization Trend From 2004 to 2014
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Figure 2.8: VizSec Visualization Trend by Purposes from 2004 to 2014.

massively in making security visualization successful [90], [91]. High-dimensional security
visualization has addressed scalability issues in visualization for comparing multiple large
datasets [34]. This evaluation method categorises the security visualization research into
classification of dimensions, components and user type. We see this survey as informa-
tion/situational awareness [92], [93], [94], [76]. Another past VizSec assessment had ad-
dressed seven challenges faced in previous security visualization research [92], which indi-

cated the lack of effective security visualization and effectiveness measurement techniques.

Moreover, the use of security visualization began addressing research areas mostly in cryp-
tography, encryption methods/techniques and network attacks (DoS attacks,) as a form of
security approach for privacy and trusted environments [79], [95], [80], [81], [82]. The se-
curity visualizations were based on 2D/3D graphics and targeting information/situational
awareness and in general were applying specific techniques and analytical methods, whereby

the aim is to educate security researchers on potential security events [83].

The ability to provide information and situational awareness using visualization increased
the need explore, analyse, and discover security vulnerabilities, malicious patterns and be-
haviours over the network layer. [96], [97], [98], [99], [100], [101], [102], [103]. This is due
to more attacks targeting the network layer and the web. Such attacks over the network,
has driven the security visualization community to focus on Intrusion detection systems.

They were the common tool implemented data analytic capabilities and visualization fea-
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Figure 2.9: Security Visualization dependencies from 2004 to 2014.

tures to monitor network traffic for malicious and cyber-threats. These types of tools are
implemented for specific reasons and for security experts to enhance their investigations
on possible threats over their networks. The added visualization features in intrusion detec-
tion tools have allow security experts to process security information as a fast time frame.
With such demands to produce better visualizations, the time or duration factor, was an as-
pect that led security researchers and developers to address it and offer specific yet simple

visualizations that would aid security professionals in their decision-making process.

2.5.2 The Time-based Visualization Approach

Generally, security visualization serves as a powerful approach to monitor, detect/discover
and analyse security related events [104]. The primary aim in security visualization surveyed
over the past years was addressing the following areas of concern: the motivation behind the
visualization implemented; the problem addressed with the use of visualization; who the
targeted audiences are; the method and techniques used, and the type of data needed for
visualization [105], [106], [107]. In Figure 2.10, we show how security visualization is used
over a period of time with two assessment attributes: the attack types and attack landscape
displayed with the use of circles. It is a time-based visualization utilising the use of colors
and circle sizes to represent different attack attributes and attack statistics. In addition, most

security reports require timestamps when reporting on certain cyber-attacks, particularly
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when observing how an attack behaviour transitions over time. For example, time-bases
security visualization is useful for visualizing cyber-attack histories, real-time security and

provenance related events.

Network Intrusion

Begin

L

v/

Attack Landscape

Network Attack

Figure 2.10: A timeline visualization sample

2.5.3 The Mobile Visualization Approach

The final section of our VizSec review, investigated further into existing mobile visualiza-
tion. As seen across the visualization research and industry domain, modern visualization
platforms are either web-based or mobile-application based. However, most web-based vi-
sualization platforms and frameworks are mobile platform compatible. Tableau [59], a web-
based dashboard visualization, provides both web and mobile visualization experiences for
data analytics. The Deepvis mobile application as shown in Figure 2.11, uses data analytics,
particularly machine learning algorithms, to provide visualization clusters of data collected.
It provides the ability to show clusters of data with the use of classification methods identify
and distinguish certain attributes. Apple’s mobile fitness application uses inbuilt sensors

alongside data collected to provide monitoring statistics when doing exercises.

Small Screen Display Visualization

Small screen sizes, limited resolutions and hardware processing power limitations [108] are
the challenges mobile platforms encounter when designing and implementing visualiza-

tions. Processing large datasets while attempting to visualize it is an additional challenge
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Figure 2.11: Deepvis Mobile Visualization showing Data Clusters

for small screen displays. There is the need for smarter, efficient and effective visualiza-
tion for small screen platforms and a potential review and observation on existing visual-
izations for mobile platforms. Smart watches have shaped the way data is represented in
small screen displays, allowing new interaction and visualization metaphors for users [109].
Integrated sensors and vibration feedback in new smart devices are other examples that
enable new interaction with visual-feature applications to simplify information representa-
tion [109]. Generalising data collected and presenting them at an abstract level also enables
better processing and rendering performance in mobile platforms [110]. In addition, user-
interactive features such as one-hand thumb-based inputs have rapidly improved over the
past years for mobile devices. The ability to zoom, drag, hold and filter [111] visual infor-
mation on a mobile screen shapes the way for a better information processing experience
for users [112]. Multi-touch [113] interactions, spatial input techniques and mobile col-
laborative features have yet added more user interaction capabilities in mobile platforms.
While these features are not often directly related to how security visualization appears in
mobile platforms, the ability to leverage on these interactive features enables users to com-
fortably interact and further assess what appears on their mobile screens. An example of
this is a parental control application that tracks and monitors a child’s location and their
safety, utilises visual reporting capabilities is shown in Figure 2.12. It uses visual mapping

techniques to plot and update Global Positioning System (GPS) coordinates on a near real-
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time basis of people’s movement. As seen here, the ability to leverage on existing mobile
services and provide simple mobile visualizations for specific group of audiences is impor-
tant. Despite going into details, such mobile parental mobile application uses mobile data
stored in the cloud as part of the GPS service and transforms it into visualizations. There-
fore, with both cloud and mobile technologies, using GPS signals and tracking features from
the mobile being monitored enables a parental control application to locate the person of

interest by utilising visual location markers.

-itl Spark NZ 4G

Fidokiaiuz 8, Batard
Demo /ﬂ
* The data is received 1 min. ago -/

Figure 2.12: Parental Control Mobile Application with Security Tracking Features

Other popular visual analytic platforms like Tableau [59] and Microsoft Power BI [114]
have addressed the need for data analytics, business intelligence and overall exploring the
data at hand. Akamai’s [115] internet monitoring mobile application provides a simulation
of captured attacks around the world, as seen in Figure 2.13. Such analytics and exploring
techniques have identified three distinctive activities to the entire analytic and iterative visu-
alization construction process: (1) data attribute selection, (2) visual presentation template
selection, and (3) visual mapping/representation specifications [116]. In security visualiza-
tion for mobile platforms, the entire analytic and iterative visualization construction process

adds a fourth (4) activity, i.e., visual performance and rendering process.
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Figure 2.13: Akamai’s Internet Monitoring Mobile Visualization Dashboard

2.5.4 Multivariate (n-dimension) Visualization

Assessing multiple sets of data within limited visual space during a security event scenario
with visualization empower users to compare and critique why outputs, patterns and be-
haviours appear the way they are. This provides a user with learning moments to establish
his/her ability to analyse what is presented. As a result, visual feedback in this case generates
attention and interest, therefore motivating users to further explore a given visualization.
Figure 2.14 illustrates a ‘multivariate’ visualization with n-dimensions showing multiple at-

tack information represented within a small visual space.

The concept of multivariate representation and presentation techniques provides data
visualization and visual analytics (DVVA) [117] techniques to utilising parallel coordinates
(with n-dimensional visual view) visualization to extract crucial forensic science insights
(information and knowledge) from large data sets. The time-tunnel (PCTT) [118] visualiza-
tion tool is another multidimensional data visualization with parallel coordinates function-
alities. It is used to represent IP packet data in intrusion detection due to the number of
attributes present. The ability to view multiple security attributes (malicious payload de-
tails) in a multivariate visualization provides a way to control and enhance a user’s visual
view with minimal clicks and traversal ability around the display space, but still acquiring
relevant information. Parallel coordinates enhanced in visualizations for pattern detection
of changes enable observation of trends and correlations in datasets [119]. The use of exist-

ing parallel coordinate metrics such as entropy, edge crossing and class ordering are used
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Figure 2.14: Multivariate visualization representation option

to facilitate data inspections. These techniques reduce the entire data analysis process for

large datasets which is time-consuming when executed manually.

2.6 Security Visualization for Law Enforcement

Apart from VizSec, law enforcement organisations are another prominent security group
worth addressing and observing for this research thesis. Observing security visualization
usage by the law enforcement organisations has direct relationship with security and is a
potential use-case for this research. The amount of data collected (e.g., notices and nom-
inal, forensic data (fingerprints, DNA profiles, face recognition data, malware datasets and
blockchain data)) from investigations on a daily basis for the purpose of law enforcement
has far exceeded processing capabilities [120], [121], [122]. Therefore, the need to obtain
security tools to aid investigations has been a demanding priority for law enforcement or-

ganisations.

2.6.1 Data Storage, Protection and Preservation

Apart from exploring and reporting on insights found during investigations, information
sharing, data protection, and data preservation are critical to law enforcement organisations.

Law enforcement databases facilitate secure storage for data collected. The data stored
are accessed with proper secure protocols under authorised security platforms. However,
the nature of both cybercrime and physical crimes have become global and connected across

zones, countries and jurisdictions [123], [124]. Thus, communication is the key to solving
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the causes of these crimes. Secure, effective information sharing techniques are required for
communication between countries and jurisdictions while preserving the underlying raw

datai.e., preserving the underlying data ensures the protection against tampering with data.

2.6.2 Information Sharing and Attribution Process

However, law enforcement investigations often face a challenge of analysing data collected
on a day-to-day basis. The complexity contributes to slowing down the entire investiga-
tion process. Investigators and cyber security specialists are continually exploring the best
methods and tools [121], [125] to help them analyse and understand the nature of the data
with the intention of obtaining useful insights [126], [127], [128], [121], [122]. However, in-
ternational law enforcement organisations frequently have the challenges of: (1) attributing
back to the source of the attack, and (2) ensuring and protecting data sensitivity and privacy
issues, especially for the case of transnational cyber-attacks [129]. The trust complications
for sharing and exchanging information with other countries becomes a challenge, which
results in slowing down investigation processes.

There needs to be a method of sharing the data/information comfortably with other coun-
tries involved while maintaining the data integrity and authenticity, and without revealing
the underlying raw data. Security visualization has proven to be a critical solution to this
challenge in helping crime analysis [128].

2.7 Datasets and Information Security

The rise of cyber-attacks reported around the world requires better applications and tools to
scan, detect and eventually mitigate them. This entire process is made possible with the use
of datasets [130] at hand. The dataset gathering/collection process can be a difficult task for
security research. However, in scientific research where a hypothesis is stated, testing with
the use of reliable datasets is important [130].

Over the years, security visualization has proven to be a reliable technique and method for
identifying attacks. Researchers have come to understand and extract useful information
from visualizations provided where insights lead into investigations, and data analysis is
executed for the purpose of identifying possible malware behaviours [101], [51], [102].

However, in order for investigations and reporting by the forensic researchers to be accu-
rate or almost 100% accurate, researchers have explored new visualization techniques, such
as the use of multidimensional visualization, to identify and expose threat landscapes and
threat behaviours [131]. This makes reporting easier for security analysts and users of the

visualization.
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2.8 User Cognition and Perception Measurement Techniques

A user study on visualization effectiveness and cognitive load, (Anderson E.W. et (2011)) [64]
evaluates visualization techniques by measuring brain activities, with a passive recording
using electroencephalography (EEG). Addressing visualization techniques in relation to user
(viewer) visual context (processes) requires a comparison between these techniques against
an assessment of the user’s (viewer) cognitive resources. This process brings about the con-
cept of visual burden/workload. The outcome of this assessment is a result of statistical
visual interpretation, cognitive load measurement indicators and user working memory es-

timates, while undergoing various user tasks.

Cognitive load plays a vital role to how successful visual information is processed through
a user’s visual cortex. It is made up of three parts: (1) intrinsic load, (2) extraneous (ineffec-
tive) load and (3) germane (effective) load [4]. Thus, in a security visualization observation
environment, an ideal concept of cognitive load would be to ensure that the sum of intrin-
sic, extraneous and germane load should stay within the user’s (viewer’s) working memory

limits. These would provide effective results with potential security visualization insights.

The psychological contributions to effectiveness measurement in visualization are iden-
tified and measured from assessing human cognition, perception, attention span and work-
ing memory load. The rational between a user’s cognitive capability and working memory
load can be understood and measured using their mental effort rating, as shown in Fig-
ure 2.15. For example, an ideal rating would fall in ‘Region A’ (Figure 2.15) [4], where a
performance reading is high while mental effort is low. This also means the user’s work-
ing memory load is high as well. User studies have provided means for cognitive load mea-
surement [132], particularly mental effort and performance assessment techniques, which

address visualization efficiency.

Insight-based evaluation [133], [134], [135] by InfoVis has elevated the use of insights as an
evaluation measure for technologies. ‘Insight’ [133] is defined as gaining accurate and deep
understanding of something, i.e., a unit of discovery. It is often not achieved by predefined
tasks or procedures but there is a higher probability it is a by-product of exploring without
an initial goal or destination. Moreover, ‘sensemaking’ [136] plays a major role in gaining
insights. Although the model (Information -> Scheme -> Insight -> Product) of sensemaking
includes insight as a component, the model enhances the entire experience of gaining and

understanding insight.
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2.9 A Security Visualization Classification Review

Based on the literature review and assessment results, we have identified and classified ex-

isting visualization research areas into the following visualization purposes:

1. User-centred visualizations [81]

2. Monitoring visualization mechanisms [137]
3. Defensive visualization mechanisms [138]
4. Mobile device traffic visualizations

5. Cloud security visualizations

6. Visualization for ehaviour analysis [102], [131]

The review showed that there were less than 10% of the total ViZsec research were ad-
dressing user-centred security visualizations and security monitoring-based visualizations.
However, the prominent security visualization research predicted for the next five to ten
years is in areas of defensive (monitoring) mechanisms, mobile device traffic and cloud se-
curity. Security visualization for behavioural analytic purposes with both machine learning
and deep learning methodologies is proving to dominate the data analytic research environ-
ment.

User-centred security visualization research is currently debatable as mentioned in the
previous survey papers, due to the range of the user’s requirements and preferences. How-

ever, referring back to our check-lists, we define ‘user-centred’ as ‘end-users’ of the products;
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i.e., mobile device and cloud services customers. Usually these users are less IT-literate or
no experiences at all with mobile devices, yet they are vulnerable to security attacks such as
malware attacks.

Mobile device traffic and cloud security visualizations are the potential trend for security
visualizations because most users of the ‘Internet of Things (IoT)’ which includes mobile
devices, are becoming todays target of cyber-security threats. This is due to attacks on ‘sen-
sitive data.” In addition, the number of users using mobile devices compared to desktops or
other hardware is far greater.

Even though "Defensive security visualization mechanisms" can be regarded as part of
monitoring, surveying the past decade of VizSec research has indicated that there was only
one paper published on defensive mechanisms [26]. Future defensive security visualization
mechanisms can provide insights, prevent threat attacks and also tailor the users of such
mechanisms to be cautious when browsing the net or even analysing real-time data logs/log
files.

2.9.1 Existing Visualization Challenges

We have previously discussed the data types needed for visualizations and it is important
the right types of data are processed and used. This, however, brings the challenge of having
to visualize large volumes of data. Large data volume poses a challenge of preprocessed data
beinglost while processing, visualized and retaining all information within the visualization.

Therefore, data lost effectiveness in security visualization.

2.10 Summary

In summary, this chapter provides a thorough literature review on existing visualization
within most relevant research domains. We highlighted the general use and aspects of:
why use visualization, what are the purposes and types of visualization, what is security
visualization, and what are visualization applications? We also provide visualization limi-
tations and challenges. In addition, we reviewed how visualization affects users (viewers).
This is done by identifying existing key aspects where users and visualization merge to pro-
vide insights from respective datasets. We provided a prominent direction with regards to
the VizSec research. This includes providing a ‘checklist’ to act as the visualization require-
ments. With the use of the checklist, we have assessed the past 166 VizSec papers and identi-
fied interesting findings that helped us identify research gaps. The first involves the ‘depen-
dencies’ that contribute to providing better security visualizations. We have identified the

trend areas in which the security visualization research is exploring and the possible future
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direction of security visualization research. Our findings show that one of the core security
visualization research interests for the VizSec community is Exploring/Analysing/Discover-
ing/Reporting (EADR). Throughout the past decade, EADR has been consistent, while secu-
rity visualization for ‘Information and Situational Awareness” has been decreasing over the
past years. Finally, with the current technological trend where most users are using mobile
devices and are reluctant to use the cloud services, this indicates the rise in mobile-device
threat attacks.

Finally, we assessed existing effectiveness measurement techniques and frameworks in vi-
sualization and provided research gaps within our research domain. The identified research

gaps are as follows:

2.10.1 Research Gap 1- Effectiveness Measurement in Security
Visualization

While there are existing mobile device visualization applications, areas of approach are specif-
ically targeting either certain groups as their audience or certain application purposes. For a
user to make better decisions and select a type of visualization right from the begin the mo-
ment he/she confronts a visualization, there needs to be an effective approach which could
aid the user’s decision making. Effectiveness in visualization has been addressed; however,
in the security domain and specifically for mobile platforms, this hypothesis is still in a grey
area. Therefore, a full security visualization effectiveness measurement approach is the pri-

mary research gap which is addressed in this thesis.

2.10.2 Research Gap 2 - Solution Addressing Security Visualization
Complexity

Our review of this research area has indicated that security visualization complexities in
mobile platforms are due to several causes: (1) hardware limitations, (2) processing power
limitation, and (3) performance limitations. Although parts of this identified research gap
are currently addressed, there is room for better techniques, technologies and hybrid solu-
tions worth addressing to minimise this research gap. It involves finding new methodology
around data management, performance management and optimisation techniques using

machine learning and deep learning algorithms.
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2.10.3 Research Gap 3 - Lack of Intermediary Mechanisms between Core
Entities

Current solutions around information and data visualization for users have grey areas that
needed to be addressed. Based on our review, a derived conclusion indicated that there
is lack of intermediary links, techniques and methodologies between the visualization pre-
sented, the visualization tool itself and the users (viewers). Therefore, our third research
gap states the need for further efficient methods and ways to harmonise solutions between
entities such as the links between users and the visualization, i.e., what can be done to im-
prove user experiences? In addition, there are needs to address and harmonise research ap-
proaches from computing science, cyber security and the psychology fields. Theoretically,
this would enable security researchers to understand users, user interactions and security

visualization tools in a more effective way.

2.10.4 Research Gap 4- Lack of Security Visualization Standard and
Guidelines

Our fourth research gap identified is the requirement and need for a security visualization
standard that could help facilitate information knowledge by establishing useful pieces of
knowledge well in advance before confronting a visualization, to interact with it and gain
insights.

Finally, with all key research areas mentioned and discussed in this chapter, we now have
a clear understanding on existing work around effective measurement methodologies in vi-
sualization. However, our framework focuses specifically on security visualization with the
aim of introducing effectiveness measurement in security visualization for mobile platforms
with regards to the urgency of information presented. This will be discussed in the remain-

ing chapters of this thesis.
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Chapter 3

Constructing and Understanding the
Required Datasets

Datasets provide security researchers and data scientists with the ability to process, anal-
yse, test and evaluate scientific hypothesis. In security visualization, datasets [139] are the
source and bloodline for providing meaningful insights to viewers. Datasets allow security
experts to analyse and transform predefined data nodes into visualization whereby visual
information is processed faster by humans compared to an attempt from reading logs.

We designed several data collection methodologies and techniques leveraging on both
system and network logging tools. Multiple sources and security landscapes are used to
simulate near-real world cyber-attacks. A primary thought and consideration when collect-
ing logs is the intention of giving both web and mobile users a variety of possible security
visualization. However, in order to collect datasets, ethics relating to data collection and

participants are critically important. This includes getting consent from participants.

3.1 Importance of Datasets

The importance of using real-world data in cyber security is to enable and validate cyber
security research. Unfortunately, obtaining real-world security data for research purposes
is rare. Datasets or institution data are regarded as private or confidential and under most
privacy laws, private data are not shared publicly unless authorised. This renders the entire
real-world data collection process a difficult task. Therefore, as academic researchers we
designed our own data collection framework whereby simulated security events (malicious
attacks, SQL injection, etc.) are implemented, logged and collected to satisfy our research
scope and requirements.

The absence of data creates a difficult task for cyber security researchers whereby affect-
ing them in providing precise responses to cyber-attacks. Deep within the data collected

are patterns and behaviours which when identified helps researchers to further understand
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cyber-attacks. Cyber-attack patterns and behaviours are hidden insights shared when pre-
defined data nodes are transformed into visual outputs. For example, provenance [17], a
‘derivative history and series of chronicles of meta-data’ derived from datasets have the abil-
ity to show the history and state of data at a required query time. Attribution is another
example in security where identifying an attack and tracing it back to the source of attack
can be illustrated through the use of security visualization. Both provenance and attribu-
tion [140], [141] are visible through the process of collecting/logging data in monitored net-
works. Therefore, from a research, threat intelligence and cyber response scenario, datasets

are collected for the following security reasons:
¢ malicious attack (payload) identification.
¢ understanding the cyber-attack landscape.
e attribution and provenance knowledge or insights.
¢ daily intelligence (tracking and monitoring) on systems and networks.

However, privacy laws and regulations involving data and user ‘personal data’ require that
proper ethics are applied, and approval is sought before collecting or gaining possession of

data. The required dataset collection ethics for this research are discussed in Section. 3.2.

3.2 Ethics Around Datasets

Security datasets collected on a day-to-day basis are critical and confidential. This elevates
the need to acquire proper ethical approval from the appropriate authorities involved. This
means that outlining the required data collection scenarios and methodologies is impor-
tant.

Our dataset collection requirements involve simulating threats and cyber-attacks which
are prominent and associated with visualization on mobile platforms. This includes: (1)
threats and cyber-attacks on both web and mobile platforms, (2) security events that can be
viewed on mobile platforms and (3) applications and services associated with cloud tech-
nologies. When mobile platforms are the primary devices used daily, any data collected
from web and mobile platforms associated with users require ethical approval. In this data
collection process and research, the users involved are in these three categories: (1) desktop
and mobile users at the University of Waikato, (2) law enforcement (digital crime officers)
users, (3) industry experts and (4) end-users.

From the law enforcement data collection approach, an international law enforcement

agency has been the point of collaboration. All ethics around dataset collected and used for
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law enforcement security visualization purposes have been acquired through proper and
approved processes. However, the ethics and data collected are kept confidential due to law
enforcement policies and regulations. Datasets collected at the University of Waikato have
gone through the computing science ethics approval processes and before carrying out data
collection. Our approved ethics are for the following data collection items:

1. New Zealand Cyber Security Challenge 2015 (NZCSC2015) Dataset collection - See Ap-
pendix.B. 1 for a copy of the ethics approval letter.

2. New Zealand Cyber Security Challenge 2016 (NZCSC2016) Dataset collection - See Ap-
pendix.B. 2 for a copy of the ethics approval letter.

3. New Zealand Cyber Security Challenge 2017 (NZCSC2017) Dataset collection - See Ap-
pendix.B. 3 for a copy of the ethics approval letter.

The ethics cover data collection involving users, web application logs, kernel and system
call logs, network (.pcap) logs, top logs and video logs capturing user inputs. The video
logs contribute as our ‘ground truth’ verification files against all other various logs collected
during the New Zealand Cyber Security Challenges. Additionally, participants are briefed

about the data collection process and are asked for their consent.

3.3 Dataset Collection Requirements
The prerequisite of obtaining data in any means comes down to expected quality and char-
acteristics of data collected. These prerequisites are as follows:

1. Data collected is related to any security event (e.g., malicious attack).

2. Network, system, application and kernel logs.

3. Attribution and provenance related.

With these prerequisites, specific Data Collection Requirements (DC-R) are designed and
scoped as stated below:

1. DC-R1 - Security Event: These events consist of various different security related sce-
narios. For our thesis, the events cover malicious activities recorded during the New
Zealand Cyber Security Challenge (NZCSC) events. This includes the 'red vs blue tean’
challenges. Such malicious events include URL-manipulation, Remote-code execu-
tion, SQL injection, and more. Other security events include normal data tracking and

monitoring of systems and networks of interest.
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2. DC-R2 - Security Entities and Attributes: Security Entities refers to all nodes affected
during a malicious attack. This could be an ‘IP address’ or an ‘apache web server.’
Attributes refer to features and components of these entities. For example, an attribute
belonging to an entity IP address is whether it is a private IP address or a global IP
address.

3. DC-R3 - Entity Relationships: This refers to links between entities. Links connect en-
tities, allowing them to either communicate with or be classified into a same group.

These relationships also provide an attack landscape to an identified security event.

Once these requirements are identified, we set up a data generating mechanism that will

allow data collection. These mechanisms are discussed in Section 3.4 and Section 3.5.

3.4 New Zealand Cyber Security Challenge (NZCSC) Datasets

The New Zealand Cyber Security Challenge (NSCS)! [142] event is an annual event estab-
lished in 2014 by the Cyber Security Researchers of Waikato (CROW), the University of Waikato
and its industry partners. The core purpose of establishing such a security event is primarily
for several reasons. Firstly, it is an ethical hacking training ground where academics, indus-
try security professionals and college students learn security concepts with the preventative
approach of securing networks, systems and also cloud platforms. Secondly, it provides se-
curity awareness for all various audiences and, finally, the NZCSC event creates a safe and
controlled cyber challenge environment for security research with data collection opportu-
nities.

Data collection is a challenging task due to legislation around information sharing, pri-
vacy and related computer crimes. Unless there is a Memorandum of Understanding (MOU)
between security searchers and firms, organisation (company) regulations and policies also
restrict data collection and information sharing among security researchers. Therefore, cre-
ating cyber security challenges enable researchers to test security algorithms, applications
and collect data.

In this thesis, we established the data collection requirement and methodologies to fit the
NZCSC purpose. As part of a team effort to implementing the NZCSC and collect various
datasets to meet multiple research needs, our thesis focuses on provenance and attribution
related datasets. We acknowledged the design and developer of NZCSC-2015 Round-2 attack
network [5] the contribution and ability to leverage and utilise the dataset collected. As part

!The New Zealand “National Cyber Security Challenge (NZCSC)" (https://cybersecuritychallenge.org.nz/)
competition was established in 2014 by the University of Waikato (UoW) with all collaborating partners
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of the data collection team, our focus is on extracting several Round-1 and Round-2 data
log types which met our thesis requirement. These data log types and requirements are

discussed in the remaining of this chapter.

3.4.1 NZCSC-2015 dataset

Due to difficulties in obtaining security datasets publicly, our NZCSC-2015 dataset was de-
signed to capture all logs ranging from within the kernel, system and network layer. We
have utilised Sysdig? [143], [144] to capture all kernel and system-level logs, and with Tcp-
dump? [145], [146] we collected network (.pcap) logs. In addition, video logs were captured
of user-inputs in selected challenges to act as our verification ‘ground-truth’ dataset.

Figure 3.1 shows the NSCSC-2015 data collection infrastructure overview outlining the
specific areas of the network that were used to collect our various datasets. As shown in Fig-
ure 3.1 data were collected from both Round-1(CTF challenge) and Round-2 (Red-Blue Team
challenge) of the NZCSC-2015 challenge. However, designing a data collection approach
for security visualization has challenges such as identifying realistic DC-R1 (security event)
scenarios to visualize. Therefore, with all data collection requirements (DC-R), Round-1
has three challenges that were used to collect data, which are challenge-6, challenge-7 and
challenge-10. In Round-2, all red and blue team machines have logging configurations for
data collection. File, web, mail and tech machines in the blue team network environment
are logged.

Figure 3.2 provides a full detailed NZCSC-2015 Round-2 data collection schematic [5]
with the components required. The NZCSC-2015 Round-2 attack network involves four
red teams (redl.csc2, red2.csc2, red3.csc2, baden.csc2 (Redundant backdoor machine)) ma-
chines and five blue team environments (file, web, mail and tech machines). A simulated
public network and external network configuration to facilitate security, internet connec-
tion and separation of the networks are provided with various connection links (as indicated
with coloured arrows) showing how all networks interact with each other.

In summary, various log collection types were implemented and managed by the NZCSC-

2015 dataset team, which the author is a member of. These include:

¢ Audit access (access.log)logs.

¢ Audit error (error.log)logs.

2Sysdig is a universal system-level exploration and troubleshooting tool for Linux with native support for
containers. (Link: https://sysdig.com/)

3Tcpdump is a free UNIX packet sniffing software used to gather network data (network packets).(Link:
https://www.tcpdump.org/tcpdump, an.html)
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Figure 3.1: NZCSC-2015 Data Collection Architecture Overview

¢ Top info (top.log) logs.

¢ Mail server logs.

* Daemon logger (network traffic) logs.
¢ Ground-truth video (vlc) logs.

As part of the data collection process, all data sets are standardised and anonymised ac-
cording to our security visualization needs. This step also complies with the standard ethics
requirement around the usage of data and user privacy. The standardisation process is dis-

cussed in Subsection. 3.6.1.

3.4.2 NZCSC-2016 dataset

The NZCSC-2016 data collection infrastructure practically covers similar architecture to our
NZCSC-2015 dataset collection environment; however, certain changes are applied to focus
on specific security attack scenarios. This includes building NZCSC-2016 Round-1 chal-
lenges to a more realistic real-life attack landscape which makes the challenges more inter-
esting for participants. Therefore, the dataset collection infrastructure was setup to collect
logs in all Round-1 challenges and the Round-2 (red-blue team) challenge. Below, Table 3.1

outlines all different Round-1 security event (challenge) scenarios.
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Figure 3.2: NZCSC-2015 Round-2 Data Collection Schematics [5]

Table 3.1: NZCSC-2016 Round-1 Security Challenge Types.
Round-1 Challenge | Security Challenge Type

Challenge-1 SQL Injection (easy) scenario.
Challenge-2 Phone encoding scenario.
Challenge-3 Social engineering Alice scenario.
Challenge-4 SQL Injection (hard) scenario.
Challenge-5 GPS tracking scenario.

Challenge-6 Cross site Scripting (XSS) scenario.
Challenge-7 Remote Bash Code scenario.
Challenge-8 Encryption/encoding scenario.
Challenge-9 Buffer overflow Information leakage scenario.
Challenge-10 Default login/PHP injection scenario.
Challenge-11 Steganography scenario.
Challenge-12 Forensics scenario.

Due to the nature of Capture-The-Flags (CTF), the NZCSC-2016 Round-1 logging approach
was configured to capture audit access and error logs using Linux Audit Framework (LAF) for
all volunteered participant machines. Sessions, user login details, request paths and server
responses data logs are collected. While these logs can not directly show attribution of at-

tacks, analysing the logs for traffic patterns and troubleshooting issues is the primary se-
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curity visualization goal for the Round-1 challenge. Figure 3.3 shows the NZCSC-2016 data
collection architecture overview outlining the different attack landscape, logging types and

network infrastructure environment.
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Figure 3.3: NZCSC-2016 Data Collection Architecture Overview

Our Round-2 data collection architecture and design is the important contribution com-
ponent to this research. Inheriting the NZCSC-2015 Round-2 platform (a virtual machine
environment: red-blue teams’ networks and public network), we changed the data col-
lection approach towards specific attribution, provenance and user-awareness purposes.
Round-2 data collection schematics are shown in Figure 3.4 outlining all logging tools and
setup details. Linux Audit Framework (LAF), Sysdig, Daemonlogger, Wireshark, Apache top
logging, and VLC ground-truth video logging are configured in all red and blue team ma-
chines. All data logged are stored in an external data storage location during the collection
process.

In security visualization [142] data logging and collection are important for monitoring
systems and networks. It allows network and security experts to observe and maintain sys-
tems in a most known secure environment. This helps ensure regular implementation of
security tools, protocols, rules and policies based on identified cyber-attacks and threats. A
deeper understanding of cyber-attacks heavily relies on collected datasets from the captured
attacks. Therefore, the selected NZCSC-2016 logging mechanisms aim to monitor and log

all attack actions executed by the participating teams from all levels starting from network
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Figure 3.4: NZCSC-2016 Round-2 Data Collection Schematics

traffic, kernel level actions, user logs, system level actions, application access and error logs

and user inputs. These logging mechanisms are configured for selected teams in all red-blue
team challenge (Round-2) teams.

Raw security data consists of a large amount of information which requires cyber secu-
rity experts to apply filtering techniques when processing them. In security visualization,
the need to construct a desired filtering technique to collect security data with user-centric
attributes that could empower users to see and understand security visualization is a chal-
lenging task. This is due to the wide range of targeted audience, often with different prefer-
ences. Thus, a NZCSC-2016 data collection filtering requirement approach for our security
data is shown in Figure 3.5. Basic user-centred security attributes are at most familiar to
views that contribute highly to setting up the ‘data artribute checklist” This data attribute
checklist consists of suspected or malicious IP address (s), attack payloads, malicious data
(events, inputs), host details, user-login details, attack landscapes and more. Our checklist
outlines the generic standard and common security attributes. It is flexible and dependable
on the type and nature of attack logged and identified for security visualization. As seen in
Figure 3.5, the raw data collection required the filtering technique, while analytical data re-
lies on both the filtering technique, and standardisation process. Finally, Figure 3.6 provides
a preview of the analytical data records stored in the database. These analytical data can
also be regarded as raw data for other security needs.
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Figure 3.5: NZCSC-2016 Data Filtering Process Approach
ID | Time Source Destination Protocol | Command Attack Type \
26 | 18:29:28 | 10.0.53.4 | 10.42.122.123 | TCP nmap 10.42.122.0/24 Reconnaissance |
35 | 18:29:57 | 10.0.53.2 | 10.42.122.200 | TCP /usr/bin/python /usr/bin/sqlmap -u http://10.42.12... SQL Injection
36 | 18:30:24 | 10.0.53.3 | 10.42.122.200 | HTTP GET /adminlogin actionZusername==&password=... URL Manipulation
37 | 18:31:18 | 10.0.53.1 | 10.42.122.200 | HTTP GET /adminlogin action?username=%27&password=... URL Manipulation
38 | 18:31:29 | 10.0.53.1 | 10.42.122.200 | HTTP GET/ ad:ninlogin action‘.lusername:Admin&password:... URL Manipulation
39 | 18:31:59 | 10.0.53.1 | 10.42.122.200 | HTTP | GET /adminlogin action?username=Admin&password=... _URL Manipulation
40 | 18:32:49 | 10.0.53.2 | 10.42.122.200 | TCP /usr/bin/python /usr/bin/sqlmap -u http://10.42.12... SQL Injection

Figure 3.6: A Data Record Snippet After Analytics

With ideal goals to visually show all attack information such as payloads, sources, des-
tinations, and attack types, attribution and provenance related specifications were taken
into consideration. All connections established between red and blue team machines such
as source and destination IP-addresses, ports association and commands associated with
these connections provide additional information that is vital for security visualization. For
example, remote executing programs, file transfers, secure and transparent tunnel usage
and managing public keys are logged and collected. As shown in Figure 3.7, interested
data (secure shell (SSH) details, IP-address (s), read/writes, user-login details, uniform re-
source locator (URLs)) records were collected when a participant utilised the SSH library
(libssh.org) during the security challenge.

In summary, our NZCSC-2016 log collection design involves the following logging tools:

¢ Audit (LAF) access (access.log) logs.
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ip-address : port no#
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sti ssh

(host ) ssh > write fd=3(<:
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Figure 3.7: Data Collection Sample of Security Related Attributes

Audit (LAF) error (error.log) logs.

¢ Apache top info (top.log) logs.

¢ Sysdiglogs.

* Deamonlogger and Wireshark (.pcap) logs.

¢ Ground-truth video (vlc) logs.

The choice of using these opensource logging tools provides an affordable research bud-

get and most importantly provided the security datasets which are needed for this research.

3.4.3 NZCSC-2017 dataset

As part of our main contribution to this research thesis, and leading the NZCSC-2017 data
collection team, our the NZCSC-2017 Dataset collection infrastructure provides a twist to
previous years of data collection during the New Zealand National Cyber Security Challenge
(NZCSCQ). This is due to the demand of providing a user-centric security visualization. The
need for user-centric security visualization enabled a real-time data collection and process-

ing architecture design approach. Therefore, the overall goal for our NZCSC-2017 dataset
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collection was to identify security events during the NZCSC-2017 Round-3 (red - blue (at-
tack/defend)) team challenge. While data was collected during the NZCSC-2017 Round-2
(red - blue (attack/defend)) team challenge, a real-time security visualization providing red
team attacks on the blue team networks was visualized. Progger (Linux and Windows ver-
sions) and Sysdig had been installed on all red and blue team virtual machines. Figure 3.8
shows the entire NZCSC-2017 attack network with specific logging mechanisms in all virtual

machines.

NZCSC-2017 Attack Network
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Figure 3.8: The NZCSC 2017 Attack Net Design

Deploying Progger and Sysdig into all red and blue team machines (network) with Redis as
an intermediary between all red/blue team networks, log host and database storage, allowed
the data collection process to be successful for a real-time processing scenario. Logs are
collected and temporarily stored in Redis for real-time visualization use while the same copy
gets written into specific database tables. Moreover, our NZCSC-2017 dataset is stored in
MongoDB (a NoSQL database platform) and is queried as JavaScript Object Notation (.json)
and comma-separated values (.csv) log entries for usage. Alternatively, these .json and/or
.csv log entries were reused fo other security analytical purposes.

As seen in Figure 3.8, the log host is moderated by an internal moderation machine ensur-
ing that the raw data collected from all red and blue team machines were used for the two
following reasons: (1) processed by parser scripts and pushed to the security visualization

frontend for visualization, or (2) data recorded were written into respected database tables
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for storage and future use.
The real-time collection process and storage mechanism requires several main operations
to ensure the overall livelihood of the backend security visualization infrastructure. A multi-

threaded operation approach consists of the following:

* Data collection collector (scripts): this operation primarily consists of the Progger and

Sysdiglogging scripts. The collector ensures all red and blue team machines are logged.

* Listener process: this operation listens for new information on the Redis server and

extracts it for analysis as part of the real-time process.

* Status process: the status process checks and displays data updates of the collected
data on the console at a regularly repetitious interval.

e Database process: the database process ensures that the processed data (analytical
data) from raw data, are delivered and written into compatible MongoDB formats and

stored.

e Parser (scripts): the parser ensures that data is pushed from the back-end to the secu-

rity visualization frontend for visualization.

While these operations are briefly described, a thorough description and analysis of these

data collection operations are further discussed in Chapter 5 of this thesis.

3.5 Law Enforcement Datasets

Security visualization for mobile platforms should in reality be flexible and able to visual-
ize what a mobile user prefers. This means data processed for visualization can be from
multiple data sources for various security purposes. A core component of this thesis is pro-
viding security visualization for law enforcement. Some primary law enforcement demands
for security visualization fall within these reasons: (1) intelligence, (2) tracking and mon-
itoring, (3) reporting and finally (4) information sharing purposes. With these demands,
multiple data sources ranging from both malware and bitcoin datasets are acquired through
approved procedures, policies and regulations for our security visualization intelligence ap-

plication.

3.5.1 The Bitcoin Dataset

This thesis leveraged on publicly available bitcoin datasets to show, track, monitor and re-

port on bitcoin transactions that are of interest to law enforcement operations. However,
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due to information sensitivity, privacy and law enforcement regulations, a generic bitcoin
data collection schematic is discussed for this thesis. Figure 3.9 illustrates our entire bit-
coin data collection process. Multiple bitcoin data sources were used for this data collection

project. Further detailed explanation on bitcoin data is discussed in Chapter 5 of this thesis
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Figure 3.9: Bitcoin Data Collection Schematics

3.5.2 Mobile Malware Datasets

Apart from bitcoin datasets, malware datasets are required for intelligence, tracking and
monitoring capabilities by law enforcement services. We provide a malware data collec-
tion schematic as a proof-of-concept for law enforcement security visualization. This data

collection schematic includes the following components:

¢ Multiple data sources from trusted security firms.
¢ Database storage location.
¢ Data collector and parser.

¢ Update process.
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Malware datasets are received on a weekly basis and are processed, stored and preserved
in secure data storage locations. Data processed from these malware datasets are used for
our law enforcement security visualization which is thoroughly covered in Chapter 5 of this

thesis.

3.6 Dataset Requirements and Specifications

Security visualization tools and applications require datasets for analytic purposes. How-
ever, most tools and applications require standard data and not often raw datasets. In addi-
tion, sensitive datasets are not permitted for usage unless proper means of anonymisation
and standardisation steps are executed to safeguard potential users. This is to preserve pri-
vacy and reduce the chances of attributing back to the dataset sources. Therefore, our thesis

provides the anonymisation and standardisation process used.

3.6.1 Data Anonymisation and Standardisation Process

In order for such sensitive datasets to be used for cyber security research purposes, with the
ultimate goal of publishing the available datasets publicly, ‘Anonymising and Standardising’
the dataset is crucial. Why the need for a data anonymisation process? Due to security, pri-
vacy and sensitivity reasons, this eliminates the chances of attributing back to distinctive

network sources. The anonymisation method focuses on the following:

* Locate sensitive information (names, user-names, IP addresses, etc.) attributing to any

known sources.

* Substitute all sensitive information (attributes) into new generic details, based on a
created anonymised standard. This standard should allow researchers to attribute

back any sensitive data but not the users of the visualization.

¢ Secure the anonymised standard for references.

Why the need for a data standardisation process? Standardization procedures are taken
to allow datasets of various formats be used across numerous analytic tools. This allows in-
terested security researchers to easily integrate these datasets with data analytics and threat
intelligence tools. The entire standardisation process is executed after the required datasets
are collected. The process of analysing the collected data is done using three methods:
(1) manually analysing logs and identifying their existing format (knowing how many at-

tributes and types of delimiters used), (2) identifying and categorising different attacks by

57



Table 3.2: Dynamically Storing Attacks into the Database.

[ID [ Time [ Source | Destination [ Protocol | Command | Attack Type
26 | 18:29:28 | 10.0.53.4 | 10.42.122.123 | TCP nmap 10.42.122.0/24 Reconnaissance
27 | 18:29:28 | 10.0.53.4 | 10.42.122.151 | TCP nmap 10.42.122.0/24 Reconnaissance
28 | 18:29:28 | 10.0.53.4 | 10.42.122.200 | TCP nmap 10.42.122.0/24 Reconnaissance
29 | 18:29:28 | 10.0.53.4 | 10.42.122.60 | TCP nmap 10.42.122.0/24 Reconnaissance
30 | 18:29:43 | 10.0.53.4 | 10.42.122.11 | TCP nmap -sT —top-ports=100 10.42.122.0/24 Reconnaissance
31 | 18:29:43 | 10.0.53.4 | 10.42.122.123 | TCP nmap -sT —top-ports=100 10.42.122.0/24 Reconnaissance
32 | 18:29:43 | 10.0.53.4 | 10.42.122.151 | TCP nmap -sT —top-ports=100 10.42.122.0/24 Reconnaissance
33 | 18:29:43 | 10.0.53.4 | 10.42.122.200 | TCP nmap -sT —top-ports=100 10.42.122.0/24 Reconnaissance
34 | 18:29:43 | 10.0.53.4 | 10.42.122.60 | TCP nmap -sT —top-ports=100 10.42.122.0/24 Reconnaissance
35 | 18:29:57 | 10.0.53.2 | 10.42.122.200 | TCP /usr/bin/python /usr/bin/sqlmap -u http://10.42.12... SQL Injection
36 | 18:30:24 | 10.0.53.3 | 10.42.122.200 | HTTP GET /adminlogin action?username=&password=... URL Manipulation
37 | 18:31:18 | 10.0.53.1 | 10.42.122.200 | HTTP GET /adminlogin action?username=%27&password=... URL Manipulation
38 | 18:31:29 | 10.0.53.1 | 10.42.122.200 | HTTP GET /adminlogin action?username=Admin&password=... URL Manipulation
39 | 18:31:59 | 10.0.53.1 | 10.42.122.200 | HTTP GET /adminlogin action?username=Admin&password=... URL Manipulation
40 | 18:32:49 | 10.0.53.2 | 10.42.122.200 | TCP fusr/bin/python /usr/bin/sqlmap -u http://10.42.12... SQL Injection
41 | 18:33:26 | 10.0.53.2 | 10.42.122.200 | TCP Jusr/bin/python /usr/bin/sqlmap -u http://10.42.12... SQL Injection
42 | 18:35:01 | 10.0.53.3 | 10.42.122.200 | HTTP GET /adminlogin action?username=&password=... URL Manipulation
43 | 18:35:48 | 10.0.53.1 | 10.42.122.200 | HTTP GET /post/create action?name=Admin&date=12%2F%... Cross Site Scripting (XSS)
44 | 18:35:51 | 10.0.53.3 | 10.42.122.200 | HTTP GET /adminlogin action?username=&password=... URL Manipulation
45 | 18:38:37 | 10.0.53.1 | 10.42.122.200 | HTTP GET /adminlogin action?username=%3C%3ECoolGuy... URL Manipulation
46 | 18:39:59 | 10.0.53.3 | 10.42.122.200 | HTTP GET /adminlogin action?username= URL Manipulation
47 | 18:41:02 | 10.0.53.1 | 10.42.122.200 | HTTP GET /post/create action?name=NewAdmin&date=12%2F%... | Cross Site Scripting (XSS)
48 | 18:41:20 | 10.0.53.1 | 10.42.122.200 | HTTP GET /post/create action?name=%3C%3ECoolGuy... Cross Site Scripting (XSS)
49 | 18:42:03 | 10.0.53.1 | 10.42.122.200 | HTTP GET /post/create action?name=%3C%3ECoolGuy... Cross Site Scripting (XSS)
50 | 18:42:12 | 10.0.53.1 | 10.42.122.200 | HTTP GET /adminlogin action?username=Mark&password=... URL Manipulation

analyzing all different types of logs, and (3) creating scripts to dynamically and automat-
ically anonymise the dataset based on analysis and insert them into database tables. Ta-
ble 3.2 shows anonymised data being categorised into different types of attacks and stored
into databases. Such scripts include regular expressions that are being used to search and
match rows or excluded rows in various logs. Examples of excluded rows are ‘commented
information’ and ‘duplicated information’ which do not contribute to how security attacks
are executed. This script acts as a ‘Collector’ mechanism that checks for new data inputs,

anonymise the inputs and inserts them into respective database tables.

3.7 Summary

In summary, the demand to provide security visualization for web and mobile platforms
had pushed us to obtain multiple types of datasets for this thesis. However, the challenge of
collecting and sharing datasets freely has proven difficult due to privacy and confidential-
ity reasons. This led to executing several steps to collect datasets: (1) obtain proper ethical
procedures to acquire relevant ethical approvals for dataset collection, (2) establish research
collaboration with interested organisations to acquire the relevant datasets for this research,
and (3) simulate cyber-attacks using cyber security challenges to collect datasets. As a re-
sult, the datasets collected from multiple trusted sources are: The New Zealand National
Cyber Security Challenge (NZCSC) events, malware datasets, and Bitcoin datasets. The raw

datasets collected are of different types and sizes, therefore, they have been anonymised and
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standardised to meet both ethical and visualization requirements before processing them

for security visualizations.

Data Processing Procedure Summary
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Figure 3.10: A Summary of our entire Data Collection Schematics

The multiple data collection scenarios and landscapes enabled us to implement and pro-
vide a wide range of security visualization for both web and mobile platforms. Hence, in
this chapter, we delivered our NZCSC-2015, NZCSC-2016, NZCSC-2017 and the bitcoin data
collection schematics to show further details on how data are collected for this research.
In addition, we delivered the NZCSC-2017 round-2 attack network infrastructure that was
designed as part of our data collection environment.

We provided a summary of the entire data collection schematics approaches shown in Fig-
ure 3.10. It outlines all data sources and relevant events associated with the preparation of
data to meet our security visualization requirements. We conclude by stating the key com-
ponents of our data collection framework and security visualization framework, which are:
(1) logging mechanisms, (2) raw data sources, (3) filtering and processing techniques, (4)
data standardisation method, (5) data storage (database) and (6) the security visualization
frontend.
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Chapter 4

The Effectiveness Measurement
Algorithm for Security Visualization

The English Oxford dictionary [147] defines ‘effectiveness’ as “the degree to which something
works efficiently and produces the intended results." However, when using the term in the
context of visualization, effectiveness is seen as a result with respect to representation and
presentation of data. In different research fields of visualization, effectiveness appears ba-
sically in several areas: (1) perceptual context, (2) user context, (3) application context, (4)
representation and (5) presentation context. This makes effectiveness a challenging task.
Therefore, the demand of a measurement scale/indicator around effectiveness in visualiza-
tion is needed. For example, effectiveness studies in information visualization have con-
ducted research through the perceptual law context as seen in ranking of visualization cor-
relations using Weber’s law [148]. Scatterplot, parallel coordinates, bar and donut charts are
used to show and compare correlation ranking presentation performance [70]. Moreover,
assessing graphical data presentation techniques for large datasets with respect to expres-

siveness, efficiency and effectiveness is another form of measuring effectiveness [3].

However, adding the concept of security as the primary entity into the visualization scope
and purpose, effectiveness becomes a ‘full-scale’ approach. This is due to multiple reasons:
the landscape (nature), information sensitivity, urgency of efficient data representation and
presenting security visualization. In addition, the need to present and communicate secu-
rity related information through visualization has to be simple and effective. Furthermore,
security information presented has to be accurate with a high degree of delivering precise
correct and useful knowledge without allowing users to enter into the realm of cognitive
biases. Therefore, this chapter looks at delivering a theoretical solution by providing an ef-

fective security visualization measurement algorithm for mobile and web platforms.
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4.1 Motivation of This Chapter

Current mobile visualizations serve various specific purposes and often users respond with
their views and preference around whether such visualizations are contributing to deliv-
ering the required information. However, one of our hypotheses for this thesis is to know
if given two or more security visualization (SVis sample-1, SVis sample-2), can we say SVis
sample-1 is better than SVis sample-2, or vice versa? This requires a proof to be made, tested
and verified, for example, a theoretical proof to show the above hypothesis. Therefore, this
chapter outlines our core contribution and presents our ‘security visualization effectiveness
measurement (SvEm)’ algorithm, SvEm design, components, and application scenarios. As
technologies and applications are customer (users) driven, mobile platforms are becoming
the main and most popular personal electronic devices used on a day-to-day basis. How-
ever, on the flip side of technology, mobile threats have increased rapidly, being around 77%
out of the total cyber-attacks recorded in 2014 by Kaspersky Labs [149], [150]. In 2017 Q2
and Q3, mobile cyber-attacks increased, ranging from data leakage, SMS attacks, mobile
(banking, etc.) malware, phishing and ransomware attacks [151], [152], [153]. Despite ex-
isting security tools being implemented, users may not see how critical or severe a mobile
cyber-attack is until it is too late to act in stopping the attack from escalating, creating further
damage. Therefore, we propose and provide our SvEm framework to aid users with the use of
security visualization. Our SvEm approach presents a full-scale effectiveness measurement
methodology for security visualization for mobile platforms. Due to limitations around mo-
bile platforms, the primary emphasis of our SYEm approach basically tackles these following

areas:

1. Security data representation and pre-processing technique: this refers to the data

representation design and pre-processing methodology
2. Security visualization sample: this refers to the visualization presented

3. Users (targeted audience): this refers to specific users to whom our security visualiza-

tion is presented

4. User perception and attention span: this refers to the SYEm methodology used to ad-
dress effectiveness with respect to user perception and attention span

5. Interaction process: this covers both communication and response between users

and the security visualization presented

Based on the five key areas of our approach, our SvEm algorithm and applications are

built on a user-centred approach whereby predefined/pre-processed security information
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is effectively communicated to the targeted audience. This involves understanding each
component that makes up the algorithm and theory. Therefore, the remaining chapter pro-
vides the proposed algorithm, the SvEm architectural design, SYEm model requirements and

finally expands around the SvEm applications.

4.2 Security Visualization Effectiveness Measurement (SvEm)
Algorithm

The notion of effectiveness in any application and services is best measured by results over
time. It relies on training data, guidelines, specific standards, performance results and feed-
back. Hence, the existance of Chapter 3 is to facilitate the required datasets for our SYEm
algorithm. However, measuring effectiveness requires specific architectures and designs to
enable users to set up measurement collection points and locations whereby effectiveness
is measured. Both applications and users are used to collect effectiveness results. In our
SvEm model, users are trained within the first few seconds of confronting a given security
visualization to help capture their interest in the task provided. This is an example of an ef-
fectiveness measurement collection point whereby users’ attention spans are being assessed

with regards to time a user can interact and concentrate on a given visual task.

In the training and visual observation process, our SYEm framework equips a viewer with
basic cyber-attack landscape knowledge and visual interaction methodologies by provid-
ing guidelines and visualization samples to preview. These training techniques leverage on
both the users of our SYEm framework and the security visualization presented. Our train-
ing techniques enabled users to tap into the use of known application interactive features,
user-trigger features and the application of famous colour usage. These famous colours are
adopted from popular or familiar cases such as the use of traffic lights (red, yellow, green)
and the Interpol’s notice system [154]. This enabled the user’s training progress to be effi-
cient and effective. For example, with the traffic system, a ‘red’ colour symbolises Stop/Dan-
ger and Ted’ alert in the Interpol Notice system represents ‘wanted person’. Such represen-
tation is replicated across into security visualization to maintain familiarity and therefore
enhances the user’s working memory capacity. A ‘red’ coloured circle in our SvEm secu-
rity visualization represents a known and identified malicious entity (e.g., malicious IP ad-
dress or file). The establishment of this concept described in this paragraph provided us the
means to expand our SvEm algorithm and to explain how the functionalities that make up
the algorithm. The SvEm algorithm, seen in Equation: 4.2 and Equation: 4.3 is defined with

the following components and variables.
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(SvEm) Distortion (d;;.;) Theory Assessment

W) | Svpxdy) #0
n

SVyar = Sl}f*d

vaul
(Cl* ncpicks)! tme

SvEm = >50%(Distortion)> (Cl* nejicks)/ tme) #0

(SvEm) Time (#5,¢/;,) Theory Assessment

(Cl/tme)
Nclicks * SVf/dn

SvEm = > 0.25sec(s)(Time)> (Neyicks0T (Svy * dp)) #0
Where:

w * h : Web/Mobile display area (dimensions)

Svy : Security visual nodes (e.g., Infected-IE timestamps, etc.)

dy : n-dimensional view in security visualization

Cl : Cognitive Load (Identifiable attributes (quantity) - Prior knowledge)

tme : Memory efficiency (Effort based on working memory - Time-base)

N¢picks < Number-of-clicks on visualization

4.1)

(4.2)

(4.3)

However, we begin with declaring and making certain assumptions to allow our SvEm al-
gorithm to be valid. We state that the following variables: Svy; dp; Cl; ncjjckss tme, should
have a default value of 1, thus, each SvEm variables should not have zero values. For ex-
ample, in order to see a visualization, a click-event of value 1 is automatically executed by
default. However, we establish several assumptions as part of the scope to achieve reason-

able effectiveness measurement ratings. As a result, errors are minimised and appropriate

SvEm results are achieved. These assumptions are as follows:
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then visualization has effective SYEm output.

ing the given security visualization.

. Ifauseris able to understand a given security visualization within less than 5 seconds,

. Input data has to be within the capable processing power of the mobile platform used.

. User must always have some form of cognitive ability (Prior knowledge) before engag-




4. Number-of-clicks (n.licks) refers to number of clicks (navigating) on the mobile plat-

form screen to the point where the first known security attribute has been identified.

4.3 The Security Visualization Effectiveness Measurement
(SvEm) Components

In security visualization, measuring effectiveness requires certain techniques whereby re-
quired components and attributes act as the measurement entity. Thus, by analysing exist-
ing techniques and understanding how they function, we introduce our new effective mea-
surement techniques which measures the effectiveness in both a given security visualization
and the viewer’s experiences in security events. It is based on both the visualization ap-
proach and user intuition. However, to achieve effectiveness, we need to minimise the time
(duration) spent on viewing a visualization and making sense with the insights portrayed in

a visualization. These SvEm theorem components are [13]:

1. Web/Mobile platform screen surface area (w * h): This refers to the surface area used to
display a security visualization. Screen sizes have a great impact on how visualizations
appear.

A “display screen dimension" parameter is a key requirement for this theorem. Vari-
ous screen dimensions have a great impact on how users interact with the visualiza-
tion presented. Bigger screen dimensions allow greater visualization information to
be presented, on the other hand, small screen dimensions create visual challenges as
well as allow room for further effective visualization development. Hence, having this

parameter is critical to the effectiveness in user interactions.

2. Security visual nodes (Svy): These are known security attributes identified in a visu-
alization, e.g., an malicious or infected IP address. The security visual nodes variable
range from 1 -> 1000 nodes.

The “security visual node" parameter enables this theorem to tag malicious attributes
identified in collected datasets. It provides visualization developers the ability to man-
age malicious or security attributes shown in a given visualization. The parameter also
allows this theorem to help measure effectiveness when users are given a choice to

visualize between two or more different visualization.

3. N-dimensions: The N-dimensions parameter refers to how many visual dimensions
plane (view) are used to represent visualization. The higher number of dimensions

used for the visualization presentation, indicates the greater depth of data able to be
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represented over a visualization screen. The n-dimension variable ranges from 1 ->
6 dimensions. The performance or capability of how many dimensions utilized for a
given visualization, is subjected to the processing power of the visualization system
(e.g. mobile platform, plasma screen). The existence of this parameter contributes to
effectiveness in visualization in respect to how many visual nodes and information can

be presented instantly to a user.

4. User Cognitive load (Cl): This is critical to how effectiveness is assessed and measured
in this theorem. It is based on how much knowledge (prior knowledge) a user has
around the expected visualization. It is the prerequisite security knowledge of the ex-
pected security events such as a malware cyber-attack. Users dictate how much in-
formation they are will to visually process within certain time and/or execute a self-
assessment phase to measure effectiveness in the given security visualization. Hence,
user cognitive loads provide the preliminary factor as to whether a user would be in-
terested or not, and if they are interested, how fast can they interact wit the presented
visualization and gain insights. The user cognitive load (Cl) variable has a default value

of 1 and range increases accordingly based on the users.

5. Memory efficiency (tme): This is a time-base attribute which measures how fast one can
recall security related attributes. Memory efficiency is critical to this theorem because
itis the primary time-assessment factor or attribute in this theorem. Time is a charac-
teristics of effectiveness, i.e. obtaining a minimal time period to gain security insights
when interacting with a given visualization relies on the users memory efficiency and
cognitive load. The user’s memory efficiency (¢,,.) variable has a default value of 1 and

increases accordingly based on the time taken to interact with a given visualization.

6. Number-of-clicks (n.jicks): The “Number-of-clicks" parameter is regarded as the self-
assessment factor, whereby users perform while navigating around a given visualiza-
tion. Over a period of time visualizing and analyzing security visualizations, an average
number-of-clicks recorded is used to understand effectiveness in security visualiza-
tion. The number-of-click parameter refers to how many ‘touch gestures’ or ‘clicks’
one has to perform on the mobile platform screen or other display screens in order
to view the presented visualization. With a default value of 1, the number-of-clicks

variable require less clicks as possible to achieve the most ideal effectiveness value.

With a clear understanding of the SvEm algorithm and its components, we derived our
SvEm theory (framework) to address two areas of effectiveness in security visualization for

web and mobile platforms. These areas are: (1) ‘distortion rate’ in security visualization and
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(2) the observation‘time’ period. The ideal distortion rate baseline value has to be greater
that 50% visual clarity. However, this minimum value provides an effectiveness measure-
ment approach whereby the overall assessment is measured against a ‘high’ or ‘low’ rating.
This allows our effectiveness measurement results to be more realistic. However, the fac-
tors affecting our SvEm-distortion rating are: (1) phone dimensions and resolution, (2) user
knowledge and (3) the number of clicks users execute. In addition, SYEm-time component
is measured against a minimum constant value: 0.25 seconds, which is known in psychology
research as the least minimal cognitive time required for a human to process and under-
stand information. This process has been assessed through studying human perception in
various psychology research studies. We adopt this concept to measure the time taken from
the moment a visualization is presented to a user to the time users’ highlight known visual
nodes, patterns and knowledge. Thus, our overall SYEm-time assessment results are calcu-
lated and presented as an average rating against many other samples. Overall, the SYEm

algorithm is summarised with the following points:

1. Visualization Distortion: Effectiveness in distortion is defined when a visual-

ization has greater than 50% visual clarity

¢ How clear and readable visualization is presented
» Features and attributes presented are visible

e Visual patterns emerge into reality for observers.
2. User Response Time: Duration in milliseconds (ms)

¢ Analytical time of processing the visualization

* Time of user- cognition to recall known memory

Based on this theory, all SvEm variables are defaulted to a numeric value of 1 (one). The
factors highly contributing to a high SvEm value are: (1) w * h: smartphone dimensions and
(2) dy,: n-dimensional view of security visualization, i.e., a 3-dimensional representation vi-
sualization view has proven less distorted than a single dimensional visualization view. The
advantage of presenting more data information are visible in higher n-dimensional visual-
ization views. This increases the user’s (viewer) ability to provide a higher count for Svy. The
less value of n.j;.ks, indicates the overall time spent on viewing the visualization is reduced

therefore a higher effectiveness measurement outcome is achieved.
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4.4 SvEm Design Architecture

Full-scale Effectiveness Measurement (SvEm) Model

1. Data Scaling Management Process
2. Data Request/Delivery Process

Backend <= == == == == | Frontend

Platform Platform

SvEm Outputs _
m_Stage-2| : —— 4[) : m_Stage-3|
User Attention span (time) : [ ‘ 6. Information Representation Method/Type

3. Query Request Process Visualization Clarity : Visible

e ; 7. Security Visualization Type/Presentation Method
4. Data Type Upload/Storage Process : Visual Timeframe : 1

User satisfaction : Insights (knowledge) | I 8 SvEm Interactive Requirements/Techniques

5. Data Predefined Process Preference
' 9. Time/Distortion Clarity Method

User Experience
Environment

Figure 4.1: A Full-Scale Effectiveness Measurement Model

An overview of our proposed full-scale SYEm model with effectiveness measurement at-
tributes, methods and processes is shown in Figure 4.1. This SYEm model has nine effective-
ness measurement attributes and processes that are considered and attended to. They range
from ‘data scaling management process’ to ‘time/distortion clarity presentation method
and output.” Our overall intention of producing such design was to address effectiveness
throughout the entire framework. When less time is spent observing while there is an in-
crease in the user’s attention span, this provides and delivers an effective security visualiza-
tion presentation to the viewers. This is a visual experience achieved by the audience, thus,
we provide a full-scale effectiveness measurement model with a user-centric observation

and interactive environment.

4.4.1 SvEm Data Processing Design

Due to large and unstructured datasets (raw data), scalability and rendering challenges have
hindered effective presentation of security visualization in mobile platforms. The pitfall
caused by various types/range of audiences with different visual preferences and levels of
understanding on the information presented through security visualization adds further de-

sign and implementation challenges. Therefore, with the dataset at hand, several critical
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implementation and monitoring stages, known as ‘effectiveness insertion approach’ stages
(Em_Stage-1, Em_Stage-2 and Em_Stage-3 (See Figure 4.1)), are required and executed ac-
cordingly to provide a full-scale effectiveness experience in a mobile security visualization
environment. It is critical to pay attention to these stages and execute them in order to
provide an effective measurement technique in security visualization. These effectiveness

insertion approach stages comprise of:
* Em_Stage-1:
1. Data Scaling Management Process
2. Data Request/Delivery Process
*x Em_Stage-2:
3. Query Request Process
4. Data Type/Storage Process
5. Data Predefined Process Preference
* Em_Stage-3:
6. Information Representation Method/Type
7. Security Visualization Type/Presentation Method
8. SvEm Interactive Requirements/Techniques

9. Time/Distortion Clarity Method

General Description of Em_Stage-1:

The question of concern here is: How would implementing and monitoring this stage con-
tribute to effectiveness measurement in security visualization? While this stage is not new to
any application implementation, our framework pays more attention to improving our im-
plementation and monitoring environment of this effectiveness insertion stage (Em_Stage-
1). This stage ensures an understanding of the data at hand and using it to its maximum
potential for insights. It handles the entire effectiveness measurement implementation be-
tween the backend and frontend of our SvEm framework that executes two primary tasks.

These are:
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¢ Data Scaling Management Process: This task comprises several steps, with the pri-
mary role being preparing security data and making sure data is managed efficiently
throughout the entire data journey of the security visualization process. Firstly, it in-
volves standardising and normalising the data type, i.e., categorical, ordinal or interval
type. Secondly, it involves understanding the required data process, i.e., hierarchical
data, multivariate data, graph data, etc. Thirdly, it involves understanding the volume
of data expected for the framework prior to processing and pushing it to the security
visualization frontend platform. This requires the understanding of the data processed
and the nature at which the data was collected. Hence, knowing if the data is in a real-
time format, large data volume request, or static data request? Finally, applying a data
scaling input process with respect to the mobile display screen size. The scaling mech-

anism is outlined below:

dm = data size,

ng = scaling,
Let: = < r (4.4)
w = mobile display screen width,

h = mobile display screen height.

whereby scaling factor: dm/n;

therefore data scaling input:

if data input = 4 * for every 4000 input value,

if data input = 3 * for every 3000 input value,
(w*h) *dm/ng = < > (4.5)
if data input = 2 * for every 2000 input valu,

if data input = 1 * for every 1000 input value.

» Data Request/Delivery Process: This task involves listening and collaborating with the
users (viewers) request from the security visualization frontend. Firstly, setting up data
tables that allow fast query processing and polling is important. Secondly, due to the
type of visualization implemented at the frontend, i.e., real-time circular visualization
design, data processed can be efficiently handled to ensure proper delivery with mini-

mum time required for the process.



General Description of Em_Stage-2:

The key factor to providing and improving effectiveness measurement in security visual-
ization for Em_Stage-2, is to provide all means of help a user (viewer) needs for a seam-
less experience when handling data, data requests, data storage and ensuring multiple data
preferences for both the security visualization platform and users. Em_Stage-2 handles our
effectiveness measurement technique implementation between the back-end and the user

experience environment. The Em_Stage-2 executes three tasks as outlined below:

¢ Query Request Process: This task performs similar roles to the ‘Em_Stage-1: Data re-
quest/Delivery Process’ but from a user’s (viewer) receiving end. Providing visual in-
structions and locations such as a ‘search-box’ or a clickable ‘upload’ button within
a visual and easy to reach security visualization environment is the approach imple-

mented.

» Data Type/Storage Process: This task plays an important role in the overall effective-
ness measurement process in security visualization. It refers to the malicious data con-
taining cyber-attack details, patterns and behaviours. These data types distinguish the
visualization environment (for example, network packets) and involves several states
of processing and storing them in a database. Attack scenarios are then triggered by

the frontend visualization platform dictate the types of data requested.

¢ Data Process Preference: This task relies on two components. First, from the backend
perspective, raw data contains noise (unwanted visual data/information) which is not
all required for the actual viewing or visualization. Secondly, with preprocessed sets
of instruction, data is made available for the visualization frontend. This task is often

processed according to the user’s preference.

General Description of Em_Stage-3:

Em_Stage-3 covers the implementation process between the frontend and the user experi-
ence environment. It is the most crucial set of tasks involving presentation components that

attract the users (viewers) to the security visualization. These tasks involve the following:

¢ Information Representation Method/Type: This task handles data transformation from
raw data to predefined data attributes compatible to visual languages, i.e., transformed
into visualization types. For example, entities are depicted using shapes (e.g., circles)

and colours. However, the challenging task is to select the appropriate representation
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method/type to use for security visualization. This should comfortably connect with

the user’s preference and relatedness to the cyber-attack visualized.

¢ Security Visualization Type/Presentation Method: This task handles the way secu-
rity visualization is being presented. Based on the user preference, request and/or
cyber-attack landscape, various security visualization presentation methods are im-
plemented to accommodate user selected choices. Our SYEm framework provides sev-
eral presentation approaches: (1) real-time, (2) static and (3) user-based interactive
approach.

¢ SvEm Interactive Requirements/Techniques: The emphasis of this task is on triggering,
capturing and maintaining the user’s attention with interactive features. This is done
with the purpose of increasing the user’s attention span throughout the visualization

confrontation period.

¢ Time/Distortion Clarity Method: This task contains crucial effectiveness measurement
implementation and monitoring processes. It provides a set of measurement tech-
niques by observing time and the visualization clarity presented in the security visu-
alization frontend. Time is measured in two ways: (1) through an increase in user
attention span therefore increasing the working memory load, (2) through a reduced
or the least amount of time required, from the moment a user confronts a visualization
and interacting with it till known security insights are gained. Distortion is, however,
implemented and measured against the mobile display screen dimensions. Visibility
with appropriate security entities shown via the visualization presented adds to how

effective a security visualization appears.

Finally, as seen in all Em_Stages, the notion or idea of providing and measuring effective-
ness in security visualization for mobile platforms is executed throughout the whole process
from the moment data is received, processed right through to visualizing it on a mobile plat-
form. This enables all potential ‘SvEm Outputs’ to be achieved.

4.4.2 SvEm Model Requirements

In addition to our SvEm design architecture, multiple theoretical requirements are needed
to establish an understanding between the SYEm model and interaction features. These re-
quirements allow users to understand how our SvEm framework works, particularly interac-
tive relationships between mobile platforms, users (viewers) and the security visualization

presented. Below are the requirements and their corresponding details:
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. Correlation Indicators: these are predefined indicators between interested entities.
For example, a ransomware attack visualized on a mobile platform has payloads, in-
fected IP and command-control-centre (CCC) link attributes. Correlation indicators

are case-based depending on threat/attack landscape and method used.

. Correlation Links: these links show the relationship between two entities of interest,
e.g., both infected source IP address (attacker’s IP address), a destination IP address
(victim’s IP address) and communication via network packets. These links also include
the method of attack, whether it is via remote code execution, scripts and payload

dumps.

. Security Entities: these are devices, services, platforms and users. Entities allow secu-

rity experts to measure how big the threat/attack landscape is.

. Perceptual Trigger: this requirement exists within users (viewers) and has a direct re-
lation to the existence of ‘known working memory'. It contributes to instant moments

where a user (viewer) makes sense of the given security visualization.

. Colour Management: This requirement is a practical requirement based on the choice
of selecting a colour to aid all other SYEm model requirements. For example, using two
colours with the same RGB could make the visualization confusing. Colour application
and user-centric classification (e.g., clustering of data) features are seen as part of the

colour management process.

. Precision and Accuracy Rating: This rating involves the user’s ability to select known
or interesting security visualization feature to extract insights. Precision and accuracy
depends on the ability of a user to either have security knowledge around the pre-

sented security visualization or not.

These SVEm requirements contribute to the entire framework with the aim of facilitating a

perceptual concentration environment for users to feel comfortable when viewing security

visualization on their mobile platforms. Equally important, these requirements maintain

our effectiveness measurement technique with respect to distortion, interaction time and

user response.

4.5 SvEm Technical Components and Aspects

In addition to our SYEm design architecture and model requirements, a breakdown of the

proposed SvEm algorithm is explained in the remainder of this chapter. Each variables and
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their functionalities are discussed with various assumptions which could affect the SYEm
algorithm performance. We begin with addressing various variables in Equation 4.7 and

Equation 4.8.

4.5.1 SvEm-Distortion Theory Approach

SvEm-Distortion (ds,.;;) Theory Assessment

Calculate SV, ratio against mobile dimension:

(w=*h)
SVyar = Svf—*an (Svp*dp) #0 (4.6)
Then:
Calculate SvEm-Distortion rate:
_ vaal 0 g o
SvEm = >50%(Distortion)> ((Cl* ngjicks)/ tme) Z0 4.7)

(Cl* nepicks) ! tme

Where:

w * h : Web/mobile display area (dimensions)

Svy : Security visual nodes (e.g., Infected-IE timestamps, etc.)

dy : n-dimensional view in security visualization

Cl : Cognitive load (Identifiable attributes (quantity) - Prior knowledge)
tme : Memory efficiency (Effort based on working memory-Time-based)

N¢licks < Number-of-clicks on visualization

Our SvEm-Distortion theory, seen in Equation 4.7, seeks to provide reasonable security vi-
sual nodes per appropriate mobile dimension. The number of visualization presentation di-
mension (d,) used to represent security information enables us to manage how we present
predefined security visual nodes to avoid distortion and complexity as much as possible.
Firstly, a security visualization (SV,;) ratio is calculated against the mobile display area.
This allows our framework to present reasonable security visual nodes per view. Secondly,
user’s cognitive load (Cl) with working memory (¢,,.) load are used in association with the
number of clicks (7.;.xs) done per visual view.

The SvEm-distortion (Equation 4.7) approach is implemented in such a way that the num-

ber of data visualized should be controlled while observed in a n-dimension visual space.
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This triggered the need to deliver a theorem that would assess image distortion at a real-
time based approach. Hence, the SYEm-distortion approach relies on the number of secu-
rity visual nodes presented, n-dimension view, the users’ cognitive and working efficiency.
In addition, the web/mobile dimension provides the theorem with a visual area limit that
can be used for effectiveness measurement. All variables required for this equation are de-
scribed according to their contribution in the whole algorithm, thus, Algorithm 1 provides

our SvEm algorithm pseudocode to help explain the SYEm theory.

Algorithm 1 Algorithm for Effectiveness Measurement with Respect to Distortion

SVyal
(Cl*ncicks)/ tme

1: procedure SVEM-TIME(SvEm = >50% (Distortion))
2: Input w

3 Input h

4 Input CI

5: Input &,

6 Input nejicks

7
8
9

Input Svy
Input d,
: while Sv;# 0,d,# 0 do > Undefined if d_n and t,,,,is 0
10: SVMZ = S(ll;l;:}tli),,
11: Input SV, 4;
12: while Cl# 0,n¢j;cks7 0,tme# 0 do > Undefined if C/, d_n and t;,, is 0
13: SvEm = SVyal

(Cl*nejicks)/ tme
14: return SvEm > SvEm is > 50% : ‘high’ or ‘low’

Mobile Display Area (dimensions) Variable:

Mobile devices come with various screen display sizes and dimensions. A mobile device size
refers to how much information it can store within the display space. For example, they may
be small, medium and large in size. The term size in this thesis is interchangeable with mo-
bile platform size in an overall perspective. A standard dimension refers to the level of details
with respect to the mobile display length, width and height. However, in this thesis, a mo-
bile display dimension refers to width (w) and height (h). In addition, the display resolution
(pixel and density) is taken into consideration, however it is treated as a limitation factor in
the distortion outcome. For example, the Apple iPhone 8 (Figure 4.2), with a physical size of
4.7 inches has dimensions - width: 67.3mm (750px), height: 138.4mm (1334px) and 326px

per inch, compared to a Samsung Galaxy S8+ with physical size of 6.2 inch with dimensions
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Figure 4.2: A 4.7inch iPhone 8 Mobile Dimension Details

- width: 73.4mm (2960px), height: 159.5mm (1440px) and 529px per inch. Both mobile
devices would produce different outcomes due to different display area volume. However,
effectiveness measurements in security visualization for mobile devices are measured based
on the ‘level of details’ shown and understood by the user (viewer). These are discussed in
Chapter 5 and Chapter 7 of this thesis.

Security Visual Nodes Variable:

Security visual nodes (Svy) are arbitrary variables such as malicious TP addresses and pay-
loads. These arbitrary variables are subjected to the user’s working memory capacity during
the security visualization viewing process and experience. There are correlations between
these security visual nodes (Svy), cognitive load (Cl) and memory efficiency (), which
contribute as a result of the level of details shown in the mobile display space. Figure 4.3
shows a sample of visual correlations distinguishing correlations between security nodes.
The links between all correlation relationships and the level of detail in a given security
visualization enabled effectiveness measurement in our framework. This is achieved with
respect to the visibility of all security visual nodes during a user’s observation period. The
ability to identify security visual nodes in the shortest time contributes to the overall out-

come of effectiveness measurement in security visualization.
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Figure 4.3: An Example of Correlation Relationships in Security Visual Nodes

N-dimensions View Variable:

Source IP
Packet address TCP
lengt source
port
IP header Destination
checksum IP address
) TCP
TTL destination
Sequence  port
number

Figure 4.4: A Sample N-Dimension Visualization Representation Design

In theory, n-dimensional (d,) visual models in visualization as shown in Figure 4.4 indi-
cate the potential of showing multiple amounts and levels of detail in a visualization. We
adopted the n-dimension view variable from the application of geometry with the use of
parallel coordinates and spatial representation. With the notion of representing predefined
security attributes and presenting abstracts of data, the core idea is to use projective n-

dimensional (d;) visual views to facilitate visualization of large dataset information in small
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mobile platforms. With limited screen dimensions, obtaining a suitable and precise security
visualization design such as a 3-dimensional (3D) ‘circular’ projective visualization model
has advantages over a 2-dimensional (2D) model. A 3D visual model gathers for higher vol-

umes of security attributes presented in a given visual space.

The Proposed 3-Dimensional Visual Representations

We proposed several 3-dimensional (3D) visual projective plane models: (1)sphere, (2) grid
and (3) helix presentation designs for our security visualization framework. These projective
models show data information using a ‘coordinate’ representation. Each coordinate in the
visualization framework and model represent certain security data, especially when project-
ing volume data. Therefore, with the limited visualization space in mobile platforms, these
projective plane models utilised the 3D environment with the n-dimensional presentation

axis to show extensive load of security information.

(a) A Sphere Design
(b) A Sphere Grids and Presentation Points

Figure 4.5: N-Dimensional Sphere Visual model

1. Sphere Visual Model:

Our sequential sphere visual model had several variables of importance in the design
phase and the purpose of offering such visualization. These variables, seen in Figure 4.5, in-
clude: (1) sphere size with respect to the radius (Figure 4.5a) of the projected sphere (usually
signifies the volume of the data presented and visualized), (2) coordinates and grids (Fig-
ure 4.5b), which enables the visual mapping of security information and, finally, (3) the ani-
mated movement direction used to show visual information by allowing interactivity. These
variables impact the way our visual model is presented on a mobile display platform. The

ability to apply animated features to the sphere model, as depicted in Figure 4.6, provides
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Figure 4.6: Sphere Visual Animation Movement Direction

the ability to scale and manage security visual representation attributes with respect to the

mobile display dimensions and the load of data presented.
2. Grid Visual Model:

The projective visual grid model in Figure 4.7 is designed to accommodate large informa-
tion volume and present it in a grid model with multiple layers. The layering model depicts
a level of data granularity in an event of cyber-attack. By default, the ‘top’ and ‘front’ visual
attributes are seen as recent information presented using our grid visual model. Moreover,
security information is represented in an n-dimensional grid visual model to show different
views of the attack landscape using various forms of classification, such as time-based de-
tails. In a grid 3-dimensional (xyz) visual model, large security datasets are presented in a

small space (canvas) thus making it effective on mobile platforms.
3. Helix Visual Model:

In a similar concept to our sphere and grid visual models, our helix (spiral) visual model
uses a 3-dimension (xyz) design approach to represent data in a sequential manner. The
core purpose of this design is to enable data chaining or linkage with the concept of data
provenance. The ability to add/push real-time data with rendering, scaling and compacting
all in a helix form allows the user’s view (eyes) to maintain visual concentration, therefore
maintaining a positive visual attention span. As a result, the user does not exhaust his/her
mental load and effort to acquire security knowledge. This contributes to providing an effec-
tiveness measurement approach for our helix visual model. Figure 4.8 presents the model
design whereby security visual nodes can be tagged and chained in a helix model to display

security information with provenance related details.
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Figure 4.7: A Projective Grid Visual Model

z

X

Figure 4.8: A Projective Helix Visual Model

To sum up, our n-dimensional view variable has three basic representation and presenta-
tion designs: a sphere model, grid model and Helix visual model. Using these n-dimensional
visual models, we are able to represent and present large volumes of security data in a lim-
ited mobile platform display space while maintaining visualization clarity. The ability to
comfortably render visual information using these 3 visual design models allows for a bet-
ter visualization clarity approach with less distortion. Further details and evaluation will be

discussed in Chapter 5 and Chapter 7 of this thesis.

Cognitive Load Value Variable:

The cognitive load (CI) value variable is a crucial component to our whole SvEm algorithm
and framework. In the context of this thesis, cognitive load is defined as a multidimensional

construct load representing security events imposed on the user’s (viewer) cognitive learn-
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ing system while performing a particular security visualization task (s) [4], [155]. In this
thesis, cognitive load is not simply considered as a by-product of the user’s learning process
but as the major factor of processing security data related information that determines the
success of an instructional intervention. As such, theoretical effectiveness measurement in
security visualization for mobile platforms has high rating and performance.

Cognitive load is observed as ‘total cognitive load,” a sum of intrinsic, extraneous and ger-
mane cognitive loads. ‘Mental effort’ (resulting from working memory limits) and user ‘per-
formance’ are key components contributing to the overall cognitive load measurement and
visual experience. Thus, executing security visualization tasks such as identifying security
visual nodes and applying visual classification of them affects the measurement of cogni-
tive load in users (viewers). We utilise working memory load (mental load) and user per-
formance to measure cognitive load. Both components are measured over a period of time
with respect to ‘time.” We inherited (see Appendix C: Appendix C1 and Appendix C2) meth-
ods from existing cognitive load measurement studies to design our simplified ‘Secondary
Task technique (ST)’ [4], [156]. This allowed us to assess and measure the viewer’s cognitive
load with respect to the observed security visualization presented. Our secondary task tech-
nique measurement approach concentrates on measuring effectiveness through the user’s
interactivity with the visualization. This is done by assessing mental load and mental ef-
fort as key components of a user’s working memory load and performance against several
security visualization presentations.

Our derived secondary task technique (ST) involves assessing user interactions with the
presented security visualization in two rounds. The first ST round involves presenting the
security visualization without the use of instruction sets, standards/guidelines and the ab-
sence of ‘user-trigger features’ in our security visualization platform. The second ST involves
presenting each security visualization with instructions, standards around the use of user-
trigger features and restoring working memory knowledge of the security visualization pre-
sentation environment. We assess the changes in interaction ability and base the cognitive
load rating on the number of security visual nodes identified against time. However, in terms
of effectiveness measurement challenges, our current assessment uses a ‘Best-case’ scenario
and a ‘Worst-case’ scenario to draw a scope of possible results.

Best-case scenario of measuring cognitive load: This involves the user (viewer) capitalis-
ing his/her working memory, knowing the sum of all; intrinsic load, extraneous load and
germane load does not exceed the working memory limit.

Worst-case scenario of measuring cognitive load: This involves two cases: (1) the user
chooses by default to bypass his/her working memory capacity during the mental process-

ing period, thereby circumventing the limitations of working memory [4], and/or (2) the
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user’s cognitive load exceeds the working memory load limit and allows cognitive biases

into the visual observation realm therefore affecting the user’s final judgements.

Overall, activating cognitive load within the limits of working memory enhances the user’s
attention span by increasing his/her ability to concentrate while interacting with the secu-

rity visualization presented.

Working Memory Variable:

Building on the concept of cognitive load, the human working memory (,,.) variable uses
‘mental load’ and ‘mental effort’ as aspects triggering the user’s security knowledge cog-
nitively. This originates from the interactions between the user and the visualization pre-
sented. Working memory values are based on prior (known) knowledge around the pre-
sented SvEm visualization, tasks and the security (subject) related characteristics of a cyber-
attack landscape. Ideally in a SvEm visualization scenario, a viewer with working memory
load has a higher chance of instantaneous understanding of the security visualization from
insights gained. In our thesis, working memory is measured as part of the cognitive load
measurement process as a ‘time (f,,,)’ value, whereby security visual nodes are identified by

a user when observing a security visualization.

Number-of-Clicks Variable:

The number-of-clicks (n¢;icks) variable refers to the number of times, a user would utilise
a ‘touch gesture’ or ‘click’ event on the mobile platform surface to interact with a given
security visualization. Ideally, the less number-of-clicks, the better the effectiveness mea-
surement result. Interactive features such as ‘zooming’ and ‘dragging’ are not recorded as a
click. Furthermore, a ‘mouse-over’ interaction feature function does not classify as a click
but rather a user-trigger feature. In this thesis, the nj;cis variable is regarded as an added
architectural feature with intentions of giving user eligibility to navigate their way around
within a security visualization observation space. The notion of effectiveness measurement
with respect to the n.j; s variable changes the moment users (viewers) confront a secu-
rity visualization. This happens because different users (viewers) see and perceive visual-
izations differently and often for different intentions and reasons. Users naturally process
visual models in various structural ways, therefore affecting how many times they apply a

click function on a web or mobile security visualization.
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4.5.2 SvEm-Time Theory Approach

Our SvEm-time theory approach has emphasis on the user’s interaction period with the se-
curity visualization presented. The purpose of this approach is to assess ‘time’ issues dur-
ing the observation period of security visualization. An ideal goal for our SvEm-time the-
ory approach is to ensure the user’s (viewer) attention span increases from the moment a
user confronts a security visualization on his/her mobile platform. Thus, all variables in
our SvEm-time theory play significant roles in achieving an effective outcome. This is done
when the user utilises his/her attention span through the use of security visual nodes (Svy),
n-dimension visual models (d,, ), fewer numbers of clicks (7.;;.xs) and the ability to acti-
vate his/her cognitive load (Cl) within the limits of working memory (#;,.) to gain security
insights. As seen in Figure 4.8, our SvEm-time theory is calculated and measured against a
time constant: 0.25 seconds. This constant is a known standard in psychology studies as a
rating of the least cognitive time required for a user to successfully process information with

a high insight gain rating.

(SvEm) Time (%5,./;,) Theory Assessment

/
SvEm = €1/ tme) <0.25sec(s)(time) 4.8)
Nelicks * SVf/dn

Where:

Svy : Security visual nodes (e.g., Infected-IB, timestamps, etc.)

d;, : n-dimensional view in security visualization

Cl : Cognitive load (Identifiable attributes (quantity) - Prior knowledge)
tme : Memory efficiency (Effort based on working memory - Time-base)

Nelicks - Number-of-clicks on visualization

4.5.3 Mobile Platform Features

Mobile platform features are referred to as ‘indirect effectiveness measurement-factors’ in
our SvEm theory process. While they do not affect direct ratings towards the entire SvEm cal-
culation outcome, they enhance the user’s performance, which affects the visual time rating

results during viewing of various security visualizations. These mobile platform features in-
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Algorithm 2 Algorithm for Effectiveness Measurement with Respect to Time

1: procedure SVEM-TIME(SvEm = #% <0.25sec(s)) > Cl constant: 0.25sec.
2 Input C/

3 Input ¢e

4 Input nejicks

5: Input Svy

6 Input d,

7 while d,, #0, ;. 70 do > Undefined if d_n and ¢, is 0
8 Nelicks * (SVf/dn)

9

o i
! nclicks*(syf/dn)

11: return SvEm > SvEm is in seconds

clude: (1) ability to click (2) zoom, dragging, swipe across and hold (select) and (3) toggle the
mobile display from a portrait to landscape view. These features have different roles which
enable the user to interact for various reasons. For example, clicking, zooming and holding
(select) on a mobile visual display allow distinctive parts of our security visualization to be
observed further in detailed.

4.5.4 Mobile Platform Types and Specifications

There are other concerns affecting our overall effectiveness measurement outcome and rat-
ing. These are with respect to the mobile platforms. They vary in shapes, sizes, hardware
capabilities and, most importantly in terms of different display dimensions and resolutions.
In particular, display resolutions do affect our effectiveness measurement rating in security
visualization. However, in the context of this thesis, these factors are regarded as baseline
variables which are seen as performance assumptions and range. In addition, size varia-
tion in mobile platforms has contributed to the challenge of measuring effectiveness con-
sistently across all platforms. Therefore, other effectiveness measurement variables are used
such as mobile interactive features, user-trigger features and user attention span. Moreover,
mobile platform specifications refer to the hardware processing power and visual capabil-
ities in resolutions and performance. Although the mobile specifications are seen as hard-
ware limitations, this thesis acknowledges their existence to eliminate doubts from viewers

and all their contributions to our effectiveness measurement techniques.
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4.5.5 The SYEm Human Subject Component

With relevance to mobile platform types and specifications, we classify a ‘SvEm human sub-
ject component’ as a concern affecting our effectiveness measurement rating. In the con-
text of this thesis, a SYEm human subject component is the security visualization audience
(viewer). Different audiences have various visualization preferences, which affect our abil-
ity to consistently measure how they interact, what they would like to see and how well can
they identify security insights. As a result, audience provides a challenge to consistency in
measuring effectiveness for security visualization. However, with assumptions made and
a careful scoping of the targeted audience used for this thesis experiment, we are able to
produce significant progress with calculating effectiveness in security visualization for mo-
bile platforms and understanding how effectiveness could be assessed and measured within
various users (viewers). We observed users based on their interactions during their visual

observation period.

4.6 A Practical (user-centric) SYEm User Model Explanation

The entire concept of our SvEm security visualization model is better explained with the use
of an SVEM conceptual model to show how the core components link together and how they
function to achieve our effectiveness measurement framework. From an overview perspec-
tive, the conceptual model illustrates how the user, user cognition and visualization func-
tion together with various requirements to achieve security visualization insights. This con-
ceptual model adds to our ‘effectiveness insertion approach stages (Figure 4.1)’ to explain
the effectiveness measurement process. As seen in Figure 4.9, a user’s working memory;,
perception and the effectiveness-visualization techniques/features connect all main com-
ponents. Users rely on ‘working memory (known security knowledge)’ to perceive visual
images. From a technical aspect, users rely on effectiveness techniques and features to as-
sist them when viewing visual images. However, user cognition relies on the perception
processes to activate internal security insights within the underlying security visualization

presented.

However, without going deeply into the psychological explanation of how human cogni-
tion and perception function, our SVEm conceptual model works well given the following

assumptions are met:
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1. Working Memory: activating the viewer’s working memory is the primary step,
with the aim of educating the viewer with visual previews of what is expected to

be seen.

2. Emotions: human emotion affects cognition. Positively, a user has to be open-

minded with a creative thinking mindset.

3. Attention strength: a user has to be focused only on the given visualization with

the intention of learning and gaining security insights.

4. Mood: a user has to be in a positive mood with less mental distraction and be

motivated to learn.

4.6.1 The SvEm Conceptual Model

Based on intensive research across the computing science and psychology domain, we have
constructed our SvEm conceptual model to translate an overview of our full-scale effective-
ness measurement approach across various vital entities: the user, human (user) cognition
and security visualization. This led us to develop our conceptual model that incorporates
the user’s entire visualization experience with the security incident presented.

Figure 4.9 reveals the SvEm model with all the entities contributing to effectiveness mea-
surement features: (1) User, (2) Visualization and the connecting variable of (3) User Cogni-
tion. These components incorporated together create the environment of linking relation-
ships between the user and the visualization presented. In the SYEm conceptual model, the
user relies on working memory through their mental effort to activate the user’s cognition to
perceive security information presented in the visualization. Predefined data are then pro-
cessed through perception, whereby preattentive data processing is executed to form visual
recognition and psychologically build (form) visual images of the information presented,
i.e., the perceiving stage in users. As a result of the preattentive data processing operation,
there is an establishment of the relationship between users, the users cognition and the vi-
sualization. Identifying this relationship aids uses to utilise their cognitive and preattentive
processing capability to effectively interact with any given security visualization and observe
comfortably in a least time possible.
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Figure 4.9: SYEm Model [llustrating all Components linked together

4.7 SvEm Usability Components and Aspects

In any theory and application, users have a high impact on theories and applications that are
designed and implemented. Users do contribute to how theories and applications should
function and operate for all different kinds of targeted audiences. Such functionalities and
operations are referred to as user-centric or usability components. SvEm User-centric or
usability features and components contribute to effectiveness in the entire security visual-

ization presented.

In addition, users provide user-feedback, which affects and contributes to how these ap-
plications work. From the perspective of a technology user relationship link, user cognition
and perception also play a large role in the impact and feedback from when they confront
security visualization applications. Hence, the usability process and features in any form
of technology products and applications are vital for evaluating and assessing products and
applications. We categorise user impacts and identify them according to three groups: (1)
user-trigger features, (2) user cognition with perception and (3) cognitive knowledge with
working memory factor. These user impacts largely contribute to how effective our secu-
rity visualization effectiveness measurement framework is, and how effective it delivers or
translates security information and insights to the targeted audiences. These usability com-
ponents and aspects categorised have different specific purposes on ensuring the security
visualization presented in our SvEm framework allows effectiveness throughout the visual-

ization experience.
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4.7.1 User-trigger Features

Users have a choice and decision to make when confronted with a security visualization.
User choices and decisions affect the outcome of the visualization rating, performance and
judgement. This happens because users have preferences and existing knowledge on cer-
tain types of visualizations. Thus. user ratings are triggered by attractive and interactive
attributes which are often presented within the given security visualization. In our SvEm se-
curity visualization framework, the attributes provide distinctive perceptual factors which
this thesis refers to them as ‘user-trigger’ features. User-trigger features help users to inter-
act with the given security visualization in order to gain their interest, attention and help
them explore what the security visualization has presented. Our SvEm framework outlines

and implements the following user-trigger features:

1. Interactivity feature: These features are often generated mentally during the
process of interacting with the security visualization. It involves the notion of
‘directness’ in visualization which utilises interactive features to interact with
data directly, therefore enhancing the user’s understanding of the data and what

the data is presenting.
2. Cognitive activators:

a) Semi-permanent hold activator: a visual animated feature allowing critical
(suspicious) files of interest, being pushed out from the normal visual pat-

tern and behaviour for at least 3 seconds to capture the viewer’s attention.

b) Permanent hold activator: a permanent coloured file indicator, marking out
a malicious (suspicious) file. Red or yellow is used, depending on how crit-
ical the file is.

c) Critical-file detected activator: this is an alert identifier to gain the viewer’s

attention.

d) Sound alert activator: an additional alert identifier to gain the viewer’s at-

tention, particularly for colour-blind people.
e) Pre-attentive attribute/object: a red dot in a pool of blue dots

f) Destructor attribute/objects: ‘blue dots’

\ J

The existence of both interactive and cognitive features activates the user’s ‘visual cortex’

of his/her brain through the process of visualization with the use of colour indicators within
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a group of entities used. This is known as ‘colour perception.” In addition, applying ‘Gestalt
Principles of Perception’ [157] as part of the user’s known (prior) knowledge enables further
motivation and interactivity with the security visualization. This elevates the user’s con-
centration through the use of user-trigger features, therefore allowing the entire perceptual
experience to increase the user’s attention span, which positively affects our effectiveness
measurement (SvEm) outcome (results). Further assessment of the use of user-trigger fea-

tures will be discussed in Chapter 5 and Chapter 6.

4.7.2 User Cognition and Perception Attributes

As part of our SvEm usability approach, we take a close theoretical look at defining effec-
tiveness in terms of user-centricity. This requires further attention to the ‘SvEm conceptual
model’ presented in Figure 4.9 whereby the ‘preattentive processing’ component is the key
feature into understanding how users activate their cognitive capabilities and perceive se-
curity visualization. Therefore, in this thesis applying a user-centric approach refers to four
aspects: (1) user preference in relation to security visualization, (2) security events’ repre-
sentation convenience, (3) the presented security visual nodes and (4) enabling the user to
validate (proof) their findings with the means of security visualization. For example, the use
of user perception and cognitive activators in colour perception techniques is to provide vi-
sual security knowledge. This has an impact on our working memory load. Our memories
store patterns we understand and, on the ability, to form and use patterns during the process
of interacting with our SvEm framework. However, there is always that need to understand
cognitive biases and avoid them during the visualization process. This could be avoided
with the theory of ‘simplicity’ whereby ‘visual features’ such as colours and sizes activate
the users’ power for visual system in an incredibly fast way before they can even begin to
think about it. This means users can overcome their cognitive biases. Another factor used to
avoid cognitive biases in security visualization to boost effectiveness is to understand and

execute the preattentive processing procedure adequately, as discussed in Subsection 4.7.3.

4.7.3 The SvEm Preattentive System

An important human factor that has an effect on users effectively perceiving a security visu-
alization is their ability to utilise the their preattentive system during the visualization ob-
servation experience. The SvEm preattentive process workflow diagram explains how users
perceive leading up to interacting, understanding and acquiring useful security knowledge.
As seen in Figure 4.10, the preattentive processing procedure requires the users (viewers) to

mentally interact and validate their visual output as they perceive the data given through
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Figure 4.10: Workflow Diagram: The SvEm Preattentive Process Visualization System

security visualization. Therefore, with a careful execution of the users’ preattentive system
and acknowledging that users have prior knowledge (working memory load), effectiveness

is measured within a reduced time frame.

Furthermore, from the SYEm conceptual model approach, both user cognition and visual-
ization components are linked through the perception process by executing the preattentive
processing system. However, the security visualization presented has to have all of the above

features mentioned such as user-triggers and cognitive load activators.

4.8 Summary

In summary, this chapter provides our ‘Security Visualization Effectiveness Measurement
(SvEm)’ theory with details of the SvEm algorithm. We provided the various features and
aspects associated with our theory and explain in detail the SvEm variables with their func-
tions and how they are calculated, assessed and achieved. We state that our theory and
framework relies on two factors: (1) ‘distortion rate’ and (2)‘time.” To achieve this theory, we
provided our SvEm-distortion and SvEm-time algorithms. These algorithms are explained
with the use of pseudocodes. Hence, we presented a full-scale effectiveness measurement

model (Figure.4.1) with our SvEm user conceptual model (Figure. 4.9) to highlight all con-
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tributing components that add effectiveness measurement in our framework.

The concept around our Security Visualization Effectiveness Measurement (SvEm) theory
is explained with the use of our SYEm conceptual model (Figure 4.9) and the SvEm preatten-
tive process work flow diagram (Figure 4.10). This conceptual model provided an overview
of what makes up the SvEm algorithm and how they are linked together to justify each con-

tributing components of the algorithm.
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Chapter 5

SvEm Framework: The Security
Visualization Applications

This chapter delivers our practical implementation of our Security Visualization Effective-
ness Measurement (SvEm) theory and framework. With the datasets obtained and described
in Chapter 3 and the SvEm algorithm designed and introduced in Chapter 4, we a able to
design and implement our practical SEm framework to test and evaluate our effectiveness
approach proposed in this thesis. We described all the user-interactive functionalities and
designs that contributed to our security visualization effectiveness measurement and evalu-
ation process for cyber security operations. All pre-requisites stated and explained in Chap-
ter 3 and Chapter 4 provided the required knowledge, requirements and design methodolo-
gies used to construct our security visualization framework. We model all theoretical fea-
tures discussed in Chapter 4 using both web and mobile security visualization applications.
Moreover, our implementation process has encountered challenges which are discussed in

Chapter 7. We begin by describing our web and mobile platform representations.

5.1 Security Visualization: Web and Mobile Representations

An important fact and approach to constructing a security visualization application with
an intention to provide a full-scale effectiveness measurement approach required us to un-
derstand how security data/events are represented over the web and mobile platforms. We
needed to ask these set of questions: Are we representing real-time data?; Are we represent-
ing static data?; Who are the targeted audience?; and Is this visual representation suitable for
large data sets/volumes? These questions drive the need to effectively represent data in se-
curity visualization platforms. Hence, security visualization is an effective method, consid-
ering the urgency to communicate important information, for example, reporting a cyber-
attack.

In this thesis, visual data representation is driven by the framework design and by the au-
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dience preference and demand of the security visualization. Mobile platform users are our
targeted audiences. However, existing mobile hardware limitations, required further inves-
tigations beyond the implementation provided by the visualization framework. A full-scale
effectiveness approach requires both the mobile visualization framework and the users’ in-
teraction environment. Thus, we designed a centralised web-based security visualization
framework to handle most resource operations. These includes performance, storage, scal-
ing and rendering processes. Our centralised framework uses a web or cloud base approach
to provide the mobile-based platform that queries all operations. Using this approach, we
are able to bypass or manage existing mobile limitations and represent predefined data
through the use of visualization presentation techniques. Hence, our effectiveness mea-
surement technique aims to provide effectiveness measurement through the entire secu-
rity visualization implementation process and the user’s visual experience through effective
data representation methods. However, representing data is a generic method in visual-
ization. This thesis concentrates on the importance of security data and how the data are

represented in a way, critical underlying raw data are preserved with less tamper evidence.

5.1.1 The Importance of Security Data Representation

The need to observe security data, information and security events affects how visualiza-
tions are developed and presented over web and mobile platforms. It is a current challenge
whereby the volume of data visualized grows rapidly, and visualization researchers and de-
velopers find it difficult to represent data in a timely manner with the intention of translating
useful knowledge to users. Therefore, our SYEm framework considers the data represen-
tation process, a vital component. We investigated existing data representation methods
and designs, from which we concluded that representing data is a case by case task. Users
are able to naturally process and comprehend why data is represented in a particular way
whereby appropriate data representation design and visual implementation types are rep-
resented to suit particular data at the given state (i.e., data can be suspicious, or malicious).
Thus, effectiveness in security visualization representation can be assessed through the rate
at which users can comfortably process the data represented.

Equally important, representing data for provenance, attribution and intelligence pur-
poses also affects the design and methods. These representation design methodologies are

discussed in this chapter as part of our web and mobile platform features.
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5.1.2 The Requirements for Data Representation in Web Platforms

A common aim for most web-based platforms is not only to gain global presence but to en-
able mobile services for users. Such purposes, intentions and goals contributed to the de-
signs and implementation of our security visualization web-based infrastructure. Our SYEm
framework utilises certain web technologies to build a central security visualization frame-
work that would manage resources, services and functionalities. It is developed with the
intention of providing security visualization for mobile platforms, whereby users can gain
access to our security visualization framework from anywhere and use it to their advantage.

Therefore, the need to provide a mobile security visualization framework with user pref-
erence in mind required our SvEm framework to provide a multi-layered security visualiza-
tion approach. This multi-layered security visualization framework provides several web
and mobile visualization types for users to interact with based on their interests and needs.
However, for a user to interact efficiently with our security visualization framework, our data
representation and presentation approach has to be visually attractive to capture their in-
terest. Therefore, providing several visual representation and presentation techniques was
our key approach to enable users to have an option of which visualization to interact with
in a given time with the aim of acquiring useful security insights.

The representation demands above have triggered the need to outline our representation
and presentation techniques. Hence, our dataset requirements discussed in Chapter 3 and
Chapter 3.6 have contributed to our design selections and outcomes. These data represen-

tation techniques include:

1. Volume data representation design.

* Real-time security visual nodes representation.
e Static security visual nodes representation.

* Customised base data representation.
2. Abstract data representation design.

¢ Real-time security visual nodes representation.
e Static security visual nodes representation.

¢ Customised base data representation.

These representation techniques require data analysis processes to understand the links
and relationships between malicious data packets involved in an attack. For example, rep-

resenting malicious relationship between data packets involves understanding what type
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of entities to show, and why these entities are shown. Thus, applying data analytics at the
backend of our framework and implementing an n-dimensional web-based security visual-
ization platform provided the means to accommodate all possible data representation tech-
niques and designs. Our web platform is built with the following tools and components: (1)
the use of NodeJS!, (2) Three.js?, (3) WebGL3 and (4) JavaScripting*. In addition, adopting
the use of canvas frames helped create a visual space which enabled us to gather for data
representation and scalability needs. We deployed WebGL representation visual models for
our real-time security visualization, static visualization and other visualization types.
However, the continuous challenge in a web or mobile based security visualization plat-
form is the struggle to manage how data are visually represented against the available dis-
play space allocated for the visualization. This created the need for continuous represen-
tation changes and often requires the need to invest time in creating the correct attractive
visual representation (nodes and attribute) designs. These designs easily capture the user’s
attention when interacting with our security visualization framework. Our SvEm framework
has been designed with the aim of providing several visualization types from multiple de-
signs. For example, we utilised an n-dimensions (d,,) visual presentation approach to create
3D visual nodes with force-directed effects that would automatically scale when more data
are pushed into the security visualization space. In addition, our use of shapes and colours
in security visualizations has produced interactive representations, particularly when using
common day-to-day events, that resemble popular and easy to understand visual images.
An example is, the use of spheres to represent different forms or stages of data nodes/at-
tributes such as a shaded red, yellow, green or blue to distinguish associated relationships
amongst visual nodes. The use of shapes and colour choices are covered in detail in Chap-
ter 6, which involves laying out a new security visualization standard and guidelines to aid
security visualization developers and the users of our SvEm security visualization frame-
work. However, a brief preview of what is covered in Chapter 6 is shown in Figure 5.1. It

shows the common shapes and colours used for our security visualization representations.

In addition, representing files (data) as visual nodes in security visualization also involves

providing a 3D model design that includes file labels and interactive features which aimed

'Node.js is an open-source, cross-platform JavaScript run-time environment for executing JavaScript code
server-side. (Link: https://nodejs.org/en/)

2Three.js is a cross-browser JavaScript library/API used to create and display animated 3D computer graphics
in a web browser. (Link: https://threejs.org/)

3WebGL is a JavaScript API for rendering interactive 2D and 3D graphics within any compatible web browser
without the use of plug-ins. (Link: https://www.khronos.org/webgl/)

*JavaScript, often abbreviated as ]S, is a high-level, dynamic, weakly typed, prototype-based, multi-paradigm,
and interpreted programming language (Link: https://www.javascript.com/)
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(a) Malicious and Suspicious Nodes (b) Normal and Intelligence Nodes

Figure 5.1: Data (Visual) Nodes Representation Design Samples

at capturing the user’s attention. Some examples of file labels include: (1) file name, (2)
file type, (3) file path and other details which are seen as important and related, and which
would make the visualization meaningful. Interactive representation features include: (1)

design appearance, (2) static/stationary file node, (3) animated file nodes, and more.

5.1.3 The Requirements Data Representation in Mobile Platforms

Our SvEm mobile platform capitalises on our web-based platform to present security visu-
alization to the audience. With both web and mobile advantages, users are able to access
our SVEm framework anywhere and interact with it. This allows end-users particularly mo-
bile platform users to utilise their devices and maximise their visual experience whenever a
security event (malicious event alert) has popped up on their phones.

Our mobile platform is deployed as an additional web feature with mobile-friendly com-
patibility. We utilise the web capabilities to handle performance, data management, stor-
age, load balancing and optimisation features to provide a light weighted mobile platform.
Thus, the outcome of our SvEm visualization in mobile platforms was, it could handle ex-
isting hardware challenges such as rendering and data scaling. In order to achieve a light
weighted security visualization framework for mobile platforms, we had to change how data
is represented in mobile platforms. Volume data are represented in abstract forms and de-
signs whereby we implemented a drill down approach to view more information related to
a security event if needed. We applied a geometry and parallel coordinates visual approach
to design and implement basically two data representation techniques for our mobile vi-
sualizations. These security visualization designs shown in Figure 5.2 and Figure 5.3 have

represented data in the following two methods:

1. Abstract data representation design.

e For real-time security visual node representation.
* For static security visual node representation.

¢ For customised base data representation.
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2. Circular top-down (drill-down) data representation design.

* For real-time security visual node representation.
* For static security visual node representation.

* For statistical nodes representation.

Based on abstract data representation designs and circular top-down (drill-down) data
representation design, large volumes of data analysed at the backend are able to appear
comfortably as an overview visual presentation. This allows users from all forms of pref-
erences and levels of understanding to interact well with less complex visualizations. In
addition, Figure 5.3 shows a statistical visual form of representing provenance related data
in mobile platforms. The ability is to show provenance visualization with time as the prove-
nance tracker enables mobile users to see simple security related data that could tell a his-

tory or journey and movement of malicious data.

Provenance Viz J2X

I SECURITY ALERT!

(a) Parallel Coordinates Representation Designs (b) Provenance Representation Designs

Figure 5.2: Data Type Representation Designs
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The ability to raise the level of detail from the more technical content and complex detail
structures into simple abstract forms makes it easy to understand security events better.
We developed parallel coordinate visualization types to show cyber-attack locations. For
example, Figure 5.2 shows the use of parallel coordinates to show where the malicious data
could be, i.e., within the application, software and/or the network layer. This is rated against
arating of malicious (red), suspicious (yellow), and/or normal (green) colour alert indicator.

Likewise, intelligence monitoring is represented in blue in the security visualizations.

Provenance Viz J2X

Figure 5.3: Circular Data Type Representation

Finally, with a clear understanding of how data or security visual nodes are designed and
represented, the remainder of this chapter provides a detailed discussion into how our SYEm
framework is designed and implemented. This involves providing deep insights into how
we have designed and implemented it with the goal of providing: (1) effective security vi-
sualizations, (2) a security visualization effectiveness measurement technique and (3) the

mechanisms involved in our SVEm framework.
5.2 The SvEm Security Visualization Application

Our security visualization model is a generic application that serves both web and mobile

applications, i.e., visualizing various security events from both web, cloud and mobile appli-
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cations. We reiterate that this security visualization application serves primarily for mobile
platforms with effectiveness measurement techniques implemented and assessed through-
out the entire security visualization visual experience for users. The core emphasis is on the
ability to represent attack data clearly on mobile platforms. Often cyber attack or malicious
activity datasets are complex and difficult to understand using visualization. Therefore, we
are addressing representation effectiveness’ in security visualization for mobile platforms.
Our SvEm mobile-based framework aims to address scalability, rendering and hardware
processing power limitations. It is designed with mobile user features for mobility, perfor-
mance, efficiency and effectiveness capabilities. We implemented a cloud storage infras-
tructure using Amazon Web Services’ (AWS) application features to facilitate our backend
infrastructure, while our security visualization frontend uses NodeJS, Three.js and WebGL.
MongoDB, a NoSQL database framework is the choice for our data storage infrastructure.
This allowed us to process and handle JavaScript Object Notation (.json)® files efficiently for
the visualization frontend. Redis ® is implemented as part of our network queue protocol
which also acts as a data cache. It facilitates data movement between Progger, MongoDB
and our security visualization frontend. However, to understand the entire data processing
stages (downloaded, stored, processed) before parsing it to the frontend, we must address

the backend design and architecture.

5.2.1 The Server-Side: Backend Design Architecture

The SvEm security visualization framework server-side (backend) infrastructure is designed
to accommodate both static and real-time visualization scenarios. It handles all data an-
alytic processes occurring within the database, collectors and parser environments. Our
system architecture includes the following components: Windows Progger (Logging Tool),
Redis, MongoDB, Nodejs and WebGL. Windows Progger (a windows version of Linux Prog-
ger [158]) is an internal system/kernel level provenance logging tool currently being devel-
oped with emphasis on providing security within computer and cloud systems. Redis * [159]
facilitates our cache/database link between Windows Progger and MongoDB. All data are
stored permanently in MongoDB [160], while Nodejs [161] and WebGL [162], [163] facilitate

the client-side frontend security visualization framework.

5JSON (JavaScript Object Notation) is an easy to read and write text format, lightweight data-interchange
format that allows machines to parse and generate effectively. JSON is based on a subset of the JavaScript
Programming Language, Standard ECMA-262 3rd Edition - December 1999. (Link: https://www.json.org/)

61t is an open source (BSD licensed), in-memory data structure store, used as a database, has the ability to
cache data requests and a message broker (Link: https://redis.io/)

"Redis is an open source (BSD Licensed) in-memory data structure store, used as a database, cache and mes-
sage broker

100



We designed a hybrid server-side (backend) infrastructure to address hardware limita-
tions and challenges. This enables efficient mobile use of the SYEM framework, i.e., can be
accessed using both web and mobile platforms and anywhere possible. Most data storage
and processing tasks occur in the cloud using Amazon Web Services (AWS) virtual machines.
MongoDB and scripting tasks such as the ‘collector’ and ‘parser,’ keep track of new data
required for processing. Progger, a provenance logger, is installed in the preferred logged
machines. In between Progger and MongoDB, we installed Redis, a network queue protocol
and has the ability to cache data requests. This enables efficient data processing and passing

from the logger to either MongoDB or the client-side security visualization framework.

The server-side architecture is designed to handle data processes while managing data
storage. Preprocessed data are engineered based on the visualization scenario. For exam-
ple, a real-time logging of a computer’s kernel system for provenance purposes is visualized
to show and keep track of file creation, modification and deletion. Such architecture re-
quires hardware processing power and large storage space. In addition, data are standard-
ised to meet the effectiveness assessment of the security visualizations in web and mobile
platforms. Both web and mobile requirements enabled the need to provide efficient data
querying, processing, parsing, rendering and scaling tasks for a security visualization. Fig-
ure 5.4 shows the basic tools and libraries required to host the SvEm security visualization

server-side backend.

The choice of this architecture resulted from leveraging on both open-source and com-
mercial tools which were seen as viable for this research. We further discuss performance

testing, results, advantages, limitations and challenges in Chapter 7 of this thesis.

5.2.2 The Client-Side: Web Frontend Architecture

Our web-based client-side architecture is built using Hypertext Markup Language (HTML),
Cascading Style Sheets (CSS), JavaScript, Bootstrap and webgl. The client-side frontend de-
sign involves three key effectiveness areas: (1) multiple and optional visualization views, (2)
visualization representation scalability and (3) the ability to represent and show different

granularities of security details with user-centric features.

The ideal visualization features presented in the SvEm security visualization framework
includes user-centric, time-based, real-time based, dynamic, provenance and attribution-
based visualization landscapes. These features are indicated to aid users (viewers) through
their decision-making process. In order to achieve these visualization features, we created

various visualization representation designs to illustrate security events.
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SvEm Framework: Backend Architecture
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Figure 5.4: SvEm Backend Design and Architecture

5.3 The SvEm Security Visualization Designs

In conjunction with Chapter 4 — Section 4.4 and Subsection 4.5.1 our SYEm mockup designs
include creating effective visualizations to resemble different security events (cyber-attacks)
and their malicious landscapes. Thus, the visualization mockups address several views, in-
cluding: abstract and overviews, circular (meet-the-eye) views, tracking and monitoring,
granularity and layering, n-dimensional and parallel coordinate views and real-time inter-
active views. These mockup designs factor in the rate and volume of data collected, pro-
cessed and used for visualization. For example, a ransomware attack uses the granularity
and layering visualization view to show the malicious payload traversing through a com-
puter system searching for files to encrypt. This shows the links between files, processes
and libraries affected. Given that example, various visualization mockups are discussed and

explained in detail in the next subsections of this thesis.

5.3.1 SvEm Design-1: Abstract and Overview Visualization View

The abstract and overview visualization mockup view is designed to show security events

in an abstract level of detail. This design provides a visual summary of the malicious event
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Figure 5.5: Frontend Data Type Representation

by giving generic and overview details of the malicious landscape. This type of visualiza-

tion view is designed with simplicity and to be an introductory visualization view. Such

designs target upper level management people and end-users who have minimal technical

knowledge in security, by capturing the user’s attention. The key goal of this design view is

to provide only vital information relating to the malicious event with less visual noise (un-

wanted information). These designs are not restricted to a single visualization design, i.e.,

it can be a treemap visualization or an interactive design presenting a security alert. For

example, Figure 5.6 shows an overview visualization design whereby a critical alert signal is

implemented as a splash screen visual view.

Figure 5.6: An Abstract Visualization Alert Sample
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5.3.2 SvEm Design-2: Circular (Meet-the-eye) Visualization Design View

Security datasets are complex when analysing them and usually contain multiple levels of
important details. It requires higher level of user concentration with proper visual pattern
perception and mapping. Such requirement seeks a simple, clear and easy-to-use visualiza-
tion view. A circular (meet-the-eye) visualization view whereby all vital security information
is presented in one page/screen is the solution. This keeps the user’s eyes and concentra-
tion focused on a central visual view, therefore increasing the user’s attention span while
decreasing cognitive biases. A sample mockup design is shown in Figure 5.7, containing
two samples illustrating data represented in a time-based visualization. Figure 5.7b simply
shows a financial statistical based malicious attack lifetime (e.g., duration of attack) over
time.

Fraud Alert

Indicators

Documents
Music Files

Pictures Ransomware Alert

(a) A Circular-Based Visualization Design (b) A Financial Alert Visualization Design

Figure 5.7: A Circular Statistical-time Based Visualization Design

5.3.3 SvEm Design-3: Intelligence Visualization Design View

The concept of the SvEm intelligence visualization mockup view facilitates the opportunity
to use security visualization for attribution, provenance and intelligence purposes. We pro-
vide the ability to track and trace back cyber-attacks to sources and observe or monitor real-
time attacks. The mockups offered for our intelligence design view offer the ability to track

and follow specific visual nodes for more details relating to such a malicious event. For
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example, Figure 5.8 displays an intelligence visualization [164] mockup displaying circular
visual nodes with connecting lines/arrows. These are mockup features commonly repre-
senting tracking indicators in visualizations. Attribution and provenance-based visualiza-
tions are other examples of such visualization designs. Overall, our intelligence visualization
mockup design seeks to represent and present insights through pattern and behavioural vi-

sual analytics.
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Figure 5.8: An Intelligence Visualization Design

5.3.4 SvEm Design—4: Granularity and Layering Visualization Design View

The granularity and layering visualization mockup design addresses the need to represent
large security data volumes in a small visual space. In addition, the layering design provides
the opportunity to visually observe malicious events such as data movements and payloads
escalating into other layers in the systems. Ransomware visualization is an example used for
our granularity and layering visualization design. The ransomware behaviour of traversing
through a computer system-files, directories, processes and libraries requires a layering vi-
sualization view. It gives users the opportunity to observe, track and analyse the ransomware

actions. Figure 5.9 illustrates our mockup view.

5.3.5 SvEm Design-5: N-Dimension Visualization Design View

The n-dimension visualization mockup design view shares similar visualization intentions

and purposes with the granularity mockup designs. It facilitates data visualization views into
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Figure 5.9: A Granularity and Layering Visualization Design

a small visual space with the intention of keeping the user motivated and concentrated on
important security information. Such mockups are not only restricted to the level of infor-
mation provided for visualization but with the primary focus of providing multiple insights
through visualization. Our n-dimension visualization mockup utilises the concept of paral-
lel coordinates and geometry, as shown in Figure 5.10, to represent security information in

visualizations.

N-Dimension Vis Design

Security Alert

<

Targeted Attacks

Apps
Attack Landscapes

Acttack Vectors

| Network || System |[Application

Figure 5.10: An N-Dimension Visualization Design
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5.3.6 SvEm Design—6: Interactive Visualization View

Users play an important role to the outcome of every visualizations presented. Whether, it is
a static-based or a real-time-based visualization, the end goal for every visualization is to in-
teract with the users and communicate useful information. However, communicating use-
ful information across to users requires an understanding of the data used and the potential
interactive presentation techniques required for visualizations. The common interactive
approach comes about with real-time visualization. It requires more planning and design
preparation, which includes developing interactive visualization mockups. These mockups
leverage on user interactive features and components to showcase attractive designs and
implementations to show cyber-attacks events. A major interactive design part of our SYEm
framework uses the augmented reality (AR) visual experience with a 3-dimensional visual-
ization view. Figure 5.11 illustrate the mockup design view whereby users have the oppor-

tunity use their mobile platforms to interact with real-time security events.

Figure 5.11: An Interactive Security Visualization Mockup with Augmented Reality

In addition, another mockup utilising the augmented reality experience to show in real-
time, simulated cyber-attacks executed during a cyber security challenge event. The mockup
in Figure 5.12 facilitates an interactive visualization experience, thus empowering users (view-
ers) to use their mobile platforms and observe a red versus blue team cyber security chal-
lenge. In a red-blue team cyber security challenge scenario, such real-time visualization
shows attack packets (network data) executed from the red team on the blue teams. For ex-
ample, visualizing a Dynamic Denial of Service (DDoS) attack by a red team machine onto a

blue team machine. Hence, the ability to provide interactive visualizations in this scenario
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naturally motivates the users to continue observe the challenge.

Figure 5.12: A Security Visualization Desired Output with Augmented Reality

Finally, the use of AR for security visualizations enables different audiences to participate
and be aware of the simulated cyber-attacks and learn at their own pace with the use of
mobile platforms.

5.4 The Mobile Security Visualization Platform and Features

Effectiveness measurements in security visualizations are assessed in many aspects during
presentation. For mobile platforms, effectiveness the in security visualization requires spe-
cific features that gain the user’s attention in an event of a malicious threat. Our SYEm web-
based security visualization framework is compatible with mobile platforms. It provides
several effectiveness techniques, namely user-trigger features and interactive visual presen-
tation types. For example, Figure 5.13 shows our ‘permanent hold’ interactive feature that
aimed at capturing the user’s attention while showing certain critical file of interest. These
critical files can be malicious or, suspicious, and are recognised with the use of a ‘semi-
permanent hold visual feature. The semi-permanent hold visual feature communicates the
importance of viewing abnormal file behaviour in comparison with a normal file behaviour
to help distinguish the malicious file.

Furthermore, our mobile security visualization provides an augmented reality visualiza-
tion experience for the users to interact with and understand cyber-attacks in a deeper visual
environment. The augmented reality approach empowers users to see and observe security

events at their own pace, therefore capturing their attention and increasing their attention
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Figure 5.13: ‘Permanent hold’ user-trigger Feature

span. This visualization experience allows users to build their working memory load as they

visualize cyber-attacks.

5.5 The Security Visualization Landscapes

Security landscapes are important for visualizations to be attractive and meaningful. They
provide the means of understanding cyber-attacks in a visual environment. This thesis cat-
egorised visualization landscapes into two common location for cyber-attacks occurrences:
(1) the system visualization landscape and (2) network visualization landscape. An overview
of the landscape is shown in Figure 5.14, outlining all concerned components that could be
affected in the event of a malicious attack. A system visualization landscape includes: direc-
tories, files, libraries and processes. However, a network visualization landscape has more
components: IP addresses, routers and switches, file servers, web servers, email servers,
desktops, virtual machines, hostnames, URLs and DNS names. In addition, the network
infrastructure (i.e., public and/or private networks) is an important landscape factor for se-
curity visualizations. Therefore, security visualization researchers and developers need to
understand the visualization landscape when designing their visualizations. This reduces
datarepresentation and presentation errors, therefore reducing cognitive biases in the user’s
visual observation process.

The overview of the landscape presented raised the need to go in depth into specific vi-
sualization landscapes. These landscapes are of various security events such as malicious

threats and intelligence tracking. Thus, we derived several security landscapes in order for
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The Security Visualization Landscape
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Figure 5.14: The Visualization Landscape Overview

our visualization designs, discussed in Section 5.3, to be implemented. These security vi-
sualization landscapes cover both systems and network components, with various attack

scenarios. The security landscapes are as follows:
1. The New Zealand National Cyber Security Challenge Landscape

* A system attack and tracking landscape.

¢ A network attack landscape.
2. Aransomware attack landscape.
3. Abitcoin transaction intelligence landscape.
4. A malware landscape.

In order to show these landscapes in detail, we sample the New Zealand cyber security
challenge landscape which involves both the system and network. We illustrated the land-
scape in Figure 5.15 with the NZCSC-2016 round two ‘Ted and blue’ team challenge and
build on our interactive visualization design (Figure 5.3.6) to provide a security visualization
of cyber-attacks. This design provided the visual environment for users to observe attacks
executed on blue teams by the red teams.

Finally, accomplishing both the security visualization mockup designs and landscapes,
we implemented them using several visualization application use cases to showcase our
effectiveness theories. These are discussed in Section 5.6 and further analysis is discussed

in Chapter 7.
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Figure 5.15: NZCSC 2016 Network Visualization Landscape

5.6 Use Case 1: VisualProgger — A user-centric Security
Visualization Application

VisualProgger, a user-centric security visualization application, is implemented to show-
case our visualization algorithm along with all user-trigger features discussed in this thesis.
The core application features include: real-time security visualization, static visual analyt-
ics and an interactive augmented reality visualization. In the current state, this real-time
application serves two purposes: (1) tracking and monitoring files of interest and (2) visual-
izing cyber challenges. The goal of VisualProgger is to empower users (viewers) to interact
and concentrate on the given visualization provided. Therefore, in conjunction with all the
effectiveness theories and approaches discussed in the early chapters, we present various
security visualizations with the emphasis on showcasing effectiveness throughout the visu-

alization framework.

5.6.1 VisualProgger Security Visualization Samples

Building on Chapter 4-Subsection 4.5.1, our VisualProgger security visualization applica-
tion delivers three main visualization prototypes: (1) the sphere visualization prototype, (2)
the helix (spiral) visualization prototype and (3) the grid visualization prototype. These pro-
totypes serve different purposes and target a larger audience given we provide three visual-

ization alternatives.
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Figure 5.16: The VisualProgger Sphere Visualization View

1. The Sphere Visualization Prototype:

The sphere real-time security visualization prototype facilitates a user-centric visual envi-
ronment and experience whereby users (viewers) have the opportunity to observe real-time
events with interactive malicious alert features activating a ‘semi-permanent’ hold file po-
sition, a coloured (red or yellow) indicator and a sound notification. These alert features
capture the user’s focus and attention, therefore motivating them to interact with the visu-
alization to further understand the malicious event. As seen in Figure 5.16, a sphere visual-
ization sample shows file systems in a Windows operating system. The red coloured files are
known as ‘critical files’ of interest.

2. The Helix (Spiral) Visualization Prototype:

With a similar objective to the sphere visualization prototype, our helix prototype seen in
Figure 5.17 gives the users a perception of provenance with structured continuity of first-
in, first-out visualization view. All data (system files, libraries, processes and directories)
logged using Progger are preprocessed into visual nodes and are pushed into the top of the
visualization stack for observation. These predefined visual nodes then move down the helix
visualization queue for observation. A live queue of all files visualized is shown, giving users

the option to observe the visual form of the data.

112



oo fiv wmv
TN [T oy o | o | o

*
o W

i -
ASPX. "
W

Iy "l!é ‘bq'_Sq.Eqm. oAPK oo pgif

I . m
f 1. s, 2oob. 200b. 1bq. qriq. . ive.
i B
1 0gg
o || W _cds —
w90 Ml eil( €Yon wSYS b javd by g
. %0 :
B ™

! w . & ® qej.  lmd. 2. Imid, g ‘w_ i
v ® e ™ psd s
k 0 e
W)
] i
Psd
Jfar

LIVE QUEUE

Figure 5.17: The VisualProgger Helix Visualization View

3. The Grid Presentation Visualization:

Our grid visualization prototype facilitates the concept of granularity and the layering of

visualization views allows users to observe security events in various visual options, i.e., vi-

sualize in layers of time-series data occurrences. This visualization prototype seen in Fig-

ure 5.18 shows an example of the grid layout with new files prompting in front of the visual-

ization view.
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Figure 5.18: The VisualProgger Grid Visualization View
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5.6.2 VisualProgger representation approach and features

VisualProgger shares several interactive visual representation features including zooming,
dragging, selection, rotating and clicking. These features allow users to interact effectively
with the security event visualized as users mentally process the event in a real-time sce-
nario. Users have the ability to select and click on files-of-interest and investigate or execute

further analysis.

There are additional user analytic features in VisualProgger implemented to enhance our
entire effectiveness measurement approach. These features are: (1) visual nodes permanent-
hold position, (2) viewing visual node dependencies, (3) file statistics capabilities, (4) critical
file alert notifications and (5) user logged details. These analytic features are analysed thor-
oughly in Chapter 7.

5.6.3 Ransomware Visualization: Insights into Locky Visualization

In our VisualProgger locky ransomware analytics visualization, we utilise our granularity
and layering design discussed in Chapter 5-Subsection 5.3.4. The ransomware security vi-
sualization is a static based reporting visualization. It uses data logged from a ransomware
attack that are replayed using visualization to show users how the locky ransomware tra-
verses through the system, scans, find and encrypts important documents found during the

ransomware reconnaissance stage.

In the event of the ransomware scanning through files in the system, a visualization is
shown whereby all files observed and touched, are classified into layers of directories, doc-
uments, libraries and processes. Dynamic Link Library (dll) files are also logged into a layer
for visualization. In an event of identifying interested files, the locky ransomware locks all
files causing the users not to be able to see and access their files and systems. These infected
files are colour coded into red in the visualization, giving the users opportunity to select and

click on the infected files to see additional details of interest.

Our VisualProgger ransomware visualization provides an interactive assessment on spe-
cific locky processes and visually show the files as they are encrypted. It indicated this while
providing a security visualization from the time of reconnaissance up until the whole in-
fected system is locked out. With VisualProgger, users are able to see information linking to

the ransomware command control centre (CCC).
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Figure 5.19: An Abstract Visualization Alert Sample

5.7 Use Case 2: Augmented Reality — A user-centric Security
Visualization Application

Augmented reality environments are not new in aiding work processes, analysis and inter-
active visual experience. They are used in medical, engineering and computing science do-
mains, whereby work processes are represented into various 3D visual models for analyt-
ics. Our SvEm Augmented Reality (AR) design emerged with the goal of empowering mobile
platform users with opportunities to utilise their mobile platforms and observe while in-
teracting with real-time cyber-attacks. AR delivers effectiveness with the mobile interactive
capabilities with visualization. As a result, continuous user interactions with the security
data are visualized. A visual experience with augmented reality for security visualization

enables users to make sense of the security event scenario presented.

5.7.1 AR User Interface Design

Based on the designed augmented reality approach of visualizing cyber-attack events in
real-time, we utilise the National Cyber Security Challenge (NZCSC) 2016 and 2017 event
datasets to demonstrate our augmented reality experience with the red and blue team chal-
lenge. We maintained the use of colour and shape standards to allow a common and smooth
user perception process when traversing through various security visualizations. A brief de-
sign of our AR security visualization shown in Figure 5.20, shows the red and blue team cyber

security challenge visualization landscape. Each circle represents different types of attacks
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and, a marker (Quick Response (QR) code), while the red and blue cubes represent red and
blue team servers/machines. In addition, attack paths are also shaped in either red, yellow,

green of blue respectively, indicating the type of traffic.

Sphere Attack
Sphere Attack

Sphere Altack

Figure 5.20: The SYEm Augmented Reality Security Visualization Design

Our Augmented Reality (AR) representation approach uses the interactive mockup design
discussed in Chapter 5-Section 5.3.6. Data represented in our augmented reality environ-
ment are anonymised and analysed with the three filtering factors: (1) attack sources, attack
destination (victim) and the type of attack executed. Finally, the augmented reality visual-
ization has two vital roles, which are to provide visual real-time cyber security awareness
and also a compatible visualization environment that is suitable for a larger range of audi-

ences.

5.8 Use Case 3: SVInt Bitcoin Explorer — A Security
Visualization Tracking and Intelligence Approach

In the law enforcement research domain, cyber security and cybercrime are growing con-
cerns. The challenge of battling cybercrime activities across international jurisdictions brings
the need for effective security tools. For example, the law enforcement operations require
security tools and applications that are able to facilitate information sharing comfortably
across transnational jurisdictions without revealing the underlying sensitive raw data due
to privacy, integrity and confidentiality reasons. Security visualization methods and tech-

niques are proven effective and crucial in aiding investigations and day-to-day cyber secu-
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rity operations.

However, this use case uses the blockchain technology for a safe and reliable bitcoin trans-
action environment. We discuss the blockchain architecture as a core mechanism of our bit-
coin explorer tool. An overview of the blockchain technology shown in Figure 5.21 explains
how the blockchain technology works.

Block 1 Block 2 Block 3
Header Header Header
\\ \
b Hash Of Previous Hash Of Previous Hash Of Previous
Block Header Block Header Block Header
Merkle Root Merkle Root Merkle Root
Block 1 Block 2 Block 3
Transactions Transactions Transactions

Sre:: httpsy//bitcoin.org/en/developer-guide#iblock-chain-overview

Figure 5.21: A Blockchain Technology Overview Design

Our SVInt Bitcoin security visualization use case is built as an added feature to an existing
law enforcement in-house blockchain explorer tool [165]. With high relevance and impor-
tance to our security visualization framework, we showcase our bitcoin tracking and mon-
itoring intelligence visualization prototype (application). This approach uses visualization
to enhance law enforcement investigations by facilitating an efficient and effective method
of tracking bitcoin transactions that are either suspected or associated with cybercrime ac-
tivities. Law enforcement users (e.g., digital crime officers) are able to understand bitcoin
transaction flows between bitcoin wallets, bitcoin exchanges and online market places (of-
ten dark markets) with this bitcoin visualization application. In addition, it provides statis-
tics on malware attacks recorded by known security companies. Over a period of time, the
visualization provides malware patterns and behaviours with geolocation mapping features,
particularly of countries that are mostly affected. A design overview of our SVInt framework

is shown in Figure 5.22, outlining all visualization functionalities.

5.8.1 Bitcoin Explorer user-centric Features

SVInt Bitcoin explorer user-centric features include the following features:
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Figure 5.22: The SVInt Security Visualization Application Design

Standardised use of Colour Codes For Malicious Presentations

A key user-centric feature in our SVInt Bitcoin explorer visualization application is adopt-
ing Interpol’s Notice system colour codes into our security visualization application. These
colours are replicated across into our bitcoin visualization to represent similar offensive ac-
tivities. For example, a red Interpol notice is an alert for a ‘wanted’ person, and with similar
representation, a malicious file is shown in red and a suspicious file is shown in yellow. Our

colour codes are further analysed and discussed in Chapter 6 and evaluated in Chapter 7.

One-to-One Bitcoin Transaction Mapping Representation

Another user-centric visualization feature implemented in our bitcoin explorer application
is the ability for law enforcement users to track and monitor bitcoin transaction payments
going in and out of bitcoin wallets. Transaction IDs (sender ID and receiver ID) are recor-
ded along with the bitcoin amounts traded and are used for the visualization. However, due
to the nature of how blockchain and bitcoin operates, our one-to-one bitcoin transaction
mapping requires that we visually monitor the hops (jumps, transit points) of the transac-
tions and trace/monitor the transactions through more than one hope. This allowed us to
track and follow transactions through visualization and observe potential vital bitcoin trans-
action changes, which is important investigation information. In this visualization scenario,
we applied the use of colour identifiers to coordinate transaction IDs based on the level of
interest and suspicions, i.e., tracking and monitoring a suspicious transaction address in-

volved in a cybercrime event. We utilise basic colour standards to track and monitor these
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transactions as shown in Figure 5.23. A red coloured trace shows a targeted ID, which has
been involved in a cybercrime, and a yellow link/trace indicates a transaction ID of interest

for the investigation. Finally, a green trace shows normal legitimate bitcoin transactions.

Address Output Tree
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Figure 5.23: A Colour Coded Tree Visualization of Bitcoin Transaction Addresses

5.9 Security Visualization Application Services

One of the key advantages of using visualization in security is the ability to provide ex-
ploratory and intelligence services. In our SYvEm framework, we have designed two appli-
cation services to aid both web and mobile platform users. We designed and implemented
‘Data Provenance as a Security Visualization Service (DPaaSVS)’ and ‘Security Visualization
as a Cloud Service (SVaaCS)’ to enhance the user’s ability to use visualization as a security
analytics tool, particularly in the cloud. Figure 5.24 delivers our two SvEm application ser-
vices, with the aim of facilitating effectiveness in the user’s experience.

5.9.1 Data Provenance as a Security Visualization Service (DPaaSVS)

The key idea of presenting DPaaSVS is to allow users (viewers) to push beyond their visual-
ization experiences and use security visualization as a provenance service in cyber security.
Daily operations such as command control centres are an example of where this service is

used. Cloud applications that are given the ability to have logging mechanisms installed

119



~— Web Applications = «
\

Cloud _ [_EI

Provider i

Saas Provider /
Cloud Users

-—————————|———————-\

L _ Added Security _ ~ 4

Visualization Framework

Figure 5.24: SvEm Security Visualization Services

are also seen as visible for DPaaSVS. It facilitates the ability to track and follow data (files)
movements from the time of creation to the current state. It is an active visual provenance
analytic tool with two roles, namely tracking and monitoring functionalities. It is designed

for large datasets with exploring and reporting purposes in security visualization.

5.9.2 Security Visualization as a Cloud Service (§VaaCS)

Security Visualization as a Cloud Service (SVaaCS) is another potential security service that
helps analyse complex security data for provenance purposes. The use of visualization to
show the derivative history of meta-data associated with security events and malicious at-
tacks is useful for security researchers and cloud users. SVaaCS offers the users an opportu-
nity to see how security visualization can be effective. In addition, utilising this visualization
with existing cloud applications for security tracking and monitoring, thus aiding security
operations. We assess our proposed SVaaCs in detail in Chapter 7 and evaluate these ser-

vices further.

5.10 Summary

In summary, this chapter delivers all the practical implementation aspects of our SvEm al-
gorithm. We incorporated our SvEm designs discussed in Chapter 4 with our SvEm require-
ments to implement several use cases. In our applications, we focused on implementing

user-centric features that capture the user’s attention. These components are part of our
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security visualization effectiveness measurement and evaluation indicators. An example is,
implementing interactive security features and user-trigger components that maximise the
viewer’s working memory load when observing a given security visualization.

Moreover, we deliver several security visualization types including: (1) VisualProgger—a
user-centric real-time interactive visualization application and a ransomware security vi-
sualization, (2) an augmented reality security visualization application implemented for a
national cyber security challenge event, and (3) SVInt Bitcoin explorer—an intelligence se-
curity visualization application to monitor bitcoin transactions between suspicious wallet
addresses (IDs).
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Chapter 6

A Security Visualization Guideline -
Towards developing a Standard (SCeeVis)

The increasing significance of information technologies and services create a crucial need
for suitable measures in data/information security [166], [167]. As such, the existence of in-
formation security standards was implemented to enhance basically the following groups of
people: (1) researchers and developers and (2) organisations wishing to implement security
frameworks. These information security standards exist to aid auditing processes and mea-
sures. Standards and guidelines play vital roles into achieving full-scale effectiveness mea-
surement and evaluation techniques in security visualization. This chapter delivers a pro-
posed security visualization (SCeeVis) standard which addresses effectiveness performance
and assessment throughout the design, implementation and observation (DIO) phases of
our security visualization effectiveness measurement (SvEm) framework. It serves the pur-
pose of setting the scope for visualization designers, implementers and users of the visual-
ization. Our SCeeVis proposed standard aims to facilitate fast, effective information com-
munication, and reduce and remove ambiguities (confusions) in both the security visual-
ization presented and for the users. The application of this standard will ensure consistency
in security visualizations throughout the DIO process, therefore increasing user motivation
and interaction for maximum knowledge gained. However, due to the issue of visualization
developers/users having different preferences, we established SCeeVis standard as a refer-
encing model for effectiveness measurement and evaluation in security visualization. Thus,
in this chapter, we: (1) state the importance of security standards, (2) provide a review of
existing standards, (3) present our SCeeVis standard and its functionalities, (4) outline the
presentation methodologies, (5) present the SCeeVis uses and applications and finally eval-
uate the standard presented. We begin this chapter by describing the role and importance

of standards and review existing visualization standards that are related to this thesis.
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6.1 The Role and Importance of Standards and Guidelines

Information security is an important yet sensitive component to an individual or organ-
isation on a day-to-day basis. It means protecting personal data and sensitive commer-
cial information [168]. Thus, the existence of security tools and framework play the role of
protecting this sensitive information. However, how do we measure effectiveness of infor-
mation (data) security? This is a question security professionals and companies are ask-
ing. With that said, there has to be an indicator that should contribute to assessing efforts
and judgements in a security process. This is why security standards are implemented.
Their existence allows monitoring, analysis, measurement and evaluation of security frame-
works [168]. Standards help explain methods of how to implement and manage measure-
ment processes and assess and report on information (data) security metrics. With such
processes, security metrics implemented for security standards produce insights into the
effectiveness of a security framework.

The concept of implementing security standards is to provide users and organisations
with a basic mutual understanding when using tools and frameworks. Standards facilitate
better interactions, communication, measurement, design and implementations [169]. In
comparison to a user-manual, standards help provide users with necessary information on
how certain processes function. This information encompasses are well-defined and devel-
oped detailed characteristics, guidelines and rules with precise knowledge around certain
products, materials, or services, and processes’ execution.

However, different disciplines (research domains) classify standards into various names,
references and are purpose-driven in terms of addressing specific security implementation
areas in the technology work processes. The word ‘standards’ is the overarching term to de-
scribe a of set guidelines, rules, policies, regulations and reference models. For example, the
ISO/IEC 27000 series of standards [167]-Information security management systems (ISMS)
is an information technology (IT) initiative that ensures information assets are secure. Thus,
organizations have sets of guides to meet in order to be certified under the ISO/IEC 27000

series standards. This is discussed in Subsection 6.1.1.

6.1.1 ISO/IEC 27000 Series of Security Standards

In information security, the International Organization for Stanardization/International Elec-
trotechnical Commission 27000 (ISO/IEC 27000) family of standards is the standard that is
internationally recognised. It covers the ISO/IEC 27001:2013 - Information security man-
agement and ISO 27032 - Guideline for cyber security established the guidelines and cer-
tification standard for Information and cyber security [170], [171], [172]. Table 6.1 deliv-

124



ers the summary of the information/cyber security standards which are related to our pro-
posed standard. From a practical approach, the ISO 27001 formally provides a guideline
for managing information risks through the use of information security controls within an
organisation. For example, the ISO/IEC 27001:2005 provided the "PDCA (Plan-Do-Check-
Act/Adjust) cycle or Deming cycle, which helps guide security experts throughout the im-
plementation cycle of information security frameworks." ISO/TEC 27032, on the other hand,
is a cyber security certification standard based on Internet Security [172]. Furthermore,
the ISO/IEC 27000 series of standards allow efficient communication and support between
users and companies when obtaining products and services [166]. Overall, security stan-
dards, guidelines and policies are implemented to contain and maintain the aspects of se-
curity events. Alternatively, the use of visualization in cyber security requires a security vi-

sualization standard [173], [174] to assist visualization developers and researchers.

Table 6.1: Standards Directly Related to Cyber Security
ISO/IEC 27000 Series

ISO Codes Description
ISO/IEC 27000 Information Security Management Systems
(ISMS) - Overview
ISO/IEC 27001 Information Technology: Security Techniques
in ISMS
ISO/IEC 27032 Guideline for Cybersecurity

In summary, the ISO/IEC 27000 family of standards provides an overarching framework
used by organisations to assess how effective their information security frameworks are.
Such standards allow consistency in information security processes with assurance of se-
curity implementation across the security landscape. With that said, implementing a sim-
ilar set of standards and guidelines for visualizations prompts the need to review existing

standards available in the visualization research domain.

6.2 Background: Visualization Standards

Over the past years, the discipline of visualization studies was commonly used in security
for various purposes. International information/data visualization standards were imple-
mented as visualization evolved. These standards facilitated the process of optimal decision
making through innovative visual content. For example in the early history of visualization,
Minard’s Carte figurative des pertes map as seen in Appendix Al (Figure A.1) illustrated both

provenance and attribution through the use of visualization. This example is seen as a vi-
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sual mapping reference model which ignited the popularity for visual mapping throughout
the past years, increase of use of visualization for mapping purposes. Ralph Lengler and
Martin J. Eppler delivered an interactive ‘periodic table of visualization methods[175]" as
seen in Figure 6.2. These two examples illustrated the need for innovation and guidelines
to demonstrate the purpose behind visualizations. The periodic table serves the purpose of
compiling and classifying different visualization methods, namely: (1) data visualization, (2)
information visualization, (3) concept visualization, (4) strategy visualization, (5) metaphor
visualization and (6) compound visualization methods. With the periodic table, researchers
have the ability to understand various visualization methods, and their specific representa-
tion goals. For example, in the data visualization methods tables, pie charts, line graphs and

scatterplots are used for statistical and comparison reasons.

The periodic table of visualization methods gives users the opportunity to interactively
explore high quality visualization formats for specific needs and problems. Users are able
to make better choices when given the ability to select a method of visualization from mul-
tiple options presented. However, in the cyber security research domain, visualizations are
unstructured and often focused on specific problems. These are either visualization im-
plementation issues and/or data representation problems, thus causing the entire visual-
ization environment to be complicated. Therefore, we reviewed existing visualization stan-
dards and guidelines to identify research gaps which are implemented and addressed in our
SCeeVis standard.

6.2.1 Industrial Visualization Standards

Although there is a wide range of proposed data visualization standards and best practices
for industries, we identify several standards and discuss their importance as part of this
chapter. This helps provide a comparison between academia and industry approaches. For
example, the International Business Communication (IBCS) [176], [177] Standards provided
the practical proposal and means for the design, presentation, dashboards, diagrams and ta-
bles used. This concept involves correlation of visual perception and semantic unification.
Apart from the proposed IBCS standards, there are ‘reference models’ and ‘best practices
guidelines’ that aid visualization developers. For example, the seven data visualization best
practices include: (1) having a methodology, (2) knowing your audience, (3) defining result-
ing actions, (4) classifying your dashboard, (5) profiling your data, (6) using visual features,
and (7) designing iteratively.

Microsoft’s PowerBI [178], [179] has delivered best practices, which acts as a guide to visu-

alization implementers. It addresses Power BI’s best practices for designing visuals and re-
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Figure 6.1: The Seven Data Visualization Best Practices

ports for dashboards beginning from the planning stage. Tableau [180], [181] also delivered
best practices for building dashboard visualizations. It provided a set of basic instructions
and tips on making dashboard visualizations effective. The features highlighted for tableau
include trends over time, comparison and ranking, correlations, distribution, part to whole
and geographical data. For example, commonly used methods when analysing data, is to
track trends over time and observe changes, patterns and quantitative results. These fea-

tures are the key to analysing data and producing effective visualizations.

Visualization best practices are very specific to visualization implementers and for certain
types of visualization presentation. They are common for business intelligences due to the
nature of the data analysed with respect to the targeted audiences. However, different visu-
alization purposes require different forms of visualization implementation approaches. In
addition, datasets with different landscapes and environments also affect decisions when
designing and implementing visualizations. Therefore, the process of data analytics often
dictates how a visualization is presented. Finally, the targeted audience is a crucial factor
that affects the outcome of the visualization presented. Therefore, with respect to all the
above mentioned, we reviewed taxonomies, reference models and best practices from a sci-

entific stand-point to help enhance our SCeeVis Standard implementation and evaluation.

6.2.2 Additional Components: Visualization Taxonomies, Reference Models
and Best Practices

While standards and guidelines are the core focus of this chapter, taxonomies, reference
models and best practices are additional referencing materials that help provide additional
features and understanding all forms of classifications throughout the visualization process.
These are discussed in the subsections 6.22.1, 6.2.2.2 and 6.2.2.3 of this chapter.
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6.2.2.1. Visualization Taxonomy-Data State Reference Model:

Ed H. Chi’s taxonomy of visualization techniques [182] using the ‘Data State Reference Model’
provides an analysis of the information visualization design space with respect to data types

and steps in process operation [183]. The data state reference model helps researchers to

understand the space allocated for design and how information visualization techniques are

applied in a broader approach. It categorised the data stages into four stages [182]: (1) value,

(2) analytical abstraction, (3) visualization abstraction and (4) view. ‘Value’ refers to the raw

data used and ‘analytical abstraction’ refers to data about data or information (meta-data).

‘Visualization abstraction’ refers to information that is viewable on screens using certain vi-

sualization techniques. ‘View’ refers to the visual end-product of the visualization mapping,

where viewers see and interpret the images presented to them.

In addition, the data state reference model also provided transformation operators [182]
containing processing steps. These are (1) data transformation, (2) visualization transfor-
mation and (3) visual mapping transformation. These processing steps basically outline an-
alytical steps such as data extractions, specific detail extractions and processing information
into viewable format then presenting it in a graphical interface.

Finally, in this data state reference model, the emphasis is on providing precise data an-
alytics for better design space usage. This allows visualization developers to process data
according to the available visualization space. While this is very useful for developers, our
SCeeVis standard approach incorporates the idea presented by the data state reference model,

and more features which will be discussed in Section 6.3 of this chapter.

6.2.2.2. Visualization Taxonomy-Information Visualizations:

Another important approach seen in existing visualization standards involves investigating
interactions in visualization systems. In most interactive visualization frameworks such as
dashboards, users can find it challenging when attempting to interpret multiple interaction
events in more than two visual views. For example, executing basic visualization tasks such
as data or graphical operations that are read from one dataset source in two or more views
is challenging for users. However, Ed Huai-Chi and John T. Riedl’s operator interactive vi-
sualization taxonomy [183] for visualization systems enables new exploring and evaluation
methods for the design space of visualization operators. They incorporate Basic Visualiza-
tion Interactions (BVI) to enhance data filters for more interactive detailed characteristics in
information visualization, which thus helps users during their analytic tasks.

Moreover, analytical visualizations require standards and guidelines to assist with under-

standing the nature of the raw data collected, the predefined data presented and the avail-
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able interactive features that are provided by the graphical user interface. Ben Shneider-
man’s [184] research contribution with ‘The Eyes Have It: A Task by Data Type Taxonomy for
Information Visualization,’” builds on the visual information-seeking mantra: overview first,
zoom and filter, then details-on-demand to provide a taxonomy of task by data-type. It deliv-
ers seven data type tasks, namely: (1) 1-dimensional, (2) 2-dimensional, (3) 3-dimensional
data, (4) temporal data, (5) multi-dimensional data, (6) tree data and (7) network data.
Hence, the data-types offer seven sets of tasks, outlined in Table 6.2, namely: (1) overview,
(2) zoom, (3) filter, (4) details-on-demand, (5) relate, (6) history and (7) extract. These tasks
are attractive to users because of their functionalities, which enable data to be presented

rapidly with the ability for users to explore further and achieve insights.

Table 6.2: A Set of Data-Type Tasks

The 7 Tasks by Data Type Taxonomy
Tasks | Description
Overview Gain an overview of the entire collection
Zoom Zoom in on items of interest
Filter Filter out uninteresting (noise) items
Details-on-demand Select an item or group and get details when needed
Relate View relationships among items
History Keep a history of actions to support undo, replay,
and progressive refinement
Extract Allow extraction of sub-collections and of the query
parameters

In summary, the taxonomies discussed address interactions, and data presentation fea-
tures to enhance the user’s ability to interact freely. This reduces perceptual confusions
often due to multiple views and various interactive features used concurrently during the

observation and interaction with visualizations.

6.2.2.3. Periodic Table of Visualization Methods:

As briefly mentioned in Section 6.2, Ralph Lengler and Martin J. Eppler’s interactive ‘pe-
riodic table of visualization methods[175]’ is a reference model for visualization develop-
ers whereby various visualization methods are provided to aid decision making. This pe-
riodic table approach in Figure 6.2 allows researchers to recall knowledge and familiarity
from known concepts of the periodic table of elements [185]. It aims to define and compile
various visualization methods to provide an interactive systematic overview of graphical for-
mats needed for visualization development. Hence, the periodic table of visualization meth-

ods supports researchers and developers in picking relevant methods with the appropriate
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application parameters used for visualizations.

A PERIODIC TABLE OFVISUALIZATION METHODS
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Figure 6.2: A Periodic Table of Visualization Methods

The similarities adopted into the periodic table of visualization methods eliminates the
time spent on processing and learning what the functionalities are. This allows researchers
to effectively build on known working memory and deliver the appropriate visualization
method needed when required. However, the adoption of taxonomies, reference models
and the periodic table approach still requires further standards and best practices target-
ing the visualization representation and users of the visualization. Thus, we address Gestalt
principles (theory) of perception to connect all standard functionalities and identify possi-

ble research gaps.

6.2.3 The Gestalt Principles of Perception

The Gestalt principles of perception contribute to setting up parts of the security visualiza-
tion standard by facilitating techniques of understanding how humans (users) perceive and
process visual images. Gestalt theory covers a wide range of concepts and approaches to
the entire psychology of visual perception. In this thesis, the inclusion of Gestalt princi-
ples of visual perception targets two areas: (1) the visualization designs and (2) the user’s
visual process, approach and experience in an event of visualizing security visualizations.
Thus, building on scientific visual approaches, the ability to break down objects into sin-

gle parts and define them allows the human brain to process visual perception and form
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the ‘sum of whole parts’ [186], [187], [188]. Respectively, Gestalt principles of perception
provide the basic user an observation approach around what to understand in visualiza-
tion during the perceiving process [189], [190], [191]. It particularly refers to the ‘principles
of grouping,” whereby users perceive objects (security visual nodes) to understand visual-
ization through an orderly, symmetrical and simple approach [192], [190], [188]. Thus, this
process allows users to identify patterns faster and effectively. A brief overview of the Gestalt

principles [190], [188] is outlined in Table 6.3 with descriptive summaries of each law.

Table 6.3: Gestalt’s Laws (Principles) of Grouping Overview
Gestalt’s Principles of Perception

Laws || Description Summary

Proximity States that things which are closer to each other are
perceived as a group

Similarity States that things which share visual characteristics are
seen as belonging together

Continuity Predicts the preference for continuous figures

Closure Our eyes perceive and fill in the missing information to

form a complete figure

Pragnanz (Good Figure || Objects are perceived in the simplest way possible
/ Simplicity)
Symmetry and Order Provides the feeling of solidity and order

The outlined Gestalt principles of visual perception provided an approach around how
to perceive objects through visualization. However, perception itself plays a very important
part to our entire effectiveness measurement approach and standard. Hence, these princi-
ples demand the need to shift from the visualization provided and see two important com-
ponents in users (viewers) that enhance the entire visual experience. Both components con-
tribute directly to providing effectiveness and assessment measurement in visualizations.
These are: (1) visual perceptual boundary and (2) a visual perception threshold. The visual
perceptual boundary refers to the area established around a stimulus which improves visual
processing of objects when observing visualizations. For example, given various groups of
malicious patterns observed in a given visual space, users naturally establish a perceptual
boundary to allow effective processing of visual information. In addition, the visual percep-
tion threshold establishes the user’s perception limit (maximum and minimum) and capac-
ity during the perceiving process. Finally, with these two factors identified, establishing a
standard for the visualization framework and the user’s visual environment bridges the gap
between the visualization presented and the user (viewer) during the observation period.

However, there is room for improvement; an example is by, incorporating Gestalt Principles
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of Visual Perception concepts with existing security standards such as the Interpol notice
system. This would add more user-trigger features, because by default, users relate effec-

tively to colours for differentiation and comparison purposes.

6.2.4 The INTERPOL Notice System

Apart from the ISO/IEC 27000 series of standards - Information security management sys-
tems (ISMS)-there have been several visualization standards, best practices, information
policies and reference models implemented over the years, e.g., the ‘Gestalt Principles (law)
of Perception and the periodic table of visualization methods. However, in the security visu-
alization field there are lack of standards and guidelines to guide visualization researchers,
developers and users in all aspect of designing and developing/implementing security visu-
alizations. Thus, we explored the concept of INTERPOLs Notice System’ to create and estab-
lish our security visualization Guideline (SCeeVis Guideline). The work of SCeeVis Guideline

is the beginning of a research project towards developing security visualization Standards.

Types of Notice

Red Notice = Yeliow Notice
To =eek the Incation and arrest b To help locate missing
of wanted persons with a view -l'?_i} persons, often minors, or to
te extradition or similar law ful &T_—f_ help identify persons who
action INTERPOL are unable to identify
themselves.
YELLOW
NOTICE

Black Notice
To seek information on
unidentified bodies;

Blue Motice

To collect additional information
about a person’s identity, location
or activities in relation to a crime.

INTERPO INTER

BLACK
NOTICE

BLUE
NOTICE

Green Notice
To provide warmngs and
intefigence about persons who

Orange Notice

To warn of an event, a
person, an objector a
process representing a
serious and imminent threat
to public safety.

L have committed criminal
INTERPOL offences and are likely to repeat
these crimes in other countries,
GREEN
NOTICE

INTERPOL-United Nations
Security Council Special
Hofice information on modus

lssued for groups and individuals operandi, objects, devices
who are the targsts of UN INTER and concealment methods

Security Council Sanctions = used by criminals.
PURPLE
NOTICE

Committees
Figure 6.3: The INTERPOL Notice System Concept

Purple Notice
To seek or provide

The INTERPOL Notices system was designed to facilitate information sharing among mem-
ber countries [154], [193]. In this case, critical crime-related information is shared by using
a simple yet effective visual concept that distinguishes different crime types. The use of
colours shown in Figure 6.3 shows the different types of notices implemented by INTERPOL

to allow police intelligence to share information efficiently. Although, the notice system is
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not seen as a standard in its existence due to the definition of standards and guidelines, the
performance is effectively utilizing a visual information sharing method which behaves as
a standard or guideline. For example, the red notice [193] simply alerts law enforcement
to ‘seek the location and arrest a wanted person.” A yellow notice alert refers to the need
to locate a ‘missing person or help identify people’ who have difficulties identifying them-
selves. In addition, there is the blue, black, green, orange, purple and the INTERPOL-United
Nations security council special notice system which is issued for groups of people or indi-
viduals who are the target of the United Nations security council sanctions committees[154].

The notion of using a colour identifier for information sharing is simple, effective and has
a broader coverage of targeted audiences, given its simplicity to facilitate effective informa-
tion sharing to help provide critical crime-related information shared among international
law enforcement agencies. It does not require technical experts to analyse the visual no-
tice system and explain the crime details. It is self-explanatory. Thus, our security visual-
ization (SvEm) framework requires such concepts be harmonised into a security visualiza-
tion framework to maintain the colour standard and generic meaning of what each colour
meant. We adopted the INTERPOL Notice alert concept and built on both the security and
colour concepts to show cyber-attacks. Hence, we address these concepts and describe our
security visualization guideline (SCeeVis) and how it performs, i.e. the development and es-
tablishment of security visualization guideline towards developing a security visualization
preliminary Standard.

Overall, these taxonomies, guidelines, reference models and best practices address var-
ious parts of the visualization design and implementation process. However, our devel-
opment of SCeeVis guideline (preliminary standard) goes beyond these design and imple-
mentation phases of the visualization development and provides the means of effectiveness
measurement for users through the implementation of the SYEm framework. It facilitates
the additional user guideline and reference model targeting the users of security visualiza-

tion frameworks and tools. These are discussed in Chapter 6.3.

6.3 The SCeeVis Security Visualization Guideline - towards A
Cyber Security Standard

Due to the complexity resulting from user-preferences, data-complexities, visualization rep-
resentation and presentation, we designed and implemented our SCeeVis standard to min-
imise these complexities by reducing doubts and cognitive biases in users. The SCeeVis
outlines basic guides for researchers, visualization developers and users of security visu-

alizations. As a result, the intended visualization purposes are observed in a comfortable
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environment, thus critical security information is communicated across to the audience.

The SCeeVis guideline provides a set of rules, controls and scope for security visualization
usage. It maintains and control all types of visual outputs required for the users to view. This
guideline help viewers use security visualization and effectively make sense of cyber-attacks
when visualizing complex transformed data. Hence, we establish our SCeeVis Guideline, a
work towards development of a new standard, as a core component of our SvEm security
framework. This guideline or pre-standard has a high impact in communicating critical
security-related information across users. However, how this standard works is something
that needs to be addressed.

Visual-nodes
Guidelines

Colours Cognition

Attributes

Predefined data ‘Working memory

Entities Perception

Relationships
Gestalt Laws ¢f Visual Perception

Vis-BestPractices

Vis-Taxonomies

Figure 6.4: Our Proposed SCeeVis Pre-Standard Conceptual Model

The proposed SCeeVis Security Visualization Guideline overview is explained with the use
of a conceptual model seen in Figure 6.4. The SCeeVis standard aims to provide develop-
ers and users with a guide to maintain a full-scale effectiveness approach throughout the
SvEm visualization framework. Hence, there are several important components taken into

account when developing this guideline:

1. Data: this refers to the security data collected and processed for visualization. The
guideline aims to provide methods on anonymising and standardising the raw data.
The emphasis is on managing rendering and scalability issues by ensuring the data are
processed in a timely manner without overloading the backend and frontend of the

security visualization framework.
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2. Visualization: this refers to the security visualization presented. Our SCeeVis guide-
line basically addressed issues and complexities faced by both visualization developers
and the viewers. The guideline adopts existing visualization best practices, reference
models, guidelines and security standards, thus providing an additional user-centric
visual standard component to the entire approach. The proposed contributing factors
considered in this guideline are: colours, perception, Gestalt laws of visual perception,

shapes, security entities/attributes and relationships.

3. User: this refers to the visualization viewers and developers of the visualization. The
standard facilitates a user-trigger guide to activate cognitive abilities and increase user
attention span. It is done in an enhancing environment through the use of colours,
perception attributes, existence of working memory loads and visual interactive fea-

tures.

Finally, the targeted audience is the visualization developers and users (viewers) of the
visualization. Overall, the SCeeVis guideline aims to bring both developers and users to-
gether into one visual experience realm, by ensuring a common understanding throughout
the design, implementation and perceiving stages of the SvEm visualization presented. Of-
ten, researchers and developers implement security visualizations for specific purposes and
at their own liking, hence their choice of visual design. There is a need for the use of com-
mon colours and symbols in visualization representations to facilitate common information
transformation, communication and sharing across various users. Thus, it is important to
understand this critical component of the guideline, which is the use of colours in secu-
rity visualizations and know what each colour meant (stands for) and the overall meaning
behind their usage. These selection of colours are formalised into our SCeeVis guideline
to help enhance the knowledge of researchers, developers and users around the use and
interaction with visualizations. Thus contributing to achieving a full-scale effectiveness ap-

proach.

6.3.1 The Security Visualization Colour Identification Guideline

It is critical to standardise the use of colours in security visualization. A large amount of data
with interested entities requires a simplified security visualization. This is crucial for en-
hancing rapid information processing. For example, using the red and orange colour in the
same visual space automatically creates confusion to users, resulting in complications for

the entire visualization experience. Our standardised colour selection shown in Figure 6.5 is:
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Malicious Content: payload, event (file,process, etc.)
Suspicious Content: payload, event (file,process, etc.)
Normal Content: data traffic

Intelligence Content: tracking files, tagged files, etc.
Trafficking Content: drug trafficking, etc.

Fraud Content: currencies, account details, etc.

Figure 6.5: Our Security Visualization Colour Guideline

Red, Yellow, Green, Blue, Purple and Orange. These colours are grouped into two categories—
primary and secondary groups. Our primary colour choices for security visualization are
red, yellow, green, and blue. The secondary group are purple and orange. These additional
colours are specifically for law enforcement security visualization with concepts matching
the Interpol’s colour-coded Notice system [194], [193]. Note, the use of red and orange in
the same visualization is not encouraged. For example, orange is only used to show illegal
trafficking content and it is regarded as an independent visualization type.

Overall, our colour standard addresses simplicity, familiarity and the establishment of a
comfortable environment thus leverage on prior knowledge for an effective learning pro-
cess. From a developer’s approach, understanding the colours and matching them to se-
curity event attributes in visualization is important. It is part of the colour management
process which avoids the issue of colour overlapping in representing security incidents.
Colour overlapping in visual presentations contributes to scenarios where there is visual-
ization misinterpretation or cognitive biases. Furthermore, the users have the opportunity
to understand, compare and observe faster given the visualization presented uses known
colours. Human vision is becoming naturally familiar with these colours proposed for this
standard. The colours red, yellow, and green are commonly used in everyday occasions such
as in traffic lights, road signs and more. Users are able to reassemble these colours used in
security visualization and interpret them with similar meaning, i.e., red for malicious (stop/-
danger), yellow for suspicious (warning) and green for normal. The choice of using such
colours in a security visualization standard automatically reduces the user’s working mem-
ory load during the visualization observation period and increases the attention span given
the user is familiar with the use of colours. Theoretically, a user should be able to connect the
dots within a given security incident much faster and effectively due to increased attention

span and prior knowledge when using this colour guideline.
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Finally, a good knowledge of what the colours mean and how they are used establishes the
need to understand the SCeeVis guideline functionalities. It is also required to know what
each entity and attribute means when used in security visualizations. These functionalities

are outlined and require very basic knowledge to understand them.

6.3.2 The SCeeVis Functionalities

Our SCeeVis guideline or pre-standard covers and provides an introductory content overview
of a new security visualization standard. It is important that visualization developers and
users understand what is needed to visualize from the processed data. It is also important to
know what visualization developers would want the users to see in security visualizations.
Thus, with a clear understanding on both the user’s demand and the visualization needs
from the developers perspective, will establish a common ground with the overall visualiza-
tion intention and output. Therefore, developing a visualization should contain all security
features intended to be presented when observed by the users. There are two distinctive

parts of the security visualization guideline and these are:

e Part 1: Understanding What is Needed: In this stage, researchers and developers have
to understand the purpose of the intended visualization, nature of the data collected,

and, most importantly, know the users who will be viewing the given visualization.

e Part 2: Security Visualization Process: In this stage, a clear understanding of who the
targeted audience is very important. The design and implementation phase is critical;
for example, choosing the right colours, objects and relationship links are critical for
an effective visual output. These choices and decisions primarily focus on the data

collected and the security event (e.g., cyber-attack) needed to be visualized.

The SCeeVis guideline Part 1 covers the preparation aspects of the entire backend design
and implementation process of the visualization framework. This includes the visualiza-
tion design thinking process which is fact seen as the information gathering process. It in-
volves understanding that is needed from the security datasets collected for visualization. It
is categorised into three sub-parts: (1) the problem, (2) the purpose and (3) the cyber-attack
landscape. SCeeVis Part 1 basically guides visualization developers to analyse and under-
stand the dataset from an end-user’s mindset. This means breaking down the data collected
into categories, and understanding the cyber-attack landscapes, relationship links and the

representation techniques required for visual analytics visualization.
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Security Visualization Standard (SCeeVis)

Part 1: Understanding what is Needed

1. The Problem: - Identification of security events
¢ Identify security events (e.g., malware attack, SQL injection, etc.) and data
type (raw data: log files, social media data, etc.)
¢ Understand the nature of data (e.g., financial data, health data, etc.)
2. The Purpose: Know the visualization type and technique
¢ Understand the intention of security visualization (e.g., show relationships,
etc.)
¢ Decision: exploratory or reporting visualization, security visualization

technique (e.g., categorising: time-based, provenance-base, attack-based)

3. Cyber-Attack Landscape: Know the cyber-attack location (e.g., network, sys-
tems, application layer, etc.)

¢ Know the point of attack (e.g., network attack, identify source and destina-

tion of attack, etc.)

e Attribution of cyber-attack

The ‘problem’ sub-part requires the information gathering, data analysis and knowing
what the security eventis. The ‘purpose’ sub-part deals relies on the information and knowl-
edge gathered in the ‘problem’ sub-part. With such information, a visualization type and
technique is chosen and designed with interactive user-centric features. Once, the prob-
lem and purpose are identified and executed, it is important to know and understand the
security event landscape, propagation methods and if possible know the source and desti-
nation of the security event. This means obtaining and understanding the provenance and

attribution details associated with the event, if known.

Finally, in Part 1, visualization researchers and developers require indirect knowledge on
the targeted audiences. This knowledge could the researchers and developers to predict
what the users would want to see, how to view it, and the know the predictive information

(knowledge) extracted and portrayed by the visualizations.
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Part 2: Security Visualization Process

1. Visual Presentation Methodologies: How to present data visually
2. Colour and Shape Standard for Security: Decision on choice of colours

¢ Standardising main colour choices

— Color: Red = High attack nature or violation (e.g., malware process)
- Color: = Suspicious process (e.g., [P address)

- Color: = Good or normal process (e.g., network traffic)

— Color: Blue = Informational (intelligence) process (e.g., IP address)

— Color: Black = Deleted, traces: non-existed (e.g., deleted file)
¢ Standardising main shapes choices

— Shape: Circle = Nodes (e.g., network nodes)

— Shape: Rectangle = File entities (e.g., .docs, .jpeg, etc.)

— Shape: Square = Data clusters (e.g., IP address - network traffic)

— Shape: Diamond = Web/social media entities, process (social media
data)

¢ Standardising Use of Line Types

— Line: Single line (- - -) = Relationships, connections, links, provenance,
time-base (e.g., between two network nodes)

— Line: dotted line (- — —) = Relationship interactions, or possible rela-
tionships (e.g., .docs, .jpeg)

— Line: Solid arrow (—) = Direction of relationship or interaction

— Line: Dotted arrow (—— >) = Direction of predicted relationship or in-

teraction

3. Security Visualization Techniques: Provenance and attribution-based, user-

centred, real-time based

4. Security Visualization Type: Animated, 3D, static, etc.

Part 2 of the SCeeVis guideline involves the security visualization process. This process

has four sub-processes, which include: (1) visual presentation methodologies, (2) colour
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and shape standard for security, (3) security visualization techniques and (4) security visual-
ization types. The visual presentation methodology covers the process of visual representa-
tion designs and the presentation method. It includes understanding what the security data
contains and the nature of the security event. The colour and shape standard for security
sub-process highlights the need to standardise the colours and shapes used for security visu-
alization. This maintains the same level of understanding for both the developers and users;
thus, browsing through multiple security visualizations does not require the user to re-learn
what colours and shapes mean. Hence, the colour and shape standard are easy to observe,
process, and an effective method to communicate critical security information through vi-
sualization. Although colour and shape representations are critical, the techniques used
for security visualizations are important, as they help relate the story behind the data pre-
sented. For example, this involves presenting various visualizations to show provenance,
attribution, real-time security events, patterns and behaviours of suspicious, or malicious
events. This sub-process involves gaining access to the user-trigger features, which helps
activate user cognition during the process of the visualization observation. Finally, the secu-
rity visualization type sub-process is adding an additional user-centric feature to the entire
visualization guideline. It is based on the type of data and the predicted knowledge required

to guide the users through the security visualization.

6.3.3 SCeeVis Guideline Requirements and Presentation Methods

The key requirement for any standard to be functional is the notion of common understand-
ing by security researchers, developers and users of the standard whereby a common lan-
guage is communicated for visual representation and presentation in security visualization.
This involves linking all SCeeVis guideline features together and knowing how each feature
functions. Firstly, the SCeeVis guideline requires to building on the existing collection of
standards, taxonomies, best practices and guidelines outlined in the SCeeVis guideline con-
ceptual model (Figure 6.4), to establish the basis of this standard. Secondly, the adoption of
our proposed colours into SCeeVis is crucial. Thirdly, the implementation requirements for
the SCeeVis guideline need to be clearly outlined. For example, the choice of using selected
shapes to represent various security visual nodes requires consistency across all security vi-
sualizations. Finally, it is important that researchers, developers and users understand how
this security visualization guideline delivers to enhance neutral and common knowledge

when applying the guideline for security visualizations.

In addition, our SCeeVis guideline delivers various presentation methodologies with em-

phasis on real-time and interactive security visualizations. Therefore, the use of colours,
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shapes, and a manageable presentation space for visualization, is important to maintain
effectiveness for security visualization. The ideal method involves using correct colours,
shapes and relationship link attributes in a security visualization. Thus, it is important that
researchers and developers understand the nature of the security incident while designing
the visualization and adopting the guideline stated in this standard. Overall, the concept
of providing an effective security visualization requires simplicity and clear visual presen-
tation as appropriate and outlined in our SvEm algorithm. This leads to allowing security
researchers and visualization developers to understanding the links between the security

incident landscapes, entities and relationships.

6.3.4 Security Incident Landscapes, Entities, and Relationships

Security incidents are the derivation of security visualizations. Thus, a security visualization
is effective and appealing when portraying useful interactive security information from the
incident captured. Hence, researchers and developers need to know and understand the
incident landscape, entities involved and the relationships between entities (e.g., malicious
IP address, payloads, etc.), which describes the story of the security incident. Entities (En),
relationships (EnR) and security landscapes (SL) are core components of our framework.
Therefore, using this knowledge, a security visualization can be effectively designed and
presented to the targeted audiences. We provide details for what each component means
when applied in the SCeeVis guideline and in security visualizations.

Security Incident Landscapes:

Security landscapes (SL) provide the incident scope and environment for users to perceive
clearly within the security incident visualized. A familiar SL enhances a user to intuitively
establish a conceptual boundary that enables them to confront a visualization with confi-
dence. Landscapes vary according to the type of security incident captured thus, contribut-

ing to the need for effective visual presentations.

Entities:

Entities (En) refers to the following: threat actors, malicious payloads, infected IP address
and more. These entities contribute to the SvEm effectiveness measurement theory. For
example, Figure 6.6 shows four different entity (Network nodes) presentations with the use
of shapes and colours. Identifying these entities in visualization with the least amount of

observation time affects the performance of our framework.
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QU 0O

(a) e.g., Malware payload and suspicious IP address. (b) e.g., legitimate IP address and bitcoin node

Figure 6.6: A sample presentation of Entities for Security Visualization

Entity Relationships:

Entity relationships (EnR), also called links, are vital for our framework. EnR functions con-
nect entities together, show relationships between entities, show directions of interactions
and are also used to activate user-cognitive functionalities. This allows users to perceive
hidden information, links and potential security insights. The SCeeVis guideline uses basic
relationship representation, i.e., ‘solid and dotted (dash)’ lines to represent entity relation-
ships. We added colours into various types of relationships to show the effect these entities
are portraying in security visualizations. For example, a red line shows a malicious con-
nection/link and a red dotted (dash) line shows interaction relationships and links. How-
ever, when changing the solid/dotted lines and making them solid/dotted lines, it shows
the direction of the relationships and interactions. Finally, relationship representations in
the SCeeVis are not restricted to straight solid/dotted lines, they can be curved solid/dot-

ted lines as well. Such relationship representations reduce visual design and observation

complexities.
I —> Malicious link/connection BN BN B B B B = => Malicious relationship/interaction

=> Suspicious link/connection => Suspicious relationship/interaction

=> Normal link/connection I = Normal relationship/interaction
s = [ntelligence link/connection M- WW- => show intelligence relationship/interaction

Figure 6.7: The sample Entity Relationships for Security Visualization

6.3.5 SCeeVis Application Use Cases

Security standards are technical documentations with no effects unless applied practically
in information technology systems. Our SCeeVis guideline is implemented through use
cases described in Chapter 5 of this thesis. The application of SCeeVis are implemented
in our visualization use cases, namely (1) VisualProgger, a real-time security visualization

application, (2) locky ransomware visualization and (3) the real-time cyber security chal-
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lenge augmented reality visualization. In addition, we implemented a centralised security
visualization framework which includes a bitcoin visualization for intelligence tracking and
monitoring and malware reporting visualization. These were developed for the law enforce-

ment security domain.

The application of this guideline has been applied during all stages: (1) design, (2) im-
plementation and (3) observation stages. Thus, providing this standard to the visualization
developers and the users (viewers) help establish a common knowledge on what will be pro-
vided (i.e., the developers task) and what is provided through security visualization for the
users (viewers) to see and observe in the security incidents. In all use cases mentioned, the
use of colours, shapes, relationships and interactive features presented through visual en-
tities (nodes) shows a simple method of applying such a standard to communicate critical

information analysed from the data and presented to the users (viewers).

6.4 Evaluation of the (SCeeVis) Guideline

Although our SCeeVis guideline shows strength and advantages in the security visualiza-
tions discussed in earlier chapters, there is the need for evaluation and seeing how effective
this standard is. We evaluate the application of our SCeeVis guideline against other known

security standards and state the strengths and weaknesses of our SCeeVis Guideline.

6.4.1 The SCeeVis Colour Association Rules

The SCeeVis guideline has strong emphasis on the need to standardise the use of colours and
shapes for basic security visualization implementation and presentations. It has strengths,
challenges and limitations. Firstly, the range of colours available for visualization usage can
be limited thus creating difficulties when attempting to represent multiple security entities
and relationships. Hence, we created a set of rules to introduce additional colour usage and
colour relationships when applied in security visualizations. The rules are derived from and
linked to each of the SCeeVis colours outlined, namely red, yellow, green and blue. These set
of rules are effective only when associated with other colours, and when applied in security
visualizations. Thus, the idea involves maintaining the standard colours as roots of visual
colour representation so that users can still find their way around exploring security visual-
izations from a known point identified through the security visualization presentation. We

call this set of rules as the ‘SCeeVis colour chaining standard.’ These rules are:
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10.

11.

12.

13.

14.

. Red = only used for malicious representations

. Red > or vice versa is used for representing malicious and suspicious

entities

. Red = any other colour is used for malicious entity association with either un-

known entities or classification of large data clusters
= is used for suspicious entity associated with normal entities

= Blue is used for suspicious entity associated with intelligence tracking

entities

= any color is used for suspicious entity associated for classifications of

either suspicious entities or unknown entities

= Blue or vice versa is used for normal entities associated with Intelli-

gence tracking and monitoring

= and any other colour (except or Red) for security representation,

comparison, classification and categorisation

. Blue = and any other colour (except or Red) is used for intelligence track-

ing, monitoring, classification and categorisation

> or Red is used for representing normal entities associated with

suspected or malicious entities

Blue = or Red is used for representing intelligence tracking entities asso-

ciated with suspected or malicious entities

Purple = only for law enforcement use: for contents of trafficking (drugs, animal

artifacts, etc.)

= only for law enforcement use: for contents of fraud (currencies, ac-

count details, etc.)

Any other colour = other colours (not: red/ / /blue/purple/ ),
while it is not encouraged, we allow room for expansion. Thus, we use this op-
tion to represent either ‘unknown’ entities, clusters of entities or show purely

classifications or grouping extracted from large datasets.
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6.4.2 SCeeVis Challenges and Limitations

Our SCeeVis guideline provides a way forward for security researchers, visualization devel-

opers and users when designing and implementing security visualizations. As described

in the earlier sections of this chapter, this standard addresses a full-scale effectiveness per-

formance and assessment throughout the designs, implementation and observation (DIO)

phases of our SVEm security visualization framework. It has leverage on existing security

standards, taxonomies, best practices and guidelines to build a new security visualization

standard. While there are strengths and advantages of this standard, there are challenges

and limitations encountered when deriving this guideline and when applying it in security

visualizations. We evaluate and discuss these challenges and limitations in the following

way:

1.

Challenge-1: Colour range limitations: The choice of colours in visualizations has
limitations due to the available range of colours. There are not many original sets of
colours to use for visualizations. This makes visualization presentation a challenge
when the datasets are large, and all security entities and attributes present in the visual

space need to be provided.

. Challenge-2: Colour overlappingissues: A challenge encountered by developers is the

ability to use colours comfortably when developing security visualizations. However,
the similarities among various colours limits the range in terms of which colours can
be used to differentiate entities. Examples of colour similarities are: (1) red vs orange,
(2) yellow vs orange, (3) purple vs red/pink, (4) red vs pink and more. Thus, offering
a security visualization that contains these colours in a visual space will automatically
create colour overlapping issues. This also creates confusion for users (viewers), es-
pecially those that have vision issues and are not able to distinguish between such

overlapping colours.

. Challenge-3: Colour preference by users: Users (viewers) of visualizations have pref-

erences around colours used in visual images. It is often a case whereby users establish
perception in an area they are comfortable with and also of known working memory
load. However, that is a challenge for visualization developers when attempting visu-
alization designs to please all targeted audiences. Users naturally decide and prefer
certain colours over others, which can be a demotivating factor in increasing user at-

tention span when observing security visualizations.

Challenge-4: Gestalt principles/laws and criticisms: As part of our SCeeVis standard

we adopted and incorporated Gestalt principles/laws concepts as a forms of practical
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guidelines and situation awareness for developers and users of security visualizations.
The concept of perceiving objects/entities as a whole and in groups is realistic; how-
ever, past literatures have criticised the concepts due to not enough user-testing and

evaluation of these principles.

5. Challenge-5: Organisation Specific Standards: Finally, a challenge stopping the full
utilisation of our SCeeVis standard is related to organisation regulations and policies
around which standard to adopt and use. This is due to demands from organisations to
use certain specific standards that meet their requirements regardless of how effective
that particular standard is. It restricts the potential of attempting to test and apply
other standards such as our SCeeVis guideline.

6.5 Summary

In summary, this chapter delivers our Security Visualization Guideline (SCeeVis standard).
Our Guideline is built on existing visualization designs and implementation concepts. These
concepts are addressed towards visualization researchers and developers; however, the SCee-
Vis guideline adds another layer into the visualization designs and implementations to sat-
isfy the users (viewers) of security visualizations. We provided a full-scale security visual-
ization standard with emphasis around colour usage, user-trigger interactive features and
delivered a set of our ‘SVvEm standard colour chaining’ rules as part of the SCeeVis guide-
line colour association rules. These association rules serve the purpose of activating user
cognition with the establishment of guideline colour chaining to enhance the users when
traversing through a security visualization to make sense out of it. When applying the SYEm
colour chaining rules, it establishes a pattern recognition method to trace known entities
and relationships through the use of chaining (linking) with our standard colours, namely
red, yellow, green, blue and black. This method helps establish a point of reference (com-
fort zone) for users to begin exploring security knowledge from the security visualization
provided.

As mentioned, our SCeeVis guideline adopted designs and implementation concepts from
existing security standards, taxonomies, best practices and guidelines outlined in past liter-
ature. We built on design and implementation research gaps which are identified as core
user-centric features needed for a security visualization standard. These gaps aid the estab-
lishment of our security visualization to address simplicity and effectiveness in security visu-
alizations. The introduction of a standardised colour system, adopted from Interpol’s notice
system and translated for security purposes, is the primary part of our standard. The intro-

duction of standardised set of shapes and lines to represent entities and their relationships
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is the second component of our standard. Finally, the introduction of our SCeeVis stan-
dard colour association rules is the third component of our Security Visualization (SCeeVis)
guideline.

However, implementing security standards does have challenges and limitations that con-
tribute to several evaluation factors. These are associated with the developer’s designs and
implementation process, plus the users of security visualizations, which are the end-users
and organisations who operate on certain standard requirements. Challenges encountered
in security visualization basically revolve around the use of this standard and the selection
of components that make up the standard. Firstly, the standard colours mentioned can be
a challenge if users confront the security visualizations with expectations, preferences and
the ability to accumulate cognitive biases based on preferences. As a result, this standard
will struggle to guide users to achieve potential security insights. Secondly, users and orga-
nizations have preferences and regulations that help them decide and interact with certain
standards. They often have expectations that might demotivate them when attempting to
apply our SCeeVis guideline to their needs. Finally, evaluating this security visualization
guideline provides room for further improvement with added content around security and
user guidelines.

Thus, we conclude that in the security domain, there are few sets of standards. The ISO/IEC
27000 family series provides guidelines for information security in business management
systems. However, the security visualization field lacks standards to guide and help mea-
sure effectiveness in security visualizations offered. We provided our SCeeVis guideline with
two primary emphases: (1) the introduction of standard colours, shapes, relationship links
with an interactive user-trigger features guide, and (2) providing a set of standard colour
association rules to enhance users’ with pattern recognition and activate user’s cognition
point-of-reference (comfort zone) for users to establish their observation of the security vi-

sualization presented.
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Chapter 7

Analysis and Evaluations

This chapter covers the assessment and evaluation section of our entire security visualiza-
tion framework against the proposed objective of providing a full-scale effectiveness mea-
surement approach in security visualizations for cyber security operations. Our thesis ob-
jectives are to provide an effectiveness approach for security visualization in the following
stages: (1) design stage, (2) implementation stage and (3) user observation stage. With these
objectives, we provided several interactive visualization designs which are built upon the
need to visualize security incidents in limited spaces provided such as in mobile platforms.
We also introduced our SvEm algorithm which incorporates the data used, visualization pre-
sented and user perception concepts. This algorithm provided two effectiveness outcomes:
(1) measurement of distortion rates in security visualization and (2) the least time measure-
ment required to acquire security knowledge. Furthermore, this thesis provided our security
visualization standard (SCeeVis standard) as part of measuring effectiveness in security vi-
sualizations. Thus, we will assess and evaluate each effectiveness approaches stated to un-
derstand how effective this proposed framework can perform in security visualizations for

web and mobile platforms.

7.1 SvEm Algorithm Evaluation

We begin with evaluating our SvEm algorithm. This algorithm provides a theoretical method
of calculating effectiveness in security visualizations. It differentiates itself from other meth-
ods by not only addressing effectiveness in the design and implementation phases (stages)
but also during the visualization observation phase. It is a unique full-scale security visu-
alization effectiveness measurement approach. It begins with assessing and preparing the
data processed which involves creating predefined data into visual nodes. Secondly;, it asso-
ciates the amount of data needed to be visualized against the available visual space. Thirdly,

it delivers the implementation of security visual nodes in terms of representation and pre-
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sentation methods. Finally, it delivers user-trigger features to activate user cognition and
observes the viewers perception environment thus, ensures effectiveness in the security vi-

sualization presented.

7.1.1 SvEm Algorithm Variables Evaluation

We opt in to analyse and assess each algorithm variables as the SvEm algorithm evaluation
strategy. This has allowed us to closely analyse how it is applied in security visualizations.
Reiterating on our SvEm algorithm seen in Equations 7.1.1, 7.2 and 7.3, we preview the SvEm
algorithm and all variables as follows:

e B

(SvEm) Distortion (ds;.;;) Theory Assessment

(w=* h)
SVyar = Svf—*an (Svp*dy) #0 (7.1)
_ SVyai . 9 o
SvEm = >50%Distortion)> (Cl * ngjicks)/ tme) #0 (7.2)

(Cl* nejicks) ! tme

(SvEm) Time (Z5,./;,) Theory Assessment

/
SvEm = €L/ tme) <0.25sec(s)(Time) (7.3)
Nelicks * Svf/dn

Where:

w * h : Web/Mobile display area (dimensions)

Svy : Security visual nodes (e.g., Infected-IB, timestamps, etc.)

dy, : n-dimensional view in security visualization

Cl : Cognitive load (Identifiable attributes (quantity) - Prior knowledge)
tme : Memory efficiency (Effort based on working memory - Time-base)

Nelicks - Number-of-clicks on visualization

We analyse each variable and understand its existence as part of our SvEm algorithm and
hence understand its roles in achieving effectiveness measurement in security visualiza-

tions. The variables are described accordingly, including:
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1. w*h: Web/Mobile display area (dimensions): A visualization display area (space) plays
a vital role in our theory. It affects how information is presented. The ability to view
security visualizations on different screen sizes creates a need for an effectiveness mea-
surement consistency rating. For example, a 52-inch plasma screen with high resolu-
tion delivers totally different visualization clarity and user experience compared to a
4.7-inch smart phone. Such screen size range makes it difficult to obtain a consistent
effectiveness assessment rating. Hence, for consistency in assessing and measuring
effectiveness in this research, we narrowed down our visualization display space and
area to focus on small display screens. This includes small screen mobile platforms

and laptops with 13 inches or less display dimensions.

As observed in our security visualization use cases, effectiveness in security visual-
ization has additional factors such as the number of visual nodes or objects (entities,
variables) displayed in a given time, concurrent visual views in the same display space
and rendering capabilities. In addition, the use of colours in these visualizations also
affects how a visualization displays itself within the display space. Hence, we con-
clude that our web/mobile display area (w * h) variable primarily contributes to our
effectiveness measurement achievement and it dictates the outcome of the security

visualization presented.

2. Svy : Security visual nodes (e.g., Infected-IP, timestamps, etc.): Similarly, security visual
nodes (Svy) are critical in security visualization, as they drive the core existence and
purpose of offering security visualizations and communicating security information
across to the targeted audiences. Patterns and behaviours emerge from observing and
analysing multiple links between interested visual nodes. Therefore, a user confronted
with a security visualization has the potential to either use their memory efficiency to
perceive security information or explore and learn from the visualization presented.
Thus, by users identifying security visual nodes and perceiving them via their intuitive

cognitive ability and strength enables them to acquire security knowledge.

However, there are challenges in designing and representing predefined data attributes
into practical security visual nodes that in reality resemble the security events. Hence,
the concept of providing a security visualization standard such as our SCeeVis stan-
dard helps connect the dots between each security visual node and their meaning/rep-
resentation. In addition, designing security visual nodes required the concept of sim-
plicity, fitting into the visualization space, and it has to be as realistic as possible to
aid user perception. Furthermore, the challenge resulting from the data size need-

ing to be visualized concurrently elevates the challenge of creating multiple security
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visual nodes to represent different data attributes. For example, visualizing a cluster
of malicious attributes in a static visualization environment is deemed a visual clarity
challenge compared to visualizing the same cluster of malicious attributes in a real-
time/dynamic security visualization space. Hence providing an effective security visu-
alization required that we implemented an effective backend infrastructure that man-

ages proper and timely data processing.

. dy : n-dimensional view in security visualization: The challenge of having a fixed vi-

sualization space (w * h) for visualization due to restricted hardware dimensions trig-
gered the need to introduce our n-dimensional view (d,;) variable as an effectiveness
component. Hence, n-dimensional views in security visualizations provide various
visual views to distinguish between different security events extracted from the data
collected. In addition, the n-dimensional view variable is utilised to show granulari-
ties in visual processes, clusters and the possibility of identifying different system and
network layers. The n-dimensional view concept is also designed to accommodate the
growing size of data needed for visualization. This enables multiple visual perspec-

tives, for example viewing certain cyber-attack landscapes from multiple dimensions.

. Cl: Cognitive load (Identifiable attributes (quantity) - Prior knowledge): The cognitive

load variable is a vital component in our SvEm algorithm as it addresses the users ef-
fectiveness contribution. It is both a theoretical and practical component that relies
on user observation and assessment to address effectiveness in our SYEm framework.
A cognitive constant has been established to act as the minimum possible cognitive
measurement that can exist to activate user cognition in human beings. In this frame-
work, cognitive load has a limit where users are required to utilise their working mem-

ory to perceive interactively with a high effectiveness rating.

. tme : Memory efficiency (Effort based on working memory - Time-base): Similarly, the

memory efficiency variable co-exists with the cognitive load variable. It is a time-base
measurement based on the user’s effort when utilising their working memory load
while processing the visual information presented in a security visualization. Thus,
an ideal user experience with security visualization requires that memory efficiency

would increase while cognitive load maintains a consistent reading.

. Nglicks - Number-of-clicks on visualization: The number-of-clicks (7n.;cks) variable is

dependent on the visualization space (w * h) variable and the n-dimensional (d;,) view
variable. Given a reasonable visualization space and that a 4-dimensional view per-

forms and displays more visual nodes than visualizing on a 2-dimensional view secu-



rity visualization. Hence it affects the user’s working memory load (¢,,.) time frame.
Users tend to perceive better when interactive visual nodes are presented in high-
dimensional views. Therefore, in such cases, the ideal output for the number-of-clicks
in security visualizations should be the least recorded given the users has an active
working memory load rate and high working memory load. In theory, a higher working
memory load is a result of less number-of-clicks executed. However, we assessed user-
clicks against zooming features and other user-trigger interactive features in both web
and mobile user actions. Results have indicated that the number of clicks executed for
the purpose of exploring the visualization purposes does not go in line with our inten-
tion of the concept of achieving minimal user-clicks. Therefore, the number-of-clicks
(nericks) variable performs on a case-by-case visualization experience. For example,
observing a security visualization for exploring purposes and observing a visualiza-
tion for reporting purposes provide two different user-clicks outcomes. Secondly, the
security visualization designs and types would affect the number-of-clicks variable in
a visualization. Different security visualization presentation designs require certain
number of clicks when observing security visualizations. Hence, comparing number
of clicks in such situation require a set of approved visualization range to achieve bet-

ter mean statistics in the number of clicks performed in a security visualization.

Overall, the success of our SvEm theorem and framework aims to achieve effectiveness
in security visualization and enable an efficient measurement approach. This is achieved
through all SvEm variables being interconnected and depending on each other. The exis-
tence of all SYEm variables co-exist in a way to provide a full-scale effectiveness measure-

ment in security visualization.

7.1.2 The Cognitive Load and Memory Efficiency Calculation Evaluation

Assessments in software applications are performed through backend/frontend performance
testing. However, from the application side linking to the users, it is a challenging task to
evaluate performance for both the application and user linked together. This is often due
to the assessment technique used to measure performance. However, our SYEm framework
goes beyond the application and user perspectives. The primary focus is basically in an in-
termediate stage between the application and user (viewer), whereby user-trigger features in
security visualizations and the cognitive/perception process in users are assessed to mea-
sure effectiveness. A major approach in this stage is to understand what users want and
what they are looking for in security visualization. This is a challenging task; however, pro-

viding effective means to aid users and the SvEm framework is our approach, whereby users

153



are empowered to perceive and perform effectively in decision making. This is opposite to
providing a security visualization to users with a direct intention of what a user would ex-
pect to see and extract from the visualization presented. Hence, the drive to empower and
enhance the user’s cognitive and working memory abilities contributed to effectiveness in
the whole security visualization experience. As a result, users are comfortable in teaching
themselves to understand security incidents in visualizations, thus improving their interac-
tions and observations with the security visualization presented every time they are in such
a visualization process.

However, the question of how cognitive and memory efficiency are measured is a current
challenge. Past research in psychology has heavily invested in user studies and theoretical
proofs [195], [196]. Operating less form a psychological approach, and more from a com-
puting science perspective, we approached cognitive and working memory load with the
concept of linking the user’s perception with their cognition process and understanding the
relationship between perception, cognition and the SVEm framework’s user-centric features.
These are executed when the user’s mind has the ability to perceive and apprehend objects
(e.g., security visual nodes) through sight with the use of visualization interactive features.
Thus, this process allows users to think of key words relevant to the security visual nodes
presented. The user’s cognition process through the thinking process allows them to think
and enhance their perception process and relate back to past/previous visualization expe-
riences, hence evaluating the past objects perceived. This process is executed as a result of
having a high memory working load/capacity in the security incident presented.

Based on the theoretical approach, we used past techniques to understand and calculate
cognitive and working memory load in users. Hence, we assessed various simulated user
experiments and got the following results, shown in Table C.1 (Appendix C: C3) and in Fig-
ure 7.1. This experiment has shown that there is consistency in the viewers’ working mem-
ory and cognitive load performance: as working memory load increases, cognitive load also
increased as well. However, in Figure 7.1, the lines of best-fit show that both cognitive and
memory efficiency performance are linear and the cognitive load has shown a consistent
load (capacity) limit. As a result, the cognitive load performance does not overlap work-
ing memory load performance in a user. In reality, this is the ideal situation a user (viewer)
should be in when observing and analysing security visualizations.

Therefore, we set up an experiment to assess cognitive and working memory load and
record user performance, with two sets of visualization experiences. This experiment is
based on a dual-task methodology [197] with the assumption that the user’s working mem-
ory will function effectively if users are supplied with our SCeeVis standard, SCeeVis colour

chaining standard and SYEm-CWML instruction set. We provide a summary of the cognitive
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Figure 7.1: A Comparison Assessment of Cognitive and Working Memory Load in Viewers

and working memory load assessment by tasks executions. This is shown in Figure 7.2, and
identifying how each entity (user, the security event, and SvEm framework) contributed to-
wards the dual-task assessment process. The figure and results collected shows that users
can effectively learn within the least time required before confronting a security visualiza-

tion. We conducted the experiment in the following manner, as indicated in Table 7.1:

Table 7.1: The Cognitive and Memory Efficiency Observation Experiment

SvEm-CWML Observation Calculation

Experiment 1 Experiment 2

No standard SCeeVis standard

No SvEm-CWML Instructions SCeeVis colour chaining standard
— SvEm-CWML instruction set

The first experiment set is seen as the training set, whereby users were not handed in-
structions on how to fully utilise their working memory load and cognitive load capacity. Al-
though this experimental process is proven difficult by past researchers [197], we designed

a simplified version of the experiment to assess cognitive and working memory load. In
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Figure 7.2: A Set of Tasks Executed for Cognitive and Memory Efficiency Load Measurement

Figure 7.3 samples of security visual nodes are identified from the two sets of security visu-
alization presented. Both visualization samples are of different designs but maintain use of
the SCeeVis colour standard. This helps users to identify interesting visual nodes faster and
effectively, given they have a fair idea of what they are expected to visualize. In this exam-
ple, predefined visual nodes are shaded in red, yellow, blue, green and other colours as well.
Overall, the use of security visual nodes in our SYEm framework links known data attributes
with the visualization to activate the user’s cognition to an event while observing a security

incident using the visualization.

In the first set of experiments, the number of visual recognition identifiers vary from 1 to
12 within the same set of visualizations offered. As observed, users (viewers) are asked to
identify each visual node and explain what the visual nodes are by identifying the colour
used for each visual node. The use of coloured visual nodes in the visualization also brings
the ability to distinguish between distorted nodes from brighter nodes. This activates the
user’s cognitive load to further assess the visualization and respond with a record time du-

ration.

This experiment is repeated in the second set but with changes made to it. The first step
includes leveraging on using our SCeeVis standard guide with predefined security visual
nodes, as visual recognition identifiers in security visualization trigger the user’s cognitive

load and increase the user’s working memory load. The second step includes giving users
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Figure 7.3: Visual Recognition Identifiers - Security Visual Nodes

an SVEm-CWML instruction set to enhance the user’s ability to use their cognitive load and
working memory load effectively to process visual nodes when observing security visual-
izations. Hence the number of security visual nodes identified is recorded against a time
duration. This is used as a measure of cognitive load and working memory load. Thus, the
number of visual nodes identified is seen as a memory efficiency (working memory load)

identifier and measurement.

Hence, the user’s cognitive and working memory load requires a practical set of assess-
ment and measurement techniques to aid viewers and, at the same time, measure effec-
tiveness in the entire visualization observation process. While this is not yet fully proven
practically for security visualization, our theoretical approach enhances and measures the
user’s cognitive and working memory load by facilitating a ‘security cognitive and working
memory load instruction set” We called it the ‘SvEm visual cognitive and working memory
load (SvEm-CWML) instruction set. This instruction set’s co-function is to provide a mental
set of procedures/guides for the users to use when confronting a security visualization. It

should store and contain the following instructions:
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START
1. Instruction Set 1 - Cognitive and working memory preprocessing stage:

a) Step-1: Establishment of the SCeeVis standard in the user’s mind

b) Step-2: Recall, read, understand and store the colours, shapes and relation-
ships codes (SCeeVis standard)

c) Step-3: Recall the SCeeVis colour chaining standard

d) Step-4: Identify and establish a ‘visual recognition (point-of-presence)’
point (this is done by identifying known security attributes and knowledge

(e.g., security visual node/nodes) from the visualization presented).
2. Instruction Set 2 - Perceiving stage:
a) Step-1: Explore with the use of the SCeeVis colour chaining standard in all
direction.
b) Step-2: Identify, group and classify security visual nodes.
c) Step-3: Connect the dots between visual nodes and patterns.

d) Step-4: Identify visual behaviours using patterns identified in the presented

security incident

e) Step-5: Mentally reassure the participant of the perception process.
3. Decision making process on final security knowledge is extracted

4. Conclude instruction set or revert back to Instruction Set 1 and start again.

END

The instruction set provides security experts the means to assess and measure the user’s
cognitive load and memory efficiency (working memory load) effectively. It is also a mea-
sure of how users visually observe security visualizations when no instructions are provided
against the second set of experiment when instructions are provided to assist the visual pro-
cess. However, there are challenges in these experimental sets around fully assessing various

users with different visualization preferences and levels of understanding in security.

7.2 Cognitive Load and Working Memory Constraints and
Limitations

The idea of investigating the user’s knowledge and intuition ability to understand effective-
ness in visualization processes had driven our research to focus on human cognition and

memory efficiency. These two components affect how effectiveness is measured in security
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visualization. However, evaluating and understanding what makes security visualization
effective for users is a challenging task for security researchers. While there are potential

methods used to link up security visualization and users, there are challenges as well.

Hence, human cognition (cognitive load) and memory efficiency (working memory load)
execute constraints and limitations when assessing and measuring them. These limitations
are often associated with the challenge of obtaining consistency in the experiments. Exper-
imental entities (users) possess either similar or different preferences and concepts. This
makes the cognitive and memory efficiency assessment difficult. Other constraints involve
the state the user (viewer) is in, i.e., do they have prior knowledge of security related events,
are they aware of how to use security visualization to explore security incidents, and are
they motivated to use security visualization, (e.g., is the incident presented considered im-
portant to them)? Psychologically these questions affect the user’s cognitive ability during
a visualization observation process, thus affecting how cognition and memory efficiency
are assessed. Hence, cognitive load theories have found that cognitive efficiency is con-
strained to limitations in working memory capacity to process and store information simul-

taneously [4].

Furthermore, security visualization is a new situational awareness approach for users in
cyber security operations. Hence the concept of utilising the user’s cognitive capacity and
working memory load for specific visualization purposes is a challenging experience. It re-
quires a training stage for the users of the SvEm security visualization framework to un-
derstand how human cognition and memory efficiency impacts effectiveness in security
visualizations. This training process is challenging because of viewers’ own distinctive visu-
alization preferences and divergent methods of confronting, exploring and perceiving visual
information. As a result, human cognitive load and working memory load affects effective-

ness measurement in security visualizations.

7.2.1 Evaluating User Observation and Assessment

The ability of users to fully utilise human cognition and memory efficiency through the con-
cept of working memory load or prior knowledge led us to evaluating the higher overview of
the user’s observation process and environment. As described earlier in this chapter, users
rely on their cognition and perception capabilities to effectively confront, interact/observe
and learn from the security visualization presented. Both cognition and memory efficiency
are measured in time (seconds). Hence, effectiveness is not directly measured in users or in
the security visualization presented but through the user’s observation process and through

the interactive user-trigger features presented in security visualizations.
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A deeper understanding of how effectiveness is observed and measured required us to
understand the entire visualization environment. The user’s cognitive preprocessing and
preattentive data processing realm allows users to naturally generate ideas to enhance their
perceptual and visual experience. In this processing realm, users mentally perceive and
sketch out ideas, links and, relationships, and generate patterns and behaviours from the
security incident visualized. Thus, connecting the dots through this process helps share in-
sights and overall brings motivation and comfort for users to interact further with the secu-
rity visualization. This entire visual experience attracts users into interacting and exploring

visual information thus removing and reducing cognitive biases in users.

The entire visual experience impacts both the users and the visualization presented. Hence,
reiterating from the preattentive process seen in Figure 4.10, users generally execute several
stages consistently and sequentially during their observation and exploring process. These
stages include: generating ideas, expanding creativity with working memory load and men-
tally forming or building visual information. The stage of generating ideas links to user in-
teractions with the security visualization presented, and it requires the user to perform in-
teraction events such as mouse-clicks and, zooming, to enhance their perception to be cre-
ative and generate ideas. Hence, user-trigger features such as ‘semi-permanent hold’ allows
the visualization to provide critical security information to users. This process activates the
user’s cognition and working memory load to expand on creativity, thus further exploring
and gaining security insights.

Our user assessment is as vital as the SvEm security visualization framework. The as-
sessment indicated that for a visualization to be effective, memory efficiency is crucial for a
higher performance reading. User responses were observed and used to measure effective-
ness in our framework. The SCeeVis colour standard contributed to the user performance
by enabling users to process patterns and behaviours faster through classification and track-
ing/tracing of data relationships and links. In return, users understand the colour standards
(guides), and approaching the visualization enabled them to process and connect the dots

effectively through known security variables presented in the given visualization.

7.2.2 Evaluating SVEm'’s User-centric Features

The SvEm security visualizations are designed with user-centric features and capabilities
to enhance the user’s visualization environment. Thus, these features include user-trigger
options, colour standards and guidelines. Although these features aid users, there are chal-
lenges and limitations. For example, user trigger events are executed based on the data

filtered and processed, i.e., a malicious variable, attribute or file. The implementation of
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SCeeVis colour guideline and pre-standard does provide and enhances the users with their
visualization observation. However, from a design perspective, the range of colours avail-
able does pose a limitation when multiple data nodes and, attributes are needed to be repre-
sented concurrently in the same visual space (visualization). This creates confusion, which
often leads to cognitive biases. As a result of cognitive biases, the effectiveness rating will be
low. Hence, the ideal approach is to avoid pushing beyond the colour limitations.

In addition, the introduction of SvEm:cognitive-activators into our visualization frame-
work creates a user-centric perspective of allowing users to be alert and watchful for security
events. This automatically activates the viewer’s cognition, thus motivating them to interact

with the visualization presented.

In a limited visual space such as on mobile platforms, user-centric features are useful for
interaction purposes. Our SvEm security visualization framework provides mouse-clicks,
zooming and traversing visual views, which are useful for exploring and observing visual
information. Users utilise these features effectively to interact, learn and communicate se-
curity information from the data presented, hence aiding them to make effective decisions.
However, visual clarity is an issue when the data size required for visualization grows at a
fast rate. Hence, representing all visual nodes in a limited space does cause visualization
distortion. This is a challenge whereby effective data representation and presentation de-
signs are implemented to manage high data volume, thus providing an ideal easy-to-view

visualization.

7.3 SvEm Implementation and Application (uses)

Implementing our SvEm theory requires us to develop applications with specific features
discussed earlier in this chapter to demonstrate our framework and approach. We incorpo-
rated all algorithms and designs into our SvEm framework and developed several use cases
to show case our theorem. However, before performing our design, we surveyed popular
existing visualization designs and picked the top four visual designs to use for our design
benchmark. The designs chosen, after executing a literature survey and a user survey to
find user preferences, are: (1) circular design, (2) treemap designs, (3) bubble charts, and
(4) graphs. Although these four designs were ranked the most preferable and popular, effec-
tiveness in security visualization does not only occur through the design phases in applica-
tions. There are more factors contributing to effectiveness in visualizations. These include
how the security visualization application (SVEm framework) is used and what it is used
for. Hence, the uses/purposes of each security visualization presented distinguish the secu-

rity incident landscape and the urgency to present it through visualization. For example, a
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real-time security visualization use case with VisualProgger serves the purpose of real-time
tracking, monitoring and situation awareness. A ransomware visualization analysis serves
the purpose of exploring and understanding the ransomware. Hence, the ransomware vi-
sualization allows the users to see and understand how it propagates through systems. In
addition, augmented reality security visualizations are specific to capturing and providing
critical security information in an interactive high-dimensional visualization environment.
This is useful when data volumes grow rapidly thus removing the visual challenges from a 2-
dimension visual plane and providing an augmented reality visual experience removes the

stress-related cognitive biases in users.

7.4 SvEm Use Cases Evaluation

We evaluated our security visualization application use cases against several issues, misin-
terpretations, data presented, misunderstanding around the use of visualization and most
importantly, the targeted audience. We begin with outlining two approaches that affect se-

curity visualization outputs:

1. When visualizations implemented are the work of designers with no background in

security;

2. When visualizations implemented are the work of security professionals who do not

understand data visualization

In these two security approaches, one visualization output is potentially attractive and
colourful but not effective in transforming and communicating security information across
to the targeted audiences. The other visualization output is potentially effective but often
uncoordinated with visual complexities, thus leaving users (viewers) with confusion, which
either demotivates the users or increases cognitive biases. Hence both approaches bring
about misinterpretation and misunderstanding of the data presented. Such approaches also
change the intention of providing visualization thus allowing users to interpret the visual-
ization according to their own knowledge.

However, security visualization researchers can ask this question: ‘What is it about visu-
alizations that makes them an ideal method to solve big and critical security problems? We

evaluate our SvEm security visualization use cases to understand and evaluate this question.

7.5 VisualProgger Application Evaluation

The first use case developed to test our hypothesis is VisualProgger. It is a security applica-

tion use case designed and developed with two security components: (1) areal-time security
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visualization platform and (2) a visual analytic platform. The real-time security visualization
platform was designed with the aim of simplifying data visualization by managing how pre-
defined security data are represented in security visualizations. It provides a timely flow of
real-time visual appearance with interactive features, which triggers the user’s attention and
activates their cognition to interact and explore security related events. As seen in Chapter 5,
and particularly in Chapter 5.6, three visualization options are presented for the users (view-
ers) to select and interact with. These are the sphere visualization view (Figure 5.16), helix

visualization view (Figure 5.17) and the grid visualization View (Figure 5.18).

7.5.1 Evaluation of Application User-Trigger Components

There are interactive user-centric features associated with these visualizations views. They
serve a core purpose of providing security event alerts identified from the data visualized
and also allowing users to interact with the visualization. These features shown and dis-
cussed in Chapter 4.7 and Chapter 4.7.1 are designed to link up the SvEm security visualiza-
tion application with the users (viewers) by tapping into the user’s perception environment
from the moment the users confront the visualization. The three distinctive user-trigger fea-
tures are: (1) ‘semi-permanent hold’ and (2) ‘permanent-hold’ and the (3) sound alert which
brings up a critical alert splash screen to gain the user’s attention. The ‘critical’ alert and
'semi-permanent hold’ alert notifications shown in Figure 7.4 occur when malicious data is
identified, processed and visualized. When triggered, a critical alert splash screen notifica-
tion pops up with a sound and the SvEm application executes the malicious file (file is in red)
identifier, namely the semi-permanent hold notification. This semi-permanent hold event
is executed with a push-out event to distinguish itself from the normal visual nodes that are
presented. These user-trigger features allow the users to interact by executing click, zoom
and drag events on the selected files. With such capabilities in security visualization applica-
tions, users have the ability to explore, perceive and understand security events effectively.
Hence, the user experience and interaction with such features enables effectiveness mea-

surement from user observation studies.

However, there are extra user-centric visualization features mentioned earlier such as
mouse-clicks, mouse-over labelling, zooming and toggling through several visualization de-
tails views. In Figure 7.5, file dependencies associated with the file of interest (e.g., malicious

file) are visualized with expanded details and the contents of the files selected.

The concept of providing a ‘file dependencies’ visual view as seen in Figure 7.5a is to al-
low users to interact, generate ideas, increase creativity through their perception process,

and understand the relationship between interested visual nodes (e.g., malicious attributes,
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Figure 7.4: User-Trigger: (a) Critical Alert and (b) Semi-Permanent Hold Alert Notification
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Figure 7.5: A File-Dependencies Visualization

files, etc.). In addition, the ability to provide ‘file dependencies information,” as seen in Fig-
ure 7.5b, is an indicator of perception assurance for users. It enhances the user’s percep-
tual preattentive processing operation while observing the visualization presented. Apart
from these features, the ability to traverse through various visualization views and options
with detailed information acts as a guide to the user while interacting with the visualization.
Hence, with such simple features and multiple visualization options, users are motivated
and driven to explore the SvEm visualization framework with VisualProgger freely and com-
fortably.
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Figure 7.6: A Visual View of File with Detailed Information

Furthermore, a mouse-click event on a file of interest in VisualProgger will bring up the
file details. As seen in Figure 7.6, file details/information (Figure 7.6a) are shown, such as file
name, file type and file path. Additional file dependencies (Figure 7.6b) are also shown, such
as system calls (write, read, open, delete), the date, and time of the file action. These fea-
tures and detail options are useful for various reasons. For example, utilising VisualProgger
for intelligence, provenance tracking, and attribution purposes provides the user the ability
to trace, monitor and store visual information related to a security incident. These visual
nodes contain details/information that are vital to gaining evidence and providing precise
decisions when required.

The second VisualProgger component involves the visual analytic platform, which basi-
cally utilises both real-time and static data for visual analytic processes. This component
targets the users who are concerned about the identified security incident and have the
time to analyse the security incident with VisualProgger. It is designed to show patterns,
behaviours, provenance and attribution. It uses data stored, based on user queries then
processes and transforms predefined security data into useful and meaningful visualiza-
tion. For example, the ransomware visualization presented in Chapter 5 and Chapter 5.6.3
is utilised by the visual analytic platform to help users to understand how locky ransomware
affects systems. With VisualProgger, the interactive and user-centric features provide an ef-
fective analytical environment for users to comfortably observe the visualization presented.
This visualization provides a deeper view of a computer system compromised by locky ran-
somware in three stages: (1) it executes a reconnaissance process then (2) encrypts the tar-
geted files in the system, and finally (3) presents the encrypted files and payloads in red to
show the level of infection. Hence, with VisualProgger, we are able to understand how ran-

somware attacks are executed from the point when systems are compromised and, infected,
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through to the file encryption stage.

Overall, these VisualProgger capabilities contribute to effectiveness in security visualiza-
tions by enhancing the user’s ability to interact, investigate and communicate security in-
formation extracted from the visualization presented. This enables the user to make sense
out of and therefore aid the users in their decision-making process. Thus, evaluating ef-
fectiveness measurement in security visualizations relies on the way VisualProgger delivers
and communicates predefined data representations through to the visualization presenta-
tion and observation stage. This makes the entire process a full-scale security visualization

effectiveness approach.

7.6 Security Visualization with Augmented Reality Experience
Evaluation

Apart from VisualProgger, the concept of exploring security visualization potentials in the
augmented space emerged for four reasons: (1) it is mobile-centric and user-centric, (2) it
is an SvEm effectiveness visualization insight-driven component, (3) it provides an interac-
tive security visualization experience for the targeted audiences, and (4) there is a need to
effectively enhance security events in a real-time environment which taps into the viewers
cognitive and perceptual realm. We provide a proof-of-concept for our augmented reality
security visualization shown in Figure 7.7.

Therefore, adding the concept and experience of augmented reality to both security ana-
lytics and visualization gives an added advantage and changes how users perceive security
information. It gives an interactive capability to our SvEm framework, thus allowing the
concept of n-dimensional view experiences to move to another level while utilising security
visualization. Overall, it contributes with an effectiveness measurement approach in secu-
rity visualization by actively activating the user’s cognitive realm. In theory, this approach
creates a comfortable environment for users (viewers) to observe security incidents, thus al-
lowing them to explore further patterns and behaviours portrayed through the use of secu-
rity visual nodes. This increases the user’s attention span to concentrate on the visualization
presented.

The use of our SCeeVis colour standard and instruction sets provided a procedural method
of how to interact with security visualizations in a more meaningful and serious manner.
Thus, establishing this environment through the use of augmented reality gains the user’s
attention, concentration and interest to interact with security data through the use of visu-
alizations. However, there were challenges and limitations found when we explored aug-

mented reality for security visualization purposes. Firstly, the concept of offering a mobile-
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Figure 7.7: Security Visualization with Augmented Reality Experience

centric security visualization is controlled by the ‘marker’ and ‘camera’ capabilities. Hence,
it can be limited to the distance (range) compatible with the camera’s reach and the visibil-
ity of the marker used as contact point for the augmented reality visualization. Secondly;,
utilising the notion of using multiple markers concurrently for augmented reality visualiza-
tion has proven a challenging task, especially around managing the data profiles from one
marker to the other in real-time. This is yet to be further implemented and tested with new
methods. Although our augmented reality visualization application is in its early stages of
development, we explored the potentials of finding effectiveness approaches for security vi-
sualization. Hence, we concluded that there are useful effectiveness features provided by

the augmented reality visualization domain.

7.7 SVInt: Bitcoin Explorer Security Visualization Evaluation

Another SVEm use case we implemented, is a security visualization (SVInt)for intelligence
tracking and monitoring of bitcoin transactions. We refer to it as ‘SVInt: bitcoin explorer
security visualization. The purpose of this bitcoin visualization leverages on known data
extracted from the bitcoin explorer. It serves with two purposes: (1) to track and monitor
suspicious bitcoin transaction IDs and wallet IDs, as seen in Figure 7.8; and (2) to facilitate a
centralised security visualization framework for information sharing in the law enforcement

services.
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Figure 7.8: A Treemap of Bitcoin Transaction Addresses

7.8 SvEm Conceptual Model

The SvEm conceptual model provides researchers with an overview understanding of how
our framework operates between the core entities. It is a full-scale effectiveness measure-
ment approach with the following entities: the user, human cognition and security visual-
ization. As discussed in Chapter 4, and particularly in Chapter 4.6.1, the three effectiveness
contributing components are: (1) user, (2) visualization and (3) user cognition. With a clear
understanding of these components and their requirements, security researchers and vi-
sualization developers can design, implement and communicate security ideas effectively
from the data represented.

The inner SYEm model mechanism is where perception emerges as a result of incorporat-
ing user cognition and the visualization together. As a result of the user’s observation, ‘pre-
attentive processing’ queries, occur during the time a user undergoes the perceiving pro-
cess. In the event of confronting a security visualization, ‘mental effort’ executed by the user
depends on their cognitive capabilities, which involves their thinking process. The entire
process builds the user’s memory efficiency towards the security visualization presented.
Taking into consideration the known links and relationships between users, user-cognition
and the visualization, our effective-visualization techniques create the final relationship be-

tween the user and visualization presented. As a result, ‘Distortion and/or Time' are identi-
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fied and measured. SvEm insights are triggered when all SYEm components are harmonised,
thus mental effort reading is low; therefore, the right security information is transformed

and translated for the user to perceive and process.

7.9 SvEm Performance Testing

Oue SvEm framework has executed performance testing in several SvEm areas of our frame-
work. Hence, our security visualization applications were assessed for the following criteria:
(1) visualization clarity and representation, (2) backend to frontend data transfer perfor-
mance, and (3) SvEm:cognitive-activator presentation assessment. Visualization clarity and
representation testing are executed during the application development stages through the
use of visual observations. Our observations have shown that for a security visualization to
be effective, there has to be some form of data and visual management mechanism estab-
lished for a better user experience environment.

Therefore, the choice of using a WebGL visualization approach with a 3-dimensional vi-
sualization presentation view enables a new visual view for the users to interact with and
experience the ability to process critical security information. Our application designs have
allowed large volumes of data to be processed and presented in our security visualization

frontend.

File Processing Performance
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Figure 7.9: VisualProgger Application Performance Assessment

Hence, Figure 7.9 delivers the data transfer performance assessment and evaluation. In
this example, we tested data transfer from our SYEm backend to the frontend with different

executables (.exe) of various size and captured the data transfer time (ms) performance and
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took an average time. This time is ideal for evaluating the time it takes to transform data
attributes into predefined security visual nodes and push them respectively to the SvEm

security visualization frontend.

7.10 Threat Scoring Detection System

As part of improving security effectiveness in security visualizations, our threat scoring de-
tection system has to be accurate, with a high detection rate. This means proper malicious
detection algorithms and systems are implemented for scanning and flagging malware and
threats from the datasets obtained for visualization.

Therefore, a selection of known signature-base anomaly and malicious detection algo-
rithms have been incorporated to filter collected datasets. Based on ground truth datasets,
we initially selected Local Outlier Factor (LOF) [198], DBscan [199] and K nearest neighbour
(KNN) [200] to see which satisfied our expected results. Thus, with several tests executed on
the algorithms, we were able to verify our threat detection scoring system performance. For
example, a normal action will be scored between 10-80, where as an anomaly behaviour will
be scored with a negative value. Likewise, suspicious files in the systems are scanned against
stored signature-based rules and databases. As seen in Figure 7.10, we illustrated normal
versus abnormal behaviours and malicious records. In addition, scanning files within the
system and having a preconfigured log history helps identify known file paths. Therefore,
if a known or suspected file appears in another location, automatically this file is flagged
through visualization with a yellow or red colour depending on the situation and stage of
the file.

When evaluating our threat scoring system performance, ground truth datasets are used
to test against the outputs. The known anomaly algorithms and malicious signatures are
also used as filters to help classify or categorise files, attributes and entities visualized. Our
scoring system is incorporated with Progger to flag out anomalies and malicious files within
the system. As a result, ‘files of interest’ are visually represented in the following colour
codes: malicious (red), suspicious (yellow), intelligence tracking (blue) and a normal legiti-

mate data (green).

7.11 Summary

In summary;, this chapter provides the analysis and evaluation of our key research contribu-
tions namely: (1) SvEm algorithm, (2) SvEm framework and our proposed (3) SCeeVis secu-
rity visualization standard. We evaluated these key contributions with respect to achieving

a full-scale effectiveness security visualization approach across the design, implementation
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Figure 7.10: Anomaly Detection System Results

and user observation stages.

Hence, we identified that the effectiveness components between users, user cognition
and the visualization presented are the connecting and linking components which include:
(1) memory efficiency (working memory load/mental effort capacity), (2) cognitive activa-
tors, and (3) user-trigger and interactive features. Effectiveness is the result of these compo-
nents mechanically harmonising together to achieve security insights, thus leaving the user
to increase their attention span during the visualization observation period. To achieve ef-
fectiveness, we evaluated the relationships between user cognition and memory efficiency
to prove a theoretical effectiveness approach. We evaluated that as working memory in-
creases, cognitive load maintains consistency and is limited accordingly. This is an ideal
stage whereby effectiveness in users is achieved. However, to improve this ideal state, we in-
troduced a special security cognitive and working memory load instruction set to enhance
standard users to trigger their cognitive load and perception. We call this instruction set
‘SvEm visual cognitive and working memory load’ (SYEm-CWML) instruction set. The re-
sult of the comparison between cognitive and memory efficiency in viewers is graphed and
shown in Figure 7.1, whereby a linear result is achieved.

Furthermore, we evaluated our SvEm algorithm and SvEm framework to access all fea-
tures provided, to aid and provide effectiveness in security visualization. The introduction of
user-centric user-trigger features, SVEm cognitive interactive features and information pre-
sentation options through added visualization features has contributed to triggering effec-

tiveness and motivation in users to interact and observe security visualizations for a longer
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period of time, thus gaining insights. Finally, we executed several performance testing ex-
periments to assess how data and visual nodes are represented, presented and managed

during the entire visualization process.
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Chapter 8

Conclusions and Future Work

8.1 Conclusion

The use of visualization in cyber security operations is proven effective for the purpose of
exploring and reporting security events. It is widely used for security analytics and enhanc-
ing mitigation processes in cyber security investigations. Hence, the goals of this thesis is
to investigate a range of security visualization effectiveness techniques and find effective
user-centric methods to empower users with the appropriate means to understand cyber-
attacks. However, empowering users to select an appropriate visualization sample (image)
from a set of visualizations, let alone, encountering existing challenges to comfortably visu-
alize and observing security information in small platform screens, require new ‘effective-

ness measurement’ approaches. Reiterating the thesis problem statement of;

Can users effectively visualize security events over their web and mobile platforms in
a split-second to help them decide what the next secure step to execute is?
If ‘yes, how can we measure effectiveness in security visualization for web and mobile

platforms?

with the hypothesis of;

Security events can effectively be visualised on web platforms and on small 2D screens

of mobile platforms.

Based on these challenges, thesis problem statement and hypothesis, this thesis explored

and investigated a range of effectiveness measurement techniques for web and mobile plat-

173



forms. Effectiveness measurement techniques were designed, implemented and evaluated
to provide effective user-centric security visualizations to empower users and aid decision

making processes in cyber security operations.

8.1.1 Thesis Contributions Outline

This thesis presented a full-scale security visualization effectiveness measurement (SvEm)
framework with techniques ranging from the technical designs and implementation, through
to user-centric aspects. In order to achieve a full-scale effectiveness measurement in secu-

rity visualization, we derived and delivered the following contributions:

1. Dataset collection: To achieve a full-scale security visualization measurement (SvEm)
framework with techniques, datasets are the core component. A set of various data
sources are utilised and approved for the purpose of collecting data for this thesis.
Apart from testing our framework with public datasets, we focus on two data sources,

namely:

* New Zealand cyber security challenge (NZCSC-2015, 2016, 2017) datasets: Our dataset
collection infrastructure is designed and incorporated as part of the University of
Waikato’s New Zealand national cyber security challenge (NZCSC). It is designed
to collect a range of web logs, kernel logs and network logs. Hence, being part of a
data collection team, the author of this thesis tailored our contribution to towards
collecting attribution and provenance related logs which met the requirements
for this thesis. Hence, our contribution is mainly the NZCSC Round-2 attack net-

work data collection scenarios and the NZCSC-2017 data collection scenarios.

* Bitcoin dataset: In addition, we utilise existing public based bitcoin data sources
to collect our datasets. This dataset serves the purpose of intelligence tracking and
monitoring of bitcoin transactions from and to bitcoin wallets. It is an approach
specifically targeting law enforcement security visualization purposes, whereby
the ability to track and monitor suspicious bitcoin transactions are the priority.
Hence, to facilitate effectiveness, the entire data processing operation targets in-
formation sharing, data preservation and reporting on law enforcement opera-

tions.

2. Security Visualization Effectiveness Measurement (SvEm) algorithm: Our first con-
tribution for this thesis is the design and development of our security visualization ef-
fectiveness measurement (SvEm) algorithm, which is delivered and discussed in Chap-

ter 4 using Equation 4.2. With the challenge of understanding and selecting and mak-
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ing a choice from two or more visualizations, our SvEm algorithm provides statisti-
cal measurement to aid the users decision making process. Effectiveness in this al-
gorithm is measured using several key components namely: (1) visualization display
dimensions, (2) the user’s cognitive load and working memory load capacity, (3) n-
dimensions of the visualization presentation view and (4) the number-of-clicks vari-
able executed during the visualization observation process. Finally, to minimise error
ratings and results, our SvEm variables are set to a default minimal numeric value of 1

(one), hence avoid the error of obtaining a denominator of 0 (zero) in our algorithm.

. SvVEm conceptual model: As part of achieving effectiveness in cyber security visualiza-
tion, we have designed and constructed our SYEm conceptual model (Figure 4.9). This
model is designed to incorporate the user’s entire visualization experience with the
security incident presented using visualization to achieve effectiveness in the user’s
environment. The conceptual model has three entities namely: (1) the User, (2) Visu-

alization and the connecting variable (3) User Cognition.

. SvEm security visualization framework with use cases: To test and evaluate our SYEm
algorithm, we designed and delivered our second contribution which is the SvEm frame-
work with 3 distinctive security visualization use cases. These use cases have been
tested during the New Zealand cyber security challenge (NZCSC-2017) event. We achieved
effectiveness through constructing three security visualization effectiveness use cases

namely:

* Real-time VisualProgger: Areal-time effective security visualization approach whereby
visualization distortion and clarity are the key focus in order to achieve effective-
ness. Thus, backend data management process and frontend visual nodes repre-
sentation management are the key areas of our real-time visualization presenta-

tion.

e Security visualization with augmented reality: In addition, we provided an user-
centric security visualization approach with an augmented reality visualization
environment experience to empower and attract users to observe and interact
effectively. Hence, providing an augment reality visualization environment in-
creases the users cognitive and working memory capacity by allowing them to

process visual information effectively.

» Security visualization for analytic and intelligence (tracking and monitoring): In
this contribution, the targeted visualization audience are th law enforcement in-

vestigators. With primary goals of tracking and monitoring bitcoin transactions

175



and malware movement, we utilise security visualization by incorporating known

and existing colour standards to resemble various security events.

5. Security visualization (SCeeVis) guideline: In order to obtain a full-scale security vi-
sualization effectiveness measurement approach with both the SvEm algorithm and
the SvEm framework, we delivered our third contribution which is a security visualiza-
tion (SCeeVis) standard. It is designed and serves as a guide to allow security visual-
ization researchers, developers and users during the entire security visualization expe-
rience. This guideline is built on existing visualization techniques, security standards
and best practices, however, the unique approach is making sure, the use of colours,
shapes and relationships representation and presentation are standard and not com-

plicated.

6. SCeeVis colour chaining guideline: To achieve a practical SCeeVis guideline approach,
this thesis designed and delivered our additional SCeeVis colour chaining guideline
contribution, which uses the standard colour association rules to help users connect
with the SvEm framework effectively and navigate their way during the observation
process. This design aids the user’s entire visual analytic process to see, interact and

understand security events effectively.

7. SvEm cognitive and working memory load (SVEm-CWML) instruction set: Similarly,
our SYEm-CWML instruction set serves the user-side practical SCeeVis guideline ap-
proach. It ensures a timely and sequential security visual information process is ex-
ecuted by the users during their observation duration. Hence, our SYEm-CWML in-
struction set delivers simple basic instructions that user’s can relate to easily and pro-

cess effectively.

These contributions serve the purpose of achieving effectiveness measurement in the de-
sign, implementation and user observation/interaction stages of security visualization. Fi-
nally, we summarise our thesis contributions and state our future work in the remaining of

this chapter.

8.1.2 Summary of Research Contributions

We began with designing and gathering the appropriate datasets required for our research
study. Hence as part of the data gathering process we utilise logging mechanisms from the
New Zealand cyber security challenge (NZCSC) event in 2015, 2016 and 2017. All datasets
collected were anonymised and standardised to meet the ethical requirements and security

visualization process requirements.
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To achieve effectiveness in security visualization, we derived and introduced our SvEm
security visualization algorithm which is the theoretical component of our research. This
algorithm utilised the following components to accomplish effectiveness measurement: (1)
web and mobile display dimensions, (2) security visual nodes, (3) an n-dimensional visual-
ization view, (4) user cognitive load, (5) memory efficiency, and (6) the number of clicks ex-
ecuted when observing and interacting with the visualization presented. In this algorithm,
specific key components are identified such as cognitive load, memory efficiency and the
n-dimension visualization views that dictates effectiveness in security visualizations. We
concentrated on these components to thoroughly understand how they are used to achieve
the desired security visualization outcomes. Hence, our SvEm algorithm was tested and

evaluated against certain user observation environment.

Furthermore, we provided a practical proof-of-concept (SVEm framework) for our algo-
rithm, which allowed us to design, implement and evaluate all SvEm algorithm components.
The design process includes implementing several design types that could fit easily in small
display screens. These are circular visual designs, spheres, helixes, grid designs, treemaps
and the augmented reality designs. We utilised these visualization concepts to allow a man-
ageable data representation and presentation experience. Furthermore, the introduction of
our distinctive SCeeVis colour and shape standard, alongside the execution of our SCeeVis
colour chaining standard, allowed for visual nodes to be traced, tracked and monitored ef-
fectively. As a result, the user’s perception environment is being enhanced, a comfortable
viewing and observation process has been established allowing users to acquire relevant

and critical security insights.

In conclusion, we achieved a full-scale security visualization effectiveness measurement
approach and presentation by improving the way security information is presented and how
users perceive it. We designed and created our SvEm algorithm to help theoretically un-
derstand, obtain and measure effectiveness in security visualizations. Utilising our SvEm
framework and our introductory proposed SCeeVis guideline and pre-standard, we tested
and evaluated our effectiveness algorithm. Our framework effectively contributed to in-
creasing the users’ attention while reducing the time spent on observing security visual-
ization to gain insights and communicate security ideas across various targeted audiences.
Finally, the ability to increase the user’s attention results in a longer user attention span
thus allowing them to interact, observe, generate ideas, and perceive security information
through the use of security visualizations. Combining all effectiveness methods and ap-
proached throughout our security visualization framework provided a full-scale security vi-
sualization capability with primary focus captures the user’s attention instantly thus reduce

cognitive overload and keeping users from loosing concentration on the security visualiza-
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tion presented. Finally, providing a full-scale effectiveness measurement approach in Cyber
Security visualization enhances real-time information sharing, aids decision making and
most importantly translates security insights to users of all different level of understanding

in security events.

8.2 Future Work

8.2.1 Reducing the Security knowledge Gap between Security Visualizations
and Specific Users

In future, the need to further understand the user’s security visualization needs in relation
to the rate at which security information are acquired and processed through visualization,
would contribute to providing effective security visualizations in cyber security operations.

This will help reduce the time spent during the entire decision making process.

8.2.2 Extending SVEm Framework Cross Domain Evaluation

In future, we would like to further evaluate our framework by conducting effectiveness mea-
surements for users across different domains (health, finance education, etc.), carrying out
further analysis on how users interact and respond. Extending this research work across
other research domains would allow accessibility, information sharing and collaboration in

security events such as malicious attacks.

8.2.3 Exploring User Response to Security Visualization Evaluation

Moreover, our SYEm-CWML instruction set and SCeeVis colour chaining guideline theory
requires further tests against multiple types of complex visualizations to observe its perfor-
mance. Our current implementation and test covers a small portion of simple visualizations
for small screen display dimensions. Hence, extending this standard and evaluating user

performance would justify the capabilities and usefulness for security visualizations.

8.2.4 Extending Mobile-centric Security Visualization with Augmented
Reality

Finally, extending this research into the augmented reality space alongside potential ma-
chine learning approaches for security visualizations is an ideal scope to address. In addi-
tion, executing further research into innovative mobile-centric approaches to explore the

concept of offering multiple markers and an augmented projection approach for mobile
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platforms can enhance effectiveness measurement in security visualizations. This would
allow users to utilise their mobile platforms to explore security information in an interac-
tive environment with options of training themselves, thus allowing them to make effective

decisions in the event of a malicious incident.
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Appendix A

Visualization History Related Materials
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Appendix B

Data Collection and Ethics Materials

B.1 Data Collection Summary

The concept and idea behind any data collection process is to facilitate and enhance re-
search testing environment. In the case of this thesis, our data collection process involves
the Cyber Security Researchers of Waikato (CROW) team effort, comprising of both researchers,
post graduate students and cyber security research programmers. With different research
intentions, various logging mechanisms were designed and implemented during the New
Zealand Cyber Security Challenge (NZCSC) events across the web, systems and networks to
collect our datasets.

In the case for this thesis, our focus and contribution was on the web, kernel and network
logs collected in the NZCSC events. The ideal approach taken for this thesis was based on
attribution and provenance scenarios when collecting data. Hence, the more the types of
logs collected during the NZCSC-2015, NZCSC-2016 and NZCSC-2017, the better it is for our
security visualization use cases.

We acknowledged and credited the CROW team for their work and effort in the continu-
ous annual data collection process which began in 2015.

The following attached ethical approval letters and participants agreement documents
(B1, B2, B3, B4 and B5) are in order from 2015 to 2017:

1. B1: "New Zealand Cybersecurity Challenge 2015 (NZCSC2015) Data Collection Ethical
Application Approval Letter"

2. B2: "New Zealand Cybersecurity Challenge 2016 (NZCSC2016) Data Collection Ethical
Application Approval Letter"
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3. B3: "New Zealand Cybersecurity Challenge 2017 (NZCSC2017) Data Collection Ethical
Application Approval Letter"

4. B4: "New Zealand Cybersecurity Challenge 2017 (NZCSC2017) Participant’s Agreement

Form"
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18 September 2015

Jeffery Garae
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Dear Jeffery

Application for approval under the Ethical Conduct in Human Research and Related
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I have considered your application to conduct interviews in New Zealand for your PhD research
project entitled “Security Visualization for Mobile Development”.

The procedure described in your request is acceptable. Participants involved in the study will
not be identified in any resulting publications. At the conclusion of the research study the data
will be stored in the FCMS Data Archive repository for five years.

The Participant Information Sheet and Research Consent Form comply with the requirements of
the University's human research ethics policies and procedures.

I therefore approve your application to perform the research project.

Yours sincerely
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/B@u’d Pfahringer

Human Research Ethics Committee
Faculty of Computing and Mathematical Sciences
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Dear Jeffery
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Application Form relating to your COMP 900-17C research “Cyber Security Challenge
Data Collection”, the Committee has given you approval to proceed with your proposed
study.

We wish you well with your research.
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Mike Mayo
Human Research Ethics Committee
Faculty of Computing and Mathematical Sciences
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New Zealand Cyber Security Challenge

Ethical Agreement R

Participant Declaration

In parts of the New Zealand Cyber Security Challenge (NZCSC) 2017 and training, you will be
exploring cyber security techniques including techniques/methods that could be used to illegally
access computer systems. This is a required part of learning to defend against cyber attacks.
However, this knowledge could also be misused. To take part in this challenge, students must
subscribe to the ethos that our individual and group purpose is to defend against cyber-attacks.

It is a condition of registration in this challenge that you agree to act ethically with respect to
computer systems. This condition is enduring. Acting ethically includes not attempting to gain
unauthorized access to a network or computer system and instructing or assisting others to do
so. You will also adhere to the rules outlined on the back of this document. Should one of these
be breached, the participant(s) in question will be disqualified from the competition immediately.

You will not deviate from the instructions or environments set out by that challenge organisers.
The university and the challenge organisers will not be liable to your actions and you are
responsible for your own choices, actions and consequences of non-compliance (which may
include university expulsion or prosecution by law enforcement agencies).

I, (Name:) , accept these
conditions.

Activity: Cyber Security Challenge

Date:

Witness 1 (Name and Signature):

Witness 2 (Name and Signature):
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Rules of engagement

General Rules:

No tampering with the challenge infrastructure

No networking sniffing or scanning (Note: This rule excludes Round 3 challenge)

No gaining of unauthorized access to the network and computer system

Use only the tools provided to you. These are available on your machine (Note: This rule
excludes Round 3 challenge)

No spamming the challenges or scoreboard

No screenwatching!

No Social Engineering on other teams during NZCSC event

Round 3 Rules:

Notify challenge organizers before restarting a Lab machines and VMs
Do not close logging mechanisms (e.g. screen capture applications)

“Reminder, act ethically throughout the NZCSC event. Failure to comply with the above rules will
result in an expulsion from the NZCSC event”
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Appendix C

Cognitive Load, Working Memory, and
Performance Assessment

C1: "A Cognitive Load Conceptual Framework Through Construct and Estimation Methods"
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Figure C.1: Cognitive Load and Overall Working Load Explained

Citation details: Paas, Fred, Juhani E. Tuovinen, Huib Tabbers, and Pascal WM Van Ger-

ven. "Cognitive load measurement as a means to advance cognitive load theory." Educational
psychologist 38, no. 1 (2003): 63-71.
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C3: "SvEm - Cognitive and Working Memory Load Observation Experiment Results"

Table C.1: C3: "SvEm-Cognitive and Working Memory Load Observation Experiment Results"

SVEm-CWML Observation set: without SVEm-CWML Instruction Set
Security Visual Node Memory Efficiency Cognitive Load (Cl)
Identified (t_me)

1 80 20
3 40 25
2 20 22
6 89 56
5 66 55
4 56 45
4 55 45
7 123 78
8 126 80
4 98 55
3 60 34
2 33 23
6 110 77
7 120 78
4 45 44
1 23 20
1 26 20
1 30 20
3 76 24
4 56 45
5 35 55
6 56 67
7 80 86
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Security Visual Node Memory Efficiency Cognitive Load (Cl)
Identified (t_me)

8 90 88
3 40 45
3 40 45
9 95 88
10 99 90
4 66 44
2 20 22
10 100 94
8 93 70
9 98 78
8 92 71
7 110 69
4 66 44
2 20 22
10 100 94
8 93 70
9 98 78
8 92 71
7 110 69
11 120 94
12 123 96
12 124 95
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Security Visual Node Memory Efficiency Cognitive Load (Cl)
Identified (t_me)

1 22 20
12 120 94
11 118 90
10 110 95
9 99 90
8 90 77
7 88 60
4 57 45
5 59 45
6 60 50
4 44 43
7 77 50
10 100 78
10 99 80
5 66 45
6 66 55
7 78 66
8 88 78
9 90 85
2 20 22
3 34 33
4 44 39
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