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Online safety has increasingly become an issue in schools worldwide. For Received 22 September 2025
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deprivation through to sextortion, present unprecedented challenges

beyond the control of school management. The pressing nature of onli . .

. . . . . L nline safety; schools; New
online safety issues combined with ther mater!a[ con.dltlons, such as Zealand; privatisation; digital
underfunded public systems and neoliberal administration models, has citizenship
presented a breeding ground for private organisations to flourish in this
field. In this study, we examine how schools enact online safety, the
educational approaches underpinning these efforts and the conditions
favouring the privatisation of online safety services. The context of the
research is New Zealand - a country whose education system has
experienced a sharp rise in privatisation over the last few decades. The
study draws on ethnographic data with four high schools, involving
school leaders, teachers, students and private organisations — for profit
and non-profit — providing services to these schools. Our findings point
at the unrealistic expectation of demanding schools guarantee young
people’s safety online and the problems associated with the increasing
privatisation of the field, including the lack of critical approaches to
digital citizenship  education. The article concludes with
recommendations for policy makers, including legislative measures to
hold online platforms accountable for online harm.

KEYWORDS

Introduction

The safety of young people in the online world has increasingly become a serious day-to-day issue
for schools around the world. For both teachers and students, online safety problems, from tech-
nological addiction through to cyber bullying, are presenting unprecedented challenges that
often escape the control of school management (Dudman 2021; Russell 2021; Tapaleao 2018).
While many teachers are aware of the limitations of safeguarding measures and the need to embrace
more proactive educational approaches (Webster 2026), schools are under increasing pressure to
manage online risks. Particularly since the pandemic, there has been a sharp rise in private actors,
including Ed-Tech companies, non-profit organisations and edu-consultants, offering ‘solutions’ to
schools to respond to these complex demands (Williamson and Hogan 2020). These ‘solutions’
range from the outsourcing of online safety curriculum resources to the use of digital surveillance
mechanisms to monitor students, which often have problematic implications for young people’s
digital citizenship and rights (Estellés and Doyle 2025a; O’Daffer, Liu, and Bloss 2025). This
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privatisation, however, cannot be solely understood as the result of private actors aiming to profit
from the public system (Ball 2012; Jobér 2024). They are also facilitated by public policies promot-
ing school autonomy, accountability and competition that are creating quasi-market environments
for schools (Ball 2012; Hogan 2025; Verger, Fontdevila, and Zancajo 2016).

There has been, however, little investigation on the specific ways schools respond to online
safety, the conditions that are allowing private actors to ‘flourish and expand’ (Ball 2012, 17) and
the educational approaches that underpin such online safety efforts. In this study, we explore
these issues in the context of New Zealand, where processes of privatisation — both in and of -
the education system (Ball and Youdell 2008) have been quietly intensified and consolidated
over the past few decades (Thrupp et al. 2020). As part of this broader trend of privatisation,
New Zealand schools are increasingly resorting to external organisations — both for profit and
non-profit - to deal with the risks posed by digital technologies.

In this article, we begin our investigation by problematising common educational responses to
online safety and outlining our conceptual framework for the analysis of online safety educational
responses. Following this, we engage with scholarship on online safety at schools and privatisation
as a response to digital demands in the governance of schooling. We then move on to providing an
overview of the context in which New Zealand schools operate in this space, prior to explaining the
ethnographic study undertaken, which draws upon data from four diverse schools and private
organisations involved in their management of digital risk. Finally, we conclude with a discussion
on the dangers of holding schools responsible for online safety matters and offer practical rec-
ommendations for governments and educators.

Contested educational responses to online safety: from safeguarding to critical
citizenship

Over the past decade, online safety in schools has garnered significant attention in both media and
academic circles worldwide. A central debate within this field has revolved around the use of restric-
tive measures compared to the development of educational approaches designed to enhance digital
capabilities and resilience (Third et al. 2019). This debate has sparked necessary consideration of the
contestability of online safety responses and underpinning positive/negative narratives about digital
technology. Nevertheless, seldom has the debate ventured beyond the promotion of ‘safe’ and
‘responsible’ behaviour online (Black et al. 2022; Estellés and Doyle 2025b; Third et al. 2019) and
critical notions of digital citizenship have often been overlooked (Heath 2018; Krutka, Heath,
and Mason 2020, 2022). As Pangrazio and Sefton-Green (2021) note, however, the ways in
which concepts such as digital citizenship and online safety are constructed matter because they
shape and limit how young people (and, arguably, schools) conceptualise and engage with digital
technologies.

In our previous work (Estellés and Doyle 2025b), we developed a framework that aimed to
expand the range of educational responses to online safety by accounting for critical understandings
of digital citizenship. This framework (Figure 1) distinguishes between four different educational
approaches to online safety based on different conceptions of digital citizenship and narratives of
technology: safeguarding, equipping, empowering, and resisting. Each of these approaches draws
on different ontological and axiological understandings on what a ‘good’ digital citizen is, what
value is attributed to digital technology, what online risk is, and how digital education should
be. The horizontal axis of the model delineates between personally responsible notions of digital citi-
zenship and participatory/justice-oriented digital citizenship (Krutka and Carpenter 2017; Westhei-
mer and Kahne 2004), while the vertical axis represents narratives of technology based on the
distinction between techno-optimist and technoskeptical used by Krutka, Metzger, and Seitz
(2022). In this research, we adopt this framework as an analytical tool to examine different edu-
cational approaches to online safety in New Zealand schools. Below, we briefly explain each of
these approaches.
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Figure 1. Educational approaches to online safety (Estellés and Doyle 2025b).

A safeguarding approach to online safety, often termed the ‘control paradigm’ (Third et al. 2019),
is rooted in a protective framework that prioritises risk prevention over digital engagement. This
approach, which became popular in the 2010s in several Anglophone countries (Johns et al.
2025), is characterised by an emphasis on the potential dangers of the digital world and aims to
minimise young people’s exposure to online risks. For this approach, online threats are often related
to the commonly described 3C’s risks; i.e., content, contact and conduct risks (see Staksrud and
Livingstone 2009). Safeguarding measures may include content filtering, surveillance mechanisms,
and restrictions on access to digital tools, all designed to limit young people’s exposure to harmful
online experiences. This approach has been widely criticised in the literature for its deficit framing
of young people as vulnerable populations and its consequent display of paternalistic mechanisms
to minimise harm (see e.g., Black et al. 2022; Harris and Johns 2021; Third et al. 2019).

The equipping approach to online safety focuses on developing the knowledge and skills to navi-
gate the digital world safely and effectively from a personally responsible citizenship perspective;
i.e., someone who is law-abiding, does not harm others, volunteers, etc. (e.g., Ribble 2015; Ribble
and Bailey 2007). Unlike the more restrictive safeguarding measures, this approach recognises
the ubiquity and potential benefits of digital technology, emphasising that students must be pre-
pared to engage with it responsibly rather than be shielded from it. Risk, for this approach, is con-
ceptualised as the lack of access to digital technologies — whether in technical or capability terms —
that would allow individuals to fully self-realised and be included in society. Ultimately, this
approach sees digital competency as essential for both safety and success in the increasingly digi-
tised world (Buchanan et al. 2017). This equipping approach has often been the one embraced
by EdTech and pro-technology groups and has had a significant impact on education policy dis-
courses (see Selwyn 2015; Zmavc and Bezlaj 2026).

The empowering approach to online safety is anchored in a critical understanding of digital citi-
zenship that recognises how the digital has opened new possibilities for participation in social, civic
and political life, but also new forms of exclusion (Pangrazio and Sefton-Green 2021). This
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approach focuses on empowering students with the knowledge and skills needed to participate
online and challenge social injustices perpetuated by and within digital technologies. This approach
is often informed by critical pedagogies (Freire, Giroux, Apple, etc.) and views students as active
agents in developing awareness of and addressing systemic inequalities. Within this approach, stu-
dents may engage in critical analyses of algorithmic bias in social media and/or search engines
(Pleasants et al. 2024) or may investigate how algorithms shape their online experiences and con-
tribute to the reproduction of inequality (Benjamin 2020; Emejulu and McGregor 2019).

Finally, the resisting approach, as its name states, refuses to engage with digital technology. This
approach is highly concerned with the commodification of personal data and wider issues of data
sovereignty (Han 2017; Zuboff 2020) as it is viewed as an inherent threat/risk to personal autonomy
and democracy. Social media platforms and digital services collect vast amounts of data, which leave
individuals vulnerable to manipulation and surveillance. Ultimately, the resisting approach is a call
for critical analysis and a conscious decision to limit engagement with digital technologies, as well as
a commitment to engage in political acts that work towards the institutional enforcement of digital
rights (Pangrazio and Sefton-Green 2021). While the pedagogical possibilities of this approach
remain largely undertheorised, some scholars have recently begun to explore how resisting
might look in the classroom (e.g., see Logan 2024).

In our previous work, we found that an overwhelming majority of the literature on online safety
education has been informed by safeguarding and equipping approaches (Estellés and Doyle
2025b). For us, this dominance of safeguarding and equipping approaches is problematic because,
among other reasons, both of these approaches consider the individual as the onus of change rather
than, for example, governments and/or IT corporations (Estellés and Doyle 2025a). As a result of
this process, which Bauman (2001) terms ‘individualisation of social risk’, teachers and schools
become the primary site of contention in the debate about online safety — a pressure difficult to
manage for schools.

Online safety in schools

With the spread of digital technology use, online harm has become a major concern for schools as
they are often expected to manage this risk. Research on how schools respond to online harm, from
early stages through to the present, highlights the use of a mixture of safeguarding and equipping
measures in which restrictions and close monitoring of digital technology use are combined with
the teaching of self-control and responsible use (see e.g., Martin et al. 2023; Wishart 2004). Over
the last decade, the use of surveillance as a means for protecting young people has become particu-
larly widespread, not only with students perceived as at higher risk of online harm (Caton and
Landman 2022), but also as a whole school approach (Adorjan and Ricciardelli 2019). The use of
this mechanism has triggered very different responses from students that range from resistance
through to full support (Adorjan and Ricciardelli 2019). Research with teachers has also found
that teachers are often aware of online safety issues for young people and the limitations of safe-
guarding approaches, but do not feel confident supporting them in managing their digital lives
(Buchanan, Southgate, and Smith 2019) and have to balance this demand with other priorities
(Webster 2026).

Recent literature has emphasised the importance of extending digital citizenship and young
people’s rights, moving beyond a focus primarily on risk avoidance towards more empowering
approaches. While in the US, Australia, and New Zealand, school-based digital citizenship edu-
cation has often become closely aligned with internet safety, privacy, security, and cyberbullying,
Johns et al. (2025) argue that this risk-first framing can reduce young people to vulnerable subjects
in need of control and can marginalise their rights to participation, voice, cultural identity, and civic
engagement. Johns et al. (2025) recognise European work with migrant and refugee youth as an
alternative model, where digital citizenship and media literacy are framed more critically and par-
ticipatorily, building on young people’s capabilities. A key message is the imperative to consult and
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collaborate with youth about what safety and citizenship mean to them (Black et al. 2022; Castro
Lopes et al. 2025), so that decisions can be made in partnership balancing young people’s rights
to agency, critical participation, belonging, and informed engagement (or critical disengagement)
in digital society (Southgate et al. 2025). Scholars have also highlighted the tensions between
young people’s participatory rights and their right to privacy, since participation in the online
world always involves a degree of digital surveillance, and the need for further institutional arrange-
ments that protect young people’s privacy rights without sacrificing their agency (Pangrazio and
Sefton-Green 2021).

In the context of New Zealand, while research on how online safety is enacted in New Zealand
schools is scarce, there have been multiple studies that have explored young people’s experiences
online (Classification Office 2022, 2024a; InternetNZ 2023; Netsafe 2024). These studies highlight
the plethora of challenges that young people face, ranging from access to inappropriate content
(InternetNZ 2023) through to the spread of misogyny culture, violent extremism (Classification
Office 2024b) and sextortion (Netsafe 2024). The prevalence of online harm appears to be continu-
ally increasing. As pointed out by Netsafe in their most recent annual report, a 25% increase in
HDCA complaints was received between the 2023 and 2024 financial years (Netsafe 2024).

Qualitative studies conducted by academics over the last 15 years have also identified similar
trends together with the need for further support to protect young people’s rights online. In their the-
sis investigating high school students’ activity in cyber-space, for example, Fenaughty (2010) ident-
ified uncertainty among students about how to respond to challenges they encounter in cyber space,
ultimately highlighting the need for interventions that assist young people in managing a range of
challenges, including improving the actions they can undertake themselves, as well as increasing
their ability to solicit effective support. Although exclusively focused on mobile phones, Marsh
et al. (2010) found that text-based bullying was experienced by 10% of secondary school students
in New Zealand - leading to students feeling unsafe in school environments, even in instances
where text-based bullying occurred outside of the school environment and school hours. The two
studies conducted by MacDonald-Brown and colleagues found similar trends in their analysis of
the challenges that pre-teenage children face online (2016) and how they find support when risks
are encountered (2017). The recurring theme that was identified in this research was the desire for
more learning about digital citizenship at school (and at home). Webster’s (2026) study of secondary
teachers in New Zealand shows that teachers often value digital citizenship education that equips and
empowers students, yet school culture, leadership priorities, and curriculum pressures continue to
frequently constrain practice to centre on skills and risk management.

Policy responses and the rise of privatisation

The rise of online safety incidents at schools has triggered several responses from governmental
authorities at regional and national levels. The most controversial responses have been online safety
regulations, including their specific sections for the protection of children (see, for example, the UK
and Australian Online Safety Acts), and the enforcement of restrictions specifically targeted to chil-
dren and young people (e.g., phone bans at schools, social media bans for under 16), often pro-
moted by international organisations (see UNESCO 2023). While these responses have been
more visible in the media and public debate (see e.g., Shepherd 2025), most policy responses to
online safety at schools over the last two decades have sparked little criticism and have gone
more unnoticed (Estellés, Doyle, and Tan Forthcoming). These policies have often consisted of
guiding frameworks and protocols for schools on how to foster online safe environments and
deal with cases of online abuse and the promotion of online safety education (Frau-Meigs et al.
2017; Jang and Ko 2023). The latter often involves a broad range of initiatives, from public cam-
paigns through to the funding of teaching resources and the inclusion of digital citizenship edu-
cation in national curricula.
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Over the last few years, especially after the pandemic, researchers have documented an increase
in private actors providing a response to digital demands at schools (Anderson 2022; Hogan 2025;
Williamson and Hogan 2020). In the space of online safety, this has led to a widespread use of digi-
tal surveillance mechanisms at schools to monitor and safeguard students (Williamson and Hogan
2020). Tools such as Gaggle Safety Management for Microsoft Teams that alert school officials when
students show signs of ‘self-harm, depression, thoughts of suicide, substance abuse, cyberbullying,
unhealthy relationships and credible threats of violence against others’ (Gaggle 2022) have become
increasingly normalised at schools in several countries (O’Daffer, Liu, and Bloss 2025). Over the last
decade, there has also been an increasing outsourcing of educational resources and programmes for
‘non-core’ curriculum areas in which teachers do not feel confident (Hogan 2025), including online
safety education (Estellés, Doyle, and Fraser Forthcoming). These resources are often developed
directly by global corporations, such as Google’s programme ‘Be Internet Awesome’, and non-
profit organisations closely linked to Big Tech, such as Common-Sense Media and Media Smarts
(see Estellés, Doyle, and Fraser Forthcoming). Additionally, several charities (e.g., Childnet),
edu-businesses (e.g., Quoria) and edu-consultants (e.g., Generation Online) have emerged in this
field offering more personalised solutions to schools with each of them having their own ‘niche’
market that targets different schools and demands. As Verger, Fontdevila, and Zancajo (2016)
have convincingly demonstrated, the education industry, frequently catalysed and promoted by
intermediary organisations such as non-government organisations and philanthropists, is very
dynamic and rapidly configures new markets responding to particular demands.

The increased reliance on private organisations for the provision of education and related services
has raised numerous ethical and political concerns, such as lack of transparency and accountability,
agenda setting, the erosion of democratic governance at schools and the commodification of child-
hood (see e.g., Dormann, Hinz, and Wittmann 2019; Hogan 2025; Ronnberg et al. 2020). The increas-
ing privatisation of the education system, however, cannot be understood as the sole result of private
actors aiming to profit from the public system (Ball 2012; Jobér 2024). As Ball (2012) explains, neo-
liberal practices in public schooling are the result of a ‘mutual dependency between markets and
states’ (17). Public policies promoting school autonomy and decentralisation, accountability, perfor-
mativity, school choice and competition have provided a breeding ground for privatisation to occur
and intensify over the last few decades (Ball 2012; Hogan 2025; Verger, Fontdevila, and Zancajo
2026). For example, public schools have increasingly embraced business-like strategies in their
efforts to recruit and maintain students in a competitive environment, such as engaging with special-
ised consultants to improve outcomes (Ronnberg et al. 2020), using data-driven technologies for
administrational efficiency (Dormann, Hinz, and Wittmann 2019) and contracting out curriculum
development to create targeted interventions for specific students (Burch 2009). This quasi-market
environment helps schools meet pressing demands, such as performativity, yet they have dangerous
consequences for learning, equality and democracy at schools (Burch 2009; Hogan 2025). When deal-
ing with digital pressures, the use of student digital data also raises concerns about consent, bias, priv-
acy and ownership (Sellar and Hogan 2019). Despite all these concerns, little is known about how
online safety pressures at schools might act as an ‘entry point’ for educational privatisation.

New Zealand as a case study

Over the past few decades, there has been a proliferation of private actors within and around the
New Zealand education system (Thrupp et al. 2020; Wright and Peters 2017). This context was
initiated by the restructuring reform of Tomorrow’s Schools within the Education Act (New Zeal-
and Government 1989) that created one of the most decentralised education systems in the world
(O’Neill 2011; Thrupp et al. 2020). The self-managing approach introduced by this reform together
with subsequent policies that have considerably reduced the state capacity (including at a curricu-
lum level) has opened schools up to numerous private actors to intervene in the public system
(Thrupp et al. 2020).
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In the online safety space, the non-profit organisation Netsafe, New Zealand’s official agency, has
had a main role in the provision of online safety in New Zealand schools over the last decade and,
arguably, the past 25 years (Butterfield 2003). This centrality has been the result of a public-private
relationship that was institutionalised with the Harmful Digital Communications Act (HDCA) in
2015 - an act that served as a ‘very cost-efficient’ response (Adams in New Zealand Parliment
2016) to the increase of crime associated with digital communications (Ministry of Justice 2015).
The Act essentially absolved online content hosts from any responsibility of the harm caused by
the content hosted in their platforms. As this Act mandates, Netsafe is tasked ‘to provide education
and advice on policies for online safety and conduct on the Internet’ (Ministry of Justice 2015 Part
1, Subpart 2, S8), and the organisation offers education resources, research reports and direct assist-
ance to schools in response to incidents. The Ministry of Education provides Netsafe with annual
funding to support schools to provide online safety education, respond to incidents and advise on
how ‘to create a stronger overall online safety approach’ (Ministry of Education, personal com-
munication, July 25, 2024). As part of this Act, Netsafe is also required to maintain good relation-
ships with online content hosts (HDCA 2015, 8.1.d), who are regular funders and collaborators of
this non-profit that acts as an ‘intermediary organisation’ (Chang 2020) between Big Tech, the gov-
ernment and schools/individuals. This conflictive relationship has been increasingly questioned by
the public, as part of broader debates about the lack of responsibility from online platforms (Espiner
2025; see also Estellés and Doyle 2025a).

Since its nomination, Netsafe has been involved in several policies to promote online safety at
schools. One of the most important policies is the Digital technology: Safe and responsible use in
schools guide aimed at supporting ‘schools in the management of safe and responsible use of digital
technology for learning’ (Ministry of Education 2015, 1). This policy highlights a school’s respon-
sibility to provide a secure and safe learning environment and provides general advice for schools
on how to prevent and respond to online safety issues. Much of this policy, despite acknowledging
the limitations of safeguarding approaches and the need for equipping responses, are in turn dedi-
cated to exploring what technical protections are feasible. For example, a highly encouraged pro-
tective measure is the use of technology user agreements that commit students to behave safely
online and authorise schools to apply disciplinary mechanisms in the case of breaches. Since the
approval of these guidelines, which are currently being reviewed (Ministry of Education, personal
communication, March 13, 2025), online safety policies for schools have been more piecemeal. As
part of their role, Netsafe has also been deeply involved in the development of educational resources
for schools. The national curriculum does not have a clear focus on online safety or digital citizen-
ship more generally (Webster 2024), and this curricular gap has arguably been covered by the
resources and models of digital citizenship developed by Netsafe (2010, 2016, 2018). As we argue
elsewhere, these resources, which have been widely promoted by the Ministry of Education
(2025), advocate for a move from safeguarding to equipping approaches without fully abandoning
the use of the so-called ‘protective’ strategies (Estellés and Doyle 2025b).

Over the years, other governmental authorities like the Department of Internal Affairs and the
Prime Minister’s Chief Science Advisor have also developed policies in this field, such as the public
campaign Keep It Real Online, which aims to leave behind safeguarding strategies and move
towards more equipping approaches (see Burgham 2020), and the report He Uru Kahikatea Build-
ing Young People’s Resilience through Media and Information Literacy and Digital Citizenship Skills,
whose aim is to equip individuals with ‘with tools and strategies to maximise benefits and minimise
harms’ (Gerrard et al. 2023, 3).

Despite these policy efforts, there is growing concern in that the provision of online safety in
schools is complex and insufficiently supported, with recent inquiries highlighting gaps in insti-
tutional coordination, guidance, and resourcing (New Zealand Education and Workforce Select
Committee 2026). Perhaps these factors helped explain the relatively lack of resistance from the
education sector to the recently introduced cell phone ban at schools (Ministry of Education 2024).
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Arguably, the limited scope of these policy responses together with the neoliberal conditions in
which New Zealand schools operate have left a gap for an increasing number of private actors (non-
profit, for-profit, edu-consultants, etc.) to appear offering online safety services to schools. While its
exact number and scope is nearly impossible to gauge, the increasing popularity of services
offered by for-profit organisations such as Linewize providing digital surveillance technologies
and edu-consultants and non-profits offering resources and professional development explicitly
targeting New Zealand teachers (e.g., Grok Academy, Empowerment Trust NZ, Digital Waitaha,
Digital Future Aotearoa, Nestconsulting, Generation Online, Learning Network, Citizen21) is a
clear sign of privatisation in the field. In this study, we understand that the recent growth of
private online safety providers is possibly an indicator of the need for schools to have further sup-
port in this area, as it has been the case of other educational fields affected by privatisation in the
country (see e.g., Powell 2014). Yet, research is needed on how online safety is enacted in New Zeal-
and schools to better understand the conditions enabling the spread of privatisation in this field.

Methods

Based on the theoretical framework and literature review presented, our study aimed to understand
how online safety is enacted at schools, the conditions favouring the privatisation of online safety
and the approaches underpinning online safety efforts (i.e., safeguarding, equipping, empowering,
resisting). This study was part of a larger qualitative research project that explored how schools
understand and promote safe learning environments. This article reports on the ethnographic
data related to online safety, which - perhaps not surprisingly — emerged as one of the main foci
of present schools’ efforts to promote safe learning environments (Estellés 2025).

Participants

The ethnographic study included four secondary schools across the country (see Table 1). With the
aim of selecting schools from a broad range of circumstances, the study involved secondary schools
from diverse backgrounds in terms of their size, student population (ethnicity and socioeconomic
status), nature (public/state integrated and co-ed/single sex), and geographical location (urban/
rural). All of the schools, however, could be considered as ‘ordinary’ (A. Braun, Maguire, and

Table 1. Overview of the schools included in the study.

Socio-economic
Schools Location Nature Size status Student demographic

School A Large city Public / co-ed Large Low 48% Pacific
19% Asian
14% NZ European
12% Maori
7% Other
School B Large city State integrated, single sex Small Low 75% Asian
(girls) 19% African and Middle
East
3% NZ European
2% Maori
1% Other
School C  Rural Public / co-ed Medium  Medium-High 64% NZ European
23% Maori
13% Other
School D Medium size Public / co-ed Medium  Medium-High 52% NZ European
town 16% Maori
20% Asian
4% Pacific
8% Other

Source: Based on data from the education review office.
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Ball 2010) in New Zealand; that is, none of them was known for their ‘outstanding results’, ‘under
performance’ or any other matter related to (online) safety. They all resorted, in one way or another,
to private actors for the provision of online safety.

Data collection

The fieldwork was conducted between February 2022 and February 2024 and was structured in two
phases to capture both (1) the approaches of schools and (2) the role of external actors in the pro-
vision of online safety education. This design reflects an understanding of schools as ‘complex
organisations” (Ball 2012; Lynch and Lodge 2002), while also acknowledging the developing role
and place of private organisations in New Zealand schools.

The first phase focused on four secondary school sites presented in the previous section. This
phase firstly, we conducted a documentary and contextual data gathering, including publicly avail-
able information (e.g., external evaluation reports, retention data, financial summaries, etc.) along-
side internal school documentation such as strategic plans, vision and value statements, as well as
specific policies related to online safety. Any outward-facing communications, including school
newsletters and social media posts, were also gathered at this stage. These materials were, where
possible, discussed with teachers and/or education leaders at the schools who helped contextualise
the origins, rationale, scope and/or enactment of these policies.

The second source consisted of qualitative data generated through semi-structured interviews
with school staff and focus groups with students. Across the four schools, 21 interviews and 11
focus groups were conducted (see Table 2). The interviews and focus groups centred around the
ways in which safety in general and online safety in particular was understood and promoted at
schools. All sessions were audio recorded and transcribed verbatim. In addition, in some interviews’
visual artefacts, such as wall displays and posters related to online safety, were discussed. These data
sources were documented through photos during the school visits.

The second phase extended beyond the school sites to examine the role of external organisations
in the provision of online safety education. This phase involved interviewing representatives of four

Table 2. School participants involved in the study.

School Participant groups n Data collection methods
School A Senior Leaders (1); Teachers (4); Teacher Aide (1); Students (7) 13 Interviews

o Senior leader

o Teachers

o Teacher Aide

Focus group

o Students (2 groups)
School B Senior Leaders (1); Teachers (3); Students (14) 18 Interviews

o Senior leader

o Teachers

Focus group

e Students (3 groups)
School C Senior Leaders (1); Teachers (4); Teacher Aide (2); Counsellor 31 Interviews

(1); Students (23) o Teachers

Focus group

e Senior Leader, Teacher, Counsellor

o Teacher Aides

e Students (4 groups)
School D Senior Leaders (1); Teachers (4); Students (8) 13 Interviews

o Senior leader

o Teachers

Focus group

e Students (2 groups)
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Table 3. Online safety providers involved in the study.

Type of

Provider organisation Description

Netsafe Non-profit Independent online safety organisation. It provides support against online harm and
educational programmes and services. Netsafe is the designated official agency in New
Zealand to handle online safety concerns.

Linewize For-profit Company, part of a global digital safety technology provider named Qoria. Linewize provides
digital safety tools for families, schools and districts.

Grok academy Non-profit Australian non-profit, online platform and professional learning provider. Grok Academy
covers a range of computer education topics, including cybersecurity and digital literacy.

Individual For-profit Edu-consultant working with schools and other sectors and providing advice on online safety.

online safety education providers that were mentioned by participants from schools. These organ-
isations operated independently of the schools and included a mix of for-profit and non-profit pro-
viders (Table 3). Semi-structured interviews were conducted with one representative from each
organisation. These interviews focused on the nature of their work with schools, the challenges
they encountered, the feedback they received from educators and students, their organisational his-
tories, and their sources of funding. Conducted online, these interviews provided insight into the
broader policy and provision landscape within which schools are situated, and the ways in which
external actors contribute to shaping understandings and practices of online safety.

Data analysis

For the data analysis, we used a ‘thematic analysis’ (V. Braun and Clarke 2022). The coding and theme
development involved in this process was informed by two main theoretical resources. On the one
hand, it was drawn on our previously explained framework (see Figure 1), which provided us with
a range of questions to deductively guide the thematic analysis such as: what is considered safe in
the online world? what is seen as dangerous? How is digital technology portrayed? How are ‘good
digital citizens’ portrayed? And which solutions to online risk are put forth? The data analysis was
also informed by the work of sociologists of education on privatisation at schools (Ball 2012;
Hogan 2025), including New Zealand schools (O’Neill 2011; Powell 2014; Thrupp et al. 2020) and,
in particular, the conditions that have influenced the rise of private actors in the online safety

Table 4. Coding framework: Subthemes and themes.

Codes or subthemes Themes

Recurrence and gravity of online safety issues Online safety: A significant issue for schools
Risk/harm as 3C's

Digital technologies as dangerous weapons

Digital citizenship as responsible and safe behaviour

Digital harms as violations of rights Difficult for schools to manage

Outside of school hours

Social media sites are not responsive

School competition environment and school reputation

Incident management pressures

Technology use agreements Dominance of safeguarding measures
Filters and access restrictions

Behavioural protocols

Phone bans

Teaching of self-safeguarding strategies

Time restrictions Online safety education: a de facto curricular gap
Overloaded curriculum

External examinations

Little attention to online safety education

Resources from private organisations or public campaigns Outsourcing the curriculum
Equipping approaches
Techno-solutions External online safety solutions

External specialised actors
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field. The combination of these two theoretical frameworks in the thematic analysis resulted in the
development of the six themes presented in the findings section (see Table 4).

Funding and ethics

The research project was funded by the Spencer Foundation (#202200161) with further support
from the Division of Education at the University of Waikato (#110448) to conduct the fourth
phase of the study with online safety providers. The research had the ethical approval of the Uni-
versity of Auckland and the University of Waikato where the study was conducted.

Findings
Online safety: a significant issue for schools

In alignment with national (Classification Office 2024a) and international literature (e.g., United
Nations 2021), our conversations with the participants highlighted that online harm is a signifi-
cant issue for young people nowadays. Online harm was usually understood as that related to the
3C’s of online safety (i.e., content, contact, conduct) with issues of cyberbullying, sensitive con-
tent sharing and harassment being the most cited. As the following teacher and students’ voices
expressed:

Digital safety stuff is horrific ... there’s some terrible bullying, you know, sharing of nudes and stuff like that,
which is, yeah, it’s mind blowing (Teacher, School D)

Online safety stuft is huge at the moment ... Literally just night, I got a DM by just a random stranger being
like, hey, how old are you? ... I feel it happens quickly very often (Student, School C)

Online safety issues related to online conduct and content sharing were also affecting educators at
schools. Indeed, several teachers across the four schools referred to online devices as ‘dangerous
weapons’. In their interviews, teachers denounced the conduct and content risks that they were
increasingly exposed to with digital technologies. See, for example, the following case explained
by a senior leader:

We had one teacher, a younger female teacher, accused on here to have sent nudes around the internet. And of
course, it wasn’t true. But it was deeply distressing to that teacher and potentially career ending (Senior leader,
School C)

The online harms mentioned by the teachers and students sometimes took place at schools, some-
times outside. Yet the boundaries between both worlds were blurry, as literature on the postdigital
has convincingly argued (Jandri¢ and Knox 2022; Knox 2022). While harm might start in a personal
context, it can easily spill over into the school environment and vice versa. As an example, one of
the teachers explained how she had several students who did not want to go to the school toilets to
avoid being recorded:

I have had lots of kids say that they can’t go to the toilet ... because when they go in there, there’s too many
kids. They’re all in here. They feel intimidated. They are scared of being recorded. So they wait when they go
home (Teacher, School C)

As previous research on school violence has repeatedly pointed (e.g., Meyer 2015), our study also
found that students from historically discriminated/oppressed groups were more prone to be the
target of online abuse, particularly female students. As an example, cases of female students’ private
photos being ‘leaked and sent around’, as a teacher put it (School A), were common in all schools.
These inequalities, however, were not portrayed by any participant as an ‘online risk’.

Dataveillance or violations of privacy rights were not considered as online risks by the school
participants. Indeed, as will be shown in the following sections, monitoring students’ online activity
was a common practice at all schools.
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Difficult for schools to manage

One of the recurrent themes identified was that online safety issues at schools are difficult to man-
age. They often involve violations of rights, which may or may not take place on school grounds or
within school hours. Senior leaders of all schools acknowledged being overwhelmed with the num-
ber of cases they had to deal with, as previous studies with principals have indicated (Dunsmore
2021). Put simply, online safety issues are too significant a problem for schools to handle on
their own. The following teacher expressed some of these difficulties:

It’s a tricky one because you’ve got things that are taking place outside of the school, but they relate to people
within the school. But because it’s taking place outside the school, there’s only a certain element the schools
can do (Teacher, School A)

Perhaps the biggest difficulty lies in the fact that online safety issues are not easily prevented. In the
words of the Netsafe representative, ‘nobody yet knows what the magic button is to prevent the
harm’. Safeguarding measures, although perceived as helpful by most participants, are often not
as effective as envisioned. As explained by both teachers and students, there are several ways in
which students override these measures:

the school tries to block off certain social media apps, but there’s a VPN thing, an app you download, where
you can use the school WiFi while ... so there’s no point (Student, School A)

Once an incident of online abuse has happened, removing the harmful online content is not an easy
task either. Social media platforms are not very responsive to the schools’ demands for online safety.
They only respond to Netsafe’s calls. As explained by the following senior leader:

Netsafe were really good. At the first call, they got it [fake profile] shut down really quickly. I initially went
directly to Instagram, but after a couple of weeks they said it wasn’t applicable for me to make the complaint
because I wasn’t the one affected, they needed the victim to contact. So Netsafe did all that. I found Instagram
to be really slow and non-responsive ... Netsafe said I will make that phone call for you. And they did it in a
couple of days versus me trying to fight for ... (Senior Leader, School C)

Another challenge posed by online safety issues at schools was the risk of damaging their public image in
a context of school competition. The fear of harming the school reputation (with all the associated con-
sequences over student retention and recruitment and, eventually, funding) put principals in a situation
of needing to be extra-vigilant of all the content posted online related to the schools, as previously noted
by Dunsmore (2021). As explained by the following associate principal, a substantial part of his job has
become to chase fake social media profiles attempting to damage the school’s reputation:

A big part of my job is to [put down] groups that have set up outside of school time, outside of school net-
works, often anonymously ... using variations of the name of the school and they just post horrendous, toxic,
really quite gruesome, nonsense ... I think I'm up-19 of those pages because you put one down, we call it
away. Come on, you get one shot down. Another one extra dot and the name would pop up in a different
set of stuff or sometimes the same stuff (Senior Leader, School C)

Concerns over how a school’s image or ‘brand’ is presented on social media required time and efforts
to manage. As noted by the Netsafe representative, this effort often even becomes the priority:

we’re aware that lots of schools will love us, but they will love us because we’re a cloak of protection. Not
necessarily because we’re helping them to appropriately address the issues... 'm always like, but is that
because you think this was the right thing to prevent and remediate harm? Or is it because when something
goes wrong and you’re in the media, you can say we’re working with Netsafe, and that gives you some kind of
brand protection?

Dominance of safeguarding measures

All schools included in the study primarily used safeguarding measures to deal with online safety
issues, although these sometimes required the use of (arguably, limited) equipping strategies. As
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part of the centrally administrated Network for Learning (N4L) facilitated by the Ministry, each
school used filters to restrict access to ‘dangerous’ or ‘potentially harmful’ sites (again, understood
from the 3C’s perspective) under the schools’ network and devices. These access restrictions often
included social media sites. Another common practice in all schools was the signing of the previously
mentioned technology user agreements, which were used by schools as a means to both raise aware-
ness about the need to behave safely online (equipping) and authorise schools to monitor the use of
technology and penalise inappropriate usage (safeguarding). As explained by a senior leader:

Our Technology User Agreement, parents and students have to sign it [...] And if they sign it, it means that
they understand what we see as the safe use of technology in our school. And if they do misuse it, then there
are consequences in place that could happen. And we’ve done that before, a few times when we’ve had a mis-
use of technology, they’re not allowed to use it for the rest of the term or two weeks or depending on whatever
the case is (Senior leader, School B)

While these user agreements are framed as an act of coming to a mutual arrangement, there is no
discussion or ability to reject involved - everyone at school must sign it.

Two of the schools included in the study (School B and D) also banned the use of phones, unless
they were used in class for teaching and learning purposes (please note that this research was con-
ducted prior to this measure being enforced nationally in 2024). This safeguarding strategy came
together with control mechanisms to make sure this policy was being complied with. As explained
by the following teacher:

when students arrive to class, a cell phone is meant to be put into a box, or controlled in some way. So then,
that digital space is then under the teacher’s control (Teacher, School C).

The teaching of safeguarding strategies, such as blocking, screenshotting or reporting cases of
online abuse to Netsafe, was also a measure used by the schools to help them release the burden
of dealing with high numbers of online abuse. As explained by a senior leader:

So we’ve been quite proactive ... A lot of students now have the techniques, the strategies of blocking, screen-
shotting, referring to police if it’s getting worse. So we’re receiving less reports of social media, safety concerns
and abuse ... probably because they are now reporting it to higher authorities (Senior Leader, School C)

Online safety education: a de facto curricular gap

Most students across the four schools recognised not having had many opportunities for online
safety education. Commentaries like the following were common in the focus groups:

[To the question: Have you ever received any education around OS?]
Student 1: I think we have. But I think we’re a bit younger. Yeah. I can’t remember.
Student 2: Yeah, I know we’ve done it in Health, especially in Year 9 and 10, like a little bit. Not a lot.

Many of the students criticised the safeguarding measures adopted by the schools (phone bans, site
blocking, etc.), particularly when such measures did not consider any ‘equipping’ approaches that
would teach them how to navigate the online world in an ethical and safe (i.e., personally respon-
sible) manner. As one student highlighted:

I feel like we shouldn’t, instead of just blocking sites from school, we should teach students how to use those
sites right. Because the thing is, you can block the sites at school, but then they still all of this going on at home
... And I feel like instead of just being like, don’t use the site, don’t do anything like near it. It’s better to teach
them how to use it wisely (Student, School B)

The limited attention to online safety education was also noted by teachers across the four schools.
With a sense of guilt, some teachers recognised that they should be working more in this space. Yet,
they also raised concerns about time restrictions, overloaded curricula and the focus on external
examinations. As the following social studies teacher explained:
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Honestly, I'd love to talk more about these things with the kids, I think this is something they really need to
learn about because the consequences are so massive, but at the same time, when? We have NCEA [external
evaluations] around the corner ... I feel I am constantly in a rush. I want to think they look at it in other [sub-
jects] (Teacher, School C)

The fact that online safety education is not explicitly addressed in the curriculum leaves the door
open for no one to explicitly teach it. In the schools involved in the study, this responsibility was
often taken by the health teachers and/or head teachers, although occasionally counsellors also
stepped in with equipping approaches once the abuse had already happened. See for example:

The victim [of cyberbullying] is somebody that you've got to work with very, very carefully, because it’s all
around their emotions have been hurt, and you can’t take back what was posted. But you can teach resilience,
you can teach how to work through that. So we work through that situation ... How do you build that resi-
lience (Counsellor, School C)

Outsourcing curriculum

In class, most teachers used external (‘ready-to-use’) resources, often developed by private, non-
profit organisations (i.e., Netsafe, Grok Academy), to teach about online safety, usually under safe-
guarding and equipping approaches. As a head teacher explained:

In some cases, we’ll do one lesson on phone safety with Netsafe videos about people discussing these matters,
and how quickly they can escalate as well ... But we don’t go into much depth (Teacher, School D)

The public campaign Keep It Real was also a resource used by some teachers. The students appreci-
ated the entertaining component of this resource, yet recognise that there was not much more
engagement with the topic beyond the watching of this TV show:

They [teachers] showed us the Eggplant. Yeah. That was the most fun. Like a phone safety campaign ... all for
online safety. And I was like a little TV show. And I remember people were excited to watch it, even though it
had the whole theme. And the overarching message was about the dangers of social media and how to deal
with it. It was cool but I can’t remember doing much more than that (Student)

One of the teachers involved in the study opted for a gamified resource developed by Grok Acad-
emy. As this teacher described, he selected this resource for engaging students in ‘real life situ-
ations in a fun way’. Beyond these pedagogical considerations, however, none of the school
participants questioned the approach of online safety adopted by these resources/organisations
and none of them showed signs of using empowering and resisting approaches. This could be
attributed to the lack of public debate around these educational options (Estellés and Doyle
2025a) and to the tendency for whatever professional development was available to be offered
by the same providers:

Have you received any PD on online safety? ... A couple of years ago we had to do a Netsafe thing one week.
Yeah, Netsafe came in and talk to us (Teacher)

Resorting to external solutions

When online safety issues arise at schools, a common strategy used by the participant schools was
the use of external providers. Netsafe and the Police were the most common external providers
mentioned by the school participants. The former frequently acted as a liaison between social
media platforms and schools in the blocking of online harmful content. The latter was usually called
upon to deal with serious cases. This external service was highly appreciated by schools:

The police were very good, the police were very prompt. And they got well got our view in which I had a
record of all the incidences that had occurred between the two students. And the police were very quite
responsive. They came in had a meeting with the students. And they kind of approached it as an educational
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process, that educational stance, this is the issue. This is how it’s affecting you and the person that you are
messaging and it needs to stop now. So as a strong warning (Senior leader, School D)

For-profit organisations were also offering technosolutions to online safety issues at schools. For
example, Family Zone (now Linewize) was used by the state-integrated school involved in the
study. The rationale for resorting to this private solution was explained by the senior leader of
this school in the following quote, where the safeguarding nature of this technosolution and the
lack of concern around students’ privacy rights are also present:

We’ve got recently got Family Zone. So that’s an external provider. What they do is they help us monitor stu-
dents searches, and their uses on their devices. So our pastoral care head and myself, we get notifications of the
red flags coming up. So for example, if students are searching for adult content or something inappropriate,
then we get the red alert ... It’s just gives a notification to the student that was trying to go into there, then we
have that conversation again with the kid: I see that you were going on this website, what’s happening?, What
were you searching for?’ ... And most of the times, they are good, you know, but we did have a student who
gave us a suicide red alert. She searched up for something to do with suicide and that caused a red flag
instantly. So we moved to refer her instantly to the counsellor (Senior Leader, School B).

Discussion and implications

Aligned with recent reports on young people’s online experiences (e.g., Classification Office 2024a),
our study shows that online harm is a significant issue for young people and points at several
instances indicating violations to their rights. These include their right to be protected from vio-
lence and abuse (art. 19 of the United Nations Convention on the Rights of the Child), to privacy
(art. 16), to be protected from sexual abuse (art. 34) and even to be treated fairly (art. 2), as some
groups, particularly female students, seemed to be more affected than others. As the findings show,
these online safety issues present pressing management problems for schools, which often escape
their control as online abuse can take place outside of the school and the impact extends beyond
its walls. The expectation for schools to provide safe environments for students without demanding
further responsibilities from governments and online platforms seems unrealistic, as public
agencies are also recognising (Department of Internal Affairs 2024). To the pressure of protecting
students from online harm, schools also had the added pressure of maintaining their reputation, as
cases of online abuse could significantly impact student numbers (and, therefore, funding) - a situ-
ation arguably a result of the self-managing model of New Zealand schools (see Wylie 2012).

The schools involved in this study managed the (arguably, unrealistic) expectation of online
safety by predominantly using safeguarding approaches that restricted and closely supervised the
use of digital technologies, sometimes at the expense of young people’s privacy rights. In addition,
the schools made use of some equipping strategies aimed at teaching students how to safely navigate
the online world, yet these were limited. This limited attention to online safety education seemed to
be the result of several circumstances, including overloaded teachers, narrowed curriculum, limited
curricular emphasis on online safety, and lack of professional development. These circumstances,
together with the pressures mentioned above, opened the door for private actors to offer their ser-
vices, and in turn, setting the agendas of online safety at schools. This process of privatisation has
been similar to that experienced by other curriculum learning areas in the New Zealand education
system (see Thrupp et al. 2020). While the agendas of the private actors are diverse, they all restrict
the debate on online safety education to either safeguarding or equipping approaches (Estellés and
Doyle 2025b) and, therefore, portray online safety as a matter of individual responsibility. This form
of ‘individualisation of social risk’ (Bauman 2001) is problematic because it prevents students from
understanding the role of governments and IT corporations in their digital experiences and, there-
fore, from demanding political responses from them.

In summary, our study suggests that the privatisation of public education that is taking place via
online safety services is the product of a combination of the pressure and significance of online
safety issues together with the conditions of self-management, accountability and competition in
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which schools operate. Our study has also found that private actors are not only providing a limited
response to the complex question of youth online safety, but also are creating additional ethical and
political issues, including the violation of young people’s privacy rights and the spread of individua-
lising narratives of digital citizenship that overlook institutional responses. These findings have
important implications for governments and educators at different levels. At governmental level,
this study indicates that schools cannot carry by themselves (or together with parents) the burden
of protecting young people’s safety online; further accountability and statutory duty of care from
online platforms is needed, as several voices have recently pointed (Espiner 2025; Tan 2022). A
recent sign of a shift towards design-based accountability is the 2026 California jury verdict against
Meta and Google/YouTube, which found the companies liable in a landmark social media addiction
trial. The case is significant because it frames youth harm not only in terms of exposure to risky
content, but in relation to addictive platform features and failures to warn, reinforcing wider scho-
larly arguments that children’s rights online are shaped by platform architecture as well as user
behaviour (Humphry et al. 2026; Nash and Felton 2024). Furthermore, a core issue is not only
exposure to harm online but also the opaque collection, profiling, monetisation, and governance
of young people’s data (Southgate et al. 2025). Under New Zealand legislation, the responsibility
of protecting young people from online harm falls exclusively under the remit of individual schools,
teachers and parents, and there is not enough institutional investment in the effective enactment of
the Privacy Act (Privacy Foundation NZ 2022). Yet, this self-regulated model is clearly not enough
in light of this and other studies (Classification Office 2022, 2024a; InternetNZ 2023; Netsafe 2024;
Wiggins 2020).

At an education system level, there are several systemic issues that hinder an adequate response.
First, the self-managing model of the New Zealand education system, under considerable under-
funding conditions, places so many responsibilities on individual schools, including the compe-
tition for resources, that are already overloaded (Tomorrow’s Schools Independent Taskforce
2019). As shown above, this situation clearly comprises the commitment to putting children’s rights
at the centre. Increasing the public funding of the education system and the introduction of regional
boards, as recommended by the Independent Taskforce (2019) that reviewed the Tomorrow
Schools reform, is necessary to release the pressure from the system and prioritise young people’s
rights. Second, the lack of a clear curricular emphasis on digital citizenship at a national level (Web-
ster 2024) - and little signs of follow-up from the Education Review Office — contributes to relegate
this crucial area to the margins of the school curricula.

Third, our study also indicates the need to articulate more critical online safety responses. It is
imperative to develop resources that venture beyond safeguarding and equipping approaches, to
support school leaders, teachers and students with critical digital citizenship and recognise the
possibility to resist via critical disengagement. Such resources could inform projects that engage stu-
dents with critical questions such as: Who controls and designs digital technologies?, Under which
drivers and values?, How do digital technologies impact our lives and societies?, How are the
benefits/drawbacks of digital technologies distributed across different social groups? and How
can citizens use legislation and other political means to make online environments more demo-
cratic and safe? These resources could be developed together with students, be contextualised
around online safety issues that matter to them and promote a sense of agency that enables
them to further exercise their participatory rights. At the moment, however, most digital citizenship
and online safety resources adopted at a scale globally are developed by non-profit organisations
closely connected to Big Tech and, therefore, have a strong focus on equipping/individual
approaches (see Estellés, Doyle, and Fraser Forthcoming)

Fourth and finally, our study also highlighted the need for further professional learning and
development in this area. Professional learning cannot be reduced to a presentation at a staff meet-
ing (Forbes and Walker 2022). It must also engage with critical digital citizenship questions such as
the ones mentioned above, which is unlikely to happen when professional learning providers are
not independent from the IT industry.
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To conclude, the protection of young people’s rights in the online world is a pressing concern for
schools. This crucial endeavour, however, cannot be solely left to schools and does not have a quick,
easy fix. While private actors present themselves as the best solution to this problem, they provide
limited and problematic responses. Addressing online safety requires more critical and comprehen-
sive approaches.
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