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Abstract

Vulnerability analysis plays a crucial role in cybersecurity, as it helps identify
and mitigate potential threats to systems and networks. It is essential for
organizations to understand the severity of vulnerabilities and prioritize their
remediation efforts. This thesis focuses on the analysis and scoring of cyber-
security vulnerability reports using deep learning techniques. By leveraging
large language models and machine learning algorithms, this thesis aims to
improve the accuracy and efficiency of vulnerability classification and severity
assessment.

The research presented in this thesis includes the development of models
to estimate the CVSS of vulnerabilities based on their descriptions, comparing
the performance of AI models with human experts. For CVSS 3.1 severity level
prediction task, the USE model achieves an accuracy of 0.73. The USE model
outperforms human experts with a macro mean squared error of 0.128, which
is four times lower than that of human experts (0.537). Meanwhile, quality
of vulnerability descriptions is also analyzed to understand its impact on the
performance of machine learning models. A BERT-based model (‘DesQ’) is
proposed to assess the quality of vulnerability descriptions, achieving an ac-
curacy of 0.76. A dataset of vulnerability descriptions with quality labels is
curated and analyzed to understand the distribution of description quality
across different vendors and reporting agencies. The analyzer BART model
(‘EVAL’) identifies missing essential vulnerability aspects. Trained on a spe-
cialized quality dataset of 450 manually labeled entries, EVAL identifies Vul-
nerability Impact as the most frequently missing component across analyzed
weaknesses. This thesis also explores the use of explainable Al techniques to
provide insights into the decision-making process of machine learning models,
enhancing their interpretability and trustworthiness in mapping root causes to

vulnerabilities.
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Chapter 1

Introduction

Cybersecurity is a critical aspect of modern society, as the increasing reliance
on digital technologies has led to a surge in cyber threats and vulnerabilities.
With the exponential growth of vulnerabilities being discovered and reported,
the evaluating process has become increasingly complex, time-consuming, and
largely manual. This processing bottleneck leaves a long attack window for
threat actors to exploit unpatched systems. Therefore, the ability to automat-
ically analyze and score cybersecurity vulnerability reports is of paramount
importance in enhancing the overall security posture of organizations and in-
dividuals.

Every vulnerability report typically contains a textual description of the
vulnerability. This is the first information security analysts refer to when as-
sessing the risk associated with a vulnerability. Therefore, the starting point of
this research is to analyze the vulnerability descriptions and extract meaningful
features that can be used for classification and severity assessment. Whether
natural language alone could provide key information to automate the vulner-
ability analysis process is the key question this thesis aims to answer. The first
task is to estimate the severity of vulnerabilities based on their descriptions.
This could potentially automate the Common Vulnerabilities and Exposures
(CVE) scoring process, which is currently a manual and subjective task. Next,

we focus on the quality of the vulnerability descriptions. Since the descriptions



are free formed, they can vary significantly in terms of clarity, completeness,
and relevance. This thesis looks into potential solutions to assess and improve
the quality of vulnerability descriptions. Finally, we explore the possibility of
classification of vulnerabilities based on their descriptions.

Existing vulnerability analysis works based on keywords and statistical fea-
tures have shown limitations in speeding up the vulnerability analysis process
and providing accurate severity estimation and classification. In the work of
Sénmez [75], the author used a combination of text mining and graph theoret-
ical analysis to classify vulnerabilities in the CVE database. The analysis was
based on the frequency of keywords in the vulnerability descriptions and the
relationships between vulnerability types. This approach has overly complex
initial visualizations and requires manual interpretation to extract insights,
which limits its scalability and efficiency since human in loop for the inter-
pretation of the visualizations is required by design. Unsupervised learning
methods such as clustering and topic modeling have also been applied to vul-
nerability analysis, but they often struggle to capture the nuanced relationships
between vulnerabilities and their descriptions, leading to suboptimal classifica-
tion performance. Neuhaus et al. [56] used topic modeling to analyze security
trends in the CVE database, highlighting the challenges of capturing complex
relationships between vulnerabilities. Even though faster than manual anal-
ysis, the topic modeling failed to provide accurate classification and severity
estimation due to the lack of contextual understanding of the vulnerability
descriptions. For three CWEs (CWE-79, CWE-89, and CWE-20), the topic
modeling approach achieved 80+% in precision and recall, but for the rest of
the CWESs, the performance was significantly lower, with precision and recall
often below 50%. Therefore, there is a need for more advanced techniques that
can better understand the context and semantics of vulnerability descriptions
to improve the accuracy and efficiency of vulnerability analysis.

This thesis explores the integration of large language models (LLMs) and

machine learning techniques to enhance vulnerability classification and severity



assessment. The study focuses on two key areas: (1) improving the accuracy
of vulnerability severity estimation, particularly in the context of the Common
Vulnerabilities and Exposures framework, and (2) refining the classification of
vulnerabilities using natural language processing techniques. A major limita-
tion in existing vulnerability classification systems is the reliance on manually
curated datasets, which are often inconsistent, incomplete, or subjective. This
research seeks to address these issues by leveraging LLMs to automate and
improve the consistency of vulnerability analysis.

The research is guided by the following questions:

e Can large language models accurately estimate the severity of vulnera-
bilities based on their descriptions? Chapter [3| addresses this question
by comparing the performance of a Universal Sentence Encoder (USE)
model with human experts in estimating the Common Vulnerability Scor-

ing System (CVSS) scores of vulnerabilities.

e How to assess the quality of vulnerability descriptions and its impact?
Chapter {4 investigates this question by proposing a BERT-based screen-
ing model and ART-based analysis model to evaluate the quality of vul-
nerability descriptions and analyzing the distribution of description qual-

ity across different vendors and reporting agencies.

e To what extent can we understand the underlying weakness in a vulnera-
bility description using machine learning techniques? Chapter [5|explores
this question by developing a model to classify vulnerabilities into Com-
mon Weakness Enumeration (CWE) types based on their descriptions,

providing insights into the underlying causes of vulnerabilities.

By investigating these questions, this study contributes to the broader ef-
fort of improving cybersecurity resilience. The proposed models enhanced au-
tomated vulnerability assessment methodologies, reduced reliance on manual
scoring processes, and provided actionable insights for security practitioners.

This thesis consists of the following contributions:



e built and compared machine learning models to estimate the severity of

vulnerabilities based on the vulnerability descriptions

e compared the performance of the machine learning models with human

experts on the vulnerability severity estimation task

e crafted a vulnerability description dataset and analyzed the quality of

vulnerability descriptions with models trained on this dataset

e screened vulnerability database for description quality based on different

vendors and reporting agencies

e analyzed the impact of description quality on the severity estimation

task

e crafted a dataset for the classification of vulnerabilities with explanations
and analyzed the effectiveness of the classification models trained upon

this dataset

A paper on severity estimation (Chapter [3) was accepted in UbiSec 2022
as a conference paper [89]. Extended work based on this chapter has been
published in the Springer’s International Journal of Information Security [90].
After rigous peer review, the paper on vulnerability description (Chapter {4
came to a weak rejection. After major editorial work and method updates
with ICL, the paper is ready to be submitted as a journal article. Chapter
addresses the root cause mapping problem requested by the MITRE’s CVE
program. A paper based on it is ready to be submitted to a conference.

The rest of the thesis is organised as follows: Chapter 2| introduces the
prerequisite knowledge necessary to understand the rest of the thesis. Ev-
ery following chapter introduces a research topic with its problem statement,
related works, methodology, and result analysis as sections. Chapter (3| in-
troduces a method to estimate the severity of vulnerabilities based on the
Common Vulnerabilities and Exposures (CVE) with extendted comparison to

human experts on the same task. Chapter [4] presents a work that analyzes



the quality of the CVE description and its impact on the performance of ma-
chine learning models trained on the CVE description. Chapter |5 presents on
a method to classify the Common Weakness Enumeration types of vulnera-
bilities based on the CVE description with explanations and highlights. The
last chapter draws conclusions for this PhD study and suggests future research

directions.



Chapter 2

Background

This chapter provides the background knowledge necessary to understand the
research presented in this thesis. It first introduces the concepts of machine
learning, deep learning, and large language models, which form the foundation
of the research. Then, it discusses the specific models and techniques used in
this study, including the Universal Sentence Encoder (USE) and the Bidirec-
tional Encoder Representations from Transformers (BERT). Finally, it covers
the concepts in the cybersecurity domain, including the Common Vulnerabil-
ities and Exposures (CVE) and the Common Weakness Enumeration (CWE)

frameworks.

2.1 Machine Learning

Tom Mitchell defined machine learning as the study of computer algorithms
that improve automatically through experience [54]. Formally, it can be stated

as follows [84]:

Definition 2.1. For a task T, machine learning is a computer program which
can learn from experience E with respect to some classes of T' and performance

measure P where P improves with E on T.

Machine learning forms the foundation of the research in this thesis. The

primary tasks in this research include data collection and preprocessing within



the cybersecurity domain, training machine learning models, and evaluating
their performance. Training a machine learning model involves feeding the
model with the training data and adjusting the model’s parameters to min-
imize the loss function as a way to optimize the model’s performance. The
model’s performance is evaluated using the test data, which is separate from
the training data. The model’s performance is measured using metrics such as

accuracy, precision, recall, and F'1 scores.

2.1.1 Term Frequency Inverse Document Frequency and

Support Vector Machine

This section introduces the Term Frequency-Inverse Document Frequency (TF-
IDF) and the Support Vector Machine (SVM). Since this thesis focuses on text
classification tasks, we will use the TF-IDF vectorization method to convert
the text data into numerical vectors that can be fed into the classification
models such as SVM.

TF-IDF is a statistical technique used to calculate the importance of a
word in a document, known as the word weight [37]. TF-IDF represents a
document as a numerical vector based on the statistical importance of words
within a corpus, aiding feature selection for machine learning models.

The Support Vector Machine (SVM) is a supervised machine learning al-
gorithm [57]. Tt conjures a hyperplane to classify the data points depending on
the number of features in the dataset. The training data and the test/working
data can have different types of distributions such as Gaussian or Bernoulli
[57]. However, all the data should have the same set of attributes. Each
SVM model has a hyperplane with a kernel function and a margin parame-
ter. Express vectors (support vectors) form the decision boundaries within
which the hyperplane centers itself with a certain distance, i.e. the margin.
This margin can be ‘softened‘ to allow exceptions to avoid overfitting. The
kernel function transforms low-dimensional vectors into high-dimensional ones

so that it is easier to calculate the hyperplane [57]. The choice of the kernel



function is a trade-off between the ease of the hyperplane calculation and the
over-fitting of the model. The choice of the kernel function depends on the
data distribution and the computational resources available. If a dataset is
of high dimensionality, a linear kernel is often preferred for its computational
efficiency and reduced risk of overfitting. Otherwise, a non-linear kernel such
as the radial basis function (RBF) or polynomial kernel may be more suitable
for capturing complex relationships in the data, albeit at the cost of increased
computational complexity and potential overfitting.

SVM outperforms Naive Bayes in most TF-IDF vectorized classification
tasks studied in [40] and handles nonvector data that can be a composition of
multiple features of different data types. Thus, SVM serves as a strong baseline
model for text classification, particularly when computational efficiency is a
priority over deep learning approaches.

SVM offers a strong baseline for text classification tasks, especially when
computational efficiency is a concern. While decision tree or random forest
models can also be used for text classification, they may not perform as well
as SVM in high-dimensional spaces created by TF-IDF vectorization. They
have no contextual understanding of the text and may struggle to capture the
complex relationships between words and their meanings, which can lead to
suboptimal performance in text classification tasks. They also heavily rely on
the manual feature engineering process, which can be time-consuming. There-
fore due to the high dimensionality and complexity of the texual data, SVM
is preferred over decision tree or random forest models for text classification

tasks in this thesis.

2.1.2 Deep Learning

Deep learning refers to the computational models with multiple layers of neu-
ral networks that learn the representations of input data [46]. Deep neural
networks optimize representations layer by layer through backpropagation, be-

ginning at the output layer (often a sigmoid activation layer) and adjusting



weights iteratively. This representation optimization process, starting from
the back/target, is known as backpropagation since the model propagates the
error from the target layer back to the input layer. The trainer constructs data
representations (weights and biases), known as feature maps in convolutional
neural networks (CNNs), from back to front for each layer of the model.
There are three types of deep learning models: CNNs, recurrent neural
networks (RNNs), and transformers, which we use the most in this thesis as
in Universal Sentence Encoder and large language models. CNNs are often
used for image recognition tasks; RNNs are used for sequential data tasks; and
transformers are widely used for their scalability. Neural networks have the
capability to approximate any function, as shown by the universal approxima-
tion theorem [34]. But, in order to achieve desired accuracy, the model needs
to have sufficient data and sufficient amount of hidden units. The input and

output target also needs to have a deterministic relationship [34].

2.1.3 Attention Mechanism

The Attention Mechanism in neural networks enables models to prioritize im-
portant features within an input sequence, improving the relevance of gener-
ated outputs. Equation (2.1) shows the inspiration of the Attention Mecha-
nism from the work of Nobel Price winner Professor Daniel McFadden, who
utilized this conditional probability formula to model the choice probabilities
of rational decision makers [51]. The conditional probability that an individ-
ual makes choice ¢ given their attributes A and the set of available options O,
as presented in Daniel McFadden’s ‘Conditional Logit Analysis of Qualitative
Choice Behavior’ is given by:

exp (U(A, O))
2060 exXp (UO(A7 O))

P(c|A,0) = (2.1)

where:

e P(c|A,O) is the probability of choosing alternative ¢ given the attributes

A of the decision-maker and the available options O.
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exp is the exponential function.

U.(A, O) is the utility of choice ¢, which depends on the decision-maker’s

attributes A and the characteristics of the option ¢ in O.

O is the set of all available options.

The denominator ), exp (U,(A, O)) sums over all options o in the set

of available options O.

This formulation captures the dependence of the choice probability on both
the decision-maker’s attributes and the characteristics of the available options,
consistent with McFadden’s model. Later adapted in machine learning as the
‘Softmax’, this equation calculates the probability of a class given the target
class labels, termed ‘confidence logit’ [44]. Since it is conveniently differen-
tiable, a machine translation neural model utilized the same mathematical
formulation to calculate the attention weights in the encoder-decoder archi-

tecture, where the authors renamed the Formula as ‘Alignment Model’

[4].
Attention(Q, K, V) = SOfthLCE(%)V (2.2)
where:

e () is the query matrix.

e /K is the key matrix.

e 1/ is the value matrix.

e d; is the dimensionality of the key vectors.

The Attention mechanism calculates the alignment scores by taking the dot
product of the query and key vectors, scaling the attention scores by dividing
them by the square root of the dimensionality of the key vectors, applying a

softmax function to the scaled attention scores to obtain the attention weights,
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and computing the weighted sum of the value vectors using the attention
weights. The Attention mechanism allows the model to focus on different
parts of the input sequence simultaneously, capturing different aspects of the
input sequence and generating the final output without using the conventional

recurrent neural network or convolutional neural network architectures.

2.1.4 Universal Sentence Encoder

The Bag-of-Words is a multiset of input strings. In a typical representation, the
Bag-of-Words is a dictionary with the word as the key and the number of times
the word appears in the input string as the value. The Deep Averaging Network
(DAN) adds a neural network component that collects a feature hierarchy
based on the bag-of-words representation of the input [35].

The Transformer model extends the Attention Mechanism through self-
attention layers, as defined in Equation (2.2)) [41] [82]. It replaces the recurrent
neural network and other model architectures with Self-Attentions that are
capable of recognizing interdependencies in the input feature hierarchy.

Google designed the USE model for embedding textual inputs at a sentence
level instead of the prior word level to transfer knowledge among different
natural language processing tasks. It consists of a DAN that embeds any
textual input in a linear time and a Transformer-based encoding model that
prioritizes accuracy over computational cost [I2]. The USE model chooses
which model to use based on the input complexity. For short sentences, it uses

the Transformer model; for long sentences, it uses the DAN model.

2.1.5 Large Language Models

In this section, we provide an overview of the large language models (LLMs)
that we used in our research in chronological order, starting with the founda-
tional works of the transformer model, the Bidirectional Encoder Representa-
tions from Transformers (BERT). Then, we introduce the Bidirectional and

Auto-Regressive Transformers (BART), which have optimized performance on
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Table 2.1: Popular Pretraining Tasks for Large Language Models

Task | Definition Supervised
MLM | Predict a randomly masked word in a sentence [7] No
NSP | Predict if two sentences are consecutive [?] No
LM Autoregressively generate text [65] No

NLI | Entail textual relations between a pair of sentences [65] | Yes

QA | Answer questions based on the context [65] Yes
PD Detect if two sentences are semantically equivalent [65] | Yes
LA Determine if a sentence is grammatically correct [65] Yes

generative tasks, and the Prompt-Enabled Language Models like the Text-to-

Text Transfer Transformer (T5).

2.1.5.1 Pretraining Tasks

Pretraining involves training a machine learning model on generalized tasks be-
fore fine-tuning it for specific downstream applications. There are two types of
pretraining tasks: unsupervised and supervised as shown in Table 2.1} Masked
Language Modeling (MLM) and Next Sentence Prediction (NSP) are the two
unspervised pretraining tasks for the BERT model [?] while the Generative
Pretraining Transformer (GPT) model uses autoregressive language modeling,
with unsupervised and supervised tasks such as Natural Language Inference
(NLI), Question Answering (QA), Paraphrase Detection (PD), and Linguistic

Acceptability (LA) to improve model performance[65].

Masked Language Modeling (MLM) is a task where the model learns to
predict a randomly masked word in a sentence. The goal of the MLM task is
to help the model understand the context of the sentence by looking at the
surrounding words, similar to the Cloze test in language learning [60] and the
Continous Bag-of-Word (CBOW) model in word embedding [53]. In the work

done by Devlin et al. [I§], a pretraining data generator randomly selects 15%
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of the words in a sentence and masks them with a special [MASK] token 80% of
the time, replaces them with a random word 10% of the time, and keeps them
unchanged 10% of the time. According to the authors, this random masking
strategy helps the model to perform better on downstream tasks where the

[MASK] token is absent in the fine-tuning data.

Next Sentence Prediction (NSP) is a task where the model learns to
predict if two sentences are consecutive. The NSP task helps the model un-
derstand the relationship between two sentences, which is essential for tasks
like question answering and natural language inference [?]. NSP prepares pre-
training data by randomly selecting the first sentence from a corpus and then
selecting the second sentence from the same corpus with a probability of 50%
for the true next sentence and 50% for a random sentence. When compared
to pretraining only with the MLM task, the NSP task boosts the performance
of the BERT model on downstream tasks by 1% to 4% depending on the

downstream task|[?].

2.1.5.2 Transformer Model

Figure [2.1] shows the architecture of the transformer model. The input for the
model are sequences of tokens, which are passed through an encoder, of vectors
of model dimensionality. A positional encoding passes position information
into the model by aggregating the token embeddings with the positional en-
codings. There are many kinds of positional encodings, such as the sinusoidal
positional encoding [82], the absolute position [65], the learned positional en-
coding, and the relative positional encoding [41][55].

Figure shows the multi-head attention mechanism in the transformer
model. The model splits the input sequence into multiple segments with each
having an head that learns different aspects of the input sequence. Multi-head
attention concatenates the outputs of each head, which are scaled dot-product

attention, and passes them through a linear layer to generate the final output.
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Figure 2.1: The Transformer Model: The transformer model consists of an
encoder and a decoder, each with multiple layers of self-attention and feed-
forward neural networks. The encoder processes the input sequence, while the
decoder generates the output sequence. The model uses multi-head attention
to capture different aspects of the input sequence and positional encodings to

maintain the order of the tokens. Image adapted from [82].

Figure [2.3| shows the scaled dot-product attention used to have optionally
masked multi-head attention. At first, the model calculates the attention
scores by taking the dot product of the query and the key vectors. Then,
the model scales the attention scores by dividing them by the square root of
the dimensionality of the key vectors. An optional mask can be applied to
the attention scores to prevent the model from attending to certain positions
in the input sequence. Finally, the model applies a softmax function to the

scaled attention scores to obtain the attention weights, which are then used to
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lows the model to focus on different parts of the input sequence simultaneously.
Fach head learns different aspects of the input sequence and combines them to

generate the final output. Figure adapted from [82].
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Figure 2.3: Scaled Dot-Product Attention: figure adapted from [82)].

compute the weighted sum of the value vectors.

2.1.5.3 Bidirectional Encoder Representations from Transformers

The Google Al Language Group built Bidirectional Encoder Representations

from Transformers (BERT) by pretraining a transformer model on a large
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(a) BERT: Random tokens are replaced with masks, and  (b) GPT: Tokens are predicted auto-regressively, meaning
the document is encoded bidirectionally. Missing tokens ~GPT can be used for generation. However words can only
are predicted independently, so BERT cannot easily be condition on leftward context, so it cannot learn bidirec-
used for generation. tional interactions.

ABCDE
Bidirectional
Encoder
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(c) BART: Inputs to the encoder need not be aligned with decoder outputs, allowing arbitary noise transformations. Here, a
document has been corrupted by replacing spans of text with mask symbols. The corrupted document (left) is encoded with
a bidirectional model, and then the likelihood of the original document (right) is calculated with an autoregressive decoder.
For fine-tuning, an uncorrupted document is input to both the encoder and decoder, and we use representations from the final
hidden state of the decoder.

Autoregressive

Decoder

<s>ABCD

Figure 2.4: BART vs BERT vs GPT: BART combines BERT’s bidirec-
tional encoding power with GPT’s autoregressive generation capability. Figures

adapted from [48].

corpus of text data with a masked language model (MLM) objective and a
next sentence prediction (NSP) objective [?]. After tokenizing the BookCorpus
and the English Wikipedia with a WordPiece tokenizer [73], the BERT model
learns a randomly masked word by looking at the surrounding context. The
NSP objective then helps the model to understand the relationship between
two sentences.

However, BERT models lack domain knowledge in Cybersecurity. Due to
resource constraints, the BERT model also limits the input sequence length to
512 tokens. In our case, 512 tokens are sufficient to cover the CVE descriptions.
Cybersecurity-specific BERT might benefit our research by providing domain
knowledge like the CySecBERT [6].

2.1.5.4 Bidirectional and Auto-Regressive Transformers

As all transformer models are in essence stacked dot-product attention layers,

one may choose to specify the attention direction in the self-attention mecha-
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nism [82]. Bidirectional attention allows the masked language model to learn
about the past tokens and the future tokens, while autoregressive attention
only allows the model to learn about the past tokens [?] [65]. Bidirectional

and Auto-Regressive Transformers (BART) extend the BERT model by adding

an autoregressive decoder used in the Generative Pretraining (GPT) model [?].

2.1.5.5 Prompt-Enabled Language Models

Prompt-enabled LLMs, like the Text-to-Text Transfer Transformer (T5) model
[67], further expanded the capabilities of LLMs. By pretraining a large-scale
language model on various tasks with meta information instructed in the in-
put, this method enables adding a prompt for the model to guide the gen-
eration of the output. One may easily create high-fidelity output with the
help of prompts. This attracted commercial attention as major companies
like OpenAl, Google, and Microsoft started to provide prompt-enabled LLMs
like ChatGPT [85], Gemini [80], and Copilot [14], collectively creating the

Generative Model Boom.

2.1.5.6 Fine-Tuning

Fine-tuning is a machine learning technique that adapts a pretrained model to
a new task by updating the model’s parameters with task-specific data. As a
common practice in transfer learning, where a model trained on a large dataset
is adapted to a new task with a smaller dataset, it is particularly useful when
the new task is similar to the original task, as the pretrained model has already
learned general features that can be applied to the new task.

Natural Language Inference recognizes the textual entailment by reading a
pair of sentences and deciding the relations between them, such as entailment,

contradiction, or neutral [65].
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2.1.6 Meta-Learning

Meta learning invokes a machine learning model with the ability to ‘learning
how to learn’. Instead of making model that can only solve a single task,
meta learning aims to maximize the model’s generalization capability. A meta
learning model adapts to a new task with minimal loss in performance by
enhancing the ‘base learning algorithm’ with the transferable knowledge from
a set of auxilary tasks [13].

Meta-learning has strong connections to few-shot learning as it adapts the
machine learning model to a new task with minimal fine-tuning and can han-
dle concept drifts better than counterparts without any meta-learning capabili-
ties. There are three types of meta-learning: metric-based, memory-based, and
learning-based [26]. Metric-based learning uses a distance metric to compare
the similarity between the new task and the auxilary tasks [I3]. Memory-
based meta learning augments the model with a memory module that stores
the knowledge from external sources [25]. These memory components could be
an attention-based mechanism, a RNN, or a RAG. Retrieval-augmented gener-
ation, a.k.a. RAG, acts as an external, dynamic memory, providing contextual
information on-demand for the model to generate the output. By offloading
the context information to external memories, RAG can reduce the model’s

memory footprint [49].

2.1.7 In-Context Learning

Contrary to the fine-tuning approach for learning a specific task, In-Context
Learning (ICL) asks a pre-trained model to learn a new task by providing a
few examples of the task without any further training or changes of the model
parameters [10] [20]. This capability of LLMs is similar to how humans are
able to learn a new task from analogy and demonstration [20]. In ICL, a
demonstation is a pair of input and output examples that illustrate how to

perform the task.
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2.1.7.1 Context

In the context of the LLMs, the word ‘context’ refers to the input data that the
model uses to generate the output. These input prompts provide the ‘context’

for the model to understand the generative task.

2.1.7.2 Zero-Shot Learning

Zero-shot learning refers to the task where a model can extrapolate a new
class that was absent in the training data. To understand zero-shot learning,
we need to introduce the concept of a semantic feature space, a semantic

knowledge base, and a zero-shot classifier.

Semantic Feature Space is a n-dimensional space where each dimension
represents a feature of the input pattern. These features can be categorical or
continuous in nature [62]. For example, in the task of recognizing handwritten
digits, the semantic feature space could contain features like the presence of a

vertical line, a horizontal line, or a diagonal line.

Semantic Knowledge Base is a collection of one-to-one mappings between
the feature point, in the form of a semantic space coordinate, and the class
label, as a vector instead of an atomic label, learned from the training data

62].

Zero-Shot Classifier could also be called ‘Semantic Output Code Classifier’
as it maps the input feature pattern into a output pattern that acts like a
code book in the spirit of Dietterich and Bakiri. In the task of recognizing
handwritten digits, the code book contains six features, which Dietterich et
al. extended to 15, with each of these features containing a binary value that
indicates the presence of a certain feature in the input pattern. For example, if
feature column ‘vl’ is 1, the input image contains a vertical line. For each class,
instead of an atomic label ‘0’ to ‘9’, the output pattern is a 15-dimensional

binary vector that indicates the presence of the 15 features in the input pattern.
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Learning to recognize the handwritten digits is then equivalent to learning 15
binary classification tasks, one for each feature [19]. When optimizing a zero-
shot classifier, it is better to cover more entries on this ‘code book’ than to
cover more diverse input patterns that maps to the same output pattern [62].

In the context of ICL, zero-shot learning refers to the task where a model
generates the output without any training data and in a ‘off-the-shelf’ con-
dition with only pretrained parameters. Without any fine-tuning, a model in
zero-shot learning setting relies solely on the prompt, which will contain the
instruction, to generate the output for the task. Therefore, the quality of the

output heavily depends on the quality of the prompt.

2.1.7.3 One-Shot Learning

One-shot learning refers to the task where a model can learn a new class from
a single example. Before making a prediction on the test instance, there is
only one training instance available for the model to learn the new class [42].
For in-context learning, there is only one demonstration of the task provided
in the prompt as context.

Prone to overfitting, one-shot learning is a challenging task for the model to
generalize the new class from a single example, recommened by Li et al, train-
ing examples need to be 5 to 10 for each object in the dataset [23]. Therefore,
one-shot learning would often be suboptimal in the ICL setting since a good
number of examples are required to learn the new task.

However, there are ways to deal with the lack of samples just like how
humans can learn from a single example. For instance, a Bayesian framework

could incorporate prior knowledge of the task to regularize the model [23].

2.1.7.4 Few-Shot Learning

Few-shot learning refers to a machine learning task from a limited number of
examples [84]. Similar to how humans can learn from a few examples, few-shot

learning tries to encapsulate the robust reasoning and analytical capabilities
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of humans in the machine learning model through a data-based slow learning
process and a feature-based fast learning process [74].

Few shot learning has many advantages over the other learning methods
such as fine-tuning or one-shot learning. For instance, the model could learn
a new task from a few examples, which is more realistic than learning from a
single example. While maintaining the generalization capability of the model,
few-shot learning could also reduce the requirement for the number of examples
to learn the new task. Few-shot learning is cost-effective as it reduces the need
for large-scale data collection and annotation, hence lowers the cost of data
storage and labor involved for training a machine learning model. Compared to
fine-tuning, few-shot learning requires less time and fewer hardware resources

to train the model.

2.1.7.5 Many-Shot Learning

How long a context of LLM needs to be considered ‘long’ context?
Long context refers to the ICL task where the model takes a relatively long
input prompt, when compared to the last generation of LLMs, to generate
the output. As shown in Table the context size of the LLMs has been
increasing over the years. Depending on this change in the context size, we
can roughly divide the LLMs into different generations with different context
processing capabilities. The first generation of LLMs, like BERT and GPT, has
a context size of 512 tokens. The second generation, like BART and GPT-2,
doubled the context size to 1024 tokens. The third generation, like GPT-
3, further increased the context size to 2048 tokens. The fourth generation
LLMs, like Mistral, Llama 3, and GPT-40 could process about 128,000 tokens
in their context. The fifth generation LLMs feature the processing capability
of what we call the long context, with the context size ranging from 1,040,000
tokens to 2,000,000 tokens. For instance, Google has made its Gemini 1.5
pro model watch the whole film Sherlock JR (1924) as the context for the

task of summarizing the film [5]. This would be impossible for the previous
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Table 2.2: Context Size for Popular LLMs

Model Context | Year | Reference
BERT 512 2018 | [18]
GPT 512 2018 | [65]
T-5 512 2020 | [67]
BART 1024 2019 | [48]
GPT-2 1024 2019 | [66]
GPT-3 2048 2020 | [10]

Mistral 32,000 | 2023 | [36]
Llama 3 | 128,000 | 2023 | [21]
GPT-40 | 128,000 | 2023 | [2]
Gemini 1.5 | 2,000,000 | 2023 | []1]

generations of LLMs to achieve, as their context size could only process parts

of the film, ranging from a few frames to a few minutes.

What are the advantages of the Long Context LLMs? Long Context
Language Models (LCLMs) eliminated the need to have two encoders that
are necessary for RAG models. Instead of having a separate encoder for the
context and the input, the LCLMs can process the context with all of the
database information available and the input in a single encoder [47]. Since
all the learning data are available in context, LCLMs can inference without

extensive offline fine-tuning.

2.2 Vulnerability Reporting

The cybersecurity entities involved in the vulnerability reporting process can
be categorized into three groups: governmental agencies (Agencies), product
vendors (Vendors), and companies that specialize in cybersecurity (Security

Firms). Each group has its own unique strengths and weaknesses in the cy-
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bersecurity domain.

The United States government hold high expectations in agencies in their
role as the maintainer of a worldwide database. This expectation sometimes
creates a tussle between the agencies and vendors or security firms. Vendors,
security firms, and agencies sometimes do not agree on vulnerabilities that
have been reported. This ensuing friction often consumes the agencies’ already
shrinking time and resources.

As ensuring security in products is expensive it is de-prioritised by many
vendors resulting in vulnerabilities. Even when vulnerabilities are discovered
they may not be disclosed or patched by the vendors for various reasons such as
cost of patching, fear of reputational damage, or lack of resources. Having said
that, there are many organisations that have taken security seriously around
the world and prioritise security spending.

The final group is the cybersecurity firms, such as, Trend Micro, Mandiant,
and Cisco Talos. Security Firms typically have dedicated security analysts with
decent pay [72] [16]. They serve the Vendors, occasionally Agencies, with their
expertise in the cybersecurity. After realizing both the cost on their public
figure and financial returns [31], Vendors would also be happy to outsource
their security issues to the Security Firms [39]. However, cybersecurity is a
luxury considering the cost of hiring the security firms and the shortage in
the supply of cybersecurity experts [69]. Independent security researchers and
bug bounty platforms also contribute to the vulnerability reporting process by
discovering and reporting vulnerabilities to the vendors or agencies. They act
similarly to the security firms without the legal entity. In this work, we consider
these independent security researchers and bug bounty platforms same as the
security firms, as they all contribute to the vulnerability reporting process by

discovering and reporting vulnerabilities to the vendors or agencies.
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Figure 2.5: The Siz Phases of the Common Vulnerability Enumeration
(CVE) Process. Figure adapted from CVE website.

2.2.1 Common Vulnerability Enumeration

Common Vulnerability Enumeration (CVE) is a database maintained by MITRE
Corp. that enlists publicly disclosed cybersecurity vulnerabilities. After Oc-
tober 2016, the CVE system changed from the Hub and Spoke model with
MITRE as a hub to the current federated model. In the federated model, the
CVE Naming Authorities (CNAs) write the CVE descriptions.

As shown in Figure 2.5 the CVE process consists of six phases: discover,
report, request, reserve, submit, and publish, according to the CVE website
(cve.org). Anyone may discover a vulnerability and report it to a CVE program
participant. The CVE program participants, most of which are also CNAs, are
major product vendors (such as Airbus, Adobe, AMD, Apple), open-source
vendors, and computer emergency response teams (CERTSs). These partici-
pants mostly focus on vulnerabilities reported in their products. After receiv-
ing a vulnerability report, the CNA assigns a CVE ID to the vulnerability
in the request phase and the reserve phase to help track the CVE and avoid
duplications. A CVE ID consists of a CVE prefix, the publication year of the
CVE, and a unique number, which has four or more digits. In the Request
phase, the CNA requests a CVE ID, which is reserved for the vulnerability
until the CNA submits the CVE details. Finally, MITRE Corp publishes the
CVE entry.
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2.2.2 National Vulnerability Database

The NVD processes the CVE entries in a series of steps as shown in Figure [2.6
First, NVD fetches CVE data from the CVE listing. Then an NVD analyst
collects as much information as possible about the CVE including using the
references supplied in the CVE report and classifies the CVE to the ‘type’ of a
vulnerability, which is the Common Weakness Enumeration (CWE) [50]. CWE
is a community-developed list of software, hardware, and process weaknesses,
which aims to provide a common language for discussing, categorising, and
managing software weaknesses [50]. The mapping between a vulnerability in
a product and its overarching weakness intends to help developers understand
and mitigate the weaknesses as quickly as possible. NVD also assesses the
severity of the vulnerabilities using the CVSS system, detailed in Section [2.2.3
and generates an applicability statement for each CVE entry, utilizing a logical
expression XML system called the Common Platform Enumeration (CPE).
Finally, NVD publishes the CVE entries with the CWE, the CVSS, and the
CPE after quality assurance checks in their database [59].

The National Vulnerability Database (NVD) analyses and assesses the vul-
nerabilities published to the CVE. Even though the CVE program has scaled
up by using the federated model, the NVD still processes the CVE entries in

a centralised, linear, and labour-intensive manner as shown in Figure 2.7

2.2.3 Common Vulnerability Scoring System

Common Vulnerability Scoring System (CVSS) is a framework for assessing the
severity of vulnerabilities. Anyone on the Internet can report a vulnerability
to the Common Vulnerabilities and Exposures (CVE) database maintained by

the MITRE Corp. The CVE Naming Authority (CNA), typically the producer
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Exploitability Metrics Impact Metrics
Access Vector (AV)* Confidentiality Impact (C)*

Local (AV:L)  Adjacent Network (AV:A)  Network (AV:N) None (C:N) ~ Partial (C:P)  Complete (C:C)
Access Complexity (AC)* Integrity Impact (1)*

High (AC:H) = Medium (AC:M)  Low (AC:L) None (I:N) ~ Partial (lP) ~ Complete (I:C)
Authentication (Au)* Availability Impact (A)*

Multiple (Au:M)  Single (Au:S) ~ None (Au:N) None (A:N)  Partial (A:P) ~ Complete (A:C)

Figure 2.8: The Components of CVSS 2.0 Base Score [52]

of the affected system, assigns each report a unique CVE identifier (CVE-
ID) if the submission meets the CVE requirements. After the CVE database
admits the report, the National Vulnerability Database (NVD) team at the
National Institute of Standards and Technology (NIST) processes the CVE
entries within a timed window, typically an hour, and assigns the CVSS to
the vulnerability. Vulnerability bulletin analysts, security product vendors, or
application vendors then rate the severity of a vulnerability based on the CVE
description and reference links because these vendors or suppliers typically
have better information about their products than the end-users, producing
the CVSS Base Score. The Base Score offers a good starting point for the
vulnerability discovery and patching recommendation. The end-users can craft
their severity rating (CVSS Environment Score) based on the CVSS Base Score

and their equipment.



Exploitability Metrics
Attack Vector (AV)*

Network (AV:N)  Adjacent Network (AV:A)

Attack Complexity (AC)*
Low (AC:L)  High (AC:H)
Privileges Required (PR)*

None (PR:N)  Low (PR:L) = High (PR:H)

Scope (S)*

Unchanged (S:U)  Changed (S:C)
Impact Metrics
Confidentiality Impact (C)*

None (C:N)  Low (C:L)  High (C:H)
Integrity Impact (1)*

None (N)  Low (l:L) ~ High (I:H)

User Interaction (Ul)* Availability Impact (A)*
None (UI:N)  Required (UI:R) None (A:N)  Low (A:L)  High (A:H)

Figure 2.9: The Components of CVSS 3.1 Base Score [2])]

There are six components in the CVSS base score version 2 (access vector,
access complexity, authentication, confidentiality impact, integrity impact, and
availability impact) as shown in Figure and eight components in the CVSS
base score version 3 (attack vector, attack complexity, privileges required, user
interaction, scope, confidentiality impact, integrity impact, and availability
impact) as shown in Figure 2.9

The severity rating of a vulnerability depends on the base score. In CVSS
version 2, the ‘low severity score ranges from 0.0 to 3.9, while the ‘medium°
severity score ranges from 4.0 to 6.9, and the ‘high* severity score ranges from
7.0 to 10.0. Version 3 of CVSS adds two more ratings to the severity measure:
‘none‘(0.0) and ‘critical‘(9.0-10.0). The ‘low‘ rating starts from 0.1 instead
of 0.0. The ‘high‘ rating ends at 8.9 instead of 10.0 in version 2. In version
3, the ‘medium‘ severity rating uses the same base score as in CVSS v2. The
CVSS 3.1 changed from three possible values (version 2.0) to two for the Attack
Complexity component, leaving only the High and the Low values [24]. Attack
Vector replaces the Access Vector in version 2.0. It has four values, instead of
three values, with an addition of the ‘Physical‘ value, indicating the attacker
must be physically present on the victim’s machine to perform attacks such as
USB direct memory access [24]. Privilege Required is a new component that
further categorizes the old authentication component. Along with the User
Interaction component, it replaces the Authentication component in version
2.0. The User Interaction component indicates that the attacker needs miscon-

figuration or activity from the victim system’s users (not from the attackers)
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to exploit the vulnerability. Scope indicates whether an attack changed the

access rights of the infected system component [24].

BaseScore = round_to_1_decimal(((@.6*Impact)+(0.4*Exploitability)-1.5)*f(Impact))
Impact = 10.41*(1-(1-ConfImpact)*(1-IntegImpact)*(1-AvailImpact))

Exploitability = 20% AccessVectorxAccessComplexity~Authentication

f(impact)= © if Impact=0, 1.176 otherwise

AccessVector = case AccessVector of
requires local access: 0.395
adjacent network accessible: 0.646
network accessible: 1.0

AccessComplexity = case AccessComplexity of
high: .35
medium: @.61
low: 0.71

Authentication = case Authentication of
requires multiple instances of authentication: 0.45
requires single instance of authentication: 0.56
requires no authentication: 0.704

ConfImpact = case ConfidentialityImpact of
none: 0.0
partial: 0.275
complete: 0.660

IntegImpact = case IntegrityImpact of
none: 0.0
partial: 0.275
complete: 0.660

AvailImpact = case AvailabilityImpact of
none: 0.0
partial: 0.275
complete: 0.660

Figure 2.10: CVSS 2.0 Formula

The CVSS formula (Figure has received much criticism for its poor
design. There is little transparency in the crafting of the CVSS formula. The
National Infrastructure Advisory Council commissioned research, maintained
by the Forum of Incident Response and Security Teams (FISRT), on improv-
ing the CVSS 1.0 formula. CERT, Cisco, Department of Homeland Security,
MITRE Corp., eBay, IBM Internet Security Systems, Microsoft, Qualys, and
Symantec participated in the making of CVSS 2.0, according to the FIRST.org

website’s FAQ section. Statisticians from NIST first revised the CVSS 2.0 for-
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Figure 2.11: CVSS 2.0 Base Score Distribution: the z-axis is the score in
an interval of 0.1. The y-axis is the number of CVE entries. The top 3 base
scores are 4.3 (30299 samples), 5.0 (29886 samples), and 7.5 (16753 samples).
There are 201960 samples in total. Lots of base scores (0.1, 0.2, 0.8, 0.4, 0.5,
0.6, 0.7, 0.8, 0.9, 1.1, 1.6, 2.0, 2.2, 2.5, 3.1, 3.9, 4.2, 4.5, 8.1, 8.4, 8.6, 8.9,
9.1, 9.2, 9.5, 9.6, 9.8, 9.9) have no entries.

mula based on the feedback from the security community on the CVSS 1.0
formula. The major issue in CVSS 1.0 was its high weight on low values due
to its multiplicative nature. A single low value in any component would result
in a base score lower by 3 points at least. The simple stacking of multiplication
caused the CVSS 1.0 to have an overwhelming 702 possible combinations. The
formula crafting team split the CVSS 1.0 formula into two groups: the impact
group and the exploitability group. This split reduced the number of possi-
ble combinations to two sub-vectors (27 possible combinations in the impact
group and 26 possible combinations in the exploitability group). After the

group split, the formula followed a series of rules for the ordering of possible
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Figure 2.12: CVSS 3.1 Base Score Distribution: The top 4 base scores
are 9.8 (13185 samples), 7.5 (12951 samples), 7.8 (12120 samples), and 8.8
(10529 samples). There are 102328 samples in total. Base scores of 0.0, 0.1,
0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 1.0, 1.1, 1.2, 1.5, 1.4, 1.5, 1.6, 1.7, 9.2,

9.5, 9.7 have no entries.

values. However, the enforcement of these rules was not fully consistent as the
SIG team reviewed and modified the ordering. After many iterations on the
weighting for each group, the crafting team simplified the formula to have 0.6
and 0.4 for the impact group and the exploitability group, respectively. How-
ever, this makes the formula overflow the maximum value of 10.0. Therefore,
the team added a normalization step to make sure the base score stayed within
10.0. After so many different interventions and ad-hoc solutions to cope with
the formula’s complexity, the CVSS 2.0 formula is still a largely black box to
the security community with a skewed distribution of the CVSS 2.0 base scores
(Figure 2.11]).

Another criticism that the CVSS 2.0 formula received is the lack of math-
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Table 2.3: CVSS 3.1 Base Score Metrics

Metric Description

Attack Vector The context of the attacker
Attack Complexity | The vulnerable conditions on the victim’s end

Privileges Required | The level of privileges the attacker needs

User Interaction Whether the victim needs to perform any actions
Scope Whether only the vulnerable component is affected
Confidentiality The impact on the confidentiality of the system
Integrity The impact on the integrity of the system
Availability The impact on the availability of the system

ematical justification. This is even true for the improved version of the CVSS
3.1 formula as well. Qualitative metrics operate with each other poorly com-
ing to a quantitative score, the CVSS, with a small sampling space, ignoring
the end user’s needs in different contexts with various weights on confidential-
ity, integrity, and availability [77] [76]. Figure and Figure show the
consequence of NVD’s arcane mathematics: the distribution of the CVSS 2.0
and CVSS 3.1 base scores are highly skewed. Both versions of the CVSS base
scores struggle to map the components of the qualitative metrics into a dis-
crete numeric value with an interval of 0.1, from 0.0 to 10.0, wasting dozens of
possible values. This ill-spread design of the CVSS formula makes it difficult
to represent the severity of a vulnerability accurately. Therefore, the estima-
tion of CVSS not only requires knowledge of the vulnerability itself but also a
mathematical score distribution of this hand-crafted CVSS formula since the
reference CVSS uses a vector string of metric components to create the CVSS
numerical value.

For its base score, CVSS v3.1 defines the Attack Vector, Attack Complezity,
Privileges Required, User Interaction, Scope, Confidentiality, Integrity, and

Availability metrics as shown in Table[2.3] Attack Vector describes the context
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(such as remote network, LAN, physical access, or system access) that the
attacker uses to exploit the vulnerability. Attack Complezity is the vulnerable
conditions on the victim’s end. Low complexity means the attacker can exploit
the vulnerability easily and repeatedly. High complexity means the attacker
needs to perform prerequisite actions before any successful exploitation of the
vulnerability. Privileges Required is the level of privileges the attacker needs to
exploit the vulnerability. User Interaction describes whether the victim needs
to perform any actions to expose the vulnerability. Scope measures if the
vulnerability affects the vulnerable component only or has an effect beyond
the vulnerable component. The Confidentiality, Integrity, and Awvailability
metrics measure the impact of the vulnerability on the C.I.A. (Confidentiality,
Integrity, and Availability) triad [24].

During their assessment, the NVD analyst assigns values for each of these
metrics and linearly combines them into the base score of the CVSS. Security
teams all over the world, when dealing with vulnerability mitigation in their
environment, rely on this CVSS severity score. In this thesis we use the CVSS
2.0 and CVSS 3.1 base scores. However, CVSS 4.0 has been released. It might
take a while for the NVD to update their database with the new CVSS version.

This chapter builds the knowledge foundation for the coming chapters.
In the next chapter, we will explore the feasibility of using machine learning

models to automate the CVSS estimation task.



Chapter 3

Al-Enabled Automated
Common Vulnerability Scoring
from Common Vulnerabilities

and Exposures Descriptions

This chapter looks into the severity rating of the vulnerabilities in the vulner-
ability database. Determing the severity rating of a vulnerability is a time-
consuming and labor-intensive task. Yet it is a critical task for the security
teams to prioritize their resources and efforts in vulnerability mitigation. Au-
tomating this task would help the security teams to save time and resources.
This chapter will not only check the feasibility of machine learning models in
automating the CVSS estimation task but also compare the performance of

the machine learning models with human experts.

3.1 Problem Definition

3.1.1 Challenges

This section describes the challenges in comparing the human experts and the

machine learning models in the CVSS estimation task. The challenges include
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bad descriptions, human errors, and the CVSS formula. These challenges
make the CVSS estimation task difficult for both human experts and machine

learning models.

3.1.1.1 Poorly Described CVEs

A bad description comes in many forms. It could be too short to contain
enough information. For example, the description ‘Buffer overflow in OpenBSD
ping.c in CVE-1999-0484 is a vulnerability with a CVSS 2.0 base score of 2.1.
This description only contains the vulnerability type and the affected software.
It can also contain information, even though lengthy, that is irrelevant to the
vulnerability.

As recommended by the NVD, a good description should contain six essen-
tial aspects: vulnerability type, root cause, affected product, impact, attacker
type, and access vector [15]. However, it is often the case that one or more of
these descriptive aspects are missing in the description [30] [79]. It is up to the
experience of the security analyst to fill in the missing information and judge
upon limited resources to estimate the CVSS score components. This can be

a rather challenging task, if infeasible.

3.1.1.2 Human Errors

Figure 3.1 shows three different severity ratings for the same vulnerability.
The CNA, in this case, Hewlett Packard Enterprise, reported three different
CVEs for the same vulnerability. This exemplifies the human error in the CVE
estimation process for unknown reasons.

These errors in the NVD data confuse not only the Al model to learn the
correct severity rating of the vulnerability but also the end-users to understand
the nature of the vulnerability. While the experts have heated debates over the
severity of the vulnerability, the end-users are left in the dark with extended

attack windows for the malicious actors [88].
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JKCVE-2017-5807 Detail

Description

A Remote Arbitrary Code Execution vulnerability in HPE Data Protector version prior to 8.17 and 9.09 was found.

Severity

CVSS 2.0 Severity and Metrics:

@len NVD

NVD Analysts use publicly available i ion to
information provided within the CVE List from the CNA.

Base Score: [ESGHIGH] Vector: (AV:N/AC:L/Au:N/C:C/I:C/A:C)

vector strings and CVSS scores. We also display any CVSS

Note: NVD Analysts have published a CVSS score for this CVE based on publicly availabie infermation at the time of analysis.
The ciA has not provided a score within the CVE List.

(a)

JKCVE-2017-5808 Detail

Description

A Remote Arbitrary Code Execution vulnerability in HPE Data Protector version prior to 8.17 and 9.09 was found.

Severity

CVSS 2.0 Severity and Metrics:

w NIST: NVD

NVD Ppublic ilable i i iate vector strings and CVSS scores. We also display any CVSS information provided within the
CVE List from the CNA.

Vector: (AV:N/AC:L/Au:N/C:N/I:N/A:C)

Base Score: |[HHIGH]

Note: NVD Analysts have published a CVSS. is CVE based. i ilable i ion at the time of analysis. The CNA has not provided

a score within the CVE List.

(b)

JXCVE-2017-5809 Detail

Description

A Remote Arbitrary Code Execution vulnerability in HPE Data Protector version prior to 8.17 and 9.09 was found.

Severity

CVSS 2.0 Severity and Metrics:

@ NIST: NVD

ly i ilable i i iate vector strings and CVSS scores. i VSS i i ided within the
CVE List from the CNA.

Base Score: | 4.9 MEDIUM Vector: (AV:L/AC:L/Au:N/C:C/I:N/A:N)

Note: NVD Analysts have published a CVSS score for this CVE based on publicly available information at the time of analysis. The CNA has not provided
ascore within the CVE List.

(c)

QUICK INFO

CVE Dictionary Entry:
CVE-2017-5807

NVD Published Date:
02/15/2018

NVD Last Modified:
03/07/2018

Source:

Hewlett Packard Enterprise
(HPE)

QUICKINFO

CVE Dictionary Entry:
CVE-2017-5808

NVD Published Date:
02/15/2018

NVD Last Modified:

03/07/2018

Source:

Hewlett Packard Enterprise (HPE)

QUICK INFO

CVE Dictionary Entry:
CVE-2017-5809

NVD Published Date:
02/15/2018
NVD Last Modifi
03/07/2018
Source:
Hewlett Packard Enterprise (HPE)

Figure 3.1: FExample of Human Error: the same vulnerabilities have three
different CVSS 2.0 ratings: (a) CVE-2017-5807 with 10.0, (b) CVE-2017-5808
with 7.8, and (c) CVE-2017-5809 with 4.9.
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3.1.1.3 Design Flaw in CVSS Formula

The CVSS formula, which has received much criticism and complaints [76] [77]
is largely a black box to the security community. The lack of transparency in
the crafting of the CVSS formula makes it difficult for the AI model and human
experts to predict the CVSS score directly.

The operators among the CVSS components are unjustified with their ar-
bitrary weighting. This may present a challenge for the neural network or any
other machine learning model to predict the CVSS score accurately.

The descriptions sometimes have some clues regarding CVSS components
(for example, ‘remote attacker indicating network as the access vector), but
the CVSS formula is a complex function that maps the CVSS components to
the CVSS score. The eventual CVSS score sometimes is counter-intuitive even
to many security experts as shown in the works of [33] with a wide spread
of the CVSS 2.0 score estimation. Even though a security expert may have
successfully estimated the CVSS components, the CVSS score may still be off

due to the ad-hoc design of the CVSS formula.

3.1.1.4 Issues with Manual Evaluation

This section describes the issues with a manual evaluation of the CVSS score.
These issues include subjectivity from human experts and the time-consuming

nature of the manual evaluation.

Subjectivity

Human experts may have different opinions and interpretations, leading to sub-
jective judgments which can cause variability and inconsistency in the CVSS

analysis [33].

Time-Consuming

Evaluating a CVE manually is time-consuming. Based on data gathered up

to August 7th, 2023, NVD and MITRE Corp take an average of 124 days to
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progress from a CVE report to its publication of a CVSS score, with the longest
waiting time recorded at 5219 days. For half of the CVEs, it takes longer than
48 days, which is the median processing time, to receive their CVSS score.
Additionally, 24,548 CVEs have not been evaluated with a CVSS score for the
vulnerabilities in the NVD [59].

3.1.2 Research Questions

This chapter aims to answer the following research questions:

RQ1: How effective can AI models predict the CVSS Score?

Our main research goal is to evaluate the effectiveness of AI models in predict-
ing the CVSS score. This effectiveness measure includes the accuracy of the
AT models for the existing data and the cost (time and financial) of running

the Al models.

RQ2: How well do the AI models perform compared to human ex-

perts in predicting the CVSS Score?

Since machine learning models can out-learn human counterparts by training
through a humanly impossible amount of data, the Al models may outperform
human experts in the CVSS score prediction task with better generalization ca-
pability. However, this generalization edge is hard to measure because experts
may have a lower performance due to the small testing capacity as testing on
1000 samples, which would be easy for a machine learning model, is a daunting

task for a human, consuming days or even weeks.

RQ3: How long could the AI models preserve its predictive power
on the CVSS score?

AT models need to be tested on unseen data to evaluate their generalization

capability. It is also common for AI models to lose their predictive power over
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time. Therefore, we need to evaluate Al models on unseen and more recent

data to see how long they can preserve their predictive power.

3.2 Related Works

This section reviews the existing works that evaluate the severity of the vulner-
ability with natural language descriptions. This includes conventional machine

learning models from [86] and the more recent deep learning techniques from

[7] [71] 7).

3.2.1 Machine Learning for the CVSS Prediction

Yamamoto et al. [86] compared the performance of the Naive Bayes classifier,
Latent Dirichlet Allocation(LDA), Latent Semantic Indexing, and supervised
LDA (SLDA) to predict CVSS 2.0 scores from January 2002 to December 2013.
They introduced an annual weight parameter to improve the performance of
the SLDA model.

Shahid et al. [71] used a small BERT model with 4 transformer encoders
to predict the CVSS 3.1 components. Costa et al. [17] compared BERT,
RoBERTa, ALBERT, DeBERTa, and DistilBERT models to predict the CVSS
3.1 components with lemmatization and vocabulary addition for the tokenizer.
State-of-the-art performance for predicting CVSS 3.1 components is achieved
by the DistilBERT model [17].

Yamamoto’s work shows the potential for applying machine learning mod-
els in CVSS prediction tasks and inspires us to use a TF-IDF vectorization and
a SVM model as a baseline model and CVSS score prediction as a regression
task. But Yamatoto did not compare the performance of machine learning
models with human experts, nor with deep learning models. Shahid’s usage
of BERT and Costa’s comparison of the BERT family models indicate that
deep learning models can predict the CVSS components. However, Shahid

and Costa worked only with CVSS components or CVSS vector string predic-
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tion tasks. In this chapter, we not only compare ‘old school’ machine learning
models such as SVM with the large language models but also compare the
performance of the machine learning models with human experts. We also
work on models for both CVSS vector string prediction and end-to-end CVSS

score prediction, without the usage of the CVSS formula.

3.2.2 Conversion from CVSS v2.0 to CVSS v3.1

There are 99,636 CVEs in the NVD database with only CVSS 2.0 scores, as of
August Tth, 2023, even though CVSS 3.1 has been released since June 2019.
The NVD team has been manually working on the conversion from CVSS 2.0
to CVSS 3.1 since then. The NVD database decided to discontinue the CVSS
2.0 score on July 13th, 2022 due to this ongoing workload on converting CVSS
versions between 2.0 and 3.1 [59]. There is no official conversion formula for
CVSS v2.0 to CVSS v3.1 [24]. Therefore, a machine learning model that can
convert the CVSS v2.0 to CVSS v3.1 would be useful for the NVD team, or
any cybersecurity group, to automate this conversion process.

Nowak et al. [58] collected 73,179 CVSS entries from the OWASP Vul-
nerability Management Center. Since the CVSS 2.0 component vectors map
inconsistently to the CVSS 3.1 component vectors, they extended the CVSS
2.0 vector string with four sets of vulnerability description frequency vectors
with dimensions of 50, 100, 500, and 1000. They used NLTK [9] to process
vulnerability descriptions to obtain a list of keywords and divided the occur-
rence of these keywords by 100 to get the frequency vectors. Through machine
learning algorithms, they map the seven CVSS 2.0 components into the eight
CVSS 3.1 components. They achieved a median accuracy of 62.8 percent for
the CVSS 3.1 score conversion task. Beck et. al [7] proposed a method to esti-
mate the organizational risk based on the CVSS score with the help of neural
network models. In their work, they hypothesized that the organizational se-
curity risks depend on the terminal device implementations. Therefore, they

suggest that security officers could work bottom-up to estimate the organi-
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QUESTION 1.

Vulnerability Description: Memory leak in the inotify_initl function in fs/notify/inotify/inotify_user.c
in the Linux kernel before 2.6.37 allows local users to cause a denial of service (memory
consumption) via vectors involving failed attempts to create files.

What score do you give this vulnerability with the following Attribute states?

Exploitability Impact

Attribute Value Attribute Value
Related exploit range Local Confidentiality impact | None
Attack complexity Low Integrity impact None
Level of authentication needed | None Availability impact Complete

Score : (e.g. 4.5 on a scale from 0-10)

Figure 3.2: Expert Survey Used by Holm et al. [33]: experts need to estimate
the CVSS score for each vulnerability through its natural language description

and its Vector String of the C'VSS 2.0. This task approrimates the CVSS 2.0

formula shown in Figure .

zation’s security risks. The design goal of their perceptron model is then to
aid the security officers with the knowledge of the environmental context and
the CVSS recursively traversing through the device topology. By recursively,
Bect et. al meant to use the same perceptron model again in different cyber

security contexts.

3.2.3 Human Expert CVSS Evaluation

Holm et al. [33] gathered 384 experts to evaluate 3000 vulnerabilities. These
experts are from the Open Source Vulnerability Database, SCOPUS, and ten
email lists from security websites such as OWASP.

Figure [3.2] shows a question used in the survey. The first section contains
the natural language description of the vulnerability. The second section con-
tains the CVSS 2.0 vector string table. The survey asks the experts to estimate
the CVSS 2.0 score for each vulnerability. There are three ways to accomplish
this task: taking natural language description as input, taking the CVSS 2.0
vector string as input, or taking both as input. In this human expert case,
they take both the natural language description and vector string as input.

This task is therefore similar to the task structure of the CVSS 2.0 formula,
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which takes the CVSS 2.0 vector string as input and outputs the CVSS 2.0
score. It is an extremely challenging task for human experts as the crafting
of the CVSS 2.0 formula is intransparent and unintuitive as described in the
Background section [2.2.3] The survey asks the experts to give a score from 0.0
to 10.0 of 0.1 interval, which assumingly follows a normal distribution. But
the reference CVSS 2.0 score spreads out in a skewed distribution as shown
in Figure It is therefore statistically challenging for human experts to
estimate the CVSS 2.0 score since they would need to know this skewed distri-
bution of the CVSS 2.0 score well enough to be an excellent human equivalent
of the CVSS 2.0 formula. This ‘understanding of the CVSS 2.0 formula’ is a
prerequisite for the human experts or the machine learning models to perform
well on the CVSS 2.0 score estimation task as mentioned in the Background
section 2.2.3]

There are two sets of such questions with both natural language descrip-
tion and CVSS vector string in the survey. The first set, which contains CVE-
2012-0151, CVE-2011-2800, and CVE-2009-2203, represents different common
vulnerability types. The second set contains seven randomly selected vulnera-
bilities from the NVD database. This small sampling size also could cause the
high variance.

Holms et al. [33] grouped the result by the vulnerability CWE types. The
null hypothesis for the statistical test is: ‘There is no significant difference
between vulnerability severity estimates by the CVSS Base Score and vulner-
ability severity estimates by cyber security experts’. There are two P-value
choices. For CWEs with more than 100 samples, the P value is 0.05, otherwise,
the P value is 0.001. We compare Al models with human performance later
in the Result section for CWEs having significant P values.

Design flaws in the CVSS formula, as mentioned in the Background section
[2.2.3] the small sample size of the survey, the subjectivity of human judgments,
and the different opinions from experts from different backgrounds jointly con-

tribute to the variance in the human expert CVSS estimation [33]. Nonethe-
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CVE Description
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game-music-emu before 0.6.1 allows Prediction
remote attackers to write 10 arbitrary USE Label Label Map —
memory locations. high
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Figure 3.3: The Proposed Methods: we propose three models to estimate
C'VSS scores from the natural language descriptions of the CVE entries in the
NVD database. The SVM model takes a vector of TF-IDF wvalues as input
and outputs a numeric label. A post-processing script then converts the nu-
meric label into the target prediction. The USE model predicts the same set
of numeric labels and uses the same post-processing script. However, different
from the SVM model, the USE model takes the natural language descriptions
directly, without any pre-processing such as TF-IDF vectorization. The GPT-3
model takes in the natural language descriptions and outputs a string sequence,
sometimes with noisy tokens. A post-processing script normalizes the string se-

quence into target labels.

less, Holm et al. has been the only publicly accessible work to represent the
performance of human experts in the CVSS estimation task. Therefore we
use their work as a reference to compare the performance of AI models with

human experts.

3.3 Methodology

Utilizing natural language descriptions available in the NVD, we propose three
types of machine learning models, shown in Figure to estimate the target
labels of the cyber threats through natural language processing models. The
natural language descriptions come from the requests submitted to the CVE
listing program managed by the MITRE framework [70]. The two tasks for

machine learning models are mapping these descriptions to either a CVSS
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vector component or the base score. This section details the data collected for
the training and the testing of these two tasks, the models used to estimate
such CVSS component vectors or the base score, and the method to evaluate

the performance of these models.

3.3.1 Data

The statistical analysis of the CVSS is based on data crawled from the NVD,
which is available at https://gitlab.com/zzj0402/nvd/. The training data
are 118,000 entries from the NVD database, crawled up to April 2nd, 2022
(Old Data). The test set has 51,000 entries. We set the random state to 42
to split the training and test data using the train_test_split function from the
SciKit Learn library. Each entry is a JSON object with a natural language
description of the vulnerability and the target labels such as severity levels,
CVSS score, or a CVSS component. We collected another evaluation batch
from April 2022 to July 2023 (New Data) to test the model’s performance on

recent data.

3.3.2 Tasks
3.3.2.1 Component Classification

CVSS metric consists of the Base Score, Temporal Score, and Environmental
Score. This chapter addresses the classification task of the CVSS base score
metric components. Each CVSS component classification is a multiclass clas-
sification task. The input is the natural language description of a CVE entry.
The output is a CVSS component value. For example, the Access Complexity
classification task for the CVSS 2.0 has the Access Complexity value(high,

medium, or low) as the output.


https://gitlab.com/zzj0402/nvd/
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) Replicate Evaluate Plug Values into .
[ CVE Description ]—)[ Environment CVSS Components CVSS Formula CVSS Base Score CVSS Severity Level
CVE Description CVSS Estimation W CVSS Severity Level
Madels J

Figure 3.4: End-to-End C'VSS Estimation Workflow: the top chart shows the

workflow of the CVSS severity estimation process which contains four stages
|24). The proposed deep learning models can predict the CVSS severity level
from the natural language descriptions of the CVE entries. As shown in the

lower chart, it is an end-to-end solution for the severity-level estimation task.

3.3.2.2 Base Score Prediction

There are two ways for the proposed machine learning models to predict the
CVSS Base Score: calculate from the components using the CVSS formula
or directly output a numeric value from the natural language inputs. To
calculate the Base Score from each component, one would need to build six
different models, each targeting a single component for the CVSS 2.0. After
such modeling, one then plugs the predicted component values into the CVSS
formula to get the Base Score, ranging from 0 to 10. This is similar to the
human evaluation of the CVSS score. However, the errors would aggregate on
each component value. If one of the components is misclassified, the final Base
Score would be incorrect. All six models need to predict the correct component
values simultaneously to have the reference Base Score value.

The alternative approach is to directly output a numeric value from the
natural language inputs. It is a more challenging task than the component
classification-based approach. A machine learning algorithm would need to
estimate not only the component values but also its formula for the numerical
Base Score prediction. However, it is an end-to-end solution, which means
that it requires no intermediate stages such as plugging component values into

a CVSS calculation formula to get the Base Score.
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3.3.2.3 Severity Classification

As a qualitative measure, the severity level is easier to predict than the numeric
Base Score. Severity would also be a more intuitive measure to the user than
the numeric Base Score. To calculate the severity score, the AI model takes
the CVE natural language description as the input and the severity level (high,
medium, and low in CVSS 2.0; critical, high, medium, low, and none in CVSS
3.1) as the output. This NLP solution eliminates the need to replicate the
vulnerability environment and simplifies the workflow as shown in Figure
to avoid the usage of the complicated CVSS formula. Table shows the

classification results for the CVSS 2.0 severity levels.

3.3.3 Training

Both the GPT-3 and the USE models have four training epochs. All GPT-3
models are sequence-to-sequence, taking string inputs and outputting another
string. In the classification task of CVSS 2.0 components, the input is the vul-
nerability description, and the output is the CVSS value string. This sequence-
to-sequence setting sometimes causes the model to predict values out of the
expected distribution. The USE model has a trainable Keras layer available
through TensorFlow’s model distribution network TensorFlowHub. For each
task, the upstream model is the fifth version of the ‘large’ USE model with all
the neural network parameters trained on the crawled NVD training dataset.
A labeled map for each sample translates the string label into a numerical
one. The downstream of the neural network model would have the number of
predictors (a dense layer with N ‘neurons’ where N is the number of possible
labels in the dataset). The whole model can then predict each label’s likeli-
hood as a real-valued probability score. Then a one-hot encoding indicates the
index, which maps to a class label. ADAM is used as the optimizer to train all
the USE models with an empirically fine-tuned learning rate. All the training
losses are cross-entropy losses. All the training/evaluation accuracy is the se-

quence accuracy as in GPT3 metrics since the token accuracy is irrelevant to
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the label, which happens to be the output sequence, typically having a single
target label token.

We trained the USE model on the NVD dataset with different training and
testing splits. April 2nd, 2022, is the latest date for the training dataset (2022
Split). As we suspect that the adaption of the federated CNA model in early
2017 would change the quality of the CVE descriptions, we trained the USE
model on the CVE descriptions before October 2016 and after (2016 Split).
As a control group, we retrained the USE model on a different dataset split
on April 2nd, 2021, which is a year before our latest training split(2021 Split).

For the 2021 Split, we trained the USE model on 122079 samples. The
model is tested on 61039 samples. The model diverged after 2 epochs with
MSE loss as not-a-number under the learning rate of 0.0001 for the ADAM
optimizer. After decreasing the learning rate to 0.00001, the model converged
after 4 epochs with a MSE loss of 3.86 and a validation RMSE of 1.96. The
model did not display the same learning trouble on the 18843 samples on the
data from April 2nd, 2021 to August 7th, 2023. However, the USE model
failed to learn any useful pattern from 2/3 of the training data as it returns a

uniform prediction.

3.3.4 Evaluation

The evaluation test set is one-third of the whole dataset. For each task in
the CVSS 3.1 classification task, a trained USE model predicts a test set with
28,891 samples. For the CVSS 2.0 tasks, the test set has 51,000 samples. The
TensorFlow framework provides a convenient KerasLayer loading function to
read the trained model into the GPU memory [I]. The model then predicts
the labels for each test sample description, showing the confidence for each
label. An argmax function call from the NumPy library converts the pre-
dicted probabilities into the predicted labels [32]. After the label conversion,
the Classification Report tool from the SciKit Learn Metrics library calculates

the precision, recall, Fl-score, support, and a confusion matrix with regard
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to the ground truth labels [43]. For each task, this chapter presents a classi-
fication report produced by the Scikit-Learn toolset [64]. The GPT-3 model
predicts a sequence of tokens for each task, which should match the reference
tokens. However, the GPT-3 model sometimes outputs tokens partially within
the target vocabulary or entirely out of distribution. We handle this by se-
lecting the relevant tokens from the predicted sequence. Suppose the model
predicted ‘adjacent’ in the attack vector or access vector classification task.
Our selection script would change ‘adjacent’ to ‘adjacent_network’ to match
the reference value. If the model predicted ‘adjacentnetworkconfiguration’ in
the same task, this selection script would change ‘adjacentnetworkconfigura-

tion’ to ‘adjacent_network,” removing the redundant tokens.

n

1
p= ﬁ;(gi_yi) (3.1)
Following the same metric conventions in [33], we compare the mean error,
variance, and P values of the CVSS estimations by both the human experts
and the AI model. The formula [3.1] calculates the mean error. For each CVE,
we add up the difference between the CVSS score predicted by the Al model
(9;) and the CVSS score assigned by the NVD (y;). Then we divide the sum

by the number of CVEs (n) to get the mean error (u).

1~

o? = - ;(yi —p)’ (32)
The formula defines the variance. For each CVE, we add up the square
of the difference between the CVSS score predicted by the AI model (y;) and
the mean value of all the predictions (). Then we divide the sum by the
number of CVEs (n) to get the variance (0?). Python’s statistics library

provides a variance function to calculate the above.
Scipy implements a ttest_ind function to calculate the P value in its stats
library. We use the default P-value calculation parameters with equal_var=
True, nan_policy= ‘propagate’, permutations= None, random state= None,

alternative=‘two-sided’, trim= 0, keepdims= False.
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The CWE-Wise evaluation looks into the CWE-79 cross-site scripting vul-
nerability. This task compares the USE model performance against the ex-
pert’s performance. We also look into the USE model prediction pattern.

We compare the Al model’s performance against the expert’s performance
in [33] on prediction mean error, variance, and significance. The CWE order
and the metrics (variance, mean value, and P value) in the figures follow
conventions from [33] for the convenience of comparison.

An interesting question is how well the AI model performs on recent CVEs.
These recent data test the model’s ability to generalize to unseen data. We
collected 31882 CVEs from April 2nd, 2022, which is the last day of our test
data crawling for the USE model to test against human experts, to July 19th,
2023. We hypothesize that the Al model would perform worse on recent CVEs
than the old CVEs since there is unseen information in the new CVEs. If
the model performs well on recent CVEs, it indicates that it has learned the
underlying pattern of the CVSS score calculation. The MITRE Corp wrote
the CVEs before Oct 2016 while the CNAs wrote the CVEs after Oct 2016. To
also find out whether the USE model performs better on the MITRE CVEs or
the CNA CVEs, we split the data into two groups with Oct 2016 as the cutoff
date. We trained the USE model on the data from April 2nd, 2021, to April
2nd, 2022, and tested the model on the data from April 2nd, 2022, to July 19,
2023.

For imbalanced data in our tasks, F'1 score ignores the true negatives of a
given class. F1 score is preferable to (balanced) accuracy since it can demon-
strate how the model performs regarding each class. To get the overall perfor-
mance of the model, we report the macro, micro, and weighted average metrics

such as Precision, Recall, and F'1 scores.
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3.4 Results

This section presents the results of the tasks mentioned in Section [(3.3.2 In
Section [3.4.1] and Section [3.4.2] each classification report, adapted from the
Scikit Learn Python toolkit [64], consists of label-specific and averaged metrics.
There are empty cells in the accuracy row for the recall and precision columns
since accuracy is a global metric, not a label-specific metric. The empty cells
are not a bug or a missing calculation; they are a Ul choice to indicate that
Accuracy is a standalone global value, whereas the other metrics are derived
from individual class performance. Each cell in the label-specific metrics has
three columns(the USE model, the GPT-3 model Babbage variant, and the
TF-IDF SVM model). In the lower segment of each classification report, the
first row only has the accuracy in the F1-Score column. The second row
has the macro-averaged (sum of the label-specific scores such as precision,
recall, and fl-score, divided by the number of labels, which is 3 in component-
specific metric classification tasks). The third row has the weighted average
precision, recall, and F1-Score. For the CVSS score versions 2.0 and 3.1, there
are classification reports for each metric component prediction task, the base
score prediction, and the severity classification. The best-performing class is
in bold. Overall, the USE model is the best-performing model. The GPT-3
performs head-to-head with the USE. Both deep learning models outperform
the SVM model with TF-IDF vectorization.

In the later section, we present categorized CVSS 2.0 results comparing the
AT model (represented by USE) against the human experts [33]. We examine
the USE model capacity to generalize to unseen data, simulating the real-
world scenario. We also look into the effect of different data splits on the
model performance, addressing the NVD’s change in its managing philosophy

in 2017.
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3.4.1 Predicting Common Vulnerability Scoring System

2.0

This subsection presents the results of the CVSS 2.0-related tasks. It includes
the classification reports for each of the component classification tasks (Table
, the Error Grid Analysis for the Base Score prediction tasks (Figure
and Figure[3.6), and the classification reports for the severity classification task
(Table [3.2). The USE model performs better on the more recent test data on
the Base Score prediction task with 83.5 percent of acceptable severity level
predictions (Zone As in Figure than the older test data before April 2nd,
2022 with 73.7 percent of acceptable predictions (Zone As in Figure .

As shown in Table [3.2] the USE model performs better than the Babbage
variant of GPT-3 model since the USE model has a higher accuracy across the
table and without out-of-distribution labels. However, the out-of-distribution
prediction of the severity level labels might be due to the GPT-3 task formula-
tion. The GPT-3 model works as a sequence-to-sequence task, while the USE
model works as a multinomial classification task (labeling each description as
low, medium, or high). The sequence-to-sequence task is more free-formed
than the multinomial classification task as it can predict any English sentence

instead of a numerical representation of the target labels.

3.4.2 Predicting Common Vulnerability Scoring System
(CVSS) 3.1

This subsection presents the results of the CVSS 3.1-related tasks, which in-
clude CVSS vector string component predictions and end-to-end base score
predictions. For each CVSS component prediction task, we present the classi-
fication reports with supports and label-specific precision, recall, and F'1-Score.
The lower section for each class report contains accuracy, macro-averaged, and

weighted metrics.

Tables present the component classification reports. Among



Table 3.1:

ol

CVSS 2.0 Component Results: results rounded to two decimal

places. Bold values indicate the best-performing model for each class. If two

models have identical performance, the one with lower cost overhead is pre-

ferred.
Precision Recall F1-Score
Class Support
USE GPT SVM| USE GPT SVM| USE GPT SVM
Access Vector Classification Report
Adjacent 0.83 0.78 0.00|0.73 0.73 0.00 | 0.78 0.75 0.00 | 1779
Network 0.97 0.97 0.83|0.97 0.97 1.00{ 0.97 0.97 0.90 | 42176
Local 0.83 0.85 0.05|0.85 0.84 0.00 | 0.84 0.84 0.00 | 7132
Access Complexity Classification Report
Low 0.87 0.87 0.68 | 0.88 0.89 0.89| 0.87 0.88 0.77 | 29858
Medium 0.80 0.82 0.69| 0.82 0.80 0.42] 0.81 0.81 0.52 | 20102
High 0.54 0.35 0.00| 0.28 0.34 0.00 | 0.37 0.34 0.00 | 1400
Authentication Classification Report
None 0.95 0.96 0.84 | 0.96 0.96 0.95| 0.96 0.96 0.89 | 43265
Single 0.78 0.78 0.04|0.74 0.75 0.01 | 0.76 0.76 0.02 | 7802
Multiple 0.00 0.00 0.00 | 0.00 0.00 0.00|0.00 0.00 0.00 | 20
Confidentiality Impact Classification Report
Complete | 0.64 0.65 0.10 | 0.65 0.69 0.01 | 0.67 0.68 0.01 | 8591
Partial 0.82 0.83 0.50| 0.82 0.83 0.84| 0.85 0.84 0.63 | 25472
None 0.87 0.88 0.31|0.85 0.88 0.14 | 0.86 0.88 0.19 | 17024
Integrity Impact Classification Report
Complete | 0.65 0.70 0.15] 0.63 0.70 0.01| 0.67 0.70 0.02 | 10100
Partial 0.77 0.80 0.48 | 0.81 0.80 0.48 | 0.79 0.80 0.48 | 22358
None 0.87 0.88 0.41| 0.88 0.88 0.61 | 0.88 0.88 0.49 | 18629
Availability Impact Classification Report
Complete | 0.72 0.70 0.15| 0.63 0.70 0.01 | 0.67 0.70 0.02 | 10100
Partial 0.77 0.80 0.48 | 0.81 0.80 0.48 | 0.79 0.80 0.48 | 22358
None 0.87 0.88 0.41| 0.88 0.88 0.61 | 0.88 0.88 0.49 | 18629
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Figure 3.5: Error Grid Analysis of the USE Model for CVSS 2.0 Base Score
Prediction: the error grid consists of a ‘medium’ threshold line (3.9, yellow)
and a ‘high’ threshold line (6.9, red). The three Zone As (colored in green,
73.7 percent) in the grid indicate acceptable predictions within the same level
of severity as the reference values. The four Zone Bs (colored in orange, 25.9
percent) indicate predictions that are one level away from the reference severity
level. The two Zone Cs (colored in red, 0.4 percent) indicate predictions that

are two levels away from the reference severity level.

these models, the Universal Sentence Encoder performs best in all the clas-
sification reports. The GPT-3 Babbage performs close to the USE model,
none significantly. The TF-IDF SVM Model performs well in the recall metric
across tasks. Table[3.6]shows that the Universal Sentence Encoder has the best
overall performance in the Severity classification task based on the accuracy,

the macro-averaged F1 score, and the weighted F'1 metrics.
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Figure 3.6: FEGA of the USE for CVSS 2.0 Base Score Prediction on New
Data: the Zone A (acceptable) 83.5 percent; Zone B (error by one severity
level) 16.4 percent; Zone C (error by two severity levels) 0.06 percent. There
are 31,882 CVEs in the new test dataset, collected after April 2nd, 2022. The

most frequent score, 9.2, occurred 329 times in the test predictions.

3.4.3 CWE-Wise Performance Analysis

This section presents the CWE-wise performance analysis of the models. We
first grouped all the test data by their vulnerability type. Then we evaluated
the trained models on the test data according to CWE types. For the ease
of comparative analysis between AI models and human experts, we ordered
the CWEs in the ranking conventions from the paper [33]. We suspected
CVE description length has a significant impact on the prediction error and
investigated three categories of errors made by the USE model: critical errors,
medium errors, and correct predictions. Critical errors are predictions with a
CVSS raw error of 3 or more. Medium errors are predictions with a CVSS raw
error between 0.1 and 3. Correct predictions are predictions on the base score

with exact matching of the reference CVSS.
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Table 3.2: The Classification Report (Following Conventions from SciKit

Learn) of the Severity Level Prediction

Precision Recall F1-Score
Class Support
USE GPT SVM| USE GPT SVM| USE GPT SVM

Low 0.64 0.59 0.00| 0.61 0.58 0.00| 0.62 0.59 0.00 | 5271
Medium | 0.80 0.79 0.59| 0.84 0.80 0.95| 0.82 0.80 0.72 | 30053
High 0.76 0.72 0.24| 0.71 0.71 0.04| 0.73 0.71 0.06 | 15763

accuracy 0.77 0.75 0.57 | 51087
macro 0.73 0.35 0.27]0.72 0.35 0.33] 0.72 0.35 0.26 | 51087

weighted | 0.77 0.75 0.42 | 0.77 0.75 0.57| 0.77 0.75 0.45 | 51087

CWE-79 is the most common CWE in the dataset with 5935 samples as
shown in Table[3.7] According to MITRE.org, CWE-79 categorizes vulnerabil-
ities with "Cross-site Scripting’” or XSS issue. Improper neutralization of input
during web page generation makes a web application vulnerable to malicious
script injection. Due to XSS’s popularity in the NVD dataset, we analyzed the
prediction errors of CWE-79 in detail. We assumed that the description qual-
ity of the CWE-T9 typed vulnerabilities could represent the overall description
quality of the NVD dataset and randomly picked 9 samples from each category
and analyzed the description length and the prediction error.

There are no strong correlations between the length of the description and
the prediction error since the model is equally capable of predicting the CVSS
score for the short and the long descriptions.

There are 5739 CVEs with the word XSS’ in the test data. The Al model
tends to underestimate the CVSS score for the XSS vulnerabilities. Within
these samples, the model underestimates 4618 samples with a mean error of
0.47 around a mean CVSS of 3.88 with a deviation of 0.289. The model
overestimates 1121 samples with a mean error of 0.47 around a mean CVSS
of 4.04 with a deviation of 0.4.

The human experts’ data come from [33]. Table shows the sample size



%)

Table 3.3: CVSS 3.1 Component Results (Part 1)

Precision Recall F1-Score
Class Support
USE GPT SVM USE GPT SVM USE GPT SVM
Attack Complexity Classification Report
Low 0.96 0.96 0.93|0.98 0.97 1.00| 0.97 0.97 0.96 | 26842
High 0.76 0.57 0.23|0.71 0.53 0.00 | 0.73 0.55 0.00 | 2049
Accuracy 0.95 0.94 0.93 | 28891
Macro 0.82 0.77 0.58 | 0.75 0.75 0.50 | 0.78 0.76 0.48 | 28891
Weighted | 0.94 0.94 0.88| 0.95 0.94 0.93| 0.94 0.94 0.90 | 28891
Attack Vector Classification Report
Network | 0.94 0.93 0.74]0.94 0.93 0.98| 0.94 0.93 0.84 | 21051
Adjacent | 0.66 0.54 0.63 | 0.63 0.65 0.02| 0.65 0.59 0.03 | 770
Local 0.83 0.81 0.56 | 0.84 0.80 0.09 | 0.83 0.80 0.16 | 6727
Physical | 0.72 0.62 0.00 | 0.59 0.58 0.00 | 0.65 0.60 0.00 | 343
Accuracy 0.90 0.89 0.73 | 28891
Macro 0.79 0.73 0.48|0.75 0.74 0.27| 0.77 0.73 0.26 | 28891
Weighted | 0.90 0.89 0.69 | 0.90 0.89 0.73 | 0.90 0.89 0.65 | 28891
Availability Impact Classification Report
None 0.91 0.88 0.49|0.85 0.88 0.54| 0.88 0.88 0.51 | 11194
Low 0.70 0.30 0.00 | 0.29 0.34 0.00 | 0.41 0.32 0.00 | 697
High 0.89 0.91 0.66 | 0.95 0.90 0.64| 0.92 0.90 0.65| 17000
Accuracy 0.89 0.88 0.58 | 28891
Macro 0.83 0.70 0.38 | 0.69 0.71 0.39| 0.73 0.70 0.39 | 28891
Weighted | 0.89 0.88 0.57 | 0.89 0.88 0.58 | 0.89 0.88 0.58 | 28891
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Table 3.4: CVSS 3.1 Component Results (Part 2)

Precision Recall F1-Score
Class Support
USE GPT SVM USE GPT SVM USE GPT SVM
Confidentiality Impact Classification Report
None 0.83 0.80 0.47| 0.83 0.82 0.19| 0.83 0.81 0.27 | 6365
Low 0.87 0.80 0.81|0.79 0.80 0.22 | 0.83 0.80 0.34 | 5507
High 0.89 0.89 0.63|0.92 0.88 0.92]0.90 0.89 0.75| 17019
Accuracy 0.87 0.85 0.63 | 28891
Macro 0.86 0.83 0.64 | 0.84 0.83 0.44| 0.85 0.83 0.45 | 28891
Weighted | 0.87 0.85 0.63 | 0.87 0.85 0.63 | 0.87 0.85 0.57 | 28891
Integrity Impact Classification Report
None 0.86 0.60 0.47| 0.89 0.42 0.46| 0.88 0.50 0.46 | 9034
Low 0.87 0.68 0.88|0.83 0.75 0.21 | 0.85 0.71 0.34 | 4971
High 0.90 0.73 0.58 | 0.90 0.84 0.73] 0.90 0.78 0.65 | 14886
Accuracy 0.88 0.69 0.56 | 28891
Macro 0.88 0.67 0.64 | 0.87 0.67 0.47| 0.87 0.66 0.48 | 28891
Weighted | 0.88 0.68 0.60 | 0.88 0.69 0.56 | 0.88 0.68 0.54 | 28891
Privilege Required Classification Report
None 0.88 0.89 0.69|0.92 0.87 0.96| 0.90 0.88 0.80 | 18707
Low 0.76 0.69 0.59|0.72 0.74 0.19| 0.74 0.71 0.29 | 8033
High 0.73 0.60 0.33]0.59 0.59 0.02] 0.65 0.59 0.04 | 2151
Accuracy 0.84 0.81 0.68 | 28891
Macro 0.79 0.44 0.54|0.74 044 0.39| 0.76 0.44 0.38 | 28891
Weighted | 0.84 0.81 0.64| 0.84 0.81 0.68 | 0.84 0.81 0.60 | 28891
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Table 3.5: CVSS 3.1 Component Results (Part 3)

Precision Recall F1-Score
Class Support
USE GPT SVM| USE GPT SVM USE GPT SVM
Scope Classification Report
Unchanged| 0.97 0.97 0.87|0.99 0.83 1.00| 0.98 0.97 0.93 | 24156
Changed | 0.92 0.86 0.93| 0.84 0.97 0.21 | 0.88 0.84 0.35| 4735
Accuracy 0.96 0.95 0.87| 28891
Macro 0.95 0.92 0.90 | 0.92 0.90 0.60| 0.93 0.91 0.64 | 28891
Weighted | 0.96 0.95 0.88 | 0.96 0.95 0.87 | 0.96 0.95 0.83 | 28891
User Interaction Classification Report
None 0.94 094 0.74]0.96 0.95 0.96| 0.95 0.94 0.83| 19088
Required | 0.92 0.89 0.80 | 0.89 0.87 0.34| 0.90 0.88 0.48 | 9803
Accuracy 0.93 0.92 0.75| 28891
Macro 0.93 0.92 0.77]0.92 091 0.65|0.93 0.91 0.66 | 28891
Weighted | 0.93 0.92 0.76 | 0.93 0.92 0.75| 0.93 0.92 0.71 | 28891
Table 3.6: Severity Level Classification Report
Precision Recall F1-Score
Class Support
USE GPT SVM| USE GPT SVM| USE GPT SVM
Low 0.56 0.25 0.00| 0.24 0.33 0.00| 0.34 0.28 0.00 | 517
Medium | 0.76 0.77 0.51 | 0.81 0.77 0.53 | 0.78 0.77 0.52 | 11455
High 0.73 0.72 0.50| 0.73 0.70 0.67 | 0.73 0.71 0.57 | 12474
Critical | 0.67 0.60 0.28 | 0.57 0.61 0.01 | 0.62 0.60 0.02 | 4445
Accuracy 0.73 0.71 0.50 | 28891
Macro 0.68 0.59 0.32|0.59 0.60 0.30 | 0.62 0.59 0.28 | 28891
Weighted| 0.73 0.71 0.46 | 0.73 0.71 0.50 | 0.73 0.71 0.45 | 28891




Table 3.7: Sample Size for Each CWE, Al vs Human: CWE-255, CWE-16,
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and CWE-59 have significant P values.

CWE Al Human
CWE-79 5935 194
CWE-310 1222 14
CWE-362 294 6
CWE-200 2020 373
CWE-264 1647 122
CWE-255 234 18
CWE-16 88 10
CWE-59 227 15
CWE-22 1381 71
CWE-287 877 26
CWE-78 743 3
CWE-352 1050 30
CWE-94 834 66
CWE-89 2304 213
CWE-399 856 88
CWE-189 378 41
CWE-20 2682 413
CWE-119 4364 513
CWE-134 87 4
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of both the USE model test data and the human data for each CWE. Due
to the manual effort required to collect the survey data, the sample size for

human experts is much smaller.
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Figure 3.7: Estimation Mean Error Comparison Between the AI Model and
the Human FExperts. In general, the AI model underestimates the impact of the
vulnerability C'VSS. Al outperforms the human experts except on CWE-264,
CWE-255, CWE-16, and CWE-59.

The AI model outperforms the human experts by a large margin. The
USE model has a macro mean squared error of 0.128, which is 4 times lower
than the human experts (0.537). Both the human and the AI can estimate
CVSS of the Cross-Site Scripting (XSS, CWE-79) vulnerabilities with signif-
icant accountability with both having near 0 P-values. The AI model (-0.18
mean error) estimates about 7 times more accurately than the human experts
(1.3 mean error), with 14 percent of the human error magnitude. The Al (0.2
variance) predicts about 16 times more stable than the human experts (3.3

variance) with 6 percent of the estimation swing. Human experts sampled 194
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Figure 3.8: Estimation Significance Comparison The AI model predicts with
more significant results with lower P-Values than human experts except on

CWE-200.

CVEs which is 3 percent of the Al’'s workload (5935 samples). 9.8 percent of
the tested data of the Al model is of CWE-79 while the human expert data
has 6.4 percent. In the XSS-typed vulnerability evaluation task, the AI model
achieved 7 times lower mean error and 16 times lower variance than the human
experts.

However, the AI model underestimates the severity of the vulnerability
CVSS. Figure [3.7 and 3.9 compare the CVSS base score prediction power
between the Al model and the human experts. Overall, the USE model tends to
underestimate the CVSS score and estimates with fewer errors than the human
experts on all the CWEs except CWE-264, CWE-255, CWE-16, and CWE-
59. Compared to the AI model, human experts perform with higher variance
except on test data from CWE-362 and CWE-287. CWE-200 vulnerabilities,

particularly, have low significance for AT model predictions.
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Figure 3.9: FEstimation Variance Comparison. The AI model has lower

prediction variance than human experts except on CWE-362 and CWE-287.

On these significant results (P value smaller than 0.05), the best performing
category is in CWE-79. The USE model has a mean error of -0.2, which is more
than 6 times lower than the human experts (mean error 1.3), and a variance
of 0.2, which is 16 times lower than the human experts (variance 3.3). For
CWE-94, the USE model performs the worst with a mean error of 0.4, which
is still almost half of the human experts (mean error 0.7), and a variance of

1.4, which is less than half of the human experts (variance 3.7).

3.4.4 USE on Recent Data

This section examines the performance of the AI model for the CVSS esti-
mation task on newer data. We trained the USE model on the data before
April 2nd, 2022 (Old Data), and tested the model on the data from April 2nd,
2022 till July 2023 (New Data, Recent Data). We also examined the effect

of CVE management philosophy shift and different data splits (2021 split, in-
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Figure 3.10: Significant Estimation Comparison: the AI model outperforms
the human experts in CWEs with significant P-Values (smaller than 0.05). Al
models underestimate the CVSS value while human experts do the same except

with CWE-79.

stead of 2022 split above) on the model performance. The macro-averaged
mean squared error of the USE model on the recent data is 0.118, which is
a 7.8 percent improvement over the test data before April, 2nd, 2022. This
comparison of model performance on new and old data shows that the model
has a strong generalization ability for unseen vulnerabilities. As seen in Figure
the model performs similarly on the new data as on the old ones.
Figure [3.14] indicates that the model has fewer significant results on CWE-
362, CWE-255, CWE-59, and CWE-78. As a comparison, CWE-362, CWE-
59, and CWE-78 are significant in the old data before April 2nd, 2022, with
P values smaller than 0.05. For CWE-362, there are 149 samples in the new
dataset. There are 294 samples in the old dataset. For CWE-59, there are 158

samples in the new dataset and 227 samples in the old dataset. For CWE-T78,
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Figure 3.11: Significant Estimation Comparison: the AI model outperforms

the human experts.

there are 124 samples in the new dataset and 743 samples in the old one. One
plausible cause explaining insignificant results in new data is the insufficiency
of the data.

Since MITRE Corp. has shifted the management philosophy of the CVE
program from centralized management to decentralized management, the vul-
nerability description quality has potentially improved. To investigate this
hypothesis, we tried the USE model on two data subsets: the data before the
CVE paradigm shift and the data after the shift. The USE model has an MSE
of 1.22 on the MITRE-managed data and 1.31 on the CNA-managed ones.
The USE model diverged during the training process for the 2021 split (NVD
data till April 2021) with a learning rate of 0.0001 for the ADAM optimizer.
After lowering the learning rate 10 times to 0.00001, the model converged with
an MSE of 3.85 and root mean squared error (RMSE) of 1.96 in the fourth

epoch. On the data that are from April 2021, the model has an MSE of 3.63
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Figure 3.12: Prediction Mean FError Comparison on the Recent Data: in
general, the AI model underestimates the impact of new vulnerabilities. New
data are collected from April 2nd, 2022 to July 2023. Old data I collected
before April 2nd, 2022.

and RMSE of 1.91. However, the model failed to predict any meaningful re-
sults on the data after April 2021 as it predicts a uniform number for all the
samples.

The 2021 model (USE trained on the data before April 2021) has an MSE of
2.79 on its validation data (one-third of the data before April 2021, randomly
selected). On the test data after April 2021, the 2021 model has an MSE of
2.17. This result shows that the model has a strong predictive ability on the
recent data. Or, it is easier to predict the CVSS score for the recent data than

the old data.

3.4.5 Resource Consumption

Table [3.8| shows the resource consumption to train and test USE, SVM and

BERT models on a P100 instance on Kaggle with 30699 test inferences and
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Figure 3.13: Prediction Variance Comparison on the Recent Data

92097 training samples of one epoch on a CVSS prediction task with a batch
size of 9. The USE-V2 model consumes 3.06 GB of video memory and 1.04 GB
of storage, which is twice as much as the USE-large variant, which peaks at
3.66 VRAM consumption. However, the USE-V2 model trains and inferences
6x faster than the USE-large model.

The GPT-3 model runs remotely on the OpenAl API therefore there is no
available data on its resource consumption. BERT, which represents the large
language model, consumes 7.11 GB of video memory and 0.42 GB of storage,
taking 75 minutes to train and test one epoch with a batch size of 9. The
BERT model has the best performance with 0.72 MAE.

The SVR model with the TF-IDF vectorization consumes 225 minutes to
train and requires no video memory and runs on the CPU instance (Intel Xeon
2.20 GHz four vCPU cores with 32 GB main memory). Even though the SVR
has the best performance (0.74 CVSS base score) in terms of the mean absolute

error (MAE), the USE model is more efficient in terms of time required to train


https://www.kaggle.com/models/google/universal-sentence-encoder/tensorFlow2/universal-sentence-encoder
https://www.kaggle.com/models/google/universal-sentence-encoder/tensorFlow2/large
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Figure 3.14: Prediction Significance Comparison (Lower is Better) on the
Recent Data: The model performs comparably on the new data except on CWE-
362. There are 149 samples in the new data for CWE-362, which is 145 less
than the old data (294 samples). The red dashed line indicates the P-value of

0.05. Any value above this line is insignificant.

and inferences since the SVR model takes about four hours to train and test.

3.5 Discussion

This work not only covers the CVSS 3.1 scoring system but also the older
CVSS 2.0 scoring system, which is the most dominant vulnerability evaluation
metric in the NVD [24] [52]. Our proposed CVSS estimation method can
convert the CVSS 2.0 score to the CVSS 3.1 score, and vice versa, solely
from their natural language inputs. Compared to the works from [58] [86]
[17], we showed the reports for each label in the component-wise task and a

more end-to-end approach with the state-of-the-art performance. The USE
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Table 3.8: Resource Consumption (peak video memory usage in GBs; time
in minutes; storage in GBs) for USE and SVM: the USE-V2 model trains &
inferences faster than the USE-Large model but consumes more memory and
storage. The SVM costs no VRAM to run and only requires 277 MB of main
memory at peak usage. BERT model performs the best but with the highest

VRAM consumption.

Model Memory Time Storage | MAE
(GB) | (minutes) | (GB)

USE-V2 3.06 10 1.04 0.92
USE-Large 3.66 63 0.59 0.94
SVM 0.27 241 0.02 0.74
BERT 7.11 75 0.42 0.72

model outperforms the CVSS-BERT model in the component-wise task with
better weighted F1 scores (except on availability component prediction). A
comparative study between the deep learning models and the human domain
experts shows that the deep learning models outperform the human experts
in the CVSS estimation task by a large margin. The USE model also shows
strong generalization ability on the recent data as shown in Section [3.4.4]
Poor descriptions, flawed CVSS processing, and low transparency in CVSS
processing led to poor performance on the CVSS estimation by human experts
[33] and AT agents. After MITRE enforces CNAs to use description templates,
the prediction task becomes easier. The USE model performs better on the
data collected 2022-2023 than the data collected before 2022. The experiments
on the 2017 data split and the 2021 split show similar findings. It might
be interesting to see how the model performs on the data in the future as
the training turns obsolete. It is also interesting to examine how the model
would perform with named entity-only inputs as one can extract only relevant

components from the vulnerability description. As CVSS 4.0 rolls out, another



68

task would be to predict the CVSS 4.0 score from the vulnerability description.
The conversion between CVSS 2.0, 3.1, and 4.0 scores would be another task
to explore since NVD discontinued CVSS 2.0 after July 13th, 2022 [59)].

The end-to-end trained AI model uses the natural language description of
the vulnerability to predict the CVSS score, instead of the CVSS vector string.
A good end-to-end model may predict all the CVSS vector string components
correctly but still have a low CVSS score prediction accuracy due to a poor
understanding of the CVSS formula.

For example, ‘Buffer overflow in OpenBSD ping.” is a vulnerability with
a CVSS 2.0 base score of 2.1. Our trained Al model predicts a severity score
of 7.1. Is this critical error caused by the design flaw of the CVSS formula
or is the model thinking that this vulnerability itself is bad? It’s hard to
tell. An AT model would not only need to understand the vulnerability impact
and exploitability from the natural language input but also the CVSS formula
itself on the arbitrary weighting. Even human experts struggle to understand
or agree with the CVSS formula, as shown in the process of crafting the CVSS
criteria. It is not surprising that the AI model would have a hard time having
a strong predictive power on the CVSS score too. An Al could be accurate
in predicting the CVSS vector string but not the CVSS score, because of the
formula’s unjustified design. Section discusses this further, addressing
human experts’ performance in CVSS estimation.

The free-formed nature of the vulnerability description in the CVE listing
and the NVD makes it hard for security analysts to understand the vulnerabil-
ity and its impact efficiently. The lack of a ‘ground truth’ for the vulnerability
description quality and the lack of a standard format for the vulnerability de-
scription make it hard to check the presence of the essential information in a
vulnerability description. This observation motivates us to propose a solution
that increases the efficiency for the security analysts to check the presence of
the essential information in a vulnerability description. In Chapter [4] we call

this solution ‘essential aspect labeling’” and we propose AI models to screen
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vulnerability descriptions and label the presence of the essential aspects in a

vulnerability description.



Chapter 4

Essential Aspect Labeling for

Vulnerability Descriptions

As shown in Figure [4.1], according to the nvd.gist.gov website on the CVE pro-
cess, the vulnerability management process begins with reports from assumed
good-faith reporters. For each of these reports, vulnerability description is the
first thing you see after opening a vulnerability entry. Other than the refer-
ence code for exploitation and demonstration, it is the only other source of
information for anyone, especially the non-technical people, who wish to un-
derstand a flaw in some vulnerable software products. Reading the description
of a vulnerability is the first step for any security analyst to understand the
vulnerability and its impact. Since the vulnerability listing is largely a con-
federated work from various organizations and the open community with dif-
ferent levels of expertise, these free-form descriptions can often be incomplete,
inconsistent, or even misinforming. For any vulnerability maintaining process,
this information checking has been a time-consuming and labor-intensive task.
This chapter proposes a solution that increases the efficiency for the security
analysts to check the presence of the essential information in a vulnerability

description.

4.1 Problem Statement
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Figure 4.1: Vulnerability Management Process: The process begins with re-
ports from assumed good-faith reporters. These reports are stored in a database
with assigned metadata and subsequently analyzed by security analysts. Fol-
lowing the analysis, the vulnerabilities are assigned metrics that assist in their
triage. End-users leverage these metrics to prioritize vulnerabilities for miti-

gation within their management systems.

4.1.1 What is the issue with the current vulnerability

description in the CVE listing and the NVD?

Daniel Stenberg, the author of cURL and the recipient of the 2017 Polhem
Prize, has argued that the CVE system is ‘full of questionable content and
plenty of downright lies‘, ‘next to impossible to get rid of invalid CVEs‘, bu-
reaucratic and intransparent, and ‘designed for good-faith reporters against
bad-faith product organizations’. Anyone could submit a CVE entry with an
anonymous account without any verification of the identity or the expertise
of the reporter. Inevitably, there would be ‘bad-faith reporters’” who submit
CVE entries with malicious intent, such as to gain fame , to cause damage to
a system, or to gain financial benefit from the vulnerability disclosure.

Even though NVD recommends reporters to follow two templates [15],
CVE descriptions are still largely free-form and often lacking the essential
information for a security analyst to understand the vulnerability cause and
its impact. For instance, as shown in Figure £.2] CVE-1999-0198 has the
description ‘finger .@host on some systems may print information on some
user accounts.” This short description identifies the vulnerable product and
potential impact of exploit with rather vague language such as ‘some systems'

and ‘some user accounts.’ It is unclear what kind of information the print-
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NETGEAR R6400 devices before 1.0.1.52 are affected by a stack-based buffer overflow by an authenticated user.

(a) CVE-2021-38522 lacks the Vulnerability Impact aspect

affected_product vulnerability_impact
e

finger .@host on some systems may print information on some user accounts.

(b) CVE-1999-0198 lacks the Attack Vector and the Vulnerability Cause aspect

N .
Unspecified Cross-site scripting (XSS) vulnerability in the Verizon FIOS Actiontec MI424WR-GEN3I router.

(c) CVE-2013-3097 lacks the attack vector aspect and the vulnerability impact as-

pect.

Figure 4.2: CVE Descriptions Lacking One or More Essential Aspects

out has and who can access it. This opaque description makes it hard for a
security analyst to understand the vulnerability and its impact efficiently since
‘some’ provides few insights on the vulnerable condition. The report should
have included precise conditions that could trigger a successful exploit, such
as the version of the vulnerable product, the environment, and the attacker’s
privilege level, and the impact of the exploit as the potential damage to the
system or the user. A better revision could be ‘finger .@host on Linux version
before 2.2.14 may print information on user accounts with read privilege. This
information may include the other user’s home directory, shell, and UID. An
attacker with network access to the vulnerable system may use this information
to gain unauthorized access to the system.’

As a first step to address the ‘bad-faith reporters‘, we propose syntax check-
ing on the written descriptions for the four aspects of a vulnerability: the
Affected Product, the Vulnerability Cause, the Attack Vector, and the Vul-
nerability Impact. If an entry lacks one or more of these aspects, it will be
hard for a security analyst to fully understand the vulnerability and its impact

since the reporter fails to provide the full context of the vulnerability. This
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vulnerability_impact
— grabitly & R e e
1| Multiple directory traversal vulnerabilities in PHP 5.2.6 and earlier allow context-dependent attackers to bypass safe_mode restrictions by

creating a subdirectory named http: and then placing ../ (dot dot slash) sequences in an http URL argument to the (1) chdir or (2) ftok function.

(a) CVE-2008-2666

Valnerability_cause [Vulnerability impact
1 Etiflsrc/btif_dm.c in Android before 5.1 does not properly enforce the temporary nature of a Bluetooth pairing, which allows user-assisted remote attackers to bypass intended access restrictions via

crafted Bluetooth packets after the tapping of a crafted NFC tag.

(b) CVE-2014-791/

vulnerabili

rability cause
validation, aka Directory Traversal

(c) CVE-2021-27402

Figure 4.3: CVE Descriptions with All Four Essential Aspects

checking would transfer the responsibility on proving the validity of a CVE
from the affected CNAs to the more distributed reporters therefore release the
CNAs from the burden of verifying the validity of the CVE entries.

However, our solution still has short-comings since it is possible for a re-
porter to submit a CVE entry with false semantics while syntactically being
valid according to our checking model. Nontheless, syntactic highlighting could
be helpful to spot the bugus CVEs before they roll into the world as ‘disputed’
CVEs, as no one could verify the authenticity of the report, and degrade
the quality of the CVE database. With the rare case of ‘good-faith reports’
with carelessly written descriptions, our solution could nonetheless help the

reporters to improve the quality of their descriptions.

4.1.2 What are the descriptions needed for a security

analyst to understand the vulnerability?

We derive essential vulnerability aspects (EVAs) from the two CVE templates
recommended by NVD [I5] and works from Zhang et al. [88] and Guo et
al. [30]. The fields identified by the two CVE templates have a fine-grained

categorization of the vulnerability information but NVD gave these fields the
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same level of importance without identifying which fields are essential for a
security analyst to understand the vulnerability. In our proposed method,
we identified the essential components for the CVE description and added a
layer of abstraction to group similar fields into four essential aspects. In the
VIET work from Zhang et al. [88], they used an NER LSTM model to extract
entities at word-level granularity. Our proposed method uses a transformer
model that works at the sentence-level granularity, not only extracting the
entities but also classifying the sentences into the four essential aspects. Guo
et al. [30] proposed a method to detect aspects that were often missing from
CVE descriptions and provided suggestions to fulfill the missing aspects with
CNN or LSTM models. Our proposed method builds on their work by defining
a more comprehensive set of essential aspects and using a transformer-based

model for aspect labeling.

4.1.3 What is the issue with vulnerability aspect label-
ing?

The proposed vulnerability aspect labeling task is a challenging task due to
the limited amount of labeled data and the subjectivity of the labeling process.
The small dataset could lead to overfitting for small-scale learning models and
would degrade the performance of the model when compared to fine-tuned
large-scale learning models [10]. With few-shot learning, even though not as
performant as fine-tuned conterparts, large-scale language model might still
outperform smaller models on this task. Increasing the size of the dataset,
as a future and more engineering-oriented work, could help to improve the
performance and the generalization ability of the model but finding the optimal
size of any finetuning dataset requires unrealistic amount of experiments [87]
and is therefore beyond the scope of this chapter.

The purpose of this chapter is to demonstrate the potential of the vulnera-
bility aspect labeling task and to provide a baseline for future work. Therefore,

we choose to use a small dataset and a few-shot learning approach to showcase



75

that low-cost Al deployment could provide at least some quality control over
the CVE reporting process, instead of allowing free-form CVE descriptions
to overload the CNAs with the responsibility of verifying the CVE entries.
Any development team could take over from here to scale up the dataset size,
the computation power, and the model size to improve the performance of
the model and to provide a more accurate and reliable vulnerability aspect

labeling service to the software vulnerability analysts.

4.1.4 Increase Model Size or Data Size?

Other than increasing the computation power, model size and data size are
the two most common parameters to tweak for the performance of a machine
learning model. Ideally, the more data the better, and the larger the model the
better. According to Vieira et al., 100K+ data samples would be optimal for
a LLM fine-tuning while data amount smaller than 2,000 would degrade the
performance of the model [83]. Experiments from Google DeepMind also show
that scaling up an LLM would benefit the learning task more than scaling up
the dataset [87]. Larger models are also sample efficient [38], meaning that they
could learn better from fewer data samples than smaller models. Therefore,

this research focuses on model scaling and few-shot learning.

4.1.5 Research Scope

This research aims to analyze the Essential Vulnerability Aspects (EVAs) in
the CVE description in real-time with few-shot learning LLMs. CVE descrip-
tion as the primary source of information for its analysts are often free-form
and lack quality control. The proposed EVAs are the necessary types of in-
formation for CVSS scoring and CWE classification. The reporters and the
analysts could have more highlighted description syntax on the CVE descrip-
tions than the current free-form CVE descriptions. The goals of the EVA
labeling are to remind the CVE reporters on what could be lacking within

their CVE descriptions, to assist security analysts making informed and rele-
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vant decisions on the CVE metrics, and to control the quality of CVE reports
for the vulnerability database.

Since cyber defense systems rely on time critical data from its vulnerability
database, real-time online analysis of the CVE data stream would be of great
interest to the cyber defense community. With the evolved computation power
and the development of LLMs, real-time online analysis of the CVE data

stream is now possible due to the in-context learning capability of LLMs [10].

4.2 Related Works

This section reviews the related works in the field of vulnerability description
quality assessment. We explain the previous work, their limitations, and how

we build on them.

4.2.1 Defining Description Quality Metrics

The CVE program recommends that participating CNAs follow one of their
two variations of templates when writing the descriptions for the vulnerabil-
ities. These templates identify what fields a ‘good’ vulnerability description
should contain, such as vulnerability type, root cause, component, product, ver-
sion, attacker, impact, and attack vector. However, in the absence of complete
information, it asks CNAs to provide only the product, attacker, impact, and
attack vector fields hinting that the other fields are optional. [15].

The CNAs still write CVE descriptions in a freestyle manner without fol-
lowing the templates. This has led to a huge amount of variation in CVE de-
scriptions where the CNAs could report the vulnerability with or without the
necessary information. In an under-reported CVE, the CNAs would miss key
details such as vulnerability impact or attack vector while in an over-reported
CVE, they may have the details that do not contribute to the understanding
of the vulnerability, such as enumerating product models and version numbers,

making the majority of the report body [30] [79].
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Kuehn et. al. evaluated the quality of descriptions by using three metrics,
accuracy, completeness, and uniqueness [45]. To determine the description ac-
curacy, they used a BERT model concatenated with the Flair NLP framework
[3] to create the embedding for a classifier model. The uniqueness metric com-
pares the number of fields required by CVE evaluation metrics such as CVSS
within two CVE descriptions. It measures one description as more ‘unique’
than the other if it contains more fields required by target metrics than the
other, thereby contributing more information to the database. However, this
metric is more of an indicator of the quality of the whole database rather than
of a single CVE description. The completeness metric uses a named-entity
recognition (NER) model to extract the word or token from the descriptions,
attempting to find the subject or the object that helps to determine the tar-
get metrics such as CVSS. However, these extracted tokens are heavily biased
toward information related to attack vectors and vulnerability impact. The
scheme also has double-counting issues. For instance, the descriptions with
vulnerable functions or path fields not only count towards vulnerability cause
but also towards attack vectors. The metric scheme would also count the vul-
nerability impact field three times as Confidentiality, Integrity, and Availability
are highly correlated. Therefore, the completeness metric needs a weighting
mechanism to balance the importance of the fields. The metric also ignores
long Vulnerability Cause descriptions if there is no simple CWE wording for
them due to the limitations of NER models. For complex metrics like Attack
Complexity, the word-level NER model cannot provide meaningful discourse
units for the analyst to make a decision. Therefore, we need a more powerful
model that can predict at the sentence/sub-sentence level to correlate with the

sophisticated fields.

4.2.2 Essential Aspects of Vulnerability Description

NER models are effective when dealing with a single token with clear bound-

aries. For tasks that require more context, models that work with text spans
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work better. Span-level labeling can predict potentially overlapping text frag-
ments with various lengths [22]. To analyse longer text spans, we adapted the
term ‘Vulnerability Aspect’ from the work of Guo et al. [30] A vulnerability
aspect is a coherent unit of information to fill a field in the CVE templates
such as ‘Vulnerability Type’, ‘Root Cause’, ‘Affected Product’, ‘Impact’, ‘At-
tacker Type’, and ‘Attack Vector’. In a CVE description, an aspect can span
multiple words or phrases as long as it is a coherent unit of information to fill
a field in the CVE templates.

Zhang et al. proposed an ‘essential information’ extraction method called
VIET [88]. They defined essential information as named entities that can
loosely map to the CVSS metrics. According to [88], a vulnerability should
at least contain all the CVE fields that the CVSS metrics require to calcu-
late the severity level. In Guo et. al’s work, either the Vulnerability Type
or the Root Cause aspects are necessary to the description, but not both, as
Root Cause is often the Vulnerability Type described in simple language. For
vulnerability without a popular type, one can only describe its Root Cause as-
pect. Therefore we combine Guo’s Vulnerability Type aspect and Root Cause
aspect into one ‘Vulnerability Cause’ aspect as detailed in Section We
also combine the Attacker Type with the Attack Vector in Guo’s definition
to form the new Attack Vector essential aspect due to ambiguity posed by
the CVSS ‘Attack Vector’ metric [24], which is better mapped to the Attacker
Type aspect, instead of the Attack Vector aspect [30], which would be more
useful in determining the Attack Complexity metric in CVSS. The aspects as
defined in Guo et. al. are inappropriate to measure description quality be-
cause the Attack Vector aspect fails to map to the CVSS Attack Vector metric,
violating the ‘essential property’ defined by Zhang [88]. Therefore, we grouped
Guo’s aspects into four categories to better classify vulnerability descriptions:
the ‘Vulnerability Cause’, the ‘Affected Product’, the ‘Attack Vector’, and the

‘“Vulnerability Impact’, detailed in Table as the ‘Essential Aspects’.
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Figure 4.4: Proposed EVAL Processing Pipeline for CVE Descriptions: the
pipeline consists of two meural network models: the DesQS and the EVAL
Analyzer. Firstly, a binary classification model DesQS screens for the poor de-
scriptions within the data stream. Then another BART EVAL-Analyzer model
identifies the missing essential aspects in the poor descriptions, by highlighting
existing aspects. For instance, Quality Screener identifies CVE-1999-0198 as
poorly described since it lacks the Vulnerability Cause and the Attack Vector

aspects.

4.3 Proposed Method

The proposed CVE processing pipeline consists of two neural network models:
the Description Quality Screener (DesQS) and the Essential Vulnerability As-
pect Labelling Analyzer (EVAL-Analyzer) as shown in Figure . The need
for two models is due to the trade-off between classification accuracy and run-
ning cost. Pretrained LLMs such as BERT and BART require less data to
train compared models trained from scratch. In the finetuning stage proposed
in this chapter, for large models such BART-Large, they were trained with
fewer epochs than smaller models such as BART-Base. Time is the deter-
minating factor in considering the amount of training epochs involved in the
training stage. This section details the Essential Vulnerability Aspect Labeling

(EVAL) pipeline by explaining how we created the dataset in Section m
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Table 4.1: Relationship Between the Fssential Aspects and the CVE Template
Fields: the Essential Vulnerability Aspect (EVA) groups the CVE template

aspects [15] into four supersets (V.C., A.P., A.V., and V.1I.).

Essential Aspect Template Fields

Vulnerability Cause vulnerability type, root cause
Affected Product component, vendor, product, version
Attack Vector attacker, vector

Vulnerability Impact impact

how we trained and evaluated the models for the DesQS in Section [4.3.2] and
the EVAL Analyzer Section in [4.3.4]

4.3.1 Essential Aspect Dataset

The Essential Vulnerability Aspect Labeling Dataset (EVAL Dataset) lays the
foundation of the proposed EVAL pipeline as both the screening model and
the analyzer model require the EVA-labeled data as shown in Table to
train. The dataset consists of 450 CVE descriptions with their essential as-
pects mannually labeled using the Brat annotation tool [78]. The Vulnerability
Cause aspect combines the vulnerability type and the root cause fields in the
CVE templates. The Affected Product aspect contains the component, ven-
dor, product, and version fields, and provides the information of the vulnerable
system. The Attack Vector aspect contains the attacker and vector fields, elab-
orating the situational context from the perspective of the attacker, while the
Vulnerability Impact aspect, which describes the consequences of the vulner-
ability exploitation, and the change in the C.I.A. (Confidentiality, Integrity,
and Availability) triad metrics, is the impact field in the CVE templates.

For the 450 entries in the EVAL dataset, the Datasets split function, im-
plemented by Huggingface, randomly selects 405 entries for training and 45 for

testing. However, we set the random state to 42 to control the computational
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vulnerability_cause affected_product attack_vector vulnerability_impact
— e e eSS e
1/ Multiple directory traversal vulnerabilities in PHP 5.2.6 and earlier allow context-dependent attackers to bypass safe_mode restrictions by

creating a subdirectory named http: and then placing ../ (dot dot slash) sequences in an http URL argument to the (1) chdir or (2) ftok function.
(a) CVE-2008-2666

affected_product! (vulnerability_cause [vulnerability_impact

1/ btiflsrc/btif_dm.c in Android before 5.1 does not properly enforce the temporary nature of a Bluetooth pairing, which allows User-assisted remote attackers to bypass intended access restrictions via

crafted Bluetooth packets after the tapping of a crafted NFC tag.

(b) CVE-2014-791}

BEEImPRED _ | CPUTEIELAETE | _
The SAS Admin portal of Mitel MiCollab before 9.2 FPZ could allow an unauthenticated attacker to access (view and modify) user data by injecting arbitrary directory paths due to improper URL validation, aka Directory Traversal.

(c) CVE-2021-27402

e S o A
NETGEAR R6400 devices before 1.0.1.52 are affected by a stack-based buffer overflow by an authenticated user.

(d) CVE-2021-38522

vulnerability impact
—

finger .@host on some systems may print information on some user accounts.

(e) CVE-1999-0198

Unspecified Cross-site scripting (XSS) vulnerability in the Verizon FIOS Actiontec MI424WR-GEN3I router.

(f) CVE-2013-3097

Figure 4.5: Essential Vulnerability Aspect Labelling Dataset Examples in the
Brat Labelling Tool: the first three CVE descriptions contain all four essential
aspects with the Vulnerability Cause aspect positioned at the front (CVE-2008-
2666), the middle (CVE-2014-7914), and the back (CVE-2021-27402). The
last three descriptions (CVE-2021-38522, CVE-1999-0198, CVE-2013-3097)

lack one or more of the essential aspects.
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environment to benchmark the results across different models and processing

methods presented later in this section.

4.3.2 Vulnerability Description Quality Screener

We define a poorly written vulnerability description as a description that lacks
one or more of the essential aspects. A script checks the aspect labels in each
sample of the EVAL dataset. If an entry lacks one or more essential aspects,
we define that entry as a poorly written vulnerability description, labeled as
the integer 0. Otherwise, we label the entry with integer 1, indicating a well-
written description that contains all four types of essential aspect labels. After
this we randomly select one-third of the entries as the test data and the other
two-third as the training data.

After training a BERT-based model on this dataset, we call the result-
ing model the Description Quality Screener (DesQS) model. The per device
train batch size is 9, with a learning rate of 2e-5. The rest of the hyper-
parameters follow the default settings in the Huggingface Trainer class. For
CWE-wise comparison, the training epochs are set to 27. For the severity-
wise and vendor-wise comparisons, the training epochs are set to 36. These
settings are arbitrary but kept consistent across all experiments for fair com-
parison. For each experiment, the model is retrained from scratch with the

same hyperparameters and the same dataset split.

4.3.3 DesQS Model Performance

Table shows that the DesQS model achieves a weighted F1 score of 0.755
with standard deviation of 0.032 on the 90 balanced test samples. The results
are averaged over 30 runs with the same hyperparameters and dataset split.
The tokenizer is en-uncased-preprocess version 3 from tensorflow-hub. The
model is bert-en-uncased-1-10-h-128-a-2 /versions 2. For each run, the model

trains for 27 epochs.
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Dewviation)
Precision Recall F1 Support
Poor 0.773 £0.059 | 0.740 £ 0.059 | 0.752 £ 0.023 45
Good 0.751 £ 0.028 | 0.773 £ 0.098 | 0.757 £ 0.050 45
Accuracy 0.756 +0.030 90
Macro | 0.762 4+ 0.027 | 0.756 4+ 0.030 | 0.755 4+ 0.032 90
Weighted | 0.762 + 0.027 | 0.756 = 0.030 | 0.755 + 0.032 90

4.3.4 Essential Vulnerability Aspect Labeling Analyzer

The Essential Vulnerability Aspect Labeling Analyzer (EVAL Analyzer) not
only segments the CVE descriptions into different aspects but also predicts
the aspect types based on the surrounding context. Its main task is to identify
the missing EVAs in the poorly written vulnerability descriptions to a fine-
grained level as shown in Figure [4.5] We trained and compared three large
language models, BART, T5 [68], and LED [8] each trained with different
hyperparameters due to differences in their architecture. We set the batch size
to 9 for all models if possible and to 1 for larger models like BART-Large due
to limited GPU memory. The rest of the hyperparameters follow the default
settings in the Huggingface Trainer class with the learning rate set to 2e-5.
We train most models with epochs depending on the model architecture and
the dataset size. For base models, the training epochs are set to 81; while
for larger models, the training epochs are set to 18. For inference, we set the
beam search size to 9, with top-k sampling of 18, temperature of 0.9, minimal
length of 9, maximal length of 512, minimum new tokens of 9, and no repeat
n-gram size of 3 to reduce text repetition.

The following are the evaluation metrics for the EVAL task.

Span Selection Recall counts how many spans in the reference can be found in
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Table 4.3: EVAL Analyzer Model Comparison: Mean + Standard Deviation

Model Recall Precision F1 Label %

Score

BART-Base | 0.882 £ 0.007 | 0.858 £ 0.009 | 0.865 £ 0.008 | 72.1 +1.49 | 62.4 +£0.01

BART-Large | 0.899 4 0.009 | 0.887 £ 0.008 | 0.889 £ 0.007 | 68.1 +2.21 | 60.5 £ 0.02

the predicted text spans. ‘1.0’ means all spans in the reference are found in
the predicted spans.

Span Selection Precision counts how many spans in the predicted text can be
found in the reference spans. Similar to the recall, ‘1.0" means all spans in the

predicted text are found in the reference spans.

Pl — 2 x Recall x Precision

4.1
Recall + Precision (1)

Span Selection F1 is the harmonic mean of the recall and the precision as
shown in the Equation 4.1.

Span Label Accuracy is the percentage of the predicted label types that match
the reference. In order to find such a matching, first, a mapping script matches
the predicted text spans to a target reference span. After the mapping step,
another script counts how many labels are correctly predicted. To cope with
the typos generated by the model, a semantic matching script uses the USE
model to match the predicted labels to the reference labels with a cosine sim-
ilarity bigger than 0.9.

Qverall Score is the product of the label accuracy and the span selection F1

score, which is the final evaluation metric for the EVAL Analyzer models.

As shown in Table [£.3] the BART-base model has the best overall perfor-
mance in the EVAL analysis task. To choose the best model for the EVAL
task, we consider the F'1 score, label accuracy, and the score after 9 runs with
the same hyperparameters and dataset split. All the BART base models run
for 81 epochs with a batch size of 9 with a semantic matching post-processing

threshold of 0.9. The semantic matching uses the Universal Sentence Encoder
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(USE) model [12] to calculate the cosine similarity between the predicted labels
and the reference labels. The model is universal-sentence-encoder-large ver-
sion 5 from tensorflow-hub. The BART-Large models run for 18 epochs with
a batch size of 1 due to GPU memory limitations, with the same semantic
matching threshold of 0.9.

The amount of training epochs is determined by the model architecture and
the dataset size. To reflect real-world scenarios, we train the larger models with
fewer epochs than the smaller models due to the time cost of training larger
models. To fix training epochs for each model would impose unfair advantages
depending on the model architecture, which is not ideal for a fair comparison.
For smaller models such as BART-Base, we can afford to train for more epochs
to achieve better performance; while for larger models such as BART-Large,
we need to limit the training epochs to reduce the time cost and hardware
requirements. If the bigger models are trained with the same epochs as the
smaller models, they would have much better performance than the smaller

models.

4.3.5 In Context Learning

As outlined in Table [£.4] the prompts used for the ICL tasks consist of two

main components: instruction and context.

Instruction

The instruction conveys meta-information about the EVAL task. It specifically
directs the model to output four essential aspects of the given input, formatted
according to the Brat standoff annotation standard. This instruction remains

identical across all ICL settings, ensuring consistency in the task requirements.
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ICL

Context

Instruction

The Essential Vulnerability Aspect Labelling (EVAL)
task highlights the Vulnerability Cause (VC), Vulner-
ability Impact (VI), Attack Vector (AV), and Affected
Product (AP) information in the cve descriptions. Brat
is a labelling tool. Please label the AP, VC, VI, and AV
in the following cve description following the standoff
format in Brat (text index, label type, and text span

indices, labeled text).

Zero-shot

N/A.

One-shot

For example, the input CVE description: (demonstra-
tion.description), has the following output: ‘(demon-

stration.annotation)’

Few-shot

9 demonstrations+‘What would be ideal annotation out-

Y

put for the following description:

Many-shot

315 demonstrations+‘What would be ideal annotation

output for the following description: ’

Table 4.4: The Input Prompts Used for the In-Context Learning Task.
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Context

The context varies across different ICL configurations, primarily based on the

number of examples provided:

e Zero-shot learning: No examples are provided to the model. It directly
predicts the essential aspects of a given CVE description based solely on

the instruction.

e One-shot learning: A single example is included in the context to

guide the model.

e Few-shot learning: The context contains nine examples, offering the

model more reference material for prediction.

e Many-shot learning: The context is enriched with 315 demonstrations,

significantly increasing the number of examples provided.

Additionally, an experimental variation of the many-shot learning setup
involves repeating the 315 demonstrations three times. This repetition aims
to evaluate whether increasing the number of demonstration epochs enhances
the model’s ability to learn and generalize.

At the end of the context, a question is posed to prompt the model to
generate the ideal EVAL annotation output for the given CVE description.
By analyzing the outputs produced under these varying conditions, the study

assesses the model’s performance across different ICL configurations.

Data

The data used for the ICL tasks is sourced from the EVAL dataset, which con-
tains 450 CVE descriptions with their corresponding essential aspects labeled.
The dataset is split into demonstration set and testing, which is one-third of all
the EVAL dataset. The 315 demonstrations are sequentially selected from the

EVAL dataset. One-shot learning uses the first demonstration, while few-shot
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learning uses the first nine demonstrations. For many-shot learning, the model

learns all the demonstrations in the order they appear in the EVAL dataset.

Model

Gemini 1.5 Flash is the model of choice for the ICL experiments due to its
cost effectiveness. The EVAL task proses a serious challenge to the Gemini 1.5
Flash model, as it requires the model to understand and segment the input
and generate the essential aspects of the CVE descriptions while outputing
the Brat standoff format. To accomplish this, we use Gemini’s API to the
GenerativeModel class provided by a Python library [28]. For the generation
configuration, we set the temperature to 1 to encourage more deterministic
outputs. The top P is set to 1 to allow the model to consider a wider range
of possible outputs. The top K is set to 9 to limit the number of highest
probability vocabulary tokens to consider during generation. The maximum
output tokens are set to 8192 to accommodate the potentially lengthy Brat

standoff format outputs.

4.3.6 Evaluation

The output of the model generation must meet the following criteria:

e Brat Standoff Format the output must adhere to the Brat standoff
format, which includes the span index, label type, text span indices, and
segmented text,split by a tab character. The indices output are ignored

since a postscript can search for the correct indices conveniently.

e Text Segmentation the predicted spans must be related to one of the
reference spans. A fuzzy matching alogrithm of edit distance maps each

of the predicted spans to the reference spans.

e Vulnerability Aspect Labels the predicted label types for each span

must match the reference spans’ labels.
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4.3.7 Post-Processing

Post-processing has two main components:

e Find Brat Standoff Predictions often include code segments in Mark-
down format, within which the Brat standoff annotations begin. To
address this, a post-processing script is required to identify the start of
the Brat standoff format, denoted by triple backticks in the Markdown

structure.

e Label Conversion The model frequently predicts label types in abbre-
viated form, differing from the reference labels. For instance, the model
may predict AV, while the reference label is attack_vector. A conversion
script is therefore necessary to transcribe the predicted labels to align

with the reference labels.

4.4 Result

In this section we attempt to answer the questions raised in Section 4.1} In
the rest of this section we present the results of the experiments following the
methods shown in the previous Section [3.3] All the experiments presented
in this section are run on a single NVIDIA Tesla P100 GPU in Kaggle. The

metrics with exact numbers are the best effort from the experiments.

4.4.1 In-Context Learning

Figure shows the EVAL score results for the ICL tasks. Few-shot and
many-shot learning achieve comparable EVAL scores, consistently surpassing
zero-shot and one-shot settings. Repetitive demonstrations degrade perfor-
mance, suggesting that the quality of demonstrations is more critical than
their quantity. Figure presents the span selection results across different
ICL configurations. Both few-shot and many-shot learning consistently out-

perform zero-shot and one-shot settings in span selection recall, precision, and
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EVAL Score Across Learning Methods
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Figure 4.6: EVAL Score Results: the many-shot and few-shot learnings con-
sistently outperforms the zero-shot and one-shot learnings. More epochs of the

same demonstration data would harm the model performance.

F1 score. Figure shows the label accuracy results for different ICL set-
tings. For each span, we compare if the predicted label span is the same as the
reference label span. Similar to the EVAL score results, few-shot and many-
shot learning consistently outperform zero-shot and one-shot settings. Data
diversity is crucial for model performance, as repetitive demonstrations lead
to a decline in label accuracy. We also measured the amount of predictions
that are perfectly aligned with the reference. By perfect, we mean exactly the

same as the reference spans. Figure [4.9) shows few-shot learning has the best



91

Average Recall, Precision, and F1 (%) Across Learning Methods
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Figure 4.7: Span Selection Results: few-shot learning and many-shot learning

consistently outperform the zero-shot and one-shot learnings.

performance when it comes to making the exact predictions with 28% of the
predictions are perfect. Zero-shot learning never predicts an exact match with
the reference. One-shot learning has merely 1% of the predictions are perfect.
Many-shot learning achieves 17% while repeated demonstrations with three
epochs decreased to 16%.

Overall, demonstrating with 9 examples could be the best strategy for the
ICL EVAL task as shown in Figure [£.6] Figure 1.7, Figure [4.8] and Figure [4.9
This few-shot learning strategy consistently outperforms the zero-shot and one-
shot learning strategies. After repeating the ICL and evaluation three more
times, many-shot learning could perform better than the few-shot learning
with respect to the EVAL score ranging from 0.70 to 0.76 or the label accuracy
from 80 to 87 percent. Few-shot learning shows the best performance in terms
of segmentation of the input description with the best average F1 score of
0.88 and predicting exactly the reference spans, achieving 28%. These results

highlight the importance of data diversity and quality in improving the model
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Average Label Accuracy Across Learning Methods
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Figure 4.8: Label Accuracy Results: few-shot learning and many-shot learn-
ing consistently outperform the zero-shot and one-shot learnings. More epochs
of the same demonstration data would harm the model performance in label

accuracy.

for the EVAL as a in-context learning task.

4.4.2 Case Study on CVE-2024-0999

This section presents a case study on CVE-2024-0999, a vulnerability in the
Totolink N200RE router, showcasing the effects of different learning settings on
the EVAL model performance. CVE-2024-0999 has the following description:

A vulnerability was found in Totolink

N200RE 9.3.5u.6139_B20201216.
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Figure 4.9: Perfect Prediction Ratio Results: few-shot learning has the best
result while zero-shot learning has the worst result. More demonstrations would

cause the model to descrease in the amount of perfect predictions.

It has been declared as critical.

This vulnerability affects the function setParentalRules
of the file /cgi—bin/cstecgi.cgi.

The manipulation of the argument eTime leads to
stack—based buffer overflow.

The attack can be initiated remotely.

The exploit has been disclosed to the public

and may be used.

The identifier of this vulnerability is VDB—-252268.
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NOTE: The vendor was contacted early

about this disclosure but did not respond in any way.

4.4.2.1 Zero-Shot Prediction

The following is the prompt used for the zero-shot prediction:

The Essential Vwulnerability Aspect Labelling (EVAL) task

highlights the Vwulnerability Cause (VC), Vulnerability
Impact (VI),

Attack Vector (AV), and Affected Product (AP)

information in the CVE descriptions.

Brat is a labelling tool and visualized the

labelled output of EVALs.

Please label the AP, VC, VI, and AV in the

following CVE description

following the standoff format in Brat

(text index, label type, and

text span indices, labeled text):

A vulnerability was found

in Totolink N200RE 9.3.5u.6139_B20201216.

It has been declared as critical.

This vulnerability affects the function

setParentalRules of the file /cgi—bin/cstecgi.cgi.

The manipulation of the argument eTime

leads to stack—based buffer overflow.

The attack can be initiated remotely.

The exploit has been disclosed to the public and may be used

The identifier of this vulnerability is VDB—252268.
NOTE: The vendor was contacted early about this disclosure

but did not respond in any way.
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Gemini 1.5 Flash Model predicts the following aspects for CVE-2024-

0999:

1 11 AP Totolink N200RE

11 12 AP 9.3.5u.6139_B20201216

28 45 VC setParentalRules

45
93
65
87
98
104
114
122
137
167
187
202
211
219
229
236

249

53 VC function

65 VC of the file

82 VC /cgi—bin/cstecgi.cgi

98 VC manipulation

104 VC of the

114
122
137
162
182
202
211
219
229
236
244

269

VC
VC
VC
VC
VI
AV
AV
AV
AV
AV
AV
AV

public

argument
eTime
leads to
stack—based buffer overflow
critical
remotely
The
attack
can be
initiated
remotely

The exploit has been disclosed to the

269 285 AV and may be used

The predicted aspects are mostly correct other than spans that are broken into

multiple parts. The BRAT standoff format is not followed in the prediction

since T* span indications are missing.

BART-Large Model

predicts the following in zero-shot ICL:

Please contact the vendor if you have any questions about

this vulnerability.
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The model fails to predict any of the essential aspects in the CVE description
and instead provides a generic continuation to the ‘Note’ section of the CVE

description.

4.4.2.2 One-Shot Prediction

The following is the prompt used for the one-shot prediction:

The Essential Vwulnerability Aspect Labelling (EVAL) task
highlights the Vwulnerability Cause (VC), Vulnerability
Impact (VI), Attack Vector (AV), and Affected Product (AP
) information in the CVE descriptions. Brat is a
labelling tool and visualized the labelled output of
EVALs. Please label the AP, VC, VI, and AV in the
following CVE description following the standoff format
in Brat (text index, label type, and text span indices,
labeled text). For example, the input CVE description: ¢
Jenkins Fortify Plugin 19.1.29 and earlier stores proxy
server passwords unencrypted in job config.xml files on
the Jenkins master where they can be viewed by users with
Extended Read permission, or access to the master file

system .

has the following output: ‘T1
affected_product 0 42 Jenkins Fortify Plugin 19.1.29
and earlier T2 vulnerability_cause 43 130 stores
proxy server passwords unencrypted in job config.xml
files on the Jenkins master T3 vulnerability_impact
149 164 viewed by users T4 attack_vector 170 231
Extended Read permission, or access to the master file
system ‘ What’s the standoff output for the input ‘A
vulnerability was found in Totolink N200RE 9.3.5u.6139
_B20201216. It has been declared as critical. This

vulnerability affects the function setParentalRules of

the file /cgi—bin/cstecgi.cgi. The manipulation of the
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argument eTime leads to stack—based buffer overflow. The
attack can be initiated remotely. The exploit has been
disclosed to the public and may be used. The identifier
of this vulnerability is VDB—252268. NOTE: The vendor was
contacted early about this disclosure but did not

respond in any way.‘?

Output for oneshot flash:

T1 affected_-product 0 23 Totolink N200RE 9.3.5u.6139_B20201216

T2 vulnerability_-cause 57 164 The manipulation of the argument eTime leads to
stack—based buffer overflow

T3 vulnerability_impact 165 204 The attack can be initiated remotely

T4 attack_vector 205 247 The exploit has been disclosed to the public

The T3 is wrong since remote attacking should be classified as the attack_vector.

4.4.3 Impact of Essential Aspects on the Vulnerability
Description Quality

A vulnerability description consists of multiple essential aspects but how much
do each of the aspects impact the quality of a description? To answer this
question, we first selected all 268 descriptions that had all four essential aspects
from the total 450 labelled descriptions. From this dataset of 268 ‘good quality’
descriptions, we selectively remove an essential aspect from half of them to craft
the poor support samples. The other half of the 268 samples are kept as good
supports. By doing so, we create a balanced dataset of 268 samples, with 134
poor quality samples (with one essential aspect removed) and 134 good quality
samples (with all essential aspects present). After training a BERT model for
9 epochs with 178 training samples, we evaluate the model performance with
90 test samples, 45 poor test samples with an essential aspect eliminated for
the description input, and 45 good samples.

Tables show that after the four experiments with each remov-
ing an essential aspect, the DesQS model performs the best at predicting the
Affected Product aspect, achieving perfect prediction accuracy (1.0 weighted

F1), followed by the Vulnerability Impact aspect (0.97 weighted F1) while
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Table 4.5: Impact of Essential Aspects on the Description Quality

Aspect F1

Vulnerability Cause | 0.87
Attack Vector 0.90
Vulnerability Impact | 0.97

Affected Product 1.00

Table 4.6: Result for Description Quality with Crafted Vulnerability Cause

Ezxamples
Precision | Recall | F1 | Support
Poor 0.87 0.87 | 0.87 45
Good 0.87 0.87 | 0.87 45
Accuracy 0.87 90
Macro 0.87 0.87 | 0.87 90
Weighted 0.87 0.87 | 0.87 90

behaves the worst when the Vulnerability Cause aspect is absent from the de-
scription. In other words, missing the Vulnerability Cause aspect has the most

impact on the description quality (0.87 weighted F1).

4.4.4 Relationship Between Description Quality and CVSS

Next, we wanted to understand if there was any correlation between the de-
scription quality and the CVSS 3.1 severity rating of vulnerabilities. In order
to do this, we first categorized the CVEs into four groups according to their
CVSS 3.1 Base Score: Low (0-3.9), Medium (4-6.9), High (7-8.9), and Critical
(9-10). Then, we checked the quality of the descriptions in each group with
DesQS model. Table shows the result of the CVSS-3.1 Severity Level-
Wise Description Quality Comparison. For each category, the table shows the

number and percentage of good and poor descriptions. It can be seen that



99

Table 4.7: Result for Description Quality with Crafted Attack Vector Exam-

ples
Precision | Recall | F1 | Support
Poor 0.89 0.91 | 0.90 45
Good 0.91 0.89 | 0.90 45
Accuracy 0.90 90
Macro 0.90 0.90 | 0.90 90
Weighted 0.90 0.90 | 0.90 90

Table 4.8: Result for Description Quality with Crafted Vulnerability Impact

Ezxamples
Precision | Recall | F1 | Support
Poor 0.96 0.98 | 0.97 45
Good 0.98 0.96 | 0.97 45
Accuracy 0.97 90
Macro 0.97 0.97 097 90
Weighted 0.97 0.97 | 0.97 90

Table 4.9: Result for Description Quality with Crafted Affected Product Ez-

amples

Precision | Recall | F1 | Support

Poor 1.00 1.00 | 1.00 45
Good 1.00 1.00 | 1.00 45
Accuracy 1.00 90
Macro 1.00 1.00 | 1.00 90

Weighted 1.00 1.00 | 1.00 90
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Table 4.10: Description Quality Comparison: the numbers are the amount
of CVE entries classified by the Des() model. The ‘Low’ rating has the worst
CVE description quality, while the "Medium’ rating has the best quality. The
"High’ rating has the most data samples. MITRE Corporation has better CVE
description quality than the CNAs, leading the comparison with a 25 difference

in the percentage of good descriptions (67.5% vs 42.5%).

Category | Size Good Poor

Low 1988 720(36.2%) | 1268(63.7%)
Medium | 41183 | 20347(49.4%) | 20836(50.6%)
High | 44063 | 20399(46.3%) | 23664(53.7%)
Critical | 15094 | 6519(43.2%) | 8575(56.8%)

CNAs 94853 | 40349(42.5%) | 54504(57.5%)

MITRE | 107683 | 72771(67.5%) | 34912(32.5%)

the ‘Low’ rating has the worst CVE description quality. The other three cat-
egories have an almost even distribution of good and poor descriptions with
the ‘Medium’ category being marginally better than others.

The description quality increases slightly as the amount of data samples
increases. However, this correlation between the number of samples and de-
scription quality is weak, as the medium severity rated data have 41183 sam-
ples, but the quality is the best among the four severity levels. Critically rated
data have 15094 samples, but the quality is the second-worst among the four
severity levels.

Table clearly shows that low-severity vulnerabilities are more likely to
have poor descriptions. However, does the perceived low severity cause people
to write poor descriptions, or do poor vulnerability descriptions cause NVD
to give them lower severity score. To investigate this relationship between
the description quality and the CVSS score we used the same dataset of 268

samples with all the EVAs. We removed one EVA from each sample to craft
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Table 4.11: CVSS Score Change with Removed EVAs: removing the Vul-
nerability Impact aspect has the most significant impact on the CVSS score.

Frquency is the percentage of samples that have a change in the C'VSS score.

Removed EVA Change | Frequency
Vulnerability Cause -0.026 0.619
Affected Product 0.172 0.615
Attack Vector -0.201 0.668
Vulnerability Impact | -0.446 0.664

poor vulnerability descriptions. We then used the USE model from Chapter
to estimate the CVSS score of the poor samples. Table 4.11] shows the
average change in the CVSS score after removing each EVA. Poor descriptions,
especially ones without the Vulnerability Impact aspect, have significantly
lower CVSS scores when compared with a good description, which leads us
to conclude that vulnerability descriptions written poorly lead to lower CVSS
score.

This we believe is an important result in light of the open source and
collaborative nature of vulnerability disclosures, the resource constraints facing
NVD as well as the importance of the CVSS scores that are relied upon by
security teams around the world. A poorly written vulnerability description by
a security researcher may lead to the underestimation of its severity, potentially

resulting in security teams taking the vulnerability lightly.

4.4.5 Trends in Description Quality

Figure [4.10| shows the annual trend of CVE description quality measured us-
ing the DesQS model, from 1999 to 2022. The description quality steadily
increased from 34.5% in 1999 to 85% in 2009. This behaviour is expected as
MITRE analysts would have learned to write better descriptions with experi-

ence. However, after a few years of steady description quality of approximately
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Figure 4.10: Annual Trend of CVE Description Quality: the CVE descrip-
tion quality peaks in 2009 with 85% of the descriptions being well-written. In
1999, only 34.5% of the descriptions were good. In 2018, the quality touched

another low at 36.9%.

0.8, the quality tumbled to 43% in 2017 and 36.9% in 2018. Ever since 2018, the
description quality has been fluctuating around 40%-50%. Notably, MITRE
started to delegate the writing of CVE descriptions to CNAs in late 2016. This
leads one to suspect that the CNAs are not writing as good CVE descriptions
as MITRE, either deliberately or due to abuse of their policies, rather lacking
the skills. The bottom part of table [4.10| shows the comparison between the
MITRE and the CNAs and confirms the suspicion: MITRE has significantly
better CVE description quality than the CNAs, leading the comparison with
a 25 point difference in the percentage of good descriptions (67.5% vs 42.5%).

CVE database’s increasing popularity within the security community has
also brought it a significant issue. Along with genuine security researchers
submitting CVE reports, CVE also sees a large number of ‘credit-seekers’ sub-
mitting sub-optimal reports that still need to be processed. One of the reasons
behind the change to the federated model with CNAs was to enable the pro-
cessing of the increasingly high number of CVE reports. The federated model
allowed the number of published CVEs to more than double between 2016 and

2017. Our analysis, however, shows that the quality of CVE descriptions has
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drastically gone down since the federated model started. It is arguable that
poor quality vulnerability descriptions require more time for analysis, thereby

leading to the clogging up of the NVD pipeline.

4.4.6 CNA-Wise Description Quality

It is important to identify CNAs that may have vulnerable internal policies
leading to the acceptance and publication of low quality descriptions. To do
this we first group the CVEs by their Assigner field in the NVD. Then, within
each Assigner group, we screen the CNAs with the DesQS model, calculating
the rate of good/poor descriptions over all the descriptions for each Assigner.
Then, we rank the CNAs by their impact (positive impact minus negative
impact) on the NVD.

In Table we rank all of the 189 CNAs based on the description qual-
ity and show the resulting top 9 and bottom 9 CNAs. Good Submissions
(Good) column is the amount of well-written descriptions submitted. Poor
Submissions (Poor) column is the amount of poorly written descriptions sub-
mitted. Total Submissions (Total) column is the total amount of descriptions
submitted. The rate of Good Submissions (Rate) column is the ratio of good
descriptions over all submissions. The positive Impact (Positive) column is the
ratio of the good submissions from this one particular CNA over all the good
submissions from all the CNAs. The negative Impact (Negative) column is the
ratio of the poor submissions from this one particular CNA over all the poor
submissions from all the CNAs. The impact Rating (Impact) column is the
Positive Impact minus the Negative Impact. Relative Score (Score) column is
the ratio of the distance between the current CNA’s Impact Rating and the
highest Impact Rating over the distance between the lowest Impact Rating
and the highest Impact Rating. According to our DesQS model results shown
in Table [4.12] Oracle has the best overall impact on the NVD database, while
IBM has the worst impact. TrendMicro has the best writing quality for CVEs,
while SAP has the worst. The founding CNA, the MITRE Corporation, is
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Table 4.12: CNA Description Quality Ranking Top 9 and Bottom 9: Oracle

has the best overall impact on the NVD database.

TrendMicro has the best

writing quality. The MITRE Corporation is a mediocre performer. However,

since it has the most submissions, both good and poor, it makes it to the middle

of the top 9. Qualcomm has the worst overall impact to the NVD database.

IBM has the worst writing quality. SAP has the lowest percentage of good

submissions.

Assigner Good | Poor | Rate | Positive | Negative | Impact | Score
Oracle 7044 | 1374 | 0.836 | 0.061 0.015 0.046 | 99.9
CERT 4148 777 | 0.842 | 0.036 0.009 0.027 | 785
Android 3221 616 | 0.839 | 0.028 0.007 0.021 | 71.3

Cisco/PSIRT | 4301 | 2027 | 0.680 | 0.038 0.023 0.015 | 63.7
MITRE 61112 | 46066 | 0.570 | 0.535 0.521 0.014 | 62.5
TrendMicro | 1099 4 0.996 | 0.010 0.000 0.010 | 57.8
Cisco/Talos 1164 80 0.936 | 0.010 0.001 0.009 | 575

Mozilla 1328 269 | 0.832 | 0.012 0.003 0.009 | 56.7

RedHat 6412 | 4376 | 0.594 | 0.056 0.050 0.006 | 54.4

Qualcomm 845 1092 | 0.436 | 0.007 0.012 -0.005 | 41.0
HPE 110 621 | 0.150 | 0.001 0.007 -0.006 | 39.7
SAP 73 627 | 0.104 | 0.001 0.007 -0.006 | 39.3
Huawei 359 853 | 0.296 | 0.003 0.010 -0.007 | 39.2
DHS 852 1695 | 0.335 | 0.007 0.019 -0.012 | 33.2
Apple 2211 | 3012 | 0.423 | 0.019 0.034 -0.015 | 29.7
Microsoft 3341 | 4113 | 0.448 | 0.029 0.047 -0.017 | 26.8
Adobe 1537 | 3117 | 0.330 | 0.013 0.035 -0.022 | 21.6
IBM 1101 | 4429 | 0.199 | 0.010 0.050 -0.040 | 0.0
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right in the middle of the top 9.

4.4.7 Impact of Weakness Type on Vulnerability De-
scription Quality

If different aspects have different impact on the description quality, then what
about different weakness types? Essentially, we want to understand if certain
weaknesses are harder to describe than others, as seen from CVE descriptions.
In order to do this, from the 2023 Top 25 CWE List [27], we identify the group
of CWEs with description ratings below 0.4 with the DesQS model.

Table [4.13] shows the description quality of the top 25 CWE entries in
the NVD [27], according to a trained BERT model. The BERT model has
an accuracy of 80% on the test set. The table clearly shows that there are
weaknesses that have a much higher quality rating and others that have a
much lower quality rating than average. CWE-89, CWE-22, and CWE-94
have description quality ratings above 0.7 while CWE-798, CWE-918, CWE-
306 and CWE-269 have description quality ratings below 0.4. We further
analysed the aspects that are missing in the CVE description for each of these

CWEs using the EVAL Analyzer model.

4.4.7.1 EVAL Analysis

For each CWE in Table [4.14] we report the number of missing essential as-
pects in the CVE descriptions; the size of the test dataset; the DesQS Screener
model reported ratio of poor quality descriptions; the EVAL Analyzer Ana-
lyzer model reported poor rate; and the difference between the two ratios.
The last row shows the total number of missing essential aspects in the CVE
descriptions within the four CWEs, the average poor rate of the two models
and the difference, which elaborates how much the higher resolution EVAL
Analyzer Analyzer model differs from the DesQS Screener model.

The results show that Vulnerability Impact is the most frequently missing

aspect in the CVE descriptions of these CWEs, followed by the Attack Vector
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Table 4.13: Top 25 CWEs ([27]) Description Quality : CWE-79 ‘Cross-site
Scripting‘ has the most entries in the NVD database while CWE-918 ‘Server-
Side Request Forgery‘ has the least entries. CWE-89 ‘SQL Injection® has the
highest rating among the top 25 CWHEs while CWE-306 ‘Missing Authentica-

tion for Critical Function® has the lowest rating.

Rank ID Size | Good | Poor | Rating

1 CWE-787 | 5345 | 3128 | 2217 | 0.585
2 CWE-79 | 17760 | 10440 | 7320 | 0.587
3 CWE-89 | 7098 | 5432 | 1666 | 0.765
4 CWE-416 | 2390 | 1442 | 948 | 0.603
) CWE-T78 1923 | 1086 | 837 | 0.564
CWE-20 8547 | 4778 | 3769 | 0.559
CWE-125 | 3835 | 2141 | 1694 | 0.558
CWE-22 4192 | 2990 | 1202 | 0.713

© oo N O

CWE-352 | 3414 | 1813 | 1601 | 0.531
10 CWE-434 997 455 042 | 0.456
11 CWE-862 753 413 340 | 0.548
12 CWE-476 1672 718 954 | 0.429
13 CWE-287 | 2589 | 1188 | 1401 | 0.458
14 CWE-190 1530 678 852 | 0.443
15 CWE-502 691 332 359 | 0.480
16 CWE-T7 920 454 466 | 0.493
17 CWE-119 | 11463 | 7760 | 3703 | 0.676
18 CWE-798 737 252 485 | 0.341
19 | CWE-918 | 515 174 341 | 0.337
20 | CWE-306 | 577 189 388 | 0.327
21 CWE-362 968 514 454 | 0.531
22 CWE-269 1515 552 963 | 0.364
23 CWE-94 2733 | 2010 | 723 | 0.735
24 CWE-863 1034 463 571 | 0.447
25 CWE-276 047 300 247 | 0.548
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Table 4.14: Missing EVA Analysis: Vulnerability Impact (V.1.) is the most
frequently missing aspect in the tested CWEs descriptions. The Screener model

overestimates the quality of the poor CVE descriptions by an average of 19.1%.

CWE/CNA | V.I. | V.C. | AP. | AV. | Size | Screener | Analyzer | Difference
CWE-798 | 346 50 8 221 | 737 0.659 0.526 -0.133
CWE-918 | 174 | 341 0 0 515 0.663 0.450 -0.213
CWE-306 | 189 78 4 388 | 57T 0.673 0.386 -0.287
CWE-269 | 552 | 178 | 963 | 299 | 1515 0.636 0.497 -0.139

Total 1250 | 344 | 975 | 707 | 3934 0.658 0.467 -0.191
SAP 203 | 153 | 31 | 236 | 700 0.896 0.497 -0.399
IBM 1364 | 537 2 | 1243 | 5530 0.801 0.342 -0.459
Microsoft | 2444 | 488 | 750 | 2402 | 7454 0.552 0.360 -0.192
Adobe 1747 | 879 0 | 1468 | 4654 0.67 0.559 -0.111
Total 5758 | 2057 | 783 | 4349 | 18338 | 0.729 0.439 -0.290

aspect. Affected Products is almost always present in the CVE descriptions.
Occasionally, these CVE descriptions lack the Vulnerability Cause aspect. This
is interesting because in general as shown in Section Vulnerability Cause
and not Vulnerability Impact affects the description quality the most.

The CWE-wise description quality ratings are different in Table and
Table because Table shows the overall description quality of the
CWEs with a BERT based Screener model while Table [£.14] using the BART
based Analyzer model, shows not only the quality but also the missing essential
aspects in the CVE descriptions within the select CWEs.

The DesQS (Screener) model overestimates the quality of the poor CVE
descriptions by 13.3% on CWE-798, 21.3% on CWE-918, 28.7% on CWE-306,
and 13.9% on CWE-269.
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Table 4.15: Running Time Comparison: USE semantic matching imposes
2x running time increase. The base models could work with larger batch sizes
and more epochs. The screener BERT model inferences much faster than the
analyzer BART model. Note that screening data is much larger than the anal-

ysis data for the CWE-269 analysis, therefore the running time is not directly

comparable.
Task Model Batch Size | Epochs | Time(H)
CNA Screening BERT-Base-Cased 9 36 1.12
CWE-269 Analysis BART-Large-SM 1 18 8+
CWE-269 Analysis | BART-Large-LD 1 18 0.75
CWE-269 Analysis BART-Base-SM 9 81 1.88
Microsoft Analysis BART-Large-LD 1 18 3.36

4.4.7.2 CNA Missing EVA Analysis

Similar to the CWE-wise analysis, we also analyzed the missing essential as-
pects in the CVE descriptions within each CNA. The bottom part of Table
[4.14] shows that the Vulnerability Impact aspect is the most frequently miss-
ing aspect in the tested CNAs CVE descriptions, with Attack Vector being
the second most frequently missing aspect. The Screener model overestimates
the quality of the poor CVE descriptions by 39.9% on SAP, 45.9% on IBM,
19.2% on Microsoft, and 11.1% on Adobe, resulting in an average of 29.0%

overestimation.

4.4.8 Running Cost Comparison

The running time cost includes both the training and the evaluation inferenc-
ing. For the BERT model in Table [4.15 we sampled the most time-consuming
screening task Vendor Description Quality Ranking of 189 CNAs as in Table
The training of the BERT Screener model cost 6 minutes and 43 seconds

with a storage cost of 436MB for the safe tensors of the base model. The
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inference time for the 189 CNAs took exactly 1.02 hours, costing a total of
4057.7 seconds.

For the EVAL Analyzer models, we presented the most time-consuming
task done so far, CWE-269 EVAL analysis with BART-Large model, which
costs 1.02GB storage space, with the USE model as semantic matching, which
forced Kaggle to kill the kernel due to the long-running time of 8+ hours,
of which the training of the BART-Large model took 42 minutes 41 seconds
on the 405 hand-labeled samples. Under the semantic matching scheme, an
Analyzer model would need to segment the CVE descriptions into the essential
vulnerability aspects, and then label each of the EVAs. For each label of the
EVA, another USE model encodes the reference label and the predicted aspect
and then compares the cosine similarity between the two. Even though the
USE similarity comparison increased labeling matching performance, it also
increased the running time, considering CWE-269 has 1515 samples. Switching
to a base BART model helped to reduce the running time to 1.88 hours as
shown in Table but the EVA segmentation accuracy started to suffer. We
had to come up with a quicker solution for post-processing.

The Levenshtein Distance matching greatly reduces the overhead when
doing experiments with large-scale sample evaluation datasets such as CNA
vs MITRE comparison, CWE-Wise Description Quality, and Poor Description
and Poor CVSS Score shown in Section [£.4.7 In the most significant case,
Levenshtein Distance matching reduces the running time from 8+ hours to 0.75
hours while running experiments for the CWE-269 EVAL analysis, achieving
comparable running time cost even with the larger scale screening task of the
BERT-base model. However, the Screener model inference time is much faster
than the Analyzer model inference time. For instance, the Analyzer model
took 3.36 hours to analyze just the Microsoft CNA, while the Screener model
took only 1.12 hours to screen all the 189 CNAs, which is exactly 3 times

faster.
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4.5 Limitations

Due to the academic setting of this research, this exploration on the potential
applicability of LLMs in the cyberspace has limited research time, human
power, and computational hardware. Therefore, production grade fine-tuning
is infeasible due to the quantity of the required data samples and the amount of
VRAMs needed for the LLM fine-tuning. Since the labeled data is manually
labeled, it is prone to subjectivities, errors and inconsistencies. Due to the
limited time and resources, we only explored models shown in the result section
with limited runs for each experiment. However, by no means, these results
are exausitive of all possible models. To achieve better training efficiency,
increasing model size is a key factor to the task performance [38]. But the
larger the model, the bigger the VRAM requirements are for it to load and
train. Therefore, we only explored models within the reach of mainstream
consumers hardwares at the time of writing this chapter. This research choice
also reflects the real-world constraints within the cybersecurity industry, where
the security budgets are often limited and resources are scarce.

The training of an efficient EVAL model should scale data, model size, and
computational power in a balanced way [38]. As computer hardware evolves,
revisiting the EVAL model with more computational power could improve the
model performance and efficiency, as well as the scalability of the model to
larger datasets. However, this is more suitable for development teams in the
industry with sufficient resources.

Vulnerabilities are constantly being discovered and published. Reducing
the time window between the vulnerability discovery and the vulnerability
classification could improve the efficiency of the vulnerability response and
mitigation. Therefore, an online EVAL model that can quality control the

CVE reports would be vital to the defence of potential cyber attacks.



Chapter 5

Explainable Common Weakness

Enumeration Mapping

‘Root Cause Mapping’ has been an open problem in the cybersecurity domain.
For each CVE entry, cybersecurity analysts need to identify the root cause of
the vulnerability and map it to a Common Weakness Enumeration (CWE)
label. This is a challenging task since the CVE descriptions are often noisy
and inconsistent, and the CWEs have an hierarchical structure. One CVE
may also have multiple CWEs assigned to it, and the CWEs may have dif-
ferent interpretations by different organizations. An automated solution with
explainable classification would be beneficial to the cybersecurity analysts to
either kickstart their analysis or to validate their analysis. This chapter ex-
plores the potential of using Long Context Large Language Models to solve the
‘root cause mapping’ problem by classifying Common Weakness Enumeration

labels for Common Vulnerabilities and Exposures based on their descriptions.

5.1 Problem Statement

This section describes the problem of CWE mapping and the challenges as-
sociated with it. First section identifies the challgenes of the CWE mapping

problem. Second section describes the research question and objectives.
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This section describes the challenges of the CWE mapping problem.

5.1.1.1

Inconsistent Labels

Table 5.1: CWE Mismatch

CVE-ID MITRE NIST CNA
CVE-2022-24730 | CWE-862 | CWE-863,CWE-22 | CWE-284
CVE-2009-3597 | CWE-862 CWE-552 N/A.
CVE-2008-5027 | CWE-862 CWE-264 N/A.
CVE-2009-2960 | CWE-862 CWE-264 N/A.
CVE-2007-2925 | CWE-862 | NVD-CWE-Other N/A.
CVE-2006-6679 | CWE-862 CWE-863 N/A.
CVE-2005-2801 | CWE-264 CWE-697 N/A.
CVE-2001-1555 | CWE-269 | NVD-CWE-Other N/A.
CVE-2001-1514 | CWE-269 | NVD-CWE-Other N/A.
CVE-2001-0128 | CWE-269 | NVD-CWE-Other N/A.
CVE-2007-4217 | CWE-269 CWE-119 N/A.

MITRE Corp. elaborates each CWE with an ‘Observed Examples‘ sec-
tion that are accessible through its website. However, these examples often
have inconsistently labeled CWEs as NIST or CNAs could have different in-
terpretations of a given vulnerability. For example, Table shows the CVE
examples that have conflicting classifications in CWE-862. MITRE Corp. has
particularly mislabelled CWE-269, since CWE-269 is a discouraged mapping.
In their enumerated examples for CWE-269, only CVE-2007-5159 has a con-
formed label from NVD, who treat the rest mostly as ‘NVD-CWE-Other’.
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5.1.1.2 Labeling Complexity

Classifying CVEs can be difficult since there might be multiple CWEs assigned
to a single CVE. Around 5 percent of the CVEs in the NVD have multiple
CWEs assigned to them. But this number could be larger since some reporters
follow bad practice to duplicate the CVEs with different CWEs, while they
could merge the CVEs and assign multiple CWEs to a single CVE instead
[61].

Also, CWEs have an hierarchical structure, which means that a parent
CWE could have multiple child CWEs. One could map a CVE to a parent
CWE, but it would be more informative to map it to the child CWEs. However
both the parent and the child CWEs could be correct labels for a CVE. This
makes the labeling of the CVEs and the evaluation of the label quality rather
complex since there are technically multiple correct CWEs assignable to a
CVE. Therefore, the evaluation of the CWE labeling should contain a measure
of the CWE similarity.

5.1.2 Research Question and Objectives
How can a model achieve high tolerance to data noise?

The CVE descriptions are often noisy and inconsistent as discussed in Section
[6.1.1] which could affect the performance of the classification models. There-
fore, the model should be able to tolerate the noise in the data, which mostly
consist of positive or unlabeled examples. Noisy data could prevent a model

or even humans from making correct classification decisions.

What techniques enable fast online inference?

Since cybersecurity tasks are highly time-critical, the model should be able to
make the classification decisions in a timely manner. Online learning could
be a potential solution to this problem since the model could be optimized on

the fly with a few examples and instructions. When time is limited, classifi-
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cation of CWEs could be error-prone, making explainable classification more

challenging.

How to provide explainable and highlighted CWE classification?

To help the security analysts to understand the classification decisions, the
model should be able to provide explanations and highlights for the CWE
labels. A highlight is a part of the CVE description input that supports
the labeling decision. The CWE explanation should be able to provide the

rationales for selecting the CWE label. The highlights should be the keywords.

5.2 Related Work

Researches on CVE classification or the ‘root cause mapping’ problem have
been limited. This section only presents the most relevant work. As a chal-
lenging multilabel machine learning task, Oostveen identified major issues that
could affect the performance of the CVE classification models [61]. Even
though CVE classification is multilabel, the majority of the CVEs have only
one CWE assigned to them and only 5 percent of the CVEs have multiple
CWEs assigned to them. There are also plenty of human errors in the CVE
listings. As Oostveen [6I] pointed out that there was a case where NVD kept
information from Microsoft secretive and consequentially the CVE descrip-
tion made by NVD lacks details in their database for this particular CVE.
Oostveen generated a dataset by combining duplicate CVEs of different CWE
labels. However, this dataset is still a rather challenging dataset to work with
since there are human errors in the original NVD dataset due to disagreements
among the CNAs and wrong labelling. The sheer number of CNAs of different

levels of CWE expertise could also affect the quality of the dataset.
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Table 5.2: Example Data: input format: CVE := Description,output format:
CWE := Ezplaination — Highlight

Input

Output

CVE-2020-1432 := An information
disclosure vulnerability exists when
Skype for Business is accessed via
Internet Explorer, aka ’Skype for
Business via Internet Explorer In-

formation Disclosure Vulnerability

NVD-CWE-noinfo := The descrip-

tion doesn’t provide specific tech-

99992

nical details; it states an ””infor-

299

mation disclosure”” vulnerability.
This implies that Skype for Busi-

ness, when accessed through Inter-

net Explorer, might leak sensitive
data that should be kept confiden-
tial. This could range from user
information to internal application
details, potentially aiding attackers
in further compromising the system

or users. — information disclosure

vulnerability

5.3 Methodology

This section describes the dataset, the model, and the inference process used

for the CWE in-context classification task.

5.3.1 Dataset

The dataset is manually labeled and consists of 108 CVE descriptions with
CWE labels. One-third of the dataset (36 entries) is used for testing and the
rest is used for demonstrating. Demonstrations are examples that are used to
show the model how to do the task. These examples are similar to training
examples in fine-tuning settings, but they are not used to train the model.

Instead, they injected into the model as part of the prompt.
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The inputs are the CVE ID and CVE description. Even though the CVE
IDs themselves are not useful in the classification task, they are used to identify
the CVE descriptions and the corresponding CWEs. CVE references are links
or resources that provide additional information about the CVE. While refer-
ence could also benefit the model for making the labeling decision, esspecially
when the description follows a generic template, due to techinicality of crawl-
ing each link which potentially be credential and vendor-specific, reference is
not included in the input.

The outputs are the CWE labels, explanations, and highlights. The CWE
labels come from the NVD database and CNA reports. If there were any con-
flicts opinions, we would take the union of the contexted labels. This assumes
that reporters have different opinions on the same CVE but are assumed to
never make mistakes. While this assumption could be rather naive, the amount
of work to differentiate the mistakes from the disagreements would be rather
large. This could be a promising future work of research similar to how the
CWE mapping guidelines suggest, the explanations on how to find the rela-
vant CWE label would be of the interest of the security analysts. For each
CVE and the label, the explanation or the rationales for selecting this label
are provided. Highlights are part of the CVE description input that support
the labeling decision. These highlights could be the keywords that are used to
determine the CWE label.

The main goal of this dataset is to demonstrate the potential of the LLMs
used in the CVE classification task, not to provide an industry-grade dataset
that could be used in a production environment. The dataset is designed
to work in the ICL scenario, where the model is provided with the annotated
examples in-context, and then used to classify the CVE descriptions into CWEs
with explanations and highlights. One could fine-tune with these examples but
the effect might be limited since the dataset is rather small and therefore prone

to overfitting.
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5.3.2 Model and Inference

The model we used is the Llama 3 with gradient variant (gradientai/Llama-3-
8B-Instruct-Gradient-1048k) with a text-generation pipeline from the Trans-
formers library from hugging face with datatype set to bfloat16 loaded onto
two NVIDIA RTX A6000 GPU, each equiped with 49GB of VRAM. To work
with multiple GPUs, the Accelerate library is deployed [29]. For the genera-
tion parameters, the max new tokens is set to 256 to allow enough space for
the model to generate the CWE label, explanation, and highlight. The tem-
perature is set to 0.6 to allow some randomness in the generation. The top-p
is set to 0.9 to allow the model to consider a wider range of possible tokens.
The task involves classifying CVE descriptions into CWEs with explana-
tions. A task-specific prompt format was designed, including annotated ex-
amples (demonstrations) drawn from the training data to enable in-context
learning. The prompt structure includes task instructions and demonstra-
tions in the format CVE := Description mapping to CWE := Explanation —
Highlight. The CVE description was appended to the prompt and passed to
the LLM for prediction. Sampling parameters (e.g., temperature and top-p)
were adjusted to balance diversity and relevance in the generated output. The
predictions were parsed to extract CWEs using a regex-based post-processing

step.

5.3.3 Rule Book

The Rule Book (RB) is a set of rules that the model should follow when
making predictions. It is supplimented to the prompt to feed into the model.
The rules are explicit knowledge that is injected into the model to help with
the performance on the task. Rules enlisted in RB are generalized and are not
specific to a particular CVE or CWE that directly give out the CWE label.
To come up with these rules, the outputs of the model were analyzed and the
patterns were extracted manually to boost the model performance with best

effort.
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5.3.4 Evaluation

A seperate evaluation Jupyter notebook on Kaggle loads a test dataset and
commands a trained model to predict the target CWE label, explanation,
and highlight. By comparing the reference CWE with the predicted CWE
labels, the SciKit learn library [64] reports the classification statistics such
as Precision, Recall, and F1. A labeled dataset containing CVE descriptions
and corresponding CWEs was split into two-third for training and one-third
for testing sets. The training data provided the annotated examples for the
prompt, while the test data evaluated model performance. Predicted CWEs
were extracted and compared to the ground-truth labels. Predictions, refer-
ences, and the match ratio (percentage of correct predictions) were saved to a

JSON file for analysis and reproducibility.

5.3.4.1 Group Matching for CWE Labels

The Group Match algorithm is designed to evaluate whether a predicted CWE
label matches a reference CWE label, either directly or by association with the
same group.

The Group Match algorithm determines equivalence between predicted and

reference CWE labels based on:
e Direct Match: The predicted CWE is identical to the reference CWE.

e Group Match: Both CWEs belong to a predefined CWE group sharing

common characteristics or relationships.

5.3.4.2 Explanation BLEU

The BLEU score measures how similar the prediction is to the reference at
sentence level as shown in Equation 5.1l BP stands for the Brevity Penalty,
which penalizes the model for generating shorter sentence than the reference
one. Formula [5.2] shows the Brevity Penalty factor where ¢ is the length of

the candidate sentence and r is the length of the reference sentence. w stands
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Table 5.3: Predefined CWE Groups

Group Name

CWEs

Input Validation and Representation

CWE-20, CWE-22, CWE-74, CWE-
79, CWE-89, CWE-116, CWE-1284,

CWE-1287
Permissions and Privilege Manage- | CWE-264, CWE-266, CWE-269,
ment CWE-272, CWE-284
Memory Management and Safety CWE-119, CWE-120, CWE-125,

CWE-787, CWE-416, CWE-415

Cryptographic Issues

CWE-310, CWE-327, CWE-328,

CWE-329, CWE-320, CWE-321

Resource Management Errors CWE-399, CWE-400, CWE-401,
CWE-404, CWE-772

Information Exposure CWE-200, CWE-201, CWE-209,
CWE-312, CWE-319

Concurrency and Race Conditions CWE-362, CWE-367, CWE-366,
CWE-664

Injection Attacks

CWE-74, CWE-77, CWE-78, CWE-
89, CWE-94, CWE-79
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for weights used to address different types n-gram precision. N-gram is an N-
character slice of a string, where N is the number of characters in the slice [11].
For example, the 2-gram of the string ‘hello’ is ‘he’; ‘el’,‘II’, ‘lo’. The 4-gram of
the string ‘hello’ is ‘hell’, ‘ello’. By default, BLEU uses uniform weights of 1/4
since it calculates upto 4-grams. BLEU only needs a brevity penalty since the
geometric mean of modified precision (p), which caps the precision counting
scheme at the maximum number of n-grams in the reference, has discarded
the n-gram occurances within lengthy predictions. Therefore, BLEU, ranging
from 0 to 1, indicates how well the prediction n-grams match the n-grams in
the reference with sentence length as close as possible to the reference [63]. For
this task, the BLEU score measures how well the model generates the CWE
explanations compared to the reference explanations.

N
BLEU = BP - exp (Z w, log pn> (5.1)

n=1

1 ife>r
BP = (5.2)

eXp(l—g) ife<r
5.3.4.3 Highlight Jaccard

The Jaccard formula for two sets A and B is the size of the intersection divided
by the size of the union as expressed in Equation[5.3] The Jaccard score ranges
from 0 to 1, where 0 means no overlap and 1 means complete overlap. In the
case of the highlight Jaccard score, the two sets are the predicted highlights
and the reference highlights. The Jaccard score measures how well the model

generates the CWE highlights compared to the reference highlights.

_|AnB|
- |AuB|

J(A, B) (5.3)

5.4 Results

This section discusses the results of the experimental evaluation. The model

results are the median scores of the available runs on the test dataset, ranging
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Table 5.4: The performance of the Llama3-Gradient model in the zero-shot,

one-shot, few-shot, and many-shot settings.

Setting Average F1 | Group F1 | Explanation BLEU | Highlight Jaccard
Zero-Shot 0.0 0.524 0.0 0.0
One-Shot 0.162 0.574 0.025 0.044
Few-Shot 0.289 0.577 0.022 0.166
Many-Shot 0.322 0.587 0.019 0.126

from 3 runs to 9 runs depending on the model time cost. More runs could
provide more confidence in the results but the hardware is also a factor to con-
sider. It is an empirical process, which requires running multiple experiments,
to determine the optimal number of runs for each model. However, since the
focus is to explore the feasibility, not benchmarking the model performance,
this chapter shows the general trends of the results rather than the specific
numbers. For brevity, if the precision, recall, and F1 scores are the same, only

the F'1 score is reported.

5.4.1 ICL Setting Compare

Table|5.4| compares the model performance in different ICL settings and shows
that best performance on CWE classification comes from many-shot setting
while one-shot ICL has the best performance in explanation. Many-shot ICL

performs the best in the highlight selection.

5.4.2 Case Study on CVE-2021-22991

CVE-2021-22991 is the first test sample in our dataset split. In this subsection
we show the predictions and references of the zero-shot, one-shot, few-shot and
many-shot settings to demonstrate the performance of the model on different
ICL settings.

Table [5.5| shows the prediction of the Llama-3 model on CVE-2021-22991
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in the zero-shot setting. The model classifies the CVE as CWE-20 without
following the required output format. In Table[5.6, the model predicts the same
CWE-20 as in the zero-shot setting but this time it follows the required output
format even though there is no highlight selected for this CVE. Table
shows the prediction of the model on CVE-2021-22991 in the few-shot setting.
The model correctly predicts CWE-119 for this CVE however it also predicts
CWE-20, CWE-16, CWE-22, and CWE-79 which are not in the reference. The
output format is followed but there are broken structure at the very beginning
of the labels. Instead of no highlight, the model made up a huge highlight
that is not from the original description. Table [5.8| shows the prediction of
the model on CVE-2021-22991. The model correctly predicts CWE-119 for
this CVE however it also predicts CWE-20 which is not in the reference. The
predicted format also lacks properly formatted explanation and highlight.
From the case study, we can see that the model performs the best in the
many-shot setting in terms of labeling the CWEs for the CVE input. However,
the model still struggles to generate the correct explanation and highlight for
the CVE input. Off the shelf, the model fails to understand the task. As
demonstrations increase, the model gathers more meaningful information to

make better predictions.

5.4.3 Effect of Rule Book

Table [5.9| shows the rules used to guide the model in making the predictions.
Table [5.10] illustrates the effect of rules on the performance of the model.
Rule 0 means that the model runs in the many-shot setting without any rules
provided by the Rule Book. Rule 1 introduces the first rule to the model. The
model decreased drastically in performance with only the first rule addressing
too many CWE labels in the prediction since the model may pick labels that
are relevant but different from the reference label. The first two rules together
make the model performing better than with just the first rule. The model

shows a steady increase in performance as more rules are introduced. The
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inference time follows a different pattern though as the time cost varies with
the number of rules without any clear tendency.

After introducing five rules into the Rule Book, the model achieves the best
performance in terms of classification F1 score, explanation BLEU, and high-
light Jaccard. The model still struggles to stop generating after the highlight
and generates examples after the highlight in some cases even Rule 5 explicitly
asks it to do the opposite. Overall, as the Rule Book provides more rules to
the model the model performs better in predicting the CWE labels from the
CVE descriptions. The quality of rules introduced into the RB determines the

performance of the model.

5.5 Limitations

The Rule Book has provided significant performance boost to the model how-
ever largely depends on the quality of the rules. It is complicated to determine
the quality of the rules therefore more advanced techniques such rule mining
could be applied to generate the rules other than manual examination and rule
making. The Rule Book is static and does not change during inference. This
could be a limitation since the model could benefit from a dynamic Rule Book
that changes according to the model performance.

Due to the small size of the dataset set, the increase in performance is
limited in finetuning. Even though the model tested (Llama3-Gradient) has
shown promising results in the CWE classification task, the model still strug-
gles to generate the correct explanation and highlight for the CVE input at
times. Therefore, some post-processing steps are needed to get the desired
output. For instance, the model tends to generate examples even though the
highlight section has been generated. However, most of the time, the model
behaves as expected.

CVE references could provide key informations to a CVE. However, the

CVE references are not always available for all CVEs and the references can
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be very difficult to access and parse. Sometimes the references are behind
vendor-locked pages or require a paid subscription to access.

The use of BLEU score as a metric for evaluating explanation quality has
its limitations. BLEU primarily measures n-gram overlap between the gen-
erated explanation and a reference explanation, which may not fully capture
the semantic correctness or relevance of the explanation. A better metric that
considers semantic similarity or human judgment could provide a more com-

prehensive evaluation of explanation quality.
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Table 5.5: CVE-2021-22991 Prediction and Reference of Zero-Shot In-

Context Learning

CVE-2021-22991

On BIG-IP versions 16.0.x before 16.0.1.1, 15.1.x be-
fore 15.1.2.1, 14.1.x before 14.1.4, 13.1.x before 13.1.3.6,
and 12.1.x before 12.1.5.3, undisclosed requests to a vir-
tual server may be incorrectly handled by the Traffic
Management Microkernel (TMM) URI normalization,
which may trigger a buffer overflow, resulting in a DoS
attack. In certain situations, it may theoretically al-
low bypass of URL based access control or remote code
execution (RCE). Note: Software versions which have
reached End of Software Development (EoSD) are not

evaluated.

Prediction

Improper Restriction of Operations within the Bounds
of a Memory Buffer and CWE-20: Use of a Particular
Value of a Named Constant, Variable, or Field without

a Valid Check.

Reference

CWE-119 := This CVE primarily involves a buffer over-
flow (CWE-119) within the URI normalization compo-
nent of the Traffic Management Microkernel (TMM).
This means an attacker could send specially crafted
requests that exceed the buffer’s capacity, potentially
overwriting adjacent memory and leading to a denial of

service (DoS) attack. — buffer overflow
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Table 5.6: CVE-2021-22991 Prediction and Reference of One-Shot In-

Context Learning

CVE-2021-22991

On BIG-IP versions 16.0.x before 16.0.1.1, 15.1.x be-
fore 15.1.2.1, 14.1.x before 14.1.4, 13.1.x before 13.1.3.6,
and 12.1.x before 12.1.5.3, undisclosed requests to a vir-
tual server may be incorrectly handled by the Traffic
Management Microkernel (TMM) URI normalization,
which may trigger a buffer overflow, resulting in a DoS
attack. In certain situations, it may theoretically al-
low bypass of URL based access control or remote code
execution (RCE). Note: Software versions which have

reached End of Software Development (EoSD) are not

evaluated.

Prediction CWE-20 := The vulnerability allows for a buffer over-
flow, which can lead to a denial of service (DoS) attack
or potentially remote code execution (RCE).

Reference CWE-119 := This CVE primarily involves a buffer over-

flow (CWE-119) within the URI normalization compo-
nent of the Traffic Management Microkernel (TMM).
This means an attacker could send specially crafted
requests that exceed the buffer’s capacity, potentially
overwriting adjacent memory and leading to a denial of

service (DoS) attack. — buffer overflow
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Table 5.7: CVE-2021-22991 Prediction and Reference of Few-Shot In-

Context Learning

CVE-
2021-
22991

On BIG-IP versions 16.0.x before 16.0.1.1, 15.1.x before 15.1.2.1, 14.1.x
before 14.1.4, 13.1.x before 13.1.3.6, and 12.1.x before 12.1.5.3, undis-
closed requests to a virtual server may be incorrectly handled by the
Traffic Management Microkernel (TMM) URI normalization, which may
trigger a buffer overflow, resulting in a DoS attack. In certain situations,
it may theoretically allow bypass of URL based access control or remote
code execution (RCE). Note: Software versions which have reached End

of Software Development (EoSD) are not evaluated.

Prediction

CWE-119 &&& CWE-20 &&& CWE-16 —— CWE-22 —— CWE-79 :=
This CVE is a complex description, highlighting multiple vulnerability
types. The initial issue is a buffer overflow within the Traffic Manage-
ment Microkernel (TMM) URI normalization, which can trigger a denial
of service attack. Furthermore, in some situations, this flaw could poten-
tially allow bypass of URL-based access control, as well as remote code
execution (RCE). The description also mentions that certain versions
of BIG-IP have reached End of Software Development (EoSD), which
means they are no longer being evaluated or patched for security issues.
— undisclosed requests to a virtual server may be incorrectly handled by
the Traffic Management Microkernel (TMM) URI normalization, which
may trigger a buffer overflow, resulting in a DoS attack. In certain sit-
uations, it may theoretically allow bypass of URL based access control

or remote code execution (RCE).

Reference

CWE-119 := This CVE primarily involves a buffer overflow (CWE-119)
within the URI normalization component of the Traffic Management Mi-
crokernel (TMM). This means an attacker could send specially crafted
requests that exceed the buffer’s capacity, potentially overwriting adja-
cent memory and leading to a denial of service (DoS) attack. — buffer

overflow
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Table 5.8: CVE-2021-22991 Prediction and Reference of Many-Shot In-

Context Learning

CVE-2021-22991

On BIG-IP versions 16.0.x before 16.0.1.1, 15.1.x be-
fore 15.1.2.1, 14.1.x before 14.1.4, 13.1.x before 13.1.3.6,
and 12.1.x before 12.1.5.3, undisclosed requests to a vir-
tual server may be incorrectly handled by the Traffic
Management Microkernel (TMM) URI normalization,
which may trigger a buffer overflow, resulting in a DoS
attack. In certain situations, it may theoretically al-
low bypass of URL based access control or remote code
execution (RCE). Note: Software versions which have
reached End of Software Development (EoSD) are not

evaluated.

Prediction

CWE-119: Improper Restriction of Operations within
the Bounds of a Memory Buffer and CWE-20: Use of
a Particular Value of a Named Constant, Variable, or

Field without a Valid Check.

Reference

CWE-119 := This CVE primarily involves a buffer over-
flow (CWE-119) within the URI normalization compo-
nent of the Traffic Management Microkernel (TMM).
This means an attacker could send specially crafted
requests that exceed the buffer’s capacity, potentially
overwriting adjacent memory and leading to a denial of

service (DoS) attack. — buffer overflow
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Table 5.9: Rules in the Rule Book

ID

Content

Avoid overgeneralizing with multiple CWEs (e.g., CWE-78, CWE-1299, CWE-190,
CWE-25) when a more specific CWE like CWE-119 is evident.

The prediction should avoid CWE entries unrelated to the exploit mechanism.
Give output precisely in the format CWE_label := Explanation — highlight. Do
not give examples.

Make sure highlight the input description in the end of the prediction, starting with
the '—’ character after the explanation.

Stop generating after highlights; do not generate Examples.

Focus on assigning a specific CWE rather than assigning multiple CWEs. Prior-
itize Correct CWE Classification: If the vulnerability stems from incorrect type
conversion, CWE-704 (Incorrect Type Conversion or Cast) should be used instead
of CWE-190 (Integer Overflow) and CWE-476 (NULL Pointer Dereference) unless
explicitly mentioned in the vulnerability details.

Prioritize Correct CWE Classification: If the vulnerability stems from incorrect
type conversion, CWE-704 (Incorrect Type Conversion or Cast) should be used
instead of CWE-190 (Integer Overflow) and CWE-476 (NULL Pointer Dereference)
unless explicitly mentioned in the vulnerability details.

Limit CWE Selection to Relevant Entries: Avoid excessive CWE assignments. Pre-
dictions should focus only on CWEs directly relevant to the vulnerability descrip-
tion, typically one to three CWE entries unless multiple distinct exploit mechanisms
are involved.

Generate unique CWEs in the prediction; do not repeat the same CWE in the

output.
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Table 5.10: The performance of the Llama3-Gradient model with and without

the Rule Book.

Rules | Precision | Recall | F1 | E. BLEU | H. Jaccard | Time(s)

0 0.322 0.322 | 0.322 0.019 0.126 541.7
1 0.213 0.213 | 0.213 0.034 0.084 1166.9
2 0.257 0.257 | 0.257 0.015 0.046 1438.5
3 0.264 0.264 | 0.264 0.022 0.140 1371.7
4 0.293 0.293 | 0.293 0.021 0.158 1059.6
5 0.380 0.380 | 0.380 0.031 0.144 1288.4
6 0.289 0.289 | 0.289 0.022 0.107 1424 .4
7 0.385 0.385 | 0.385 0.026 0.086 983.9
8 0.418 | 0.418 | 0.418 0.030 0.121 1427.8
9 0.333 0.333 | 0.333 0.017 0.113 1550.1




Chapter 6

Conclusion

This thesis has explored the integration of Al-driven methods for vulnerability
assessment, specifically targeting the challenges of identifying poorly reported
vulnerabilities, estimating their severity, and improving classification accuracy.
We have demonstrated that AI models, particularly Large Language Models
(LLMs), can significantly enhance cybersecurity workflows by automating and
improving the consistency of vulnerability analysis.

The proposed methodology (the USE model) for Common Vulnerability
Scoring System (CVSS) estimation in Chapter [3| has proven to be more ac-
curate and consistent than human expert assessments. The Al-driven models
exhibit reduced estimation error and lower variance in CVSS score predic-
tion, highlighting their potential as a viable alternative to manual evaluation.
The USE model achieves 0.73 accuracy in predicting CVSS v3.1 base score and
0.128 mean squared error, which is 4 times lower than the human expert group
(0.537). The model retains its performance even when evaluated on unseen
vulnerabilities, demonstrating its generalizability and robustness.

Furthermore, one of the key contributions of this work is the development
of an Al-based approach for assessing the quality of vulnerability descriptions
as shown in Chapter [l By leveraging machine learning techniques, this study
has shown that AI models can identify poorly reported vulnerabilities with

high precision, aiding in the standardization of vulnerability descriptions.
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Additionally, this PhD study has made progress in the automated classifi-
cation of vulnerabilities as shown in Chapter 5] By refining in-context learning
techniques and incorporating a rule-based approach, this study has improved
the classification accuracy of vulnerabilities while ensuring explainability and
interpretability. These improvements address the longstanding issue of incon-
sistent and subjective vulnerability labeling, providing a scalable and repro-
ducible framework for cybersecurity applications. The many-shot in-context
learning setting with achieves 0.322 F1 score in classifying CWEs from CVE
descriptions.

From a broader perspective, this work contributes to the intersection of
AT and cybersecurity by demonstrating how Al-driven solutions can mitigate
inconsistencies in vulnerability reporting, enhance risk assessment method-
ologies, and streamline cybersecurity threat analysis. The findings from this
research provide a foundation for further advancements in Al-assisted cyber-
security, including the development of more robust, explainable, and scalable
models.

This PhD research has provided valuable insights into the integration of
Al-driven methods for vulnerability assessment, contributing to the advance-
ment of human-centric cybersecurity practices. By deploying an automated
Al-based vulnerability assessment framework, this work has the potential to
significantly increase the processing efficiency of vulnerability management
systems, reduce human error, and enhance the overall security posture of or-
ganizations. As cyberwarfare and digital threats continue to evolve, the need
for robust, scalable, and explainable Al solutions in cybersecurity becomes

vital to safeguarding critical infrastructure and sensitive data.

Future Work

This section discusses the future work that could be done based on the findings

of this thesis.
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Explainable CVSS A larger number of expert samples could help to re-
duce the variance in human estimation and therefore provide a more accurate
comparison between the Al model and the human experts. The Al models also
lacks the ability to explain the reasoning behind the CVSS score prediction.
Provision of the reasoning behind the prediction would be necessary to build
trust in the Al model. It is also worth exploring the performance of the Al
model on the upcoming CVSS 4.0 scoring system and how effective the Al

models are in helping to improve the vulnerability processing pipeline.

Data Improvements and Online Model A more extensively domain ex-
pert reviewed group effort could improve both the quality and the quantity
of the labeled data. As LLMs have shown strong few-shot learning capabili-
ties [10], an online EVAL model could be trained on the fly through a few of
instructions and examples, and then be used to classify the incoming vulner-

ability reports in real time.

Rule Mining As shown in Chapter[5] the Rule Book has provided significant
performance boost to the model however largely depends on the quality of the
rules. Improving the quality of these rules could be a promising direction for
future work. By carefully crafting the rules, the model can be guided to make

better predictions.

Dynamic Rule Book The Rule Book as in Chapter |9 is static and does
not change during inference. For future work, a dynamic Rule Book could be

developed that injects information dynamically into the model.

CVE References A future work looking into the CVE references could be
a good way to improve the performance of the model. References often include
key information for the CVE. But the references are not always available for

all CVEs and the references can be very difficult to access.
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Unified Framework Moving forward, developing a unified framework that
integrates real-time vulnerability detection, continuous learning from new cy-
ber threat data, and dynamic model adaptation will be critical. This frame-
work should not only improve predictive accuracy and interpretability but
also address the evolving nature of cybersecurity risks by incorporating meta-

learning strategies and scalable rule-based systems that work synergistically.

Model Finetuning With the increasing availability of computational re-
sources and advanced techniques, finetuning the models with multiple runs and
hyperparameter optimization could further improve the model performance on
the tasks discussed in this thesis and give a more conclusive evaluation of the

model capabilities.
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