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Abstract With the sheer amount of vulnerabilities,
manually evaluating the impact of them is challeng-
ing. This paper proposes employing artificial intelli-
gence models as substitutes for humans or as aides to
human experts in estimating vulnerabilities. We com-
pare the precision, recall, and F1 score amongst the

Universal Sentence Encoder, Generative Pre-trained Trans-

former, and Support Vector Machine, trained on 118,000
vulnerabilities and tested on 51,000 vulnerabilities, with
human experts on mean estimation error and variance
for each type of vulnerability from the state of the art
work in estimating vulnerability severity scores. The
Universal Sentence Encoder demonstrates superior per-
formance with results (72/77 percent accuracy on sevrity-
level prediction) that significantly outperform human
experts in assessment tasks for various types of vulner-
abilities with high efficiency for memory consumption
and low running time. Additionally, we examine the ef-
ficacy of our models in predicting the components and
severity level of vulnerabilities. The findings highlight
the potential of artificial intelligence agents to assist

Supported by the Catalyst: Strategic Cyber Security Re-
search Programme of the Ministry of Business, Innovation,
and Employment of New Zealand Government

Z. Zhang
E-mail: zz199@students.waikato.ac.nz

V. Kumar
E-mail: vimal.kumar@Qwaikato.ac.nz

B. Pfahringer
E-mail: bernhard.pfahringer@waikato.ac.nz

A. Bifet

E-mail: abifet@waikato.ac.nz

School of Computing & Mathematical Sciences, University
of Waikato, Hillcrest Road, Hillcrest, Hamilton 3216, New
Zealand

- Bernhard Pfahringer

- Albert Bifet

cybersecurity experts in this task which in the current
state of the art is entirely manual.
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1 Introduction
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Fig. 1: Manual Versus Automated Vulnerability Evaluation:
the number of devices dynamically connected to a large orga-
nization creates an overwhelming amount of vulnerabilities
to evaluate manually with human experts while automated
evaluation systems can scale up this pipeline.

As cyber threats evolve, so do the devices and net-
works connected to an organization, including updates
to devices, networks, the addition or removal of devices,
services, and software, as well as changes in configura-
tions. These changes can potentially introduce vulnera-
bilities to an organization’s cyber infrastructure, mak-
ing it susceptible to exploitation. Therefore, it is crucial
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to identify and address these vulnerabilities promptly
to prevent cyber-attacks.

However, the sheer volume of vulnerabilities makes
it challenging, if not impossible, for organizations to
evaluate and prioritize them, especially when such pro-
cesses are manual. An automated system that can scal-
ably evaluate such imposed vulnerabilities would sig-
nificantly reduce the workload for cybersecurity profes-
sionals and researchers, cut down the time required to
assess vulnerabilities, lower the running cost of cyber
defense systems, and controllably remove human sub-
jectivity from the evaluation process.

As an attempt to estimate the severity of vulnerabil-
ities at scale as shown in Figure 1, this paper proposes
a machine learning-based approach that uses only the
natural language descriptions as the vulnerability triage
input. The main contributions of this paper are the fol-
lowing:

— We propose a machine learning-based approach to
estimate vulnerability severity from the natural lan-
guage descriptions of vulnerabilities as an alterna-
tive or an aide to the manual evaluation process.

— We compared the performance of machine learning
models of different complexity with human experts
for vulnerability assessment tasks.

— We tested the efficacy of machine learning models
on unseen and more recent data to evaluate their
generalization capability.

Section 2 provides the essential background knowledge
and terminologies. In Section 3, we delve into the dif-
ficulties encountered when comparing human experts
with machine learning models and defined the research
problem. Section 4 details the works have done so far to
address research problem. Section 5 outlines the method-
ologies employed for data collection and the training of
machine learning models. Finally, the outcomes of our
experimental research are presented in Section 6.

2 Background

This section provides the background information and
domain terminologies necessary to understand the re-
search problem of the vulnerability evaluation system
and the machine learning models proposed in this pa-
per.

2.1 Common Vulnerability Scoring System

Common Vulnerability Scoring System (CVSS) is a frame-

work for assessing the severity of vulnerabilities. Any-
one on the Internet can report a vulnerability to the

Exploitability Metrics
Access Vector (AV)*

Local (AV:L)  Adjacent Network (AV:A)

Access Complexity (AC)*

High (AC:H)  Medium (ACM)  Low (AC:L)

Authentication (Au)*

Multiple (Au:M) ~ Single (Au:S)  None (Au:N)

Impact Metrics
Confidentiality Impact (C)*

None (C:N)  Partial (C:P)  Complete (C:C)
Integrity Impact (1)*

None (:N)  Partial (1:P)  Complete (1:C)
Availability Impact (A)*

None (A:N) ~ Partial (AP) ~ Complete (A:C)

Fig. 2: The Components of CVSS 2.0 Base Score [1]

Exploitability Metrics
Attack Vector (AV)*

Network (AV:N)  Adjacent Network (AV:A)

Attack Complexity (AC)*
Low (AC:L)  High (AC:H)
Privileges Required (PR)*

None (PR:N)  Low (PRiL)  High (PRH)

User Interaction (UI)*
None (U:N)  Required (UIR)

Scope (S)*
Unchanged (S:U)  Changed (S:C)
Impact Metrics
Confidentiality Impact (C)*
None(C:N)  Low(CiL)  High (C:H)
Integrity Impact (1)*

None (lN)  Low (kL)  High (iH)
Availability Impact (A)*

None (AN) ~ Low(A)  High (AH)

Fig. 3: The Components of CVSS 3.1 Base Score [2]

Common Vulnerabilities and Exposures (CVE) database
maintained by the MITRE Corp. The CVE Naming Au-
thority (CNA), typically the producer of the affected
system, assigns each report a unique CVE identifier
(CVE-ID) if the submission meets the CVE require-
ments. After the CVE database admits the report, the
National Vulnerability Database (NVD) team at the
National Institute of Standards and Technology (NIST)
processes the CVE entries within a timed window, typ-
ically an hour, and assigns the CVSS to the vulnera-
bility. Vulnerability bulletin analysts, security product
vendors, or application vendors then rate the severity of
a vulnerability based on the CVE description and refer-
ence links because these vendors or suppliers typically
have better information about their products than the
end-users, producing the CVSS Base Score. The Base
Score offers a good starting point for the vulnerability
discovery and patching recommendation, see [3]. The
end-users can craft their severity rating (CVSS Envi-
ronment Score) based on the CVSS Base Score and their
equipment.

There are six components in the CVSS base score
version 2 (access vector, access complexity, authentica-
tion, confidentiality impact, integrity impact, and avail-
ability impact) as shown in Figure 2 and eight compo-
nents in the CVSS base score version 3 (attack vec-
tor, attack complexity, privileges required, user inter-
action, scope, confidentiality impact, integrity impact,
and availability impact) as shown in Figure 3.

The severity rating of a vulnerability depends on
the base score. In CVSS version 2, the "low" severity
score ranges from 0.0 to 3.9, while the "medium" sever-
ity score ranges from 4.0 to 6.9, and the "high" severity
score ranges from 7.0 to 10.0. Version 3 of CVSS adds
two more ratings to the severity measure: "none"(0.0)
and "critical"(9.0-10.0). The "low" rating starts from
0.1 instead of 0.0. The "high" rating ends at 8.9 instead
of 10.0 in version 2. In version 3, the "medium" sever-
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ity rating uses the same base score as in CVSS v2 [4].
The CVSS 3.1 changed from three possible values (ver-
sion 2.0) to two for the Attack Complexity component,
leaving only the High and the Low values [2]. Attack
Vector replaces the Access Vector in version 2.0. It has
four values, instead of three values, with an addition of
the "Physical" value, indicating the attacker must be
physically present on the victim’s machine to perform
attacks such as USB direct memory access [2]. Privilege
Required is a new component that further categorizes
the old authentication component. Along with the User
Interaction component, it replaces the Authentication
component in version 2.0. The User Interaction compo-
nent indicates that the attacker needs misconfiguration
or activity from the victim system’s users (not from the
attackers) to exploit the vulnerability. Scope indicates
whether an attack changed the access rights of the in-
fected system component [2].

BaseScore = round_to_1_decimal(((0.6*Impact)+(0.4%Exploitability)-1.5)*f(Impact))
Impact = 10.41*(1-(1-ConfImpact)*(1-IntegImpact)+(1-AvailImpact))
Exploitability = 20* AccessVector*AccessComplexity*Authentication
f(impact)= © if Impact=0, 1.176 otherwise
= case AccessVector of
requires local access: 0.395

adjacent network accessible: 0.646
network accessible: 1.0

AccessVector

AccessComplexity = case AccessComplexity of
high: .35
medium: ©.61
low: 0.71

Authentication = case Authentication of
requires multiple instances of authentication: 0.45
requires single instance of authentication: 0.56
requires no authentication: 0.704

ConfImpact = case ConfidentialityImpact of

none: 0.0
partial: 0.275
complete: 0.660
IntegImpact = case IntegrityImpact of
none: 0.0
partial: 0.275
complete: 0.660
AvailImpact = case AvailabilityImpact of
none: 0.0
partial: 0.275
complete: 0.660

Fig. 4: CVSS 2.0 Formula

The CVSS formula (Figure 4) has received much
criticism for its poor design. There is little transparency
in the crafting of the CVSS formula. The National In-
frastructure Advisory Council commissioned research,
maintained by the Forum of Incident Response and Se-
curity Teams (FISRT), on improving the CVSS 1.0 for-
mula. CERT, Cisco, Department of Homeland Security,
MITRE Corp., eBay, IBM Internet Security Systems,
Microsoft, Qualys, and Symantec participated in the
making of CVSS 2.0, according to the FIRST.org web-
site’s FAQ section [3]. Statisticians from NIST first re-
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Fig. 5: CVSS 2.0 Base Score Distribution: the z-axis is the
score in an interval of 0.1. The y-axis is the number of CVE
entries. The top 3 base scores are 4.8 (30299 samples), 5.0
(29886 samples), and 7.5 (16753 samples). There are 201960
samples in total. Lots of base scores (0.1, 0.2, 0.3, 0.4, 0.5,
0.6, 0.7, 0.8, 0.9, 1.1, 1.6, 2.0, 2.2, 2.5, 3.1, 8.9, 4.2, 4.5,
8.1, 8.4, 8.6,8.9, 9.1, 9.2, 9.5, 9.6, 9.8, 9.9) have no entries.

o
|
B

12000 +
10000 +
8000 +
6000 -

4000 4

2000+
o JLJ .

T
2 4 6 8 10

Fig. 6: CVSS 3.1 Base Score Distribution: The top 4 base
scores are 9.8 (13185 samples), 7.5 (12951 samples), 7.8
(12120 samples), and 8.8 (10529 samples). There are 102328
samples in total. Base scores of 0.0, 0.1, 0.2, 0.3, 0.4, 0.5,
0.6, 0.7, 0.8, 0.9, 1.0, 1.1, 1.2, 1.8, 1.4, 1.5, 1.6, 1.7, 9.2,
9.5, 9.7 have no entries.

vised the CVSS 2.0 formula based on the feedback from
the security community on the CVSS 1.0 formula. The
major issue in CVSS 1.0 was its high weight on low val-
ues due to its multiplicative nature. A single low value
in any component would result in a base score lowered
by 3 points at least. The simple stacking of multipli-
cation caused the CVSS 1.0 to have an overwhelming
702 possible combinations. The formula crafting team
split the CVSS 1.0 formula into two groups: the impact
group and the exploitability group. This split reduced
the number of possible combinations to two sub-vectors
(27 possible combinations in the impact group and 26
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possible combinations in the exploitability group). Af-
ter the group split, the formula followed a series of rules
for the ordering of possible values. However, the en-
forcement of these rules was not fully consistent as the
SIG team reviewed and modified the ordering. After
many iterations on the weighting for each group, the
crafting team simplified the formula to have 0.6 and
0.4 for the impact group and the exploitability group,
respectively. However, this makes the formula overflow
the maximum value of 10.0. Therefore, the team added
a normalization step to make sure the base score stayed
within 10.0. After so many different interventions and
ad-hoc solutions to cope with the formula’s complex-
ity, the CVSS 2.0 formula is still a largely black box to
the security community with a skewed distribution of
the CVSS 2.0 base scores (Figure 5). A complex neural
network model would work better than other shallow
models, or even human experts, to estimate such com-
plicated formulas.

Another criticism that the CVSS 2.0 formula re-
ceived is the lack of mathematical justification. This
is even true for the improved version of the CVSS 3.1
formula as well. Qualitative metrics operate with each
other poorly coming to a quantitative score, the CVSS,
with a small sampling space, ignoring the end user’s
needs in different contexts with various weights on con-
fidentiality, integrity, and availability [5] [6]. Figure 5
and Figure 6 show the consequence of NVD’s arcane
mathematics: the distribution of the CVSS 2.0 and CVSS
3.1 base scores are highly skewed. Both versions of the
CVSS base scores struggle to map the components of
the qualitative metrics into a discrete numeric value
with an interval of 0.1, from 0.0 to 10.0, wasting dozens
of possible values. This ill-spread design of the CVSS
formula makes it difficult to represent the severity of
a vulnerability accurately. Therefore, the estimation of
CVSS not only requires knowledge of the vulnerability
itself but also a mathematical sensation of this hand-
crafted CVSS formula since the reference CVSS uses a
vector string of metric components to create the CVSS
numerical value.

Common Weakness Enumeration (CWE) classifies
software weaknesses that lead to vulnerabilities into
the format of CWE-XXX, where XXX is an identify-
ing index. CWE provides a vocabulary to describe soft-
ware security weaknesses and understand new vulnera-
bility variants [7]. For example, CWE-79 refers to the
Cross-Site Scripting (XSS) vulnerability. More specifi-
cally, CWE-79 is the 'Improper Neutralization of Input
During Web Page Generation’ [8]. XSS injects mali-
cious scripts into a web application which becomes vul-
nerable to misinformation, account hijacking, account

take-over, distributed denial of service attack, secret
discourse, and malware infection [9].

2.2 Term Frequency Inverse Document Frequency and
Support Vector Machine

Term Frequency-Inverse Document Frequency(TF-IDF)
is a statistical technique used to calculate the impor-
tance of a word in a document, known as the word
weight [10]. TF-IDF transforms a document into a vec-
tor space, grouped by the word’s feature selection al-
gorithms. For each task, we set the maximum feature
parameter in the TF-IDF vectorization to 512, the same
as the embedding size of the USE model, to speed up
the computation of its Python implementation in SciKit
Learn [11].

The Support Vector Machine(SVM) is a supervised
machine learning algorithm [12]. It conjures a hyper-
plane to classify the data points. The SVM general-
izes well to all types of distributions. The training data
and the test/working data can have different types of
distributions such as Gaussian or Bernoulli [12]. How-
ever, all the data should have the same set of attributes.
Each SVM model has a hyperplane with a kernel func-
tion and a margin parameter. Express vectors(support
vectors) form the decision boundaries within which the
hyperplane centers itself with a certain distance, a.k.a.
the margin. This margin can be "softened" to allow ex-
ceptions to avoid overfitting. The kernel function trans-
forms low-dimensional vectors into high-dimensional ones
so that it is easier to calculate the hyperplane [12]. The
choice of the kernel function is a trade-off between the
ease of the hyperplane calculation and the over-fitting
of the model. SVM outperforms Naive Bayes in most
TF-IDF vectorized classification tasks [13] and handles
nonvector data that can be a composition of multiple
features of different data types. Therefore, SVM is the
choice of the baseline model, representing the "shallow"
models without neural networks.

2.3 Universal Sentence Encoder

The Bag-of-Words is a multiset of input strings. In a
typical representation, the Bag-of-Words is a dictionary
with the word as the key and the number of times the
word appears in the input string as the value. The Deep
Averaging Network (DAN) adds a neural network com-
ponent that collects a feature hierarchy based on the
bag-of-words representation of the input [14].

QK™
Vi,

Attention(Q, K, V) = Softmaz( 4 (1)
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The Transformer model is a linear projection of the At-
tention mechanism as shown in the Formula (1) [15]
[16]. It replaces the recurrent neural network and other
model architectures with Self-Attentions that are capa-
ble of recognizing interdependencies in the input feature
hierarchy.

Google designed the USE model for embedding tex-
tual inputs at a sentence level instead of the prior word
level to transfer knowledge among different natural lan-
guage processing tasks. It consists of a DAN that em-
beds any textual input at a linear time and a Transformer-
based encoding model that prioritizes accuracy over
computational cost [17]. The USE model chooses which
model to use based on the input complexity. For short
sentences, it uses the Transformer model; for long sen-
tences, it uses the DAN model.

2.4 Generative Pre-trained Transformer 3

Fine-tuning is a popular learning setup for a trans-
fer learning task. Before fine-tuning, a model has its
weights initialized with the pre-trained weights from an-
other task similar to the target task. Fine-tuned mod-
els have the best performance compared to few-shot,
one-shot, or zero-shot learning. However, fine-tuning re-
quires a large amount of data to retrain the model. The
model needs to retune the weights of the pre-trained
model to the fine-tuned task [18].

Few-shot learning refers to the ability of the model
to learn from a limited set of examples during the model
inference time, similar to the generalization capability
of a human. In a few-shot learning setup, the model
uses only the pre-trained weights, without any updates
to its weights, to predict the target task.

The third generation Generative Pre-trained Trans-
former (GPT-3) model is an autoregressive model with
175 billion parameters, which is capable of few-shot
learning [18]. Autoregressive means that the model can
predict the next word in the sequence depending on
existing words. A large number of parameters and a
large amount of unsupervised training on the Common
Crawl data (3.1 Billion samples [19]) enable the GPT-3
model to achieve the "in-context learning", identifying
the running task at inference time, instead of the con-
ventional task-specific learning [18].

2.5 P-Value

P-value estimates the significance of a statistical finding
as an informal guideline [20]. The P-value is "the prob-
ability of the observed result, plus more extreme results
if the null hypothesis were true." [20]. In other words,

Probability

Effect Size

Fig. 7: Visualization of the P-Value: the red area shows the
p-value. Effect size (the x-axis) measures the strength of the
alternative hypothesis against the null hypothesis. The y-axis
is the probability of the sample outcome. This figure assumes
a normal distribution of the null hypothesis as an example
shown in the blue curve. The ’z’ line in black indicates an
observed effect level. When the effect size is 0 (z=0), the p-
value is 1, indicating that the null hypothesis is most probable
as the model observations are purely by chance (null hypoth-
esis). When the effect size is increasing, the p-value is closer
to 0, indicating that the alternative hypothesis is most prob-

able [20].

it roughly measures the evidence strength of the alter-
native hypothesis against the null hypothesis. A more
operational definition of the p-value is the "long-run fre-
quency’ of the observed result if the null hypothesis
is true [21]. The P-value is a non-linear measurement.
When it is smaller than a threshold, typically 0.05, the
value indicates that the effect needs further investiga-
tion through other methods. A common misuse of the
p-value is to interpret small values as the probability
of the null hypothesis being true or false. Comparing
different p-values beyond the threshold is meaningless

[21] [20]-

Effect Sizeis the absolute difference (typically the mean)
between the control group and the experimental group
divided by the standard deviation as shown in equation
(2). CG refers to the control group, while EG refers to
the experimental group. While the p-value measures the
evidence strength of the result, the effect size measures
the magnitude of the effect [21].

|CG Mean — EG Mean|
Standard Deviation

Effect Size = (2)

When the effect size is smaller than 0.1, the experiment
has a trivial effect. An experiment would have a small
effect when the effect size is between 0.1 and 0.3. An
experiment would have a medium effect when the effect
size is between 0.3 and 0.5. When the effect size is larger
than 0.5, the experiment has a large effect [22].
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3 Problem Definition

After presenting the big picture to conduct the research
in Section 1 and the background knowledge to under-
stand the research project in Section 2, this section de-
fines the challenges faced during the research and the
research questions to address these challenges.

3.1 Challenges

This section describes the challenges in comparing the
human experts and the machine learning models in the
CVSS estimation task. The challenges include bad de-
scriptions, human errors, and the CVSS formula. These
challenges make the CVSS estimation task difficult for
both human experts and machine learning models.

8.1.1 Poorly Described CVEs

A bad description comes in many forms. It could be
too short to contain enough information. It can also
contain information, even though lengthy, that is irrel-
evant to the vulnerability. For example, the description
"Buffer overflow in OpenBSD ping." in CVE-1999-0484
is a vulnerability with a CVSS 2.0 base score of 2.1. This
description only contains the vulnerability type and the
affected software.

As recommended by the NVD, a good description
should contain six essential aspects: vulnerability type,
root cause, affected product, impact, attacker type, and
access vector [23]. However, it is often the case that
one or more of these descriptive aspects are missing
in the description [24] [25]. It is up to the experience
of the security analyst to fill in the missing informa-
tion and judge upon limited resources to estimate the
CVSS score components. This can be a rather challeng-
ing task, if not impossible.

3.1.2 Human Errors

Figure 8 shows three different severity ratings for the

same vulnerability. The CNA, in this case, Hewlett Packard

Enterprise, reported three different CVEs for the same
vulnerability. This exemplifies the human error in the
CVE estimation process for unknown reasons.

These errors in the NVD data confuse not only the
AT model to learn the correct severity rating of the vul-
nerability but also the end-users to understand the na-
ture of the vulnerability. While the experts have heated
debates over the severity of the vulnerability, the end-
users are left in the dark with extended attack windows
for the malicious actors [26].

3.1.8 Design Flaw in CVSS Formula

The CVSS formula, which has received much criticism
and complaints [6] [5] is largely a black box to the secu-
rity community. The lack of transparency in the crafting
of the CVSS formula makes it difficult for the ATl model
and human experts to predict the CVSS score directly.

The operators among the CVSS components are un-
justified with the arbitrary weighting. This may present
a challenge for the neural network or any other machine
learning model to predict the CVSS score accurately.

The descriptions sometimes have some clues regard-
ing CVSS components (for example, "remote attacker"
indicating network as the access vector), but the CVSS
formula is a complex function that maps the CVSS com-
ponents to the CVSS score. The eventual CVSS score
sometimes is counter-intuitive even to many security ex-
perts as shown in the works of [27] with a wide spread
of the CVSS 2.0 score estimation. Even though a secu-
rity expert may have successfully estimated the CVSS
components, the CVSS score may still be off due to the
ad-hoc design of the CVSS formula.

3.2 Issues with Manual Evaluation

This section describes the issues with a manual evalua-
tion of the CVSS score. These issues include subjectiv-
ity from human experts and the time-consuming nature
of the manual evaluation.

Subjectivity

Human experts may have different opinions and inter-
pretations, leading to subjective judgments which can
cause variability and inconsistency in the CVSS analy-
sis [27].

Time-Consuming

Evaluating a CVE manually is time-consuming. Based
on data gathered up to August 7th, 2023, NVD and
MITRE Corp take an average of 124 days to progress
from a CVE report to its publication of a CVSS score,
with the longest waiting time recorded at 5219 days.
For half of the CVEs, it takes longer than 48 days,
which is the median processing time, to receive their
CVSS score. Additionally, 24,548 CVEs have not been
evaluated with a CVSS score at all.

3.3 Research Questions

This paper aims to answer the following research ques-
tions:
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Description QUICK INFO

ARemote Arbitrary Code Execution

Severity VSS Version 2.0

CUSS 2.0 Severity and Metrics:

| Base Score: [EBBHEH]

y in HPE Data Protector version prior to 8.17 CVE Dictionary Entry:
CVE2017-5807

NVD Published Date:
02/15/2018

NVD Last Modified:

03/07/2018
Source:

Hewlett Packard Enterprise
(HPE

Vector: (AV:N/AC:L/AWN/C:C/LC/A:C)

information provided withinthe CVE List from the CuA.

The i has not provided a sore withinthe CVE List.

(a)

JKCVE-2017-5809 Detail

Description

¢ HPE Data

Severity <

VS5 2.0 Severity and Me

5 '\ LD Base Score: [ASMEBIUN

priorto 8.17 and 9.0 was found,

Vector: (AV:L/ACL/AUN/C:C/EN/AN)

JKCVE-2017-5808 Detail

QUICKINFO

Description
A ode HPE Data prior t08.17 and 9,09 was found. CVE Dictionary Entry:
NVD Published Date:
Severity [ossveen: [ESEEERN ospons
NVD Last Modified:
VS5 2.0 Severity and Metrics: D
Source:
Q) wsmwo Base Score: [ Vector: (ANACL/AN/CNEN/AC e O e

QUICK INFO
CVE Dictionary Entry:

NVD Published Date:
02/15/2018

NVD Last Modified:
03/07/2018

Source:
Hewlett Packard Enterprise (HPE)

(c)

Fig. 8: Example of Human Error: the same vulnerabilities have three different CVSS 2.0 ratings: (a) CVE-2017-5807 with
10.0, (b) CVE-2017-5808 with 7.8, and (c) CVE-2017-5809 with 4.9.

RQ1: How effective can AI Models Predict the CVSS
Score?

Our main research goal is to evaluate the effectiveness of
AT models in predicting the CVSS score. This effective-
ness measure includes the accuracy of the AI models
for the existing data and the cost (time, financial) of
running the AT models.

RQ2: How well do the AI Models perform compared to
Human Ezperts in Predicting the CVSS Score?

Since machine learning models can out-learn human
counterparts by training through a humanly impossible
amount of data, the AI models may outperform human
experts in the CVSS score prediction task with better
generalization capability. However, this generalization
edge is hard to measure because experts may have a
lowered performance due to the small testing capacity
as testing on 1000 samples, which would be easy for a
machine learning model, is a daunting task for a human,
consuming days or even weeks. Therefore, we need to
tone down the Al models to the human level to compare
the performance of the Al models with human experts.

RQ3: How long could the AI models preserve its predic-
tive power on the CVSS score?

The AI models need to be tested on unseen data to
evaluate their generalization capability. It is also com-
mon for AI models to lose their predictive power over
time. Therefore, we need to evaluate the Al models on

unseen and more recent data to see how long the Al
models can preserve their predictive power.

4 Related Works

This section reviews the existing works that evaluate
the severity of the vulnerability with natural language
descriptions. This includes conventional machine learn-
ing models from [28] and the more recent deep learning
techniques from [29] [30] [31].

4.1 Machine Learning for the CVSS Prediction

Yamamoto et al compared the performance of the Naive
Bayes classifier, the Latent Dirichlet Allocation(LDA),
the Latent Semantic Indexing, and the supervised LDA
(SLDA) model to predict the CVSS 2.0 score from Jan-
uary 2002 to December 2013. They introduced an an-
nual weight parameter to improve the performance of
the SLDA model [28].

Shahid et al used a small BERT model with 4 trans-
former encoders to predict the CVSS 3.1 components
[30]. Costa et al compared BERT, RoBERTa, ALBERT,
DeBERTa, and DistilBERT models to predict the CVSS
3.1 components with lemmatization and vocabulary ad-
dition for the tokenizer [31]. The state-of-the-art per-
formance to predict CVSS 3.1 components is achieved
by the DistilBERT model [31].

Yamamoto’s work shows the potential for applying
machine learning models in CVSS prediction tasks and
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inspires us to use the TF-IDF vectorization and the
SVM model as the baseline model and CVSS score pre-
diction as a regression task. But Yamatoto didn’t com-
pare the performance of machine learning models with
human experts, nor with deep learning models. Shahid’s
usage of the BERT model and Costa’s comparison of
the BERT family models indicate that deep learning
models can predict the CVSS components. However,
Shahid and Costa worked only with CVSS components
or CVSS vector string prediction tasks. In this paper,
we not only compare "old school" machine learning
models such as SVM with the large language models but
also compare the performance of the machine learning
models with human experts. We also work on models
for both CVSS vector string prediction and end-to-end
CVSS score prediction, without the usage of the CVSS
formula.

4.2 Conversion from CVSS v2.0 to CVSS v3.1

There are 99,636 CVEs in the NVD database with only
CVSS 2.0 scores, as of August 7th, 2023, even though
the CVSS 3.1 has been released since June 2019. The
NVD team has been manually working on the conver-
sion from CVSS 2.0 to CVSS 3.1 since then. The NVD
database decided to discontinue the CVSS 2.0 score on
July 13th, 2022 due to this constant workload on con-
verting CVSS versions between 2.0 and 3.1 [32]. There
is no official conversion formula for CVSS v2.0 to CVSS
v3.1 [2]. Therefore, a machine learning model that can
convert the CVSS v2.0 to CVSS v3.1 would be useful
for the NVD team, or any cybersecurity group, to au-
tomate this conversion process.

Nowak et al. collected 73,179 CVSS entries from the
OSWASP Vulnerability Management Center [33]. Since
the CVSS 2.0 component vectors map inconsistently to
the CVSS 3.1 component vectors, they extended the
CVSS 2.0 vector string with four sets of vulnerabil-
ity description frequency vectors with dimensions of 50,
100, 500, and 1000. They used NLTK to process vul-
nerability descriptions to obtain a list of keywords and
divided the occurrence of these keywords by 100 to get
the frequency vectors. Through machine learning al-
gorithms, they map the seven CVSS 2.0 components
into the eight CVSS 3.1 components. They achieved
a median accuracy of 62.8 percent for the CVSS 3.1
score conversion task. Beck et. al proposed a method
to estimate the organizational risk based on the CVSS
score with the help of neural network models [29]. In
their work, they hypothesized that the organizational
security risks depend on the terminal device implemen-
tations. Therefore, they suggest that security officers

could work bottom-up to estimate the organization’s se-
curity risks. The design goal of their perceptron model
is then to aid the security officers with the knowledge
of the environmental context and the CVSS recursively
traversing through the device topology. By recursively,
Bect et. al meant to use the same perceptron model
again in different cyber security contexts.

4.3 Human Expert CVSS Evaluation

Holm et al. gathered 384 experts to evaluate 3000 vul-
nerabilities [27]. These experts are from the Open Source
Vulnerability Database, SCOPUS, and ten email lists
from security websites such as OWASP.

Figure 9 shows a question used in the survey. The
first section contains the natural language description
of the vulnerability. The second section contains the
CVSS 2.0 vector string table. The survey asks the ex-
perts to estimate the CVSS 2.0 score for each vulner-
ability. There are three ways to accomplish this task:
taking natural language description as input, taking the
CVSS 2.0 vector string as input, or taking both as in-
put. In this human expert case, they take both the nat-
ural language description and vector string as input.
This task is therefore similar to the task structure of
the CVSS 2.0 formula, which takes the CVSS 2.0 vec-
tor string as input and outputs the CVSS 2.0 score. It is
an extremely challenging task for human experts as the
crafting of the CVSS 2.0 formula is intransparent and
unintuitive as described in the Background section 2.1.
The survey asks the experts to give a score of 0.1 from
0.0 to 10.0, which assumingly follows a normal distribu-
tion. But the reference CVSS 2.0 score spreads out in a
skewed distribution as shown in Figure 5. It is therefore
statistically challenging for human experts to estimate
the CVSS 2.0 score since they would need to know this
skewed distribution of the CVSS 2.0 score well enough
to be an excellent human equivalent of the CVSS 2.0
formula. This "sensation of the CVSS 2.0 formula" is
a prerequisite for the human experts or the machine
learning models to perform well on the CVSS 2.0 score
estimation task as mentioned in the Background section
2.1.

There are two sets of such questions with both nat-
ural language description and CVSS vector string in
the survey. The first set, which contains CVE-2012-
0151, CVE-2011-2800, and CVE-2009-2203, represents
different common vulnerability types. The second set
contains seven randomly selected vulnerabilities from
the NVD database. This small sampling size also could
cause the high variance.

Holms et al. [27] grouped the result by the vulnera-
bility CWE types. The null hypothesis for the statistical
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QUESTION 1.

Vulnerability Description: Memory leak in the inotify_initl function in fs/notify/inotify/inotify_user.c
in the Linux kernel before 2.6.37 allows local users to cause a denial of service (memory
consumption) via vectors involving failed attempts to create files.

What score do you give this vulnerability with the following Attribute states?

Exploitability

Attribute Value
Related exploit range Local
Attack complexity Low
Level of authentication needed | None

Impact

Attribute Value
Confidentiality impact | None
Integrity impact None
Availability impact Complete

Score I:I (e.g. 4.5 on a scale from 0-10)

Fig. 9: Expert Survey Used by Holm et al. [27]: experts need to estimate the CVSS score for each vulnerability through its
natural language description and its Vector String of the CVSS 2.0. This task approximates the CVSS 2.0 formula shown in

Figure 4.

test is: "There is a significant difference between vulner-
ability severity estimates by the CVSS Base Score and
vulnerability severity estimates by cyber security ex-
perts". There are two P-value choices. For CWEs with
more than 100 samples, the P value is 0.05, otherwise,
the P value is 0.001. We compare Al models with hu-
man performance later in the Result section with CWEs
having significant P values.

Design flaws in the CVSS formula, as mentioned in
the Background section 2.1, the small sample size of
the survey, the subjectivity of human judgments, and
the different opinions from experts from different back-
grounds jointly contribute to the variance in the human
expert CVSS estimation [27]. Nonetheless, Holm et al.
had been the only publicly accessible work to represent
the performance of human experts in the CVSS estima-
tion task. Therefore we use their work as a reference to
compare the performance of the Al models with human
experts.

5 Methodology

Utilizing natural language descriptions available in the
NVD, we propose three types of machine learning mod-
els, shown in Figure 10 to estimate the target labels
of the cyber threats through natural language process-
ing models. The natural language descriptions come
from the requests submitted to the CVE listing pro-
gram managed by the MITRE framework [34]. The two
tasks for machine learning models are mapping these
descriptions to either a CVSS vector component or the
base score. This section details the data collected for the

training and the testing of these two tasks, the models
used to estimate such CVSS component vectors or the
base score, and the method to evaluate the performance
of these models.

5.1 Data

The statistical analysis of the CVSS is based on data
crawled from the NVD, which is available at https:
gitlab.com /zzj0402 /nvd /. The training data are 118,000
entries from the NVD database, crawled up to April
2nd, 2022 (Old Data). The test set has 51,000 entries.
We set the random state to 42 to split the training and
test data using the train_test split function from the
SciKit Learn library. Each entry is a JSON object with
a natural language description of the vulnerability and
the target labels such as severity levels, CVSS score, or
a CVSS component. We collected another evaluation
batch from April 2022 to July 2023 (New Data) to test
the model’s performance on recent data.

5.2 Tasks
5.2.1 Component Classification

CVSS metric consists of the Base Score, Temporal Score,
and Environmental Score. This paper addresses the clas-
sification task of the CVSS base score metric compo-
nents. Each CVSS component classification is a mul-
ticlass classification task. The input is the natural lan-
guage description of a CVE entry. The output is a CVSS
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TF-IDF
Vectorization

CVE Description

game-music-emu before 0.6.1 allows
remote attackers to write to arbitrary USE
memary locations.

GPT-3

Numeric Prediction
Label Label Map s
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Sequence
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Fig. 10: The Proposed Methods: we propose three models to estimate CVSS scores from the natural language descriptions
of the CVE entries in the NVD database. The SVM model takes a vector of TF-IDF values as input and outputs a numeric
label. A post-processing script then converts the numeric label into the target prediction. The USE model predicts the same
set of numeric labels and uses the same post-processing script. However, different from the SVM model, the USE model takes
the natural language descriptions directly, without any pre-processing such as TF-IDF vectorization. The GPT-3 model takes
in the natural language descriptions and outputs a string sequence, sometimes with noisy tokens. A post-processing script

normalizes the string sequence into target labels.

component value. For example, the Access Complex-
ity classification task for the CVSS 2.0 has the Access
Complexity value(high, medium, or low) as the output.
Table 1 shows the classification results for the CVSS 2.0
components. Table 3 shows the results for the CVSS 3.1
component classification tasks.

5.2.2 Base Score Prediction

There are two ways for the proposed machine learn-
ing models to predict the CVSS Base Score: calculate
from the components using the CVSS formula or di-
rectly output a numeric value from the natural lan-
guage inputs. To calculate the Base Score from each
component, one would need to build six different mod-
els, each targeting a single component for the CVSS
2.0. After such modeling, one then plugs the predicted
component values into the CVSS formula to calculate
the Base Score, ranging from 0 to 10. This is similar
to the human evaluation of the CVSS score. However,
the errors would condition on each component value.
All six models need to predict the correct component
values simultaneously to have the reference Base Score
value.

The alternative approach is to directly output a nu-
meric value from the natural language inputs. It is a
more challenging task than the component classification-
based approach. A machine learning algorithm would
need to estimate not only the component values but
also its formula for the numerical Base Score predic-
tion. However, it is an end-to-end solution, which means
that it requires no intermediate stages such as plugging
component values into a CVSS calculation formula to
get the Base Score. Figure 12 shows the predicted Base

Score values for the CVSS 2.0 with an Error Grid Anal-
ysis.

5.2.3 Severity Classification

As a qualitative measure, the severity level is easier to
predict than the numeric Base Score. Severity would
also be a more intuitive measure to the user than the
numeric Base Score. To calculate the severity score, the
AT model takes the CVE natural language description
as the input and the severity level (high, medium, and
low in CVSS 2.0; critical, high, medium, low, and none
in CVSS 3.1) as the output. This NLP solution elim-
inates the need to replicate the vulnerability environ-
ment and simplifies the workflow as shown in Figure 11
to avoid the usage of the complicated CVSS formula.
Table 2 shows the classification results for the CVSS
2.0 severity levels.

5.3 Training

Both the GPT-3 and the USE models have four training
epochs. All GPT-3 models are sequence-to-sequence,
taking string inputs and outputting another string. In
the classification task of CVSS 2.0 components, the
input is the vulnerability description, and the output
is the CVSS value string. This sequence-to-sequence
setting sometimes causes the model to predict values
from the expected distribution. The USE model has
a trainable Keras layer available through TensorFlow’s
model distribution network TensorFlowHub. For each
task, the upstream model is the fifth version of the
"arge" USE model with all the neural network param-
eters trained on the crawled NVD training dataset. A
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Fig. 11: End-to-End CVSS Estimation Workflow: the top chart shows the workflow of the CVSS severity estimation process
which contains four stages [2]. The proposed deep learning models can predict the CVSS severity level from the natural language
descriptions of the CVE entries. As shown in the lower chart, it is an end-to-end solution for the severity-level estimation

task.

labeled map for each sample translates the string label
into a numerical one. The downstream of the neural
network model would have the number of predictors
(a dense layer with N "neurons" where N is the num-
ber of possible labels in the dataset). The whole model
can then predict each label’s likelihood as a real-valued
probability score. Then a one-hot encoding indicates
the index, which maps to a class label. ADAM is used as
the optimizer to train all the USE models with an em-
pirically fine-tuned learning rate. All the training losses
are cross-entropy losses. All the training/evaluation ac-
curacy is the sequence accuracy as in GPT3 metrics
since the token accuracy is irrelevant to the label, which
happens to be the output sequence, typically having a
single target label token.

We trained the USE model on the NVD dataset with
different training and testing splits. April 2nd, 2022, is
the latest date for the training dataset (2022 Split).
As we suspect that the adaption of the federated CNA
model in early 2017 would change the quality of the
CVE descriptions, we trained the USE model on the
CVE descriptions before October 2016 and after (2016
Split). As a control group, we retrained the USE model
on a different dataset split on April 2nd, 2021, which is
a year before our latest training split(2021 Split).

For the 2021 Split, we trained the USE model on
183118 samples with 1/3 of the data as the test set.
The model diverged after 2 epochs with MSE loss as
not-a-number under the learning rate of 0.0001 for the
ADAM optimizer. After decreasing the learning rate to
0.00001, the model converged after 4 epochs with a loss
of 3.86 MSE and a validation RMSE of 1.96. The model
didn’t display the same learning trouble on the 18843
samples on the data from April 2nd, 2021 to August
7th, 2023. However, the USE model failed to learn any
resourceful pattern from 2/3 of the training data as it
returns a uniform prediction.

5.4 Evaluation

The evaluation test set is one-third of the whole dataset.
For each task in the CVSS 3.1 classification task, a
trained USE model predicts a test set with 28,891 sam-
ples. For the CVSS 2.0 tasks, the test set has 51,000
samples. The TensorFlow framework provides a conve-
nient KerasLayer loading function to read the trained
model into the GPU memory [35]. The model then pre-
dicts the labels for each test sample description, show-
ing the confidence for each label. An argmax function
call from the NumPy library converts the predicted
probabilities into the predicted labels [36]. After the la-
bel conversion, the Classification Report tool from the
SciKit Learn Metrics library calculates the precision,
recall, Fl-score, support, and confusion matrix from
the ground truth labels [11]. For each task, this paper
presents a classification report produced by the Scikit-
Learn toolset [37]. The GPT-3 model predicts a se-
quence of tokens for each task, which should match the
reference tokens. However, the GPT-3 model sometimes
outputs tokens partially within the target vocabulary or
entirely out of distribution. We handle this by select-
ing the relevant tokens from the predicted sequence.
Suppose the model predicted "adjacent” in the attack
vector or access vector classification task. Our selection
script would change "adjacent" to "adjacent network"
to match the reference value. If the model predicted
"adjacentnetworkconfiguration" in the same task, this
selection script would change "adjacentnetworkconfig-
uration" to "adjacent network," removing the redun-
dant tokens.

=3 - ) (3)
i=1

Following the same metric conventions in [27], we
compare the mean error, variance, and P values of the
CVSS estimations by both the human experts and the
AT model. The formula 3 calculates the mean error. For
each CVE, we add up the difference between the CVSS
score predicted by the AI model (y;) and the CVSS
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score assigned by the NVD (y;). Then we divide the
sum by the number of CVEs (n) to get the mean error

(1)

o = > G- ) (@

The formula 4 defines the variance. For each CVE,
we add up the square of the difference between the
CVSS score predicted by the AI model (g;) and the
mean value of all the predictions (u). Then we divide
the sum by the number of CVEs (n) to get the vari-
ance (0?). Python’s statistics library provides a vari-
ance function to calculate the above.

Scipy implements a ttest _ind function to calculate
the P value in its stats library. We use the default P-
value calculation parameters with equal var= True,
nan_policy= ’propagate’, permutations= None, ran-
dom_state= None, alternative="two-sided’, trim= 0,
keepdims= False.

The CWE-Wise evaluation looks into the CWE-79
cross-site scripting vulnerability. This task compares
the USE model performance against the expert’s per-
formance. We also look into the USE model prediction
pattern.

We compare the Al model’s performance against
the expert’s performance in [27] on prediction mean
error, variance, and significance. The CWE order and
the metrics (variance, mean value, and P value) in the
figures follow conventions from [27] for the convenience
of comparison.

An interesting question is how well the Al model
performs on recent CVEs. These recent data test the
model’s ability to generalize to unseen data. We col-
lected 31882 CVEs from April 2nd, 2022, which is the
last day of our test data crawling for the USE model
to test against human experts, to July 19th, 2023. We
hypothesize that the AI model would perform worse on
recent CVEs than the old CVEs since there is unseen
information in the new CVEs. If the model performs
well on recent CVEs, it indicates that it has learned the
underlying pattern of the CVSS score calculation. The
MITRE Corp wrote the CVEs before Oct 2016 while
the CNAs wrote the CVEs after Oct 2016. To find out
whether the Al model performs better on the MITRE
CVEs or the CNA CVEs, we split the data into two
groups with Oct 2016 as the cutoff date. We trained
the USE model on the data from April 2nd, 2021, to
April 2nd, 2022, and tested the model on the data from
April 2nd, 2022, to July 19, 2023.

6 Results

This section presents the results of the tasks mentioned
in Section 5.2. In Section 6.1 and Section 6.2, each clas-
sification report, adapted from the Scikit Learn Python
toolkit [37], consists of label-specific and averaged met-
rics. Each cell in the label-specific metrics has three
columns(the USE model, the GPT-3 model Babbage
variant, and the TF-IDF SVM model). In the lower seg-
ment of each classification report, the first row only has
the accuracy in the F1-Score column. The second row
has the macro-averaged (sum of the label-specific scores
such as precision, recall, and fl-score, divided by the
number of labels, which is 3 in component-specific met-
ric classification tasks). The third row has the weighted
average precision, recall, and F1-Score. For the CVSS
score versions 2.0 and 3.1, there are classification re-
ports for each metric component prediction task, the
base score prediction, and the severity classification.
The best-performing class is in bold. Overall, the USE
model is the best-performing model. The GPT-3 per-
forms head-to-head with the USE. Both deep learning
models outclass the SVM model with TF-IDF vector-
ization.

In the later section, we present categorized CVSS
2.0 results comparing the AI model (represented by
USE) against the human experts [27]. We examine the
USE model capacity, trained on different data splits,
to generalize to unseen data, simulating the real-world
scenario. We also look into the effect of different data
splits on the model performance, addressing the NVD’s
change in its managing philosophy in 2017.

6.1 Predicting Common Vulnerability Scoring System
2.0

This subsection presents the results of the CVSS 2.0-
related tasks. It includes the classification reports for
each of the component classification tasks (Table 1la 1b
1lc 1d 1e 1f), the Error Grid Analysis for the Base Score
prediction tasks (Figure 12, Figure 13), and the classifi-
cation reports for the severity classification task (Table
2). The USE model performs better on the more recent
test data on the Base Score prediction task with 83.5
percent of acceptable severity level predictions (Zone
As in Figure 13) than the older test data before April
2nd, 2022 with 73.7 percent of acceptable predictions
(Zone As in Figure 12). As shown in Table 2, the USE
model performs better than the Babbage model since
the USE model has a higher accuracy across the ta-
ble and without out-of-distribution labels. However, the
out-of-distribution prediction of the severity level labels
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Fig. 12: Error Grid Analysis of the USE Model for CVSS
2.0 Base Score Prediction: the error grid consists of a
"medium" threshold line (3.9, yellow) and a "high" thresh-
old line (6.9, red). The three Zone As (colored in green, 73.7
percent) in the grid indicate acceptable predictions within the
same level of severity as the reference values. The four Zone
Bs (colored in orange, 25.9 percent) indicate predictions that
are one level away from the reference severity level. The two
Zone Cs (colored in red, 0.4 percent) indicate predictions that
are two levels away from the reference severity level.
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Fig. 13: EGA of the USE for CVSS 2.0 Base Score Pre-
diction on New Data: the Zone A (acceptable) 83.5 percent;
Zone B (error by one severity level) 16.4 percent; Zone C
(error by two severity levels) 0.06 percent. There are 31,882
CVEs in the new test dataset, collected after April 2nd, 2022.
The most frequent score, 9.2, occurred 329 times in the test
predictions.

might be due to the GPT-3 task formulation. The GPT-
3 model works as a sequence-to-sequence task, while the
USE model works as a multinomial classification task
(labeling each description as low, medium, or high). The
sequence-to-sequence task is more free-forming than the
multinomial classification task as it can predict any En-
glish sentence instead of a numerical representation of
the target labels.

Precision Recall F1-Score
USE [ GPT [ SVM [ USE [ GPT | SVM | USE | GPT [ SVM
Adjacent 0.83 | 0.78 0.00 0.73 | 0.73 0.00 0.78 | 0.75 0.00 1779
Network 0.97 | 0.97 0.83 0.97 0.97 1.00 | 0.97 | 0.97 0.90 42176

Support

Class

Local 0.83 0.85 | 0.05 0.85 | 0.84 0.00 0.84 | 0.84 0.00 7132
Accuracy 0.94 | 0.94 0.82 51087
Macro 0.87 | 0.86 0.29 0.85 | 0.84 0.33 0.86 | 0.85 0.30 51087

Weighted 0.94 | 0.94 0.69 0.94 | 0.94 0.82 0.94 | 0.94 0.75 51087

(a) Access Vector Classification Report
Recall F1-Score

Precision

Class USE [ GPT [ SVM | USE | GPT [ SVM | USE [ GPT [ SVM | SUPport
Tow 0.87 [ 0.87 | 0.68 | 0.88 | 0.80 | 0.89 | 0.87 | 0.88 | 0.77 | 29858
Medium | 0.80 | 0.82 | 0.69 | 0.82 | 0.80 | 0.42 | 0.81 | 0.81 | 0.52 | 20102
High 0.54 | 035 | 000 | 028 | 0.84 | 0.00 | 0.37 | 0.34 | 0.00 | 1400
Accuracy 0.84 [ 081 | 0.68 | 51087
Macro 0.74 | 0.68 | 046 | 0.66 | 0.67 | 044 | 0.69 | 0.68 | 0.43 | 51087

‘Weighted 0.83 | 0.83 0.67 0.84 | 0.84 0.68 0.84 | 0.84 0.65 51087

(b) Access Complexity Classification Report

Class Precision Recall F1-Score Support
USE [ GPT [ SVM | USE [ GPT [ SVM | USE [ GPT [ SVM

None 0.95 0.96 | 0.84 0.96 | 0.96 0.95 0.96 | 0.96 0.89 43265

Single 0.78 | 0.78 0.04 0.74 0.75 | 0.01 0.76 | 0.76 0.02 7802

Multiple 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 20

Accuracy 0.93 | 0.93 0.81 51087

Macro 0.58 | 0.58 0.29 0.57 | 0.57 0.32 0.57 | 0.57 0.30 51087

‘Weighted 0.93 | 0.93 0.72 0.93 | 0.93 0.81 0.93 | 0.93 0.76 51087

(c) Authentication Classification Report
Fi-Score

Precision Recall

Class USE [ GPT [ SVM | USE | GPT [ SVM | USE | GPT [ SVM | Support
Complete | 0.64 | 0.65 | 0.10 | 0.65 | 0.69 | 0.0l | 0.67 | 0.68 | 0.01 | 8501
Partial 0.82 | 0.83 | 0.50 | 0.82 | 0.83 | 0.84 | 0.85 | 0.84 | 0.63 | 25472
None 087 | 0.88 | 031 | 085 | 0.88 | 014 | 086 | 0.88 | 0.19 | 17024
Accuracy 0.80 | 0.83 | 0.47 | 51087
Macro 078 | 0.80 | 030 | 0.78 | 0.80 | 0.33 | 0.78 | 0.80 | 0.28 | 51087

Weighted 0.81 0.83 | 0.37 0.80 0.83 | 0.47 0.80 0.83 | 0.38 51087

(d) Confidentiality Impact Classification Report

F1-Score

Precision Recall

Class USE [ GPT [ SVM | USE [ GPT [ SVM | USE [ GPT ] SVa | SUPPort
Complete | 0.65 | 0.70 | 0.10 | 0.72 | 0.68 | 0.0 | 0.68 | 0.69 | 0.01 | 8341
Partial 0.87 | 0.87 | 055 | 083 |0.87 | 085 | 085 | 0.87 | 0.67 | 27619
None 087 | 0.89 | 031 | 0.89 | 089 | 0.16 | 0.88 | 0.89 | 0.21 | 15127
Accuracy 0.83 | 0.85 | 0.51 | 51087
Macro 080 | 0.82 | 032 | 081 |0.82 | 034 | 081 | 0.82 | 0.30 | 51087

‘Weighted 0.84 0.85 | 0.40 0.83 0.85 | 0.51 0.83 0.85 | 0.42 51087

(e) Integrity Impact Classification Report
Class Precision Recall Fi-Score

ass USE [ GPT | SVM | USE | GPT | SVM | USE | GPT [ SVM
Complete | 0.72 | 0.70 | 0.15 | 0.63 | 0.70 | 0.01 | 0.67 | 0.70 | 0.02 | 10100

Support

Partial 0.77 0.80 | 0.48 0.81 | 0.80 0.48 0.79 0.80 | 0.48 22358
None 0.87 0.88 | 0.41 0.88 | 0.88 0.61 0.88 | 0.88 0.49 18629
Accuracy 0.80 0.81 | 0.43 51087
Macro 0.79 0.80 | 0.35 0.77 0.79 | 0.37 0.78 0.79 | 0.33 51087

Weighted 0.80 0.81 | 0.39 0.80 0.81 | 0.43 0.80 0.81 | 0.39 51087

(f) Avwailability Impact Classification Report

Table 1: CVSS 2.0 Component Results

Class Precision Recall F1-Score Support
USE [ GPT | SVM | USE [ GPT [ SVM | USE [ GPT | SVM

Low 0.64 | 0.59 [ 000 | 0.61 | 0.58 [ 0.00 | 0.62 | 0.59 | 0.00 | 5271
Medium 0.80 | 0.79 | 0.59 | 0.84 | 0.80 | 0.95 | 0.82 | 0.80 | 0.72 | 30053
High 0.76 | 0.72 | 0.24 | 0.71 | 0.71 | 0.04 | 0.73 | 0.71 0.06 15763
accuracy 0.77 | 0.75 | 0.57 | 51087
macro 0.73 | 0.35 0.27 0.72 | 0.35 0.33 0.72 | 0.35 0.26 51087
weighted 0.77 | 0.75 0.42 0.77 | 0.75 0.57 0.77 | 0.75 0.45 51087

Table 2: The Classification Report of the Severity Level Pre-
diction

6.2 Predicting Common Vulnerability Scoring System
3.1

This subsection presents the results of the CVSS 3.1-
related tasks, which include CVSS vector string compo-
nent predictions and end-to-end base score predictions.
For each CVSS component prediction task, we present
the classification reports with supports and label-specific
precision, recall, and F1-Score. The lower section for
each class report contains micro-averaged macro-averaged,
and weighted metrics.

Table 3a 3b 3c 3d 3e 3f 3g 3h present the component
classification reports. Among these models, the Univer-
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Clos Precision Recall Fl-Score Support
USE [ GPT [ SVM | USE | GPT [ SVM | USE | GPT | SVM
Tow 0.96 [ 0.06 | 0.9 | 0.98 | 007 | 1.00 | 0.7 | 007 | 0.96 | 26842
High 0.76 | 0.57 | 023 | 071 | 0.53 | 0.00 | 073 | 0.55 | 0.00 | 2049
accuracy 0.95 [ 0.9 | 0.93 | 28891
macro 0.82 | 077 | 058 | 0.75 | 075 | 050 | 0.78 | 0.76 | 0.48 | 28801
weighted | 0.94 | 094 | 0.88 | 0.95 | 094 | 0.93 | 0.94 | 0.94 | 0.90 | 28891
(a) Attack Complexity Classification Report
Cloes Precision Recall Fl-Score Support
USE | GPT [ SVM | USE | GPT [ SVM | USE | GPT | SVM
Network | 0.94 | 003 | 074 | 004 | 093 | 0.98 | 0.94 | 0.93 | 0.54 | 21051
Adjacent | 0.66 | 054 | 0.63 | 0.63 | 0.65 | 0.02 | 0.65 | 0.59 | 0.03 | 770
Local 0.83 | 0.81 | 056 | 0.84 | 080 | 009 | 0.83 | 0.80 | 0.16 | 6727
Physical | 0.72 | 062 | 0.00 | 0.59 | 058 | 0.00 | 0.65 | 0.60 | 0.00 | 343
accuracy 0.90 | 0.89 | 0.73 | 28891
macro 0.79 | 0.73 | 048 | 075 | 074 | 027 | 0.77 | 073 | 026 | 28891
weighted | 0.90 | 0.89 | 0.69 | 0.90 | 0.89 | 0.73 | 0.90 | 0.89 | 0.65 | 28891
(b) Attack Vector Classification Report
i Precision Recall Fl-Score Support
USE [ GPT [ SVM | USE [ GPT [ SVM | USE | GPT [ SVM
None 0.91 [ 0.58 | 049 | 0.5 | 0.88 | 054 | 0.88 | 0.88 | 051 | 11194
Low 0.70 | 0.30 | 0.00 | 029 | 0.34 | 0.00 | 0.41 | 032 | 0.00 | 697
High 0.89 | 0.91 | 0.66 | 0.95 | 090 | 064 | 0.92 | 0.90 | 0.65 | 17000
Accuracy 0.89 | 0.88 | 058 | 28891
Macro 0.83 | 0.70 | 038 | 069 | 0.71 | 039 | 0.73 | 0.70 | 0.39 | 28801
Weighted | 0.89 | 0.8 | 0.57 | 0.89 | 0.88 | 0.58 | 0.89 | 0.88 | 0.58 | 28891
(c) Avwailability Impact Classification Report
Cloes Precision Recall F1-Score Support
USE | GPT [ SVM | USE | GPT [ SVM | USE | GPT | SVM
None 0.83 [ 0.80 | 047 | 0.83 | 052 | 0.19 | 0.83 | 0.81 | 0.27 | 6365
Low 0.87 | 0.80 | 0.81 | 0.79 | 0.80 | 022 | 0.83 | 0.80 | 0.34 | 5507
High 0.89 [ 089 | 063 | 0.92 | 088 | 092 | 0.90 | 089 | 075 | 17019
Accuracy 0.87 | 0.85 | 0.63 | 28891
Macro 0.86 | 0.83 | 064 | 0.84 | 083 | 044 | 0.85 | 0.83 | 045 | 28891
Weighted | 0.87 | 0.85 | 0.63 | 0.87 | 0.85 | 0.63 | 0.87 | 0.85 | 0.57 | 28891
(d) Confidentiality Impact Classification Report
Clos Precision Recall Fl-Score Support
USE [ GPT [ SVM | USE | GPT [ SVM | USE | GPT [ SVM
None 0.86 | 0.60 | 047 | 0.89 | 042 | 046 | 0.88 | 050 | 0.46 | 9034
Low 0.87 [ 0.68 | 0.88 | 083 |0.75 | 021 | 0.85 | 0.71 | 0.34 | 4971
High 0.90 [0.73 | 058 | 0.90 | 084 | 073 | 0.90 | 078 | 0.65 | 14886
Accuracy 0.88 | 069 | 056 | 28501
Macro 0.88 | 0.67 | 0.64 | 0.87 | 067 | 047 | 0.87 | 0.66 | 0.48 | 28891
Weighted | 0.88 | 0.68 | 0.60 | 0.88 | 0.69 | 0.56 | 0.88 | 0.68 | 0.54 | 28891
(e) Integrity Impact Classification Report
P Precision Recall Fl-Score Support
; USE [ GPT [ SVM | USE | GPT [ SVM | USE | GPT [ SVM
None 0.83 | 0.89 | 0.60 | 0.02 | 0.87 | 0.96 | 0.0 | 0.88 | 0.80 | 18707
Low 0.76 | 0.69 | 059 | 072 | 0.74 | 019 | 0.74 | 071 | 029 | 8033
High 0.73 [ 0.60 | 033 | 0.59 | 059 | 0.02 | 0.65 | 059 | 0.04 | 2151
Accuracy 0.84 [ 0.81 | 0.68 | 28891
Macro 0.79 | 044 | 054 | 074 | 044 | 039 | 0.76 | 044 | 038 | 28891
Weighted | 0.84 | 0.81 | 0.64 | 0.84 | 0.81 | 0.68 | 0.84 | 0.81 | 0.60 | 28891
(f) Privilege Required Classification Report
s Precision Recall Fl-Score Support
USE [ GPT [ SVM | USE [ GPT [ SVM | USE | GPT [ SVM
Unchanged | 0.97 | 007 | 0.87 | 009 | 0.83 | 1.00 | 0.98 | 0.97 | 0.93 | 24156
Changed | 092 | 086 | 0.93 | 0.84 | 0.97 | 021 | 0.88 | 0.84 | 0.35 | 4735
Accuracy 0.96 | 0.95 | 0.87 | 28891
Macro 0.95 | 0.92 | 090 | 0.92 | 090 | 060 | 0.93 | 091 | 064 | 28891
Weighted | 0.96 | 0.95 | 0.88 | 0.96 | 0.95 | 0.87 | 0.96 | 0.95 | 0.83 | 28891
(g) Scope Classification Report
P Precision Recall Fl-Score Support
USE [ GPT [ SVM | USE [ GPT [ SVM | USE | GPT [ SVM
None 0.94 [ 0.91 | 074 | 0.96 | 0.05 | 0.96 | 0.95 | 004 | 0.83 | 19088
Required | 0.92 | 089 | 080 | 0.89 | 0.87 | 034 | 0.90 | 0.88 | 0.48 | 9303
Accuracy 0.93 | 0.92 | 0.75 | 28891
Macro 0.93 | 0.92 | 077 | 0.92 | 091 | 065 | 0.93 | 091 | 0.66 | 28891
Weighted | 0.93 | 0.92 | 0.76 | 0.93 | 0.92 | 0.75 | 0.93 | 0.92 | 0.71 | 28891
(h) User Interaction Classification Report
Table 3: CVSS 3.1 Component Results
a Procision Recall FI-Score S
ass USE [ GPT | SVM | USE [ GPT | SVM | USE | GPT [ SVM | >UPPort
Tow 0.56 | 0.5 | 0.00 | 0.24 | 0.33 [ 0.00 | 0.34 | 028 | 0.00 | 517
Medium | 0.76 | 0.77 | 051 | 0.81 | 0.77 | 0.53 | 0.78 | 0.77 | 0.52 | 11455
High 0.73 | 0.72 | 050 | 0.73 | 0.70 | 0.67 | 0.73 | 0.71 | 0.57 | 12474
Critical 0.67 | 0.60 | 0.28 | 0.57 | 0.61 | 001 | 0.62 | 0.60 | 0.02 | 4445
Accuracy 0.73 | 0.71 | 050 | 28891
Macro 0.68 | 0.59 | 032 | 0.59 | 0.60 | 0.30 | 0.62 | 0.59 | 0.28 | 28891
Weighted | 0.73 | 0.71 | 046 | 0.73 | 0.71 | 0.50 | 0.73 | 0.71 | 0.45 | 28891

Table 4: Severity Level Classification Report

sal Sentence Encoder performs best in all the classifica-
tion reports. The GPT-3 Babbage performs close to the
USE model. The TF-IDF SVM Model has an excellent
performance in the recall metric across tasks. Table 4
shows that the Universal Sentence Encoder has the best
overall performance in the Severity classification task.

6.3 CWE-Wise Performance Analysis

This section presents the CWE-wise performance anal-
ysis of the models. We first grouped all the test data by
their vulnerability type. Then we evaluated the trained
models on the test data according to CWE types. For
the ease of comparative analysis between Al models and
human experts, we ordered the CWEs in the ranking
conventions from the paper [27]. We suspected CVE
description length has a significant impact on the pre-
diction error and investigated three categories of errors
made by the USE model: critical errors, medium errors,
and correct predictions. Critical errors are predictions
with a CVSS raw error of 3 or more. Medium errors
are predictions with a CVSS raw error between 0.1 and
3. Correct predictions are predictions on the base score
with exact matching of the reference CVSS.

CWE-79 is the most common CWE in the dataset
with 5935 samples as shown in Table 5. According to
MITRE.org, CWE-79 categorizes vulnerabilities with
"Cross-site Scripting’ or XSS issue. Improper neutral-
ization of input during web page generation makes a
web application vulnerable to malicious script injec-
tion. Due to XSS’s popularity in the NVD dataset,
we analyzed the prediction errors of CWE-79 in de-
tail. We assumed that the description quality of the
CWE-T79 typed vulnerabilities could represent the over-
all description quality of the NVD dataset and ran-
domly picked 9 samples from each category and ana-
lyzed the description length and the prediction error.

There are no strong correlations between the length
of the description and the prediction error since the
model is equally capable of predicting the CVSS score
for the short and the long descriptions. This result con-
firms that the research problem of predicting CVSS
from the descriptions alone is challenging.

There are 5739 CVEs with the word XSS’ in the
test data. The AI model tends to underestimate the
CVSS score for the XSS vulnerabilities. Within these
samples, the model underestimates 4618 samples with
a mean error of 0.47 around a mean CVSS of 3.88 with a
deviation of 0.289. The model overestimates 1121 sam-
ples with a mean error of 0.47 around a mean CVSS of
4.04 with a deviation of 0.4.

The human experts’ data come from [27]. Table 5
shows the sample size of both the USE model test data
and the human data for each CWE. Due to the manual
effort required to collect the survey data, the sample
size for human experts is much smaller.

The AI model outperforms the human experts by
a large margin. The USE model has a macro mean
squared error of 0.128, which is 4 times lower than the
human experts (0.537). Both the human and the Al can
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Fig. 14: Estimation Mean Error Comparison Between the AI Model and the Human Experts. In general, the AI model
underestimates the impact of the vulnerability CVSS. Al outperforms the human experts except on CWE-264, CWE-255,

CWE-16, and CWE-59.

estimate CVSS of the Cross-Site Scripting (CSS, CWE-
79) vulnerabilities with significant accountability with
both having near 0 P-values. The AT model (-0.18 mean
error) estimates about 7 times more accurately than the
human experts (1.3 mean error), with 14 percent of the
human error magnitude. The AI (0.2 variance) predicts
about 16 times more stable the human experts (3.3 vari-
ance) with 6 percent of the estimation swing. Human
experts sampled 194 CVEs which is 3 percent of the
AT’s workload (5935 samples). 9.8 percent of the tested
data of the AI model is of CWE-79 while the human
expert data has 6.4 percent. In the XSS-typed vulner-
ability evaluation task, the Al model achieved 7 times
lower mean error and 16 times lower variance than the
human experts.

However, the AI model underestimates the sever-
ity of the vulnerability CVSS. Figure 14 and 15 com-
pare the CVSS base score prediction power between

the AT model and the human experts. Overall, the USE
model tends to underestimate the CVSS score and es-
timates with fewer errors than the human experts on
all the CWEs except CWE-264, CWE-255, CWE-16,
and CWE-59. Compared to the Al model, human ex-
perts perform with higher variance except on test data
from CWE-362 and CWE-287. CWE-200 vulnerabili-
ties, particularly, have low significance for AI model
predictions.

On these significant results (P value smaller than
0.05), the best performing category is in CWE-79. The
USE model has a mean error of -0.2, which is more than
6 times lower than the human experts (mean error 1.3),
and a variance of 0.2, which is 16 times lower than the
human experts (variance 3.3). In CWE-94, the USE
model performs the worst with a mean error of 0.4,
which is still almost half of the human experts (mean
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Fig. 15: Estimation Variance Comparison. The AI model has lower prediction variance than human experts except on CWE-

362 and CWE-287.

error 0.7), and a variance of 1.4, which is less than half
of the human experts (variance 3.7).

6.4 USE on Recent Data,

This section examines the performance of the AT model
for the CVSS estimation task on newer data. We trained
the USE model on the data before April 2nd, 2022 (Old
Data), and tested the model on the data from April
2nd, 2022 till July 2023 (New Data, Recent Data). We
also examined the effect of CVE management philoso-
phy shift and different data splits (2021 split, instead
of 2022 split above) on the model performance. The
macro-averaged mean squared error of the USE model
on the recent data is 0.118, which is a 7.8 percent im-
provement over the test data before April, 2nd, 2022.
This comparison of model performance on new and old
data shows that the model has a strong generalization
ability over unseen vulnerabilities. As seen in Figure 16,

the model performs similarly on the new data as on the
old ones.

For CWE-362, there are 149 samples in the new
dataset. There are 294 samples in the old dataset. For
CWE-59, there are 158 samples in the new dataset and
227 samples in the old dataset. For CWE-78, there are
124 samples in the new dataset and 743 samples in the
old one. One plausible cause of the insignificant results
in the new data is the insufficiency of the data.

Since MITRE Corp. has shifted the management
philosophy of the CVE program from centralized man-
agement to decentralized management, the vulnerabil-
ity description quality has potentially improved. To in-
vestigate this hypothesis, we tried the USE model on
two data splits: the data before the CVE paradigm shift
and the data after the shift. The USE model has an
MSE of 1.22 on the MITRE-managed data and 1.31 on
the CNA-managed ones. The USE model diverged dur-
ing the training process for the 2021 split (NVD data
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Fig. 16: Prediction Mean Error Comparison on the Recent Data: in general, the AI model underestimates the impact of new
vulnerabilities. New data are collected from April 2nd, 2022 to July 2023. Old data I collected before April 2nd, 2022.

till April 2021) with a learning rate of 0.0001 for the
ADAM optimizer. After lowering the learning rate 10
times to 0.00001, the model converged with an MSE
of 3.85 and root mean squared error (RMSE) of 1.96 in
the fourth epoch. On the data that are from April 2021,
the model has an MSE of 3.63 and RMSE of 1.91. How-
ever, the model failed to predict any meaningful results
on the data after April 2021 as it predicts a uniform
number for all the samples.

The 2021 model (USE trained on the data before
April 2021) has an MSE of 2.79 on its validation data
(one-third of the data before April 2021, randomly se-
lected). On the test data after April 2021, the 2021
model has an MSE of 2.17. This result shows that the
model has a strong predictive ability on the recent data.
Or, it is easier to predict the CVSS score for the recent
data than the old data.

6.5 Resource Consumption

Table 6 shows the resource consumption to train and
test USE, SVM and BERT models on a P100 instance
on Kaggle with 30699 test inferences and 92097 training
samples of one epoch on a CVSS prediction task with
a batch size of 9. The USE-V2 model consumes 3.06
GB of video memory and 1.04 GB of storage, which is
twice as much as the USE-large variant, which peaks at
3.66 VRAM consumption. However, the USE-V2 model
trains and inferences 6x faster than the USE-large model.

The GPT-3 model runs remotely on the OpenAl
API therefore there is no available data on its resource
consumption. BERT, which represents the large lan-
guage model, consumes 7.11 GB of video memory and
0.42 GB of storage, taking 75 minutes to train and test
one epoch with a batch size of 9. The BERT model has
the best performance with 0.72 MAE.
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CWE Al Human
CWE-79 5935 194
CWE-310 1222 14
CWE-362 294 6
CWE-200 2020 373
CWE-264 1647 122
CWE-255 234 18
CWE-16 88 10
CWE-59 227 15
CWE-22 1381 71
CWE-287 877 26
CWE-78 743 3
CWE-352 1050 30
CWE-94 834 66
CWE-89 2304 213
CWE-399 856 88
CWE-189 378 41
CWE-20 2682 413
CWE-119 4364 513
CWE-134 87 4

Table 5: Sample Size for Each CWE, Al vs Human: CWE-
255, CWE-16, and CWE-59 have significant P values.

Model Memory | Time | Storage | MAE
USE-V2 3.06 10 1.04 0.92
USE-Large 3.66 63 0.59 0.94
SVM 0.27 241 0.02 0.74
BERT 7.11 75 0.42 0.72

Table 6: Resource Consumption (peak video memory usage
in GBs; time in minutes; storage in GBs) for USE and SVM:
the USE-V2 model trains & inferences faster than the USE-
Large model but consumes more memory and storage. The
SVM costs no VRAM to run and only requires 277 MB of
main memory at peak usage. BERT model performs the best
but with the highest VRAM consumption.

The SVR model with the TF-IDF vectorization con-
sumes 225 minutes to train and requires no video mem-
ory and runs on the CPU instance (Intel Xeon 2.20
GHz four vCPU cores with 32 GB main memory). Even
though the SVR has the best performance (0.74 CVSS
base score) in terms of the mean absolute error (MAE),
the USE model is more efficient in terms of time re-
quired to train and inferences since the SVR model
takes about four hours to train and test.

7 Discussion

This work not only covers the CVSS 3.1 scoring sys-
tem but also the older CVSS 2.0 scoring system, which
is the most dominant vulnerability evaluation metric
in the NVD [2] [38] [1]. Our proposed CVSS estimation
method can convert the CVSS 2.0 score to the CVSS 3.1
score, and vice versa, solely from their natural language
inputs. Compared to the works from [33] [28] [31], we
showed the reports for each label in the component-wise
task and a more end-to-end approach with the state-of-

the-art performance. The USE model outperforms the
CVSS-BERT model in the component-wise task with
better weighted F1 scores (except on availability com-
ponent prediction). A comparative study between the
deep learning models and the human domain experts
shows that the deep learning models outperform the
human experts in the CVSS estimation task by a large
margin. The USE model also shows strong generaliza-
tion ability on the recent data as shown in Section 6.4.

Poor descriptions, flawed CVSS processing, and low
transparency in CVSS processing led to poor perfor-
mance on the CVSS estimation by human experts [27]
and AT agents. After MITRE enforces CNAs to use de-
scription templates, the prediction task becomes easier.
The USE model performs better on the data collected
2022-2023 than the data collected before 2022. The ex-
periments on the 2017 data split and the 2021 split show
similar findings. It might be interesting to see how the
model performs on the data in the future as the train-
ing turns obsolete. It is also interesting to examine how
the model would perform with named entity-only in-
puts as one can extract only relevant components from
the vulnerability description. As CVSS 4.0 rolls out, an-
other task would be to predict the CVSS 4.0 score from
the vulnerability description. The conversion between
CVSS 2.0, 3.1, and 4.0 scores would be another task
to explore since NVD discontinued CVSS 2.0 after July
13th, 2022 [39].

The trained Al end-to-end model uses the natu-
ral language description of the vulnerability to predict
the CVSS score, instead of the CVSS vector string. A
good end-to-end model may predict all the CVSS vector
string components correctly but still have a low CVSS
score prediction accuracy due to a poor understanding
of the CVSS formula.

For example, "Buffer overflow in OpenBSD ping."
is a vulnerability with a CVSS 2.0 base score of 2.1.
Our trained AI model predicts a severity score of 7.1.
Is this critical error caused by the design flaw of the
CVSS formula or is the model thinking that this vul-
nerability itself is bad? It’s hard to tell. An AI model
would not only need to understand the vulnerability
impact and exploitability from the natural language in-
put but also the CVSS formula itself on the arbitrary
weighting. Even human experts struggle to understand
or agree with the CVSS formula, as shown in the pro-
cess of crafting the CVSS criteria. It is not surprising
that the AI model would have a hard time having a
strong predictive power on the CVSS score too. An Al
could be accurate in predicting the CVSS vector string
but not the CVSS score, because of the formula’s unjus-
tified design. Section 4.3 discusses this further, address-
ing human experts’ performance in CVSS estimation.
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8 Future Works

A larger number of expert samples could help to reduce
the variance in human estimation and therefore provide
a more accurate comparison between the AI model and
the human experts. The Al models also lacks the ability
to explain the reasoning behind the CVSS score predic-
tion. Provision of the reasoning behind the prediction
would be necessary to build trust in the AT model. It is
also worth exploring the performance of the Al model
on the upcoming CVSS 4.0 scoring system and how
effective the Al models are in helping to improve the
vulnerability processing pipeline.

9 Conclusion

As experimental results show in Figure 14 and 15 the
AT model, represented by the USE, outperforms the hu-
man experts in assessing the CVSS score of the vul-
nerabilities from their natural language descriptions.
AT model shows fewer estimation errors with smaller
variance than the human experts. Within the AT mod-
els, compared to the GPT Babbage model, the USE
model consumes less computational resources to run
[18] while maintaining an on-par performance as shown
in Section 6. Since the DAN model embedded in USE
scales linearly with the input sequence [17], the USE
model inferences faster than the GPT models. However,
the GPT-3 models are more generalized than the USE
model as they can output a token sequence, instead of
an embedding vector. This ability to regressively gen-
erate such token sequences would be essential to many
downstream tasks such as code generation for cyberse-
curity configuration management tasks. The USE and
the GPT-3 models outperform the SVM model with the
TF-IDF vectorization on the tasks shown in the section
5.2 in various component classification tasks [30]. As a
strong alternative to human experts, the USE model
preserves its performance on the recent data as shown
in Section 6.4. Overall our results show that the USE
model performs at least as well as the average of a
collection of human experts and in some cases better.
This provides a strong argument for the use of such Al
based models in aleviating the issues caused by bad de-
scription and human errors as identified in section 3.1.
SVM/SVR provides a strong baseline for the CVSS es-
timation task with limited computational resources at
the cost of high training time. When deployed in a real-
world scenario, the USE model would be a strong can-
didate for the CVSS estimation task due to its strong
generalization ability and low resource consumption.
This research provides a strong argument for the use
of Al models in automating the CVSS estimation task

to alleviate the issues caused by human errors. A fully
automated CVSS estimation pipeline would cut down
the time required to process the vulnerabilities and im-
prove the overall security posture of the organization.
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