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Abstract

Interactive multiplayer games rely on the network to ensure a smooth and
responsive experience. When the latency between a game server and a client
is beyond a threshold, the client is unable to play the game properly and often
abandons the game. We posit that this unfortunate disconnection is avoidable
in certain cases. Because Border Gateway Protocol (BGP) is agnostic to
latency, the paths used by clients may be suboptimal latency-wise. Providing
performance-aware routing on the Internet in general is a hard problem, and
proposals to change BGP or the core of the Internet struggled to gain traction.
However, Multiplayer games provide a workable problem: it may be possible to
attain feasible (i.e., sufficiently low) latency for players without major changes
to the Internet core.

This thesis presents a pragmatic latency-aware routing control approach
which tackles interactive multiplayer games and other applications that need to
operate under some specific latency threshold but are not bandwidth-hungry.
The proposed approach — Overwatch, leverages BGP Egress Peer Engineering
(EPE) and capitalises on the well-connected nature of game provider networks
to offer multiple paths to reach their clients. By selecting a feasible path
for each client, Overwatch can maximise the number of clients/players in the
game. One of the key advantages of Overwatch is its deployability, which is
enabled by its explicit routing feature using commodity hardware, which is
interoperable with existing devices and does not require collaboration with
other networks. Overwatch controls traffic along feasible paths according to
an operator-defined algorithm. The current implementation is based on a
Segment Routing over IPv6 (SRv6) dataplane. This implementation was used
to evaluate Overwatch in a scenario with 300 clients. Prior to that, we ran
a set of Internet measurements involving relevant game servers in Europe to
calibrate the experiments. The evaluation highlights Overwatch’s benefit in
selecting feasible paths for the players when such paths exist, thus keeping

players online.
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Chapter 1

Introduction

1.1 Problem Statement

Context. Online gaming is a huge market, worth approximately US$26.14
billion in 2023 and is projected to reach US$34.11 billion by 2028 [136]. It
is a subset of video games in which the players’ machines are connected and
played through the Internet or any other computer network [2]. According
to [35], online game genres can be categorised based on two properties of player
actions: the “precision” required to complete an action and the “deadline” by
which the action must be completed. Online game genres such as First-Person
Shooters (FPS), sports, racing and fighting demand high precision and tight
deadlines [36]. Player actions in these genres focus on completing tasks that
require hand-eye coordination and motor skills [2]. On the other hand, genres
such as Real-Time Strategy (RTS), Role-Playing Games (RPG) and adventure
games have low precision and loose deadlines [36]. The gameplay, which defines
how players interact with the game in these genres [121], focuses on planning
and skilful thinking rather than the completion of physical tasks [75].
Online gaming application logic. Regardless of their genre, online
games are discrete real-time simulation applications [62]. In these applications,
the game is represented as a continuously running loop during which everything

happening is calculated, loaded, rendered and displayed [103]. These applications



have time constraints to perform these tasks at a high frequency because of
the need to display the output in real-time [161].

Online gaming communication models. Online games rely on two
major communication models: peer-to-peer and client-server architectures [2].
In peer-to-peer architectures, no entity participating in the game has more
control over the game than others. In client-server architectures, a designated
entity mediates and manages the game, thus giving it control over others [157].
Client-server architecture is the prevalent architecture for online games [116,
157, 35]. In traditional online gaming client-server architecture, game state
computation and update tasks occur on the server entity [103]. In contrast, in
cloud gaming, a new form of online games, game state computation, update
and rendering tasks happen on the server entity and the game is streamed as
video to the game client [154, 89]. This allows the game client to be lightweight,
playing out the streamed video like a video player and sending player input to
the server [154, 155].

Interactive multiplayer games. This work focuses on client-server
interactive multiplayer online games. They enable multiple players to connect,
collaborate or compete in a shared game environment in real time. High-profile
examples include Counter-Strike: Global Offensive (CS: GO) [38], Call of
Duty [80], and League of Legends [59]. The operation of interactive multiplayer
games from an Internet standpoint can be abstractly described as follows. An
authoritative server handles the game logic and state processing. Meanwhile,
clients run an interactive application and communicate with the server, which
collects and redistributes the game state [35].

Performance requirements. These interactive multiplayer games rely
on the network and its optimal performance for a smooth and responsive
experience. They are especially sensitive to “ping time”: when the latency!
between a game server and a client exceeds some specific threshold, the client

is unable to play the game properly [106, 94, 107] and often abandons it.

!The terms latency and Round-Trip Time (RTT) are used interchangably.



To function correctly, a client needs to be able to exchange packets with
the server under a feasible (i.e., sufficiently small) latency. While having
the “lowest” latency possible between the client and server enables a more
responsive experience for some multiplayer online games, minimising it is
irrelevant in most other multiplayer online games as the server typically works
step-wise and does not distinguish between feasible latencies. The clients
are scattered around a server, and in practice, the physical distance between
them is constrained by latency. While latency is an issue, the client-server
communication in interactive multiplayer game applications considered in this
work has a low bitrate requirement [41, 27]. (Note that the other category,
cloud gaming, also requires a high bitrate [25, 40, 1, 103]). Besides latency and
bandwidth, the performance of interactive multiplayer games is also sensitive
to jitter and packet loss [106]. Most multiplayer online game applications
respond to jitter as they would respond to latency exceeding a threshold [60].
Meanwhile, the effects of packet loss are mitigated by updating the game state
frequently or packet repair techniques [36]. As such, feasible latency remains
the primary requirement for interactive multiplayer game performance.
Internet routing is latency-oblivious. As we will demonstrate later,
game provider networks are typically well-provisioned in terms of connectivity.
However, the best path with respect to latency for each client may differ from
the default path selected from available transit providers and peers [100]. This
difference is often due to the routing policies of the provider or peer offering the
default path. In this context, the challenge originates from the performance
obliviousness of Border Gateway Protocol (BGP), the Internet’s de facto inter-
domain routing protocol. BGP may make poor choices when selecting a path
because it prioritises factors like the number of Autonomous System (AS)-
level hops or the age of paths rather than crucial performance metrics such
as latency [117, 92, 134]. Also, BGP inherently limits the utilisation and
propagation of multiple viable paths that may be available due to its implicit

withdrawal and path-hiding behaviours [149, 159]. Additionally, BGP lacks



the agility to modify its path choices in response to performance fluctuations
without causing disruptions due to its slow convergence and chatty nature [73,
87).

Problem. In some instances, the Internet paths used for client-server
communication in interactive multiplayer game applications may be suboptimal
latency-wise due to the performance obliviousness of BGP. This suboptimal
path choice may cause the latency between the server and clients to exceed the
threshold and thus prevent these clients from connecting and staying in the
game. Additionally, modest increases in latency may degrade the performance
and players’ experience in FPS games [94].

Prior work. The goal of guaranteeing latency (and bandwidth) for applica-
tions is longstanding, with an extensive body of research and work that has
explored various solutions to fulfil this goal. Nevertheless, many interesting
and promising proposals, such as [163, 64], have not gained traction. This
failure of prior proposals to achieve widespread adoption can be attributed to
several challenges, such as the difficulties of incremental deployment, the lack
of immediate incentives, the lack of backward compatibility with current inter-
domain routing technologies and the need for collaboration across multiple
networks [129]. According to [118], for any solution to be genuinely impactful,
it must be grounded in pragmatism, working within real-world constraints,

even if it only provides modest gains.

1.2 Proposed Solution

Insight. A recent study [105] highlighted that paths other than those deemed
best by BGP can yield considerable improvements in latency. Also, an older
study indicates that alternative paths offer reduced latencies in 30 — 80%
of cases compared to BGP’s choices [122]. Furthermore, ample alternate
routes are available due to the diversity of paths on the Internet and robust

connectivity between networks — attributed to the strategic placement of Points



of Presence (PoPs) by content and cloud providers across diverse global locations [10].
This increased connectivity and diversity of paths on the Internet thus present

a valuable opportunity to exploit the lower latencies on alternate paths and to
provide feasible latency for interactive multiplayer game applications.

Hypothesis. This thesis posits that it is possible to design a pragmatic
system that maximises the number of players in a multiplayer game by adjusting
the server-to-client paths when the selected BGP paths fail to meet the latency
requirements.

Proposed solution. The proposed approach utilises BGP Egress Peer
Engineering (EPE) [53] to steer flows from game servers to players by considering
latency. As such, this pragmatic latency-aware routing control system steers
server-to-client traffic along better paths when the initially selected BGP path
fails to meet the latency requirements. The design capitalises on the fact
that game provider networks are well connected, and, as previously stated,
significant latency improvements can be obtained by using a path different from
the one selected by BGP. This approach achieves this goal while providing

incremental deployability without requiring collaboration with other networks.

1.3 Contributions

This thesis offers four main contributions. First, it introduces Overwatch, a
BGP EPE [53] routing control system designed for pragmatic Performance-
Aware Routing (PAR) in networks. The work explores the limitations that
make it non-trivial for BGP to provide inter-domain latency-aware routing
for applications. It discusses the requirements that prevent the widespread
adoption of prior proposals to provide latency-aware routing. Informed by
these insights, this thesis presents a design approach for Overwatch that uses
EPE to provide PAR. This conceptual design is then realised in implementing
an Overwatch prototype using SRv6 on a Linux-based BGP EPE-enabled

node, which is subsequently evaluated.



Second, we develop a lightweight algorithm for Overwatch. This algorithm
incorporates routing information, topology details, and latency measurements
to maximise the number of clients with latency under the threshold. Specifically,
it is tailored for controlling the server-to-client traffic between a game server
and its players. The algorithm can be modified /extended according to specific
application requirements.

Third, we analyse publicly available information, including routing tables
from various vantage points and Internet topology, to validate the proposed
approach’s potential benefits and shape an evaluation scenario. This analysis
aimed to confirm the availability of multiple transit providers for game service
provider networks. Additionally, we measured latency between game service
provider networks (game networks, for short) and networks with clients located
within ~100ms latency from the game servers. These measurements confirm
the viability of the proposed approach in delivering latency-aware routing for
players in many networks accessing these servers and inform the subsequent
evaluation.

Fourth, the Overwatch prototype was run in an IPMininet [18] emulated
environment, whose topologies and end-to-end latencies were configured according
to the Internet measurements performed. This assessment offered valuable
insights into the effectiveness of Overwatch and validated its performance. The
results of our assessment demonstrated that Overwatch can indeed maximise
the number of players in a game, by ensuring that the paths with feasible
latency are chosen whenever one or more exist. In scenarios where changing
network conditions caused excessive latencies for players connected to a server,
our evaluation showed that Overwatch successfully kept all of the players
connected to the server. These results confirm our hypothesis that designing
a system that maximises the players in a multiplayer game is possible when
latency is excessive for the players on the paths selected by BGP.

Furthermore, the Overwatch prototype’s source code and the emulation

environment’s details, including topologies and configuration, have been made



available.

1.4 Thesis Structure

Chapter 2 lays the groundwork for this thesis, introducing the necessary back-
ground information and problem specification. It explores the key concepts
and themes discussed, mainly focusing on the performance requirements and
need for PAR for multiplayer online game applications and BGP’s limitations
in meeting this need. This chapter also analyses Internet routing tables and
related measurements to emphasise conditions and scenarios where Overwatch
can be beneficial.

Chapter 3 reviews other possible approaches that could be used to maximise
the number of players in a game, such as changes to the Internet architecture,
application-layer mechanisms, improvements to game network infrastructure,
and pragmatic PAR routing approaches.

Chapter 4 outlines the design choices and principles that fulfil the pragmatic
latency-aware routing requirements. The chapter also provides an overview of
the architecture of the routing control system that incorporates the design
choices and principles.

Chapter 5 presents the implementation of the architecture established in
Chapter 4. This chapter details how existing hardware capabilities, open-source
applications and stable and standardised software with commodity hardware
were used to implement Overwatch’s architecture components. It also explains
how the implemented components interact to provide latency-aware routing for
multiplayer online games.

Chapter 6 evaluates Overwatch’s implementation to assess the benefits of
the latency-aware routing control system. It describes the use of a container-
based emulation approach for the evaluation, explaining the choice of this
method. The chapter covers the metrics used to evaluate Overwatch, the

emulation environment’s experimental setup, and the interpretation of the



results. It concludes with a discussion of the limitations of the evaluation.

Chapter 7 explores the application of Overwatch’s routing control system
to other networks. It discusses how additional functionalities could be added to
Overwatch to provide PAR for other applications besides multiplayer online
games. Lastly, the chapter expands on how the flow steering subsystem in
Overwatch can be implemented in network environments with equipment from
different vendors.

Chapter 8 concludes the thesis, summarising the research findings. It
identifies areas for improvement in the latency-aware routing control system

and suggests directions for future research to address the limitations identified.



Chapter 2

Problem Specification

This chapter introduces the concepts required to understand the thesis. Section
2.1 provides an overview of the interactive multiplayer online games that
are the focus of this work, their specific performance requirements and how
meeting these requirements impacts player numbers and game experience.
Section 2.2 describes why Border Gateway Protocol (BGP) cannot meet the
performance requirements that interactive multiplayer online game applications
demand from the network. Section 2.3 discusses the conditions required on
the Internet to circumvent the performance obliviousness of BGP and enable
Performance-Aware Routing (PAR) for interactive multiplayer online game
applications. Section 2.3 also presents an analysis of Internet topology and
BGP routing data to demonstrate the prevalence of path diversity on the
Internet, especially for game provider networks. This section also highlights
how leveraging alternative paths can improve performance for these interactive

multiplayer online game applications.

2.1 Interactive Multiplayer Game Application
Requirements

Application description. Typically, most online games require these three

elements:
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1. The “game world” is a virtual and artificial environment that players
experience and engage in via the output methods provided by the computer,

such as screens and speakers [83].

2. The “gameplay”, which describes the challenges and activities in the
game world and the actions that players should perform to solve those

challenges or do the activities [121, 90].

3. The “avatar” is a representation of the player in the game world, the

player controls it in the game world to perform actions [16].

In this sense, interactive multiplayer online games (multiplayer games for
short) are applications that allow multiple geographically dispersed players
to compete or collaborate in a shared game world simultaneously over the
Internet or a network. In effect, the Internet or network functions as the
medium through which those players can interact in the game. Although some
multiplayer game genres do not fit this description, this description applies to
the relevant genres for this work.
Classification of multiplayer online games. According to [75], multiplayer

games can be classified into five broad genres based on game elements such as
the gameplay, player actions and their impact on the game world. The genres

are:

1. Mini-game/Puzzle, a genre in which the gameplay involves logic and
conceptual challenges [2]. Players typically do not have to be playing
at the same time. Minesweeper [104] and Jigsaw Explorer [131] are

examples of such multiplayer games in this genre.

2. The adventure genre describes multiplayer games in which the players’
avatars perform exploration in the game and solve puzzles in the game
world [2]. An example of a game in the genre is Minecraft [138]. They
are similar in many ways to games in the Role-play genre, which will be

described next.
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3. The Role-play genre describes multiplayer games in which players perform
tactical, logistical and exploration challenges such as collecting loot in
the game world and trading for better weapons [2]. Examples are Star

Wars: The Old Republic [57] and World of Warcraft [43].

4. Resource genre includes sub-genres such as Real-Time Strategy (RTS),
Turn-Based Strategy (TBS) and Construction and Management Simulation
(CMS) games [75]. In this genre, the gameplay elements are cognitive,
and solving challenges requires planning instead of fine motor skills.
Examples are Age of Mythology [137] and Command and Conquer:
Generals [58].

5. The Action genre includes sub-genres such as First-Person Shooters (FPS),
sports, racing and fighting [75]. In games such as Call of Duty [80], FIFA
23 [133], Need for Speed: The Run [11] and League of Legends [59], the
experience is perceptually driven, and they place significant demands on

the player’s physical skills [8].

According to [35], the genres described above can be further categorised based
on the “precision” required to complete an action successfully in the game
world and the “deadline” by which the action must be completed. Games in
the action genre demand high precision and tight deadlines, while all other
genres mostly have lower precision and looser deadlines [36]. The relevance of
classifying game genres based on precision and deadline to this work will be
apparent later in this section.

Communication Model. As previously mentioned, online games rely on
two major communication models: peer-to-peer and client-server architectures [2].
However, the client-server architecture is the predominant architecture for
multiplayer games [116, 157, 35] because it typically allows the game provider
to host and manage the server which controls the game state in commercial
multiplayer games. This server control makes it easy for game providers to

maintain game state consistency and prevent cheating [147, 82]. Also, the
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client-server architecture is more straightforward to implement because there
is no need for peer discovery and distributed storage management required
in peer-to-peer architecture [85]. Multiplayer cloud games also rely on client-
server architecture. However, in their case, all computation, processing, and
rendering to update the game world is performed on the server, and the
game is streamed like video to the client [154, 89]. Meanwhile, in the client-
server architecture used in conventional multiplayer games, the game client
still performs some rendering and processing of the game world [98, 127].
This approach used by multiplayer cloud games has benefits such as decreased
hardware and software requirements for clients and the ability to access games
anytime, anywhere, independent of the device used [32, 28]. However, due
to the specific performance requirements of multiplayer cloud games, as will
be discussed later in this section, this work focuses on something other than
multiplayer cloud games.

Application logic. Multiplayer game applications such as Counter-Strike:
Global Offensive (CS: GO) [38] involve a client and server exchanging messages
at regular intervals known as “ticks” [103, 132]. These ticks determine how
frequently the server updates the game state and transmits these updates to
the client. The client transmits player inputs (actions) to the server, and the
server, in turn, processes these actions to update and send a new game state
back to the client at every tick. The client then processes and renders the
new game state and collects the player input for the game state. These ticks
also impact the “acceptable latency threshold” between the client and server,
which will be discussed later. Some recent multiplayer game applications allow
the processing of messages between ticks, thereby providing faster updates
to clients with latencies much lower than the acceptable latency threshold.
However, this model generated some controversy in the game communities,
with some players complaining about strange behaviour and unfairness [37].
We focus on the most common model, i.e. without updates between ticks, and

assume that minimising the latency further beyond the acceptable threshold
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will not provide gains.

Requirements. Generally, excessive latency, bandwidth, loss and jitter
negatively impact multiplayer gameplay [103, 106]. However, different studies
have shown the impact of bandwidth to be marginal on gameplay in typical
client-server multiplayer games because of the small size of the messages exchanged
between the server and clients [41, 27, 100]. According to [14], packet loss as
high as 5% has no measurable effect on player performance in multiplayer
games. Also, the effect of loss in multiplayer games can be mitigated by
frequent game state updates and packet repair techniques [36]. In previous
studies, small amounts of jitter do not affect performance and gameplay experience
[41, 124]. In contrast to occasional packet losses and jitter, extreme jitter
impacts multiplayer game performance [71]. Nevertheless, most multiplayer
online game applications respond to extreme jitter as they respond to latency
exceeding a threshold [60].

Latency, the delay between a player’s action and the corresponding outcome
in the game world, negatively impacts player performance and overall gaming
experience [156, 93, 42]. As a result, many high-profile multiplayer games,
such as Counter-Strike: Global Offensive (CS: GO) [38], Call of Duty [80], and
League of Legends [59], have specific latency thresholds [41]. Exceeding these
game-specific thresholds can drastically hinder the user experience, making the
game virtually unplayable [106, 94, 107]. Furthermore, due to inherent latency
constraints, the physical distance between the server and clients is typically
confined to a geographic area, with a geographically distributed set of servers
covering different regions. As discussed later, these constraints may limit the
number of clients connecting to a server. Therefore, for these applications,
the priority is the swift exchange of packets between the clients and server,
ensuring that latency remains below a specified “feasible latency” threshold.

Latency does not affect all multiplayer games equally. According to [36], the
impact of latency on games depends on the precision and deadline required to

perform players’ actions. RTS and RPS multiplayer games have low precision
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and loose deadlines because the nature of their gameplay actions favours
cognitive skills and strategy over real-time interaction. Studies have observed
that latencies ranging from hundreds of milliseconds to several seconds do
not affect the performance and experience of RTS and RPS games [77, 34,
128, 56]. On the other hand, interactive multiplayer games such as Counter-
Strike: Global Offensive (CS: GO) [38], Call of Duty [80], and League of
Legends [59] demand high precision and strict deadlines, and are susceptible
to latency [36]. This work aims to meet the latency criteria demanded for
interactive multiplayer game applications requiring high precision and tight
deadlines.

Maximising players in a server. This work aims to maximise the
number of players connecting to a game server. This is because many multiplayer
games allow players to choose the server they will connect to, and this choice
matters to players because of the game maps, configuration and competitions
that may be available on a particular server. However, game server selection
tools only consider the perspective of a single client, and a server might
offer different performance and experience to different geographically dispersed
players [63]. Additionally, the authors in [96] observed that players in the same
city with different Internet Service Providers (ISPs) might experience different
latency to the same game server because of their provider’s routing choices.
As a result, fewer players, instead of more, can join a game server and have
a good experience, leaving players unsatisfied due to the cascading effect of
latency [78, 162]. We believe it may also leave the game servers underutilised.
This challenge has given rise to a niche industry of “game acceleration”,
committed to mitigating latency concerns through Gamers Private Network
(GPN) solutions [152, 44] and Wide-Area Networks (WANs) optimised for
gaming traffic [139]. However, these GPNs and WAN have limitations, as will
be discussed in Chapter 3. With this in mind, this work aims to maximise the
number of players connecting to a game server by ensuring “feasible latencies”

for these players independent of the paths selected by BGP.
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2.2 Performance Obliviousness of BGP

Lack of performance-awareness in Internet routing. Internet routing
can often be sub-optimal, mainly due to the lack of insight into the performance
of a route. An inter-domain route traverses several distinct Autonomous
Systems (ASes), each characterised by its own set of policies, Quality of Service
(QoS) benchmarks and capacities. Consequently, individual ASes along an
inter-domain route might face issues that adversely impact the performance
of traffic traversing such a route. On the other hand, BGP — the primary
inter-domain routing protocol responsible for path selection — is performance-
oblivious and remains static in its routing decisions, even when network conditions
fluctuate. In the event of performance degradations or shifts in network
conditions on a route, manual interventions to adapt network policies and
adjust configurations across multiple devices are often necessary. These intervent-
ions happen because BGP’s route processing is restrictive and lacks provision
for real-time adaptation. However, given the intricacies of the protocol and its
range of adjustable parameters, applying network changes becomes a challenging
and high-stakes endeavour, especially when timely reactions to performance
issues are essential [49].

BGP limitations. Central to the challenge is that the primary role of
BGP is the scalable dissemination and exchange of Network Layer Reachability
Information (NLRI) among ASes. The success of BGP in fulfilling this role
has enabled the growth of the Internet to accommodate a diverse range of
applications and networks. Nevertheless, this growth is placing significant
strain on the capabilities of BGP and stressing several of its inherent limitations
[79, 159]. The pertinent limitations of BGP, in the context of this work,
include (i) a lack of multipath routing, (ii) constrained Traffic Engineering

(TE) capabilities, and (iii) an absence of QoS support.
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2.2.1 Lack of Multipath Routing

Multipath routing requirements. Multipath routing generally describes a
category of techniques and approaches that make concurrent use of multiple
paths to transmit traffic between a specific source and destination. Multipath
routing offers several benefits, including the ability to load-balance traffic
across multiple paths, improved fault tolerance, and optimised network resource
utilisation. With these benefits, networks can achieve performance objectives
such as reliable communication, higher throughput, reduced latency, and congest-
ion control. Fundamentally, multipath routing requires three core capabilities:
(i) the ability to identify or determine multiple paths, (ii) the capacity to
forward packets via multiple paths, and (iii) the ability to distribute traffic
across multiple paths, considering various factors like load-balancing, congestion
control, and latency reduction [130].

BGP lacks multipath ability. In contrast, BGP, in its standard configura-
tion, opts for and advertises a singular best route to a specific destination,
even when multiple routes exist. When a new route for the same destination
is advertised, it replaces the current route, a phenomenon known as implicit
withdrawal [149, 159]. While an extension [146] to BGP introduced a capability
that allows the advertisement of multiple routes for the same prefix, it addresses
only one aspect of the multipath routing prerequisites. BGP inherently lacks
the capability to send packets through multiple paths and effectively distribute
traffic across them based on specific needs. Further complicating the matter is
that for multiple paths to be advertised via BGP, the peers must support this
capability and the specific dataplane optimisations required to utilise these
additional paths. Additionally, the extension bloats the routing table, as

additional routes have to be stored for each destination.

2.2.2 Limited TE Capabilities

TE is typically implemented to enhance network reliability and improve the

performance of the network and its carried traffic. Achieving these TE objectives
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demands practical traffic steering ability. However, BGP offers minimal tools
for implementing TE for some reasons that will be examined shortly.

Lack of multipath affects TE. Firstly, as just noted in Section 2.2.1,
BGP does not support the advertisement of multiple routes to the same
destination. Also, it cannot distribute traffic among various routes. Consequently,
it is hard or even impossible to spread traffic across multiple paths to achieve
TE goals such as improved throughput and congestion management.

Internet architecture and policies do not encourage TE. Secondly,
the decentralised architecture of the Internet means there is no global coordination
and cooperation of routing policies among networks. BGP allows each AS
on the Internet to decide which reachability information it shares with its
neighbours using a set of static, AS-specific policies. As a result, any given
AS might apply its local policies, routing its outbound traffic as it deems fit.
These local policies applied in an AS could potentially conflict with the routing
preferences of a downstream AS. Therefore, it is challenging to precisely
control and distribute incoming traffic to an AS across different paths using
BGP. This is because inter-domain traffic flows in a direction opposite to route
advertisements, as an AS can only send traffic to a prefix that it has its route.

Tuning BGP parameters does not provide TE. Several techniques
rely on manipulating BGP attributes — including selective advertisement, AS-
path prepending, Multi-Exit Discriminator (MED), and communities — to
influence inbound traffic to an AS [24]. However, these methods may not
always work, as the BGP attributes that they rely on may not be recognised
by external ASes. Even when the necessary BGP attributes are recognised,
these strategies aim to influence the routing decisions of external ASes by
tweaking these attributes. Neighbouring ASes are not obligated to honour
the policies suggested by the manipulation of these attributes, as they are
not mandatory attributes. Therefore, ASes can ignore these tweaks without
violating the BGP specification.

Due to BGP allowing each AS significant autonomy in setting routing
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preferences through statically defined policies, managing inbound traffic via
BGP is a manual and iterative task. This process depends heavily on precise
tuning and configuration of BGP attributes and parameters, with a successful

outcome far from guaranteed.

2.2.3 Lack of QoS Support

BGP must incorporate network quality metrics into its routing decisions to
provide QoS assurances for various applications. However, BGP lacks the
mechanisms to dynamically evaluate the network’s performance or traffic and
respond to changes in network conditions. Its primary design intent was
to distribute reachability information scalably, which means BGP does not
inherently communicate critical network metrics like capacity, bandwidth, or
cost that may be necessary to infer QoS. BGP does not factor these metrics
in its routing decisions either. Instead, it prioritises factors like the length of
AS-level hops and the age of the paths [92, 117, 134].
An extension proposed to BGP [153] could empower BGP routers to advertise

QoS metrics and select routes based on available bandwidth. However, to be
effective, this would require modifications to BGP and collaborative efforts

between ASes.

2.2.4 Summary

The lack of multipath routing, the limited TE capabilities, and the lack of
QoS support in BGP collectively render the protocol performance oblivious.
However, replacing or changing BGP is clearly impractical. Consequently, this
thesis focuses on an incrementally deployable approach that can realistically
provide inter-domain PAR, even if it means accepting modest improvements.
The next section describes a network scenario in which the proposed PAR, a

latency-aware routing approach, would be beneficial.
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2.3 Motivating Use Case and Analysis

Latence-aware routing prerequisites. Maintaining the latency between
a game server and a client below a specific latency threshold is crucial for
ensuring a smooth and responsive experience for multiplayer game applications,
as discussed in Section 2.1. However, inter-domain routing achieved with BGP
may not always follow the best possible path in terms of throughput and
latency [122, 134], as just discussed. As such, attaining feasible latencies for
clients when default BGP paths exceed the acceptable latency threshold hinges
on two prerequisites: (i) diverse routing options and (ii) routes with different
latencies.

When multiple routes to a destination have different latencies, they can be
used to provide latency-aware routing for latency-sensitive applications such
as interactive multiplayer games. The topology scenario in which this could
happen is outlined in this section to validate the pragmatic latency-aware
routing approach to be proposed and confirm its potential gains. Then, the
section describes the preliminary Internet measurements and analysis performed
to assess the prevalence of multiple routes on the Internet and the variability
in their latencies.

Network scenario. The scenario in which a latency-aware routing approach
is to be employed is described as follows. There is an application (a game)
in which clients need to communicate with a server under some predefined
latency threshold. The maximum tolerable latency pragmatically limits the
number of clients and their physical distance to the server. For an interactive
multiplayer game application, it is typically under 100ms [41, 14, 110]. The
network in which the game server resides has multiple paths. Typically, packets
transmitted from the game server to clients are routed through one of these
paths, the choice of which is made by BGP. Figure 2.1 illustrates a simplified
example of the topology for the scenario. We assume that the Game Server
AS will have multiple transit providers and peer networks (A-D). The figure

shows paths A, B, C and D crossing egress points (A-D) respectively through
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ASes A, B, C and D converging to a common point, AS X, and then reaching
AS Game Client 1. We investigated the potential for steering clients to lower

latency paths in this scenario.
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Figure 2.1: Network topology illustrating diverse BGP paths (A,B,C)
connecting game server AS to client networks via upstream providers and
transit AS X.

)
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2.3.1 Diversity of Paths

Previous studies have established that path diversity exists for most prefixes
within large Tier 1 transit providers [31, 140]. Moreover, content and cloud
providers have also strategically established Points of Presence (PoPs) in multiple
global locations to ensure robust connectivity and enhance path diversity [10].
Path diversity in networks. While it is common for path diversity
to exist within large Tier 1 transit providers due to their robust connectivity,
there are few large Tier 1 networks compared to other networks on the Internet.
These Tier 1 networks can also capitalise on this diversity without violating
rules and practices that guarantee inter-domain routing stability and safety.
However, this scenario only holds for a few networks on the Internet. This is
because of the valley-free rule, as described by Gao-Rexford [61], which states
that a customer would not typically transit traffic to a remote destination on
behalf of its provider. Due to this rule, non-Tier 1 ASes tend to conserve their

network resources, avoiding the transit of traffic for non-customer neighbours.
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Path diversity in non-Tier 1 networks. Our primary objective is
to demonstrate that many networks possessing at least two upstream transit
providers could benefit from a wise upstream selection for specific flows. We
analysed networks on the Internet and classified them into three categories
based on a snapshot of the CAIDA AS relationships [20] and inferred-AS-to-

Organisation mapping [22] datasets. The three distinct categories are:
1. Tier 1 networks that only have customers and peers without providers.

2. Tier 2 and 3 networks that have customers, peers, and at least one

provider.

3. Stub networks that exclusively rely on providers and do not have customers

Or peers.

After filtering out inactive ASes (not announcing any prefixes), 75,999 ASes
were left. Among Tier 2 and 3 networks, the use of multiple providers to reach
remote destinations is evident, as shown in Figure 2.2: 77% have two or more
upstreams, and 10% boast six or more upstreams. In the case of stub networks,
these percentages drop to 54% and 1.5%, respectively, as shown in Figure 2.3.
Availability of multiple paths to game networks. Specifically consider-
ing the motivating scenario, 11 popular game networks were selected and
examined within a specific geographic area (Europe) to assess their use of
multiple transit providers. The Autonomous System Numbers (ASNs) of the
game networks were identified through information available on their websites
and different looking glass services, which were validated with the CAIDA
AS rank [19] dataset. Using BGPStream [109], an analysis was performed on
a 12-hour snapshot (From 00:00 to 12:00 on October 24, 2023) of the BGP
routing tables obtained from collectors of Oregon’s Routeviews project [26]
and RIPE’s Routing Information Service (RIS) [120], all of which are located

in Europe. The following was determined:
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1. The number of transit providers (an underestimation of the number of
different paths) serving these game networks, based on AS paths between

vantage ASes! in Europe and game networks.
2. Prefixes advertised by these game networks.

3. Vantage ASes that had routes to the prefixes advertised by these game

networks, based on routes these vantage ASes advertise to the collectors.

4. Vantage ASes that could reach these game networks through multiple

paths (excluding AS paths via peers).

The values are shown in Table 2.1. Of the 11 game networks considered,
8 announce their prefixes via 3+ transit providers. There is a substantial
difference between the least and the most connected game networks: the former
could reach at least 7% of the vantage AS networks via multiple paths, while
the number for the latter is 98%. Only transit providers for the networks
examined were considered to avoid including paths that could potentially

violate the valley-free rule, as previously described.
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Figure 2.2: Distribution of upstreams in Tier-2 and Tier-3 networks.

2.3.2 Latency Variability in Paths

A recent study has demonstrated that significant improvements can be obtained

using paths other than the BGP best paths [105]. Additionally, previous

! ASes that establish BGP sessions with route collectors to share their routing tables and
updates.
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Figure 2.3: Distribution of upstreams in stub networks.

Vantage ASs w/

Game Total Transits # of Vantage . .

Providers Transits In EU Prefixes ASs ° Multl.ple Pajchs via
transit providers

EPIC Games 1 1 2 237 6.75%

Bandai Namco 2 1 2 247 31.2%

Sega Games 2 2 2 219 7.3%

Nintendo Games 3 3 9 243 98.3%

EA Games 3 3 10 266 90.2%

Ubisoft 6 5 42 233 74.7%

Blizzard Games 12 11 197 292 94.5%

Sony 14 12 117 271 90.8%

RIOT Games 18 16 31 278 94.2%

Take-Two 21 19 63 298 96.6%

Valve 27 25 7 302 97.7%

Table 2.1: Overview of transit connectivity and path diversity in game service
provider networks.

research has shown that alternative paths have lower latencies than those
chosen by BGP in 30-80% of cases [122].

Measurement objectives. In the defined scenario with multiplayer game
applications — where a group of clients need to communicate with a server
beneath a particular latency threshold — a recent study highlighted the stark
variance in gaming latencies between different ISPs serving gamers in the
same city. This disparity was attributed to the distinct peering and path
selection preferences of the ISPs [96]. To validate these observations further,
we conducted latency measurements between “eyeball” networks (where clients
reside) and game servers within a restricted geographical region. The objectives

are twofold: First, to ascertain a considerable number of networks within a
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latency range that could benefit from performance-aware path selection, and
second, to profile the latency to inform the latency-aware routing experiments.

Measurement platform. For the measurements, we utilised probes of
the RIPE Atlas platform [135] to ping the IP addresses of three prominent
game service providers: Blizzard [17], Ubisoft [141], and Valve [142]. The
measurements were performed in Europe due to its dense dispersion of Atlas
probes and its hosting of popular game servers, notably in Amsterdam and
Frankfurt, which replied to pings or traceroutes.

Validation of measurement targets. To ensure the accuracy of the
server locations, the information supplied by the game service providers was
cross-referenced with data from MaxMind [99] and IPLocation.net [81] IP
geolocation services. The preliminary round of active measurements involved a
set of 6,304 probes located in European Union (EU) nations and Switzerland,;
the set was progressively reduced. During this preliminary round, every probe
dispatched a sequence of three ping (ICMP) packets three times, with each
sequence separated by 8 hours (spanning 24 hours). Using a 60ms latency
threshold value, we excluded probes with median Round-Trip Times (RTTs) to
each game server that were either exceptionally low (all three median < 40ms)
or exceedingly high (all three medians > 100ms) since clients in these networks
could not benefit from the latency-aware routing solution. This reduced the
set to 2,401 probes. Each probe in this set was configured to send a train of five
ICMP packets to each of the three game servers at six-hour intervals over 48
hours. After applying additional filtering, there were 1,121 probes across 366
networks. When assessing the game servers individually, the probe numbers
were adjusted to 913, 966, and 817, respectively (a probe may be in the desired
range for more than one server).

Figure 2.4 presents the RTT measurements from the probes to the three
game servers: Blizzard, Ubisoft, and Valve. The measurements are organised
by median latency values, with each probe showing minimum and maximum

RTT values. For the Blizzard and Ubisoft game servers (Figures 2.4a and 2.4b),
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approximately 71% of probes demonstrated stable latency characteristics, exhibit-

ing less than 10ms difference between their minimum and maximum RTT
values, with maximum RTTs remaining below 60ms. In contrast, the Valve
game server (Figure 2.4c) showed greater latency variability, with only about
50% of probes maintaining this level of stability. These findings suggest two

distinct scenarios:

1. Blizzard and Ubisoft servers: While the majority (71%) of probes experience

stable latency on their default paths, the networks of the remaining 29%
could benefit from latency-aware routing to maintain RTTs below the

60ms threshold.

2. Valve server: Approximately half of the probes experience latency variation
on their default paths, indicating a more substantial opportunity for

latency-aware routing solutions in these networks.

These results demonstrate varying degrees of path stability across three
game providers’ networks and highlight the potential benefits of implementing
latency-aware routing solutions, particularly for networks experiencing significant
RTT variations.

Keep probes 2+ AS-hops from the server. Probes (like clients)
directly connected to game servers might not benefit from this solution because
of the lack of path diversity. In this step, traceroute measurements were
performed from the set of identified probes, retaining only those with an AS
path that included two or more distinct ASNs between the game server AS
and the AS of the probes. To map IP addresses from the traceroutes to their
respective ASes, the following datasets were employed: CAIDA routeviews
prefix2as [23], RIR extended delegations [3, 6, 9, 88, 119], CAIDA AS relationship
[21], and PeeringDB [111]. Each IP address hop in the trace measurements
was translated to its corresponding ASN, yielding an AS path. From the probe
traceroute, AS paths were generated to the game servers. Any measurements

where fewer than three ASNs could be identified were disregarded. A valid
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AS path needed at least two intermediate ASNs for the analysis. A path
shorter than three might suggest either non-responsive hops or a probe network

directly connected to the game server networks.
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Figure 2.4: Minimum and maximum latency between probes and game servers,
with probes sorted by median latency.

Discard offline probes. Some of the probes were offline or unable to
complete the measurements, so we failed to map 96 IP addresses to their ASes.
However, these IP addresses accounted for less than 4% of the total 3,112 IP
addresses observed in the trace measurements. After excluding unresponsive
probes and invalid measurements, for the three game servers, 171, 168, and
221 probes 2+ AS-hops away were identified, respectively, located in 112,
73 and 100 ASes, respectively. The traceroute measurements obtained from
these probes to the three game servers were analysed, as will be subsequently
discussed, to gain insights into the latency variation between different AS
paths leading to the game server networks, whenever possible. A latency
profile was created from this analysis, which served as a reference for guiding
the evaluations.

Creating graphs to represent the topology. In order to analyse
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the traceroute measurements, two directed graphs® were created from all the
valid traceroute measurements and the generated AS paths from the probes
(identified earlier) to the three game servers. In the graph created from the
generated AS paths, each node represents an AS in the path, and the edges
are unidirectional, originating from the probe’s ASN and terminating at the
game server’s ASN. Each node includes additional information about the
measurements it appeared in and the number of directly connected nodes. This
graph facilitated the ad hoc identification of the set of ASes directly connected
to the game server networks. Subsequently, the transit providers for each
game server network were identified from this set of ASes using the CAIDA AS
relationship dataset [21]. The identified transit providers for these game servers
were then used to explore possible AS paths (that do not violate the valley-free
rule) between the probes and the game server networks. These paths could
be compared using the second graph or subjected to further measurements to
understand the latency variation possible between the observed paths to the
game servers.

The second graph was constructed from the raw, valid trace measurements.
In this graph, each node represented an observed IP address successfully
mapped to an AS in the measurements. Similar to the first graph, the edges
were undirectional, starting from the probe’s IP and terminating at the game
server’s IP. Each node also contained information about the measurements it
appeared in and the number of nodes connected to it. Furthermore, the edges
in this graph also included information regarding the differential RTT [55]
between the connected nodes. This differential RTT is calculated by subtracting
the RTT from the probe to a hop from the RTT from the probe to the
subsequent hop in the measurement. Although the cumulative differential
RTTs may not precisely reflect the delay along a path due to routing asymmetry
on the Internet, they still offer a reasonable indication of the path’s characteristics.

These values quantify the observed latency variations among different paths

2The AS path graph and IP-level RTT graph visualisations are available at [46] and [48].
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from an AS to a game server network, as observed in the trace measurements.
Analysing the graphs. We analysed these graphs using an implementation
of the Dijkstra shortest path algorithm and depth-first search algorithms[70],
focusing on the AS-level connectivity to the game servers. Figure 2.5 presents
this analysis as normalised distributions, with all metrics expressed as percentages
of the total 366 probe networks used in the measurements. The results revealed

that:

1. Two-Hop Connectivity: A substantial fraction of probe networks are
positioned at least two AS hops away from the game servers, representing

31% for Blizzard, 20% for Ubisoft, and 27% for Valve.

2. Provider Reachability: A smaller subset of these probe networks can
reach the game servers through their transit providers: Blizzard (8%),

Ubisoft (3%), and Valve (9%).

3. Path Diversity: The percentage of networks with multiple observed paths
to the game servers is notably low: Blizzard (j2%), Ubisoft (3%), and
Valve (5%). This limited path diversity observation aligns with the
inherent limitation of traceroute measurements, which primarily capture

the selected forwarding path.
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Figure 2.5: Probe ASes used in the trace measurements to identify probes
that are two AS hops from game servers and have multiple paths to the game
servers.

Latency profiling. Finally, to analyse potential latency improvements

through path diversity, we employed path-stitched ping measurements to profile
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the latency of potential alternative paths identified through the graph analysis.
This approach utilises Atlas probes or IP addresses within networks along the
paths as anchor points. The path-stitched ping measurements were inspired
by Hoplets [115], a path measurement and analysis approach that combines
traceroute measurements to detect poor RTT performance. The accuracy
of the results was validated by comparing the approximate RTT measures
obtained through these measurements with the cumulative differential RTT
derived from the traceroute samples.

Due to the limitation of traceroute measurements only capturing selected
forwarding paths, detailed RTT analysis was possible for only eight ASes that
exhibited path diversity to the game servers (as illustrated in Figure 2.5).
The RTT distributions of paths to each game server were analysed using a
consolidated approach. For each of the eight ASes that demonstrated path
diversity, we identified their best path (lowest median RTT) and worst path
(highest median RTT). All the RTT measurements from these paths were then
aggregated to understand the overall performance difference between the best
and worst paths across all ASes to each game server. Figure 2.6 presents these
consolidated RTT distributions as Cumulative Distribution Functions (CDF's)

for each game server:
1. Blizzard (Figure 2.6a):

e Combined RTTs from all best paths show minimal improvement
over worst paths.

e Only 1.6% reduction in median RTT(0.7ms).

e Suggests consistently similar path performance between the best

and worst paths to the game server.
2. Ubisoft (Figure 2.6b):

e Aggregated best-path RTTs show moderate improvement.

e 12.9% reduction in median RTT(6.0ms).
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e Indicates consistent potential for latency improvement across the

ASes.
3. Valve (Figure 2.6¢):

e Greatest separation between aggregated best and worst path RTT's.
e 36.0% reduction in median RTT (18.7ms).

e Shows significant potential for latency improvement through path

selection.

This consolidated analysis reveals that while Blizzard’s path shows minimal
RTT wvariation, Ubisoft and Valve servers could benefit from latency-aware

routing due to better-performing alternative paths across multiple ASes.

2.4 Summary

This chapter described the multiplayer games that are the focus of this work,
their specific performance requirements, and how these requirements impact
the players who can connect to a game server and their experience. It also
discussed the inherent limitations of BGP that make it unable to meet the
performance demands of multiplayer games. We defined a scenario for multiplayer
games in which clients need to communicate with a server under a specified
latency threshold to validate our intuition and proposed solution. In this
scenario, the proposed latency-aware routing solution aims to ensure feasible
latencies for more players where possible, thereby keeping them in the game.
To substantiate this scenario and demonstrate the feasibility and benefits of
the proposed solution, we analysed path diversity using publicly available
Internet topology and BGP routing data. The analysis aimed to illustrate
that a significant number of networks, especially game providers, with at least
two transit provider connections, stand to benefit from strategically selecting

paths for specific flows.
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Figure 2.6: Improvement in RTT between worst and best paths from probe
ASes to the game servers.

Latency measurements were also conducted between eyeball networks and

game servers within a restricted geographical region. The aim was to ascertain
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the presence of many networks within the latency bracket that a latency-aware
routing solution can help and to profile this latency to inform subsequent
experiments to evaluate the solution. The findings show that many networks
could benefit from a wise choice of paths for specific flows. Furthermore, many
of these networks fall within the latency range suitable for a latency-aware
routing solution. The following chapter examines the limitations of existing

inter-domain PAR approaches.



Chapter 3

Related Work

The problem stated in the previous chapter is maximising the number of
players in an interactive multiplayer game. We identify four classes of approaches
that could be used to achieve this goal: changes to the Internet architecture so
that routing considers performance (Section 3.1), application-layer mechanisms
(Section 3.2), improvements to the game network infrastructure (Section 3.3),

and pragmatic improvements to Internet routing (Section 3.4).

3.1 Clean-slate Internet Architecture
Approaches

This section discusses a subset of prior works that can provide latency-aware
routing through radical redesigns of the Internet’s control plane or new Internet
architectures.

Scalability, Control, and Isolation On Next-generation Networks
(SCION) [12] is a clean-slate design of inter-domain routing that provides
visibility of all feasible paths between two networks on the Internet to the hosts
in networks. It provides a control plane protocol that discovers and distributes
Autonomous System (AS)-level path segments that contain topology information
about the links and interfaces connecting consecutive ASes within a path.

These path segments are distributed to end hosts that can use them to construct
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a forwarding path to specific destinations via the available paths. The control
plane protocol provides a mechanism that allows the forwarding and performance
information to be embedded in packet headers by the end hosts. This mechanism
allows packets to be forwarded arbitrarily through a selection of path segments
based on performance information, such as the latency on a path segment
embedded in the packets.

Although SCION can provide latency-aware routing, it is impractical for
the problem we intend to solve in this work for two reasons. First, the SCION
control plane is incompatible with existing inter-domain infrastructure and
cannot operate side-by-side. Furthermore, changes will be required to the
network stack of end hosts in a SCION internet making large-scale adoption
more improbable. Secondly, in client-server multiplayer games, the server must
store and process significant path information for many clients. There is no
evidence that the distribution of path segments would scale for a large network
and not place a high storage burden on the hosts.

Pathlet routing [64] is an inter-domain routing protocol that enables an
AS to advertise a sequence of virtual nodes (pathlets) along which the network
is willing to route traffic to its neighbours. End hosts in other ASes concatenate
these pathlets to form an end-to-end route to a destination from the selection
of available pathlets. A path vector algorithm is employed to distribute the
pathlets between neighbouring ASes, and additional labels can be attached
to different pathlets from the same network to indicate different Quality of
Service (QoS) levels on each pathlet.

Pathlet routing provides visibility over available routes and allows flexible
traffic steering via these routes. However, in the context of maximising the
number of players that can connect to a multiplayer game on the Internet, it
cannot be adopted because the routing protocol it uses is incompatible with
current inter-domain control plane.

New Internet Routing Architecture (NIRA) [158] is an inter-domain

routing control plane implemented to allow users in stub networks to select
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the sequence of transit providers their packets must traverse on the way to
their destination. It provides visibility over available routes to stub networks
and allows the end hosts in the network to choose the preferred egress routes
for traffic out of their network. However, it proposes a network protocol
incompatible with the Border Gateway Protocol (BGP).

Feedback Based Routing [163] is another inter-domain routing control
system that operates similarly to Pathlet routing described earlier. It also
provides the same capabilities as Pathlet routing.

Another Multipath Interdomain Routing (AMIR) [114] shares principles
similar to NIRA. It provides multiple paths to stub networks and a mechanism
for the networks to flexibly select their path to a destination.

There are also Software-Defined Networking (SDN) proposals of clean-slate
interdomain routing solutions to provide Performance-Aware Routing (PAR)
that the current inter-domain routing system lacks. Examples of such solutions
are Software-Defined Inter-Domain Routing (SDI) [150], Multi-dimension Link
Vector (MLV) [30] and Route Chaining System (RCS) [151].

This section examined clean-slate proposals and solutions that can provide
latency-aware routing for multiplayer games. As discussed, most of the solutions
provide latency-aware routing via different approaches. SCION, for example,
enables packet forwarding through arbitrary paths using path information
embedded in packet headers. The ability to embed path information in packet
headers could make flexible forwarding of packets through arbitrary paths easy.
However, the need for compatibility with the existing inter-domain routing
control plane means these solutions cannot be practically adopted to provide

latency-aware routing for multiplayer games.

3.2 Application-layer Techniques

Game developers employ various latency compensation techniques at the application-

level to lessen the effects of latency. These techniques, running on the game
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client or server, alleviate latency by adjusting player input, game actions,
game state, and rendered output. According to [95], latency compensation
techniques can be organised into four main classes: feedback, prediction, time
manipulation, and world adjustment. Feedback techniques provide audible or
visual information to players based on latency without altering the game state.
Prediction techniques are often applied on the client side, enabling the client to
estimate the game state without having the authoritative game state from the
server. Time manipulation techniques involve altering the game world’s virtual
time to compute the game state or resolve player actions. World adjustment
techniques modify the game state to decrease difficulty as latency increases.
Numerous multiplayer games use one or more of these techniques to counteract
the impact of latency. For instance, RIOT Games has implemented a combination
of feedback, prediction, and time manipulation techniques to minimise latency’s
effect in Valorant [39]. Similarly, in [86], a feedback latency compensation
approach that visually masks latency, enhancing the perception of responsiveness,
was employed. These techniques help mitigate and conceal the effects of
latency on players to prevent them from disconnecting from the server and

are complementary to the scheme proposed in this thesis.

3.3 Improvements to Game Network
Infrastructure

Some online game companies have strived to improve gaming experience by
enhancing the game network infrastructure as much as possible. For example,
RIOT DIRECT [101] is a private Wide-Area Network (WAN) implemented by
RIOT Games — a large game provider, to ingress/egress game traffic near their
clients. RIOT games achieve this by peering with eyeball networks where
the clients reside at multiple Points of Presence (PoPs) spanning different
locations. Their peering routers at these PoPs are connected to the datacentre

regions where their game servers are with the private WAN. This implementation
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enables RIOT Games to keep game traffic in their network for as long as
possible and minimise the transit time of their game traffic on the public
Internet. In cases where they are peering directly with a client’s network, the
game traffic does not transit through the public Internet at all. This enables
them to provide feasible latency for their multiplayer game application traffic.

RIOT DIRECT addresses the same problem this work focuses on and is
complementary to our proposed solution. However, two issues with the RIOT
DIRECT implementation limit its effectiveness. First, RIOT DIRECT can
only benefit clients in regions and countries where they can establish peering
at nearby PoPs with eyeball networks in those regions. Otherwise, game
traffic between clients and their servers will be transmitted over the public
Internet. Second, when RIOT DIRECT establishes multiple peering with a
client’s network at different PoPs, each providing different latencies to the
client, it may be unable to steer traffic towards the PoP with the lowest latency.

Subspace [139] is an Internet Service Provider (ISP) that offers a WAN
optimised for low latency to game providers. The WAN aims to achieve a
similar objective as RIOT DIRECT: to minimise the transit time of game
traffic on the Public Internet. Commercial Gamers Private Network (GPN)
solutions such as WTFast [152] and ExitLag [44] provide similar services to
game players instead of game providers. These implementations operate on a

similar principle to RIOT DIRECT and have the same limitations.

3.4 Pragmatic Improvements to Internet
Routing

In Section 3.4.1, we discuss a set of PAR solutions that are based on BGP
Egress Peer Engineering (EPE), similar in principle to our proposed solution.

Section 3.4.2 assesses the suitability of these solutions to the problem stated.
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EPE [53] is a technique that enables the arbitrary selection of policy-compliant
routes to a destination from various peers and the directed routing of specific
traffic to that destination via a particular peer. Solutions based on EPE enable
flexible performance-aware inter-domain routing independently of BGP and
Interior Gateway Protocol (IGP) policies in the network. This section discusses
some of the EPE solutions that provide PAR.

RouteScout [7] is a hybrid software-hardware egress engineering control
system that enables PAR in stub ASes. It dynamically adapts the routing
of outgoing traffic across multiple paths to a destination using P4-enabled
hardware. RouteScout tackles the challenges of continuous evaluation and
monitoring of performance across multiple paths to a given destination, the
allocation of traffic onto those paths and the level of granularity at which traffic
is distributed on those paths. It exploits the programmability of P4-enabled
hardware to implement probabilistic data structures in the dataplane. These
structures enable the collection and aggregation of delay and loss measurements
for TCP-based traffic flows on a per-destination granularity. Using the measure-
ments collected from the dataplane, the RouteScout controller utilises linear
optimisation heuristics to compute a new forwarding state that achieves traffic
splitting across the paths as required. The RouteScout system is deployed at
the edge of the AS and transparently splits traffic over policy-compliant BGP
paths at the network’s edge. However, RouteScout requires P4 programmable
switches to be deployed in the network. Additionally, its data structures for
collecting and aggregation delay and loss measurements are unsuitable for
connection-less services, such as multiplayer online games, which typically use
UDP.

Espresso [160] is an Internet peering edge routing architecture designed
to provide PAR for a large content provider network. Google designed it to
manage link utilisation and dynamically reroute traffic away from congested

links to minimise loss. Using a specialised network fabric, Espresso enables
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the servers responding to user requests to steer their responses to users via an
alternate path without violating BGP policies. This system enables Google
to shift and split traffic between multiple peers, edges, and links without
triggering the BGP path selection mechanism.

Edge Fabric [123] is also an Internet peering edge routing architecture
designed to provide PAR for a large content provider network. Facebook
designed it to manage link utilisation and dynamically reroute traffic away from
congested links. Unlike Espresso, Edge Fabric utilises existing vendor software
and hardware to achieve capacity-aware routing while minimising the need for
custom hardware and network redesign. Specifically, Edge Fabric relies on
software and implementations such as BGP monitoring protocol (BMP) [125],
Simple Network Management Protocol (SNMP) [50], and Internet Protocol
Flow Information Export (IPFIX) [5] that are stable and standardised to
provide inputs to the system. Edge Fabric steers traffic through a peering
edge router to a specific destination by sending a BGP update with a high
local preference attribute to the peering edge router. A centralised EPE
controller with access to the routing tables of all peering edge routers sends the
update. The Edge Fabric solution adopts a pragmatic approach to providing
performance-aware inter-domain routing by utilising existing vendor software
and hardware. This approach prioritises the ability to redirect traffic for a
prefix between peering edge routers over the fine-grained routing control offered
by solutions like Espresso and RouteScout, which require specialised hardware
and network fabric.

COFFEE (Content Oriented Flexible Framework with Egress
Engineering) [84] is another solution that employs EPE to provide PAR
for content provider networks. It utilises passive measurements to calculate
QoS scores for traffic flows across the available paths and steer them to a
peer based on their scores. The COFFEE implementation enables content
operators to proactively improve user Quality of Experience (QoE) for content

being served from their network by guiding flows along the most suitable QoS
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optimal path. This is accomplished by aggregating routes from all BGP border
routers and providing them to the content servers. The content servers then use
passive measurements to estimate the QoS of flows via these paths. COFFEE
provides a mechanism that allows the end hosts, in this case, the content server,
to choose the path for its traffic low independently in response to changing
conditions rather than relying on the network to make that determination.
Essentially, COFFEE enables the end hosts to make routing decisions that
align with the QoS requirements of their traffic lows. However, COFFEE’s
approach of rerouting flows due to latency spikes on a path has limitations in

handling excessive latency resulting from routing changes and instability.

3.4.2 How Suitable are Existing PAR Approaches?

To assess the suitability of the existing PAR solutions to the stated problem,

we ask three different questions:

1. Is there visibility of available routes? Multiple routes that can be
used without compromising routing correctness are required to provide
latency-aware routing for multiplayer games. These routes may not
always be visible due to BGP’s path-hiding behaviour. Existing solutions
implemented mechanisms to collect and aggregate available routes to a

destination to address this.

2. Is continuous performance assessment possible? The performance
of the identified feasible routes and the traffic carried on those routes
must be continuously monitored to determine the best route. In the
multiplayer game context, feasible latency on paths between the server
and clients is the relevant performance metric. Existing PAR solutions
provided continuous monitoring for performance metrics specific to their

context, i.e. congestion and loss.

3. Is flexible traffic steering possible? Traffic should be steered based

on performance metrics collected about these feasible routes in a manner
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that does not compromise routing correctness and stability. Some existing
PAR solutions considered in this chapter required specialised network
equipment and fabric to achieve this flexible traffic steering. In cases
where specialised network equipment and fabric were not required, they
provided flexible steering by changing the BGP path selection process,

which would affect whole prefixes instead of a single client.

The BGP EPE solutions discussed in Section 3.4.1 provide PAR by steering
traffic flows to specific egress peers without violating BGP protocol specifications
or policies. However, these solutions have two limitations that make them
impractical for the problem we intend to solve.

First, they require the use of specialised network equipment and fabric.
RouteScout, for instance, requires P4-enabled hardware to provide PAR, and
the probabilistic data structures used for collecting delay and loss measurements
were implemented for TCP flows. Espresso, on the other hand, requires a
specialised network fabric.

Second, they may affect routing correctness and stability if they provide
latency-aware routing for multiplayer game applications. Edge Fabric overrides
default BGP routing decisions to optimise link utilisation and avoid congestion
by generating BGP updates with high local preference attributes for the preferred
routes. Also, Espresso and Edge Fabric were both designed to avoid congestion
and optimise link utilisation; as such, they are more suitable for improving
routing decisions for TCP-based applications, which are typically sensitive to
congestion. Furthermore, playing with the BGP path selection process to
shift the traffic of whole prefixes to another path is too coarse for the specific
requirements of multiplayer online games. Considering the need for faster and
more specific changes required for multiplayer online games, this approach

would likely cause route oscillations.
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3.5 Conclusion

This chapter identified and discussed four types of prior works and solutions for
minimising player disconnections due to latency in multiplayer online games.
The first class includes clean-slate and novel Internet architecture solutions
primarily conceived to address the absence of multipath and PAR on the
Internet. However, these solutions are incompatible with existing inter-domain

routing protocols and technologies, and their deployment cannot be implemented

incrementally. The second class was application-level techniques that complement

our proposed latency-aware routing approach for multiplayer games. In the
third class, we discussed improvements to game network infrastructure that
use private WANSs to minimise the transit time of gaming traffic on the public
Internet. Finally, we discussed PAR solutions based on EPE that are similar
to ours.

In discussing similar PAR solutions, we asked three questions to assess
the suitability of these solutions to the problem stated and identified two

limitations that make these solutions unsuitable for our work. Across the

various types discussed in this section, three key limitations make them impractical

for our purposes. The first limitation is the incompatibility of clean-slate
solutions with existing inter-domain routing control plane. The second limitation
is the requirement for specialised hardware and specialised network fabric. The
third limitation is the inability of these solutions to guarantee routing stability
and correctness if applied to provide latency-aware routing for multiplayer

games.



Chapter 4

Overwatch Design and

Architecture

This chapter presents the design and architecture of Overwatch, a pragmatic
latency-aware routing control system proposed to confirm our hypothesis. It
is a Border Gateway Protocol (BGP) Egress Peer Engineering (EPE) solution
that provides latency-aware routing for interactive multiplayer online games.
The structure of this chapter is as follows: Section 4.1 discusses the principles
that guided our design of the system. Section 4.2 explains the choices made to
enable the practical implementation of latency-aware routing based on those
principles. Section 4.3 provides an overview of the solution’s architecture,
aligning it with the previously discussed design choices and principles. The

chapter wraps up with a concluding discussion.

4.1 Design Principles

Overwatch is a pragmatic Performance-Aware Routing (PAR) control system
designed to provide more efficient routing options for latency-restricted inter-
domain traffic in an Autonomous System (AS). The design of Overwatch
prioritises practicality, routing stability and minimal changes to provide modest
gains. To achieve this, Overwatch adheres to six design principles discussed

below.
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Guarantee/respect path legitimacy. Overwatch aims to steer traffic
to a destination arbitrarily via any egress peer. However, steering traffic
via peers or upstreams that have not announced routes to a destination can
lead to unintended or abusive traffic detouring®, as discussed in [105]. This
detouring behaviour may be counterproductive to the goal of optimising inter-
domain routing for traffic because ASes receiving the detoured traffic may
apply packet filtering policies, in addition to AS path and prefix-based filtering
in BGP, to prevent this from happening. Therefore, Overwatch must ensure
that it exclusively utilises policy-complaint routes that have been appropriately
announced to the network for steering traffic to a destination.

Minimal change/Incremental deployment. Other solutions may require
specialised hardware, software, and network fabric. However, Overwatch should
use existing hardware, software, and standard Internet practices. This approach
eliminates the need for custom hardware or protocols. By integrating with
the current software and routing equipment, Overwatch ensures that minimal
logical and physical modifications to the network are required. This results in
less effort to introduce the solution. Furthermore, Overwatch operates within
a single AS and should not require cooperation from other ASes to implement
its routing decisions.

Reactiveness. Internet routing information changes on a daily basis.
Also, network quality can deteriorate, and traffic conditions can fluctuate.
When this performance variability is detected, Overwatch should be able to
dynamically respond to these changes and reroute flows to a better path.

Compatibility with BGP. A network running Overwatch needs to
interoperate with the rest of the Internet and neighbour ASes to exchange
routing information and maintain connectivity with the rest of the Internet.
Therefore, Overwatch should maintain compatibility with BGP and refrain
from disrupting established inter-domain routing practices that could lead to

routing instability.

!detouring is the sending of packets to any egress peer regardless of received prefixes.
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Limited per-flow flexible routing. Destination-based forwarding and
longest prefix matching on the Internet lack flexibility in mapping packets
across multiple paths and can conflict with other Traffic Engineering (TE)
objectives [74]. The conflict of this forwarding approach with TE objectives
can jeopardise routing correctness and stability if not properly managed. Some
existing solutions optimise inter-domain routing by announcing more specific
prefixes or overriding BGP’s decision to steer traffic via a preferred path.
However, this practice contributes to the growing size of the Internet routing
table, posing a potential threat to long-term stability. As such, Overwatch
should provide limited per-flow traffic steering to game clients without using
BGP to alter the forwarding path for the game traffic flow.

Minimise impact of BGP routing policy changes. BGP routing
changes can have a significant impact on network performance. Sometimes, it
can result in up to 30% packet loss, which can persist for up to two minutes
because of a single BGP routing change [113, 148, 87]. However, some prior
works induce BGP routing changes by modifying BGP path attributes to
implement new policies for steering traffic optimally. Nonetheless, due to
BGP’s inherently slow and chatty convergence process, this approach is ill-
suited for interactive real-time applications. Overwatch should aim to mitigate
the adverse effects of BGP convergence on the traffic being steered by isolating

the dataplane and updating the dataplane only when necessary.

4.2 Design Choices

This section discusses three design choices that adhere to the principles outlined

earlier.

1. Use Policy-compliant Routes: Overwatch strictly uses policy-compliant
routes for steering traffic to a destination. Networks may desire distinct
traffic from different neighbouring networks. As a result, they may apply

inter-domain routing policies that could conflict with their neighbours
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and compromise routing correctness and stability. This is because BGP
enables networks to define and implement these policies independently.
Considering this, using paths that contravene other networks’ policies

may result in detouring, which will be counterproductive.

Within the Overwatch architecture, policy-compliant routes are obtained
by aggregating and centralising the Routing Information Base (RIB)
from all external BGP (eBGP) devices in the network. The routing
extraction information subsystem discussed later enables Overwatch to
receive route announcements from BGP devices in the network after each
device has processed the external routes it has received. By adopting
this approach, inter-domain routing policies can continue to be applied
independently to each eBGP device in the network, consistent with BGP
protocol specification. At the same time, Overwatch steers traffic via
these routes. While this approach may reduce the number of possible
routes that can be used, it guarantees that the routes used are policy-
compliant and maintain consistency at the inter-AS and intra-AS levels.

This, in turn, prevents undesired behaviours, such as detouring or traffic

blackholing.

Secondly, Overwatch ensures that its inter-domain route optimisation
decisions are transparent to external networks and BGP. Overwatch
achieves this by incorporating a controller subsystem discussed later that
furnishes precise forwarding instructions to a specific node to guide traffic
via the optimal path. This flow steering is accomplished through source
routing — which enables a node in the network to specify the intermediate
points that traffic must traverse to reach its destination. Crucially,
implementing flow steering functionality is only necessary on the node
receiving instructions from the controller. Given that Overwatch uses
policy-compliant routes, this mechanism enables it to specify the path
to reach any egress peers announcing the policy-compliant routes. This

happens without overriding BGP’s best path decision or fragmenting
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prefixes across multiple paths.

2. Use Commodity Hardware and Standardised Software: Overwatch
takes advantage of existing and standardised software implementations,
hardware, and protocols to monitor the performance variations of paths
and respond dynamically to these changes in conditions using limited,
flexible per-flow steering capabilities in the dataplane of nodes. In contrast,
some solutions discussed in the previous chapter require specialised hardware
and network fabric. The per-flow steering functionality can be implemented
on edge network devices, intermediate devices, or end hosts using existing
hardware and software implementations within the Overwatch architecture.
The network fabric does not have to be altered to provide this per-flow
steering functionality. Additionally, the latency measurement subsystem
in the architecture can use existing network monitoring tools and management

to monitor the paths and collect performance information.

3. Ensure Compliance with BGP Specification: Collecting and exchanging
routing information with BGP is vital in optimising inter-domain routing.
Solutions requiring changes to the protocol specification are unlikely to
gain widespread adoption. This is because, while the BGP protocol
specification has seen revisions and updates, ensuring backward compatibility
remains paramount. All BGP appliances must adhere to the same or
nearly the same version of the protocol for proper operation. In the
Overwatch architecture, the routing information extraction module offers
an interface that allows the system to exchange routing information with

BGP devices in a protocol-compatible manner.

4.3 Architecture

Overwatch is a routing control system whose design and implementation use
EPE alongside existing IP protocols to provide more efficient routing options

for latency-restricted inter-domain traffic. The system employs source routing
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to steer flows from an ingress node to the optimal egress node, ensuring that
specific traffic is routed through the best egress path for the destination.
This occurs independently of underlying BGP and Interior Gateway Protocol
(IGP) routing policies. The Overwatch architecture nominally consists of four
main components. The routing information extraction subsystem maintains a
topology database for intra-domain routing information and serves as a BGP
speaker for exchanging inter-domain routing information with eBGP devices.
The measurement subsystem continuously assesses the performance of the
paths to a destination, using active or passive measurement approaches as
required. The controller subsystem executes the algorithm responsible for
computing the routing decisions and forwarding instructions. These instructions
are used to configure the dataplane of the ingress node, enabling the steering
of traffic along the path that provides feasible latency for the flows. An
illustration of the architecture in a game provider network is shown in Figure 4.1.
Both routing and controller subsystems operate on commodity hardware, allowing
for scalability in the network as necessary. Finally, the flow steering subsystem,
a source routing dataplane, can be implemented on commodity hardware. Each

subsystem is described below.

Periodic RTT.

Figure 4.1: Overwatch routing control system.

4.3.1 Routing Information Extraction

The routing information extraction subsystem serves two purposes: (i) enables
the centralised view and aggregation of the routing table of eBGP devices in

the network, explicitly providing this information to the controller subsystem;
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(ii) use topology data from IGPs to aid the routing decisions for optimised
inter-domain routing.

To accomplish these objectives, the routing information extraction subsystem
maintains a topology database for intra-domain routing information. It also
leverages BGP messages for exchanging inter-domain routing information with
eBGP devices across the network. The ability to exchange BGP messages with
the eBGP devices in the network enables Overwatch to receive, reflect, and
manipulate inter-domain routes. This is achieved without modifying external
peers, protocol extensions, or extensive reconfigurations. Furthermore, using
BGP messages supports an incremental and minimalist deployment approach.
In this approach, only a subset of the eBGP devices in the network must be
configured to exchange routing information with Overwatch to provide efficient
routing options.

Consolidating inter-domain routing data. Fundamentally, the crucial
role of the routing information extraction subsystem is collecting inter-domain
routing information, enabling Overwatch to make efficient and informed routing
decisions. This can be achieved via different means. Three broad approaches
are discussed, and the choice used in the architecture is highlighted.

In the first approach, all eBGP devices are modified to provide an interface
to collect and send all routing information in their Adj-RIB-Out table to
Overwatch. However, in this approach, an additional control plane communication
interface with the eBGP devices is still necessary to manipulate the inter-
domain routes received from these devices. An API, such as the one specified
by ABGP [73], could be employed, but this would entail customisations and
alteration to the eBGP devices in the network. Additionally, it would necessitate
increased control plane signalling with the eBGP routers, thereby introducing
scalability concerns.

The second approach involves taking a dump of the RIB of eBGP devices
using the BGP Monitoring Protocol (BMP) [125]. While this method provides

a comprehensive view of all available routes per device, it does not explicitly
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indicate the best path chosen by each device. Consequently, Overwatch would
have to emulate the BGP best path selection algorithm on the RIB of each
device, which can be complex due to the numerous tunable parameters that
can be configured on devices to alter the path selection process. This emulation
process would introduce the potential for divergent decisions between Overwatch
and the eBGP devices, potentially causing routing instability.

The third approach is based on establishing peering sessions with eBGP
devices to collect routing updates. This has the benefit of not requiring
customisations to the eBGP devices in the network. On the other hand,
it offers a more limited view of the RIB if the BGP ADD-PATH [146] —
a capability that allows the advertisement of multiple paths is not used, as
only the best paths are exchanged through BGP update messages. However,
this approach guarantees that Overwatch only considers paths actively present
in the forwarding table rather than relying solely on paths in the RIB. This
minimises the risk of using non-policy-compliant routes. The routing information
extraction subsystem adopts this approach. The implementation is further

discussed in the next chapter.

4.3.2 Measurement

The goal of the measurement subsystem is to continuously assess the performance
of the paths to a specific destination. Typically, accurately measuring the
performance of arbitrary paths on the Internet can be quite challenging due to
the need for path control and vantage points. The performance of the paths
to a destination can be estimated via passive or active means. Overwatch has
control over traffic routing within its network. It can use this control to direct
probing traffic along specific paths or steer some traffic onto alternative paths
to access performance.

Frequent measurements are necessary for an accurate assessment of the
performance of paths. However, active measurements take time and may

be prone to estimation errors. Additionally, they typically rely on sampling
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rather than continuous monitoring, which can be costly. Therefore, if active
measurements are employed, the frequency of probes can be adjusted according
to the scenario considered.

The latency measurement subsystem is implemented to (i) demonstrate
that these measurements can be achieved using simple and readily available
tools, and (ii) showcase that the measurement samples can be adapted and
adjusted according to the specific scenarios considered. The implementation

is discussed in the next chapter.

4.3.3 Controller Subsystem

The Overwatch controller subsystem synthesises inputs from other components
in the Overwatch Architecture to make efficient routing decisions. It operates
the algorithm used to make these routing decisions and generates forwarding
instructions based on those decisions for the dataplane to steer traffic accordingly.
Specifically, the controller subsystem receives routing information from the
routing information extraction subsystem and network performance metrics
from the measurement system. The algorithm executed by the controller
can be easily customised and configured as required to achieve specific PAR
objectives, provided that the correct inputs are available. For instance, the
algorithm can be provided to reroute particular traffic flows to a set of destinations
to paths with lower latencies or to circumvent specific paths or upstreams.
With the inputs provided to the algorithm, the controller computes a routing
decision for these flows and generates forwarding instructions to configure the
dataplane, ensuring the desired routing objectives are met for the traffic flow.
In addition to optimising routing for specific traffic flows based on performance
objectives, the controller subsystem takes advantage of the expanded Random
Access Memory (RAM) capacity that is available on commodity hardware.
This allows it to define and store an arbitrary number of routing tables and
filters to enable flexible selection of inter-domain routes. Each routing table

can hold multiple routes from different eBGP peers to a destination. Furthermore,
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each table can be configured with an explicit list of peers allowed to import or
export routes from that table. This provides fine-grained control over the
routes that can be advertised to each peer. Achieving this with existing
internal BGP (iBGP) schemes, such as route reflectors, confederation, or full
meshes is not trivial.

For instance, if there are three distinct paths learnt from three different
eBGP peers in the network, the controller can be configured to ensure that
different peers receive a customised announcement of a subset of the available
routes. Depending on the iBGP schemes employed in the network, achieving
this level of customisation is either impossible or would introduce additional
management complexity and scalability concerns. In addition to the multiple
routing tables, the controller subsystem also provides fine-grained access control
lists. These can be used to determine which route is exported or imported into
the tables or announced to peers based on any of the route attributes. The

implementation of the controller and algorithm is described in the next chapter.

4.3.4 Flow Steering Subsystem

The flow steering subsystem enables specific traffic flows to be egressed through
more favourable paths to achieve the required performance objective without
routing inconsistencies. This dynamic and fine-grained flow steering cannot be
achieved with BGP and conventional intra-domain routing protocols, as they
generally rely on destination-based forwarding. Although relatively simple,
destination-based forwarding is limited and does not offer a flexible method
for mapping packets over multiple paths [74]. Therefore, an alternate approach
is required to “customise” how specific packets are steered and forwarded from
one point to the other.

In the Overwatch architecture, source routing is the alternative approach
used to achieve this flow steering capability. It allows a “source” node to
specify, either partially or completely, the desired route that a packet must

traverse through the network. Source routing can be accomplished through
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various mechanisms. Dataplane implementations, such as Multiprotocol Label
Switching (MPLS) [145] and OpenFlow [102], can be used to direct flows at the
dataplane level. However, it is important to consider the trade-offs associated
with these approaches. While MPLS is the most commonly deployed of all
the options, MPLS-based approaches have a high overhead because they need
to maintain an explicit state at all hops along the MPLS path, which may
limit control and dataplane scalability [45]. On the other hand, OpenFlow
may necessitate modifications and upgrades to underlying equipment, which
can impose additional costs and operational challenges.

Segment Routing (SR) [54] implements source routing in the Overwatch
architecture. It is a source routing approach that enables networks to guide
packets along any desired path by embedding an ordered list of instructions,
known as segments, within packet headers. These segments specify the list
of waypoints and intermediate hops the packet must traverse to reach its
destination. In contrast to previously discussed mechanisms, SR offers the
ability to steer traffic flows along traffic-engineered paths without requiring
per-flow state maintenance at each node.

SR can be realised through two dataplane implementations: Segment routing
over MPLS(SR-MPLS) [13] or Segment Routing over IPv6 (SRv6) [52]. SR-
MPLS can be implemented using an MPLS forwarding plane with no change
in behaviour [13]. In contrast, explicit routing in SRv6 is achieved using an
IPv6 dataplane. The headend? appends the segments to the packet headers in
both implementations to achieve explicit routing. A segment is defined by a
Segment Identifier (SID); in SR-MPLS, it is an MPLS label, while for SRv6, it
is an IPv6 address. SR stands out as a dataplane choice due to its compatibility
with widely-used intra-domain protocols, such as IS-IS, which allows SIDs to be
distributed and processed on well-matured commercial routers equipped with
protocol extensions [112; 143]. Overwatch was based on SRv6 pragmatically

due to the availability of open-source software implementation, which was used

2The node where segments are written into the packets. In this approach, it could be
the game server or router between the server and the edges of the network.
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in the prototype. The implementation of the flow steering will be discussed in

the next chapter.

4.4 Summary and Discussion

By leveraging the high storage capacity RAM available on commodity hardware
and capitalising on the flexible flow steering capabilities provided by SR,
Overwatch aims to deliver pragmatic inter-domain latency-aware routing for
multiplayer online games.

The architecture of Overwatch is designed to ensure routing correctness and
stability by enforcing the use of policy-compliant routes for efficient routing.
At the same time, it aims to maintain compatibility with BGP. Overwatch
accomplishes this by transparently separating the forwarding policy for specific
traffic flows from BGP and IGPs’s best path forwarding decisions. It does so
by employing an SRv6 dataplane that requires minimal changes to existing
infrastructure and allows for incremental deployment. The flexibility offered

by the SR dataplane in Overwatch provides the following benefits:

1. It enables the system to dynamically respond to excessive latency on a
path and swiftly redirect traffic from the game server to clients via a

path with feasible latency.

2. It allows for the incorporation of additional policies and network intents

to provide more efficient routing options for inter-domain traffic.

3. It mitigates the impact of BGP policy changes on multiplayer game

traffic.



Chapter 5

Overwatch Implementation

This chapter discusses the implementation of the Overwatch architecture,
designed to enable latency-aware routing for multiplayer games. Section 5.1
explains how the routing information extracted subsystem is implemented
to collect and process routing data from Border Gateway Protocol (BGP)
devices. Section 5.2 discusses the implementation of the latency measurement
subsystem. Section 5.3 presents the implementation of the controller subsystem
and algorithm that makes the latency-aware routing decisions. Also, the
section explains the operation of the latency-aware routing algorithm. Section 5.4
describes the flow-steering implementation using a Linux-based Segment Routing
over IPv6 (SRv6) node.

The four subsystems in Overwatch were developed using Python and various
open-source applications and tools. They were designed to be configurable
and deployable on commodity hardware. The source code for the prototype
is accessible at [47]. In the prototype implementation, the subsystems can
operate on separate hardware or be consolidated on a single hardware. This
demonstrates its scalability to accommodate growing network needs and support

for incremental deployment.
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5.1 Routing Information Extraction
Implementation

The primary objective of the routing information extraction subsystem is to
aggregate and consolidate BGP updates. This aggregation of routing information
enables the controller to make informed latency-aware routing decisions for
flows. ExaBGP [97] is used to aggregate inter-domain routing information
in Overwatch. It is a tool that allows applications and services agnostic to
BGP to exchange BGP messages programmatically with eBGP devices in a
network. ExaBGP functions as a BGP speaker that interfaces between the rest
of the Overwatch subsystem and eBGP devices in the network. To facilitate
the exchange of BGP messages, gRPC [67], an open-source Remote Procedure
Call (RPC) framework, is used to build a client-server API that allows BGP
messages to be delivered to the controller subsystem process and vice versa.
For efficient serialisation of BGP messages from ExaBGP and route updates
from the system to eBGP peers, Protocol Buffers (protobuf) [68], a language-

neutral and cross-platform data format, is relied upon.

5.1.1 ExaBGP Modules

ExaBGP and the controller subsystem’s main process interact through a gRPC
channel session established over TCP. Two Python application modules imple-
mented for ExaBGP are responsible for processing, sending, and receiving
messages via the gRPC channel session. The first Python module, which
is the receiver module, collects and transforms the raw BGP messages from
ExaBGP into protobuf data structures that can be easily extracted and parsed
by the controller. This module is triggered whenever ExaBGP receives a BGP
message from any eBGP peer. It serialises the BGP message with the protobuf
formats and transmits the message via the gRPC channel session to the main
process of the controller subsystem. Each BGP message type received from

the eBGP peers is processed differently by the controller subsystem and is
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used to update the controller’s network view. The actions and state changes

associated with the four BGP message types are discussed below.

1. Open Message: Overwatch uses the BGP open messages received to
discern the capabilities and features supported by the eBGP router.
For instance, based on the capabilities and features supported by the
eBGP peer, the controller can determine if the peer supports different
address family types. This will determine whether the controller can
announce or receive different address families from the peer. If the route
refresh capability is enabled, the controller can request that an eBGP
peer resend all its routes following a reconfiguration. The hold timer
value in the message determines how long the controller should wait
for messages from a peer before it assumes that the peer is dead and
begins marking routes from the peer as unusable and invalid. Finally,
the Autonomous System (AS) number and BGP identifier are compared
against the configuration intent specified in a configuration file for Over-
watch to determine whether the controller should accept or share routes

with an eBGP peer.

2. Notification Message: Overwatch interprets the notification messages
received from eBGP peers to assess the state of the BGP session between
the peers and the ExaBGP instance. Like the hold timer value in the
Open message described above, Overwatch monitors these messages to
prevent routing inconsistencies. It ensures that routes are exchanged
only with peers in the established BGP state. It also marks routes from
peers not in an established BGP state as invalid, so they are not used

for flexible routing.

3. Keepalive Message: Overwatch parses and monitors the keepalive
messages from the eBGP peers to ascertain their continued presence and
connectivity. The controller subsystem maintains a timer that resets

each time it receives a keepalive message from a peer. It marks a peer
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inactive when it has not received a keepalive message within a duration
exceeding the hold timer value. Marking a peer as inactive prompts the
controller subsystem to label the routes from that peer as invalid and

issue withdrawal messages to other peers for those routes.

4. Update Message: This is the most significant BGP Message processed
by Overwatch. It contains the routing information essential for making
latency-aware routing decisions. When Overwatch receives an update
message from a peer via ExaBGP, it parses the message to determine
whether Network Layer Reachability Information (NLRI)! are being an-
nounced, withdrawn, or a combination of both for some NLRI. If the
update message solely announces some NLRI, the path attributes from
the message are collected, along with the NLRI, for further processing by
the controller. This involves adding it to the controller’s routing table(s)
and reflecting it to other peers per the configuration. In cases where the
update message withdraws specific routes, the NLRI is extracted from
the message and relayed to the controller subsystem to remove the routes
from the routing tables. This action also triggers a withdrawal update

message to other peers regarding the route.

Second ExaBGP Module. The second Python module is the sender
module, and it acts as a translator of sorts for Overwatch. This module enables
the system to send BGP messages to the eBGP peers. When Overwatch needs
to announce or withdraw a route from one or more peers, it utilises the protobuf
data format to serialise the data required by ExaBGP to encapsulate a BGP
update message. For route announcements, the data includes information such
as the NLRI, the address of the receiving peer, and route attributes such as
Origin, next-hop, local preference value, and AS path. Data for withdrawals
will include details such as the NLRI, next-hop, and address of the receiving
peer. The sender module deserialises the protobuf message received from the

controller. It then extracts the data required for ExaBGP to generate and send

INetwork destinations such as IP address ranges and prefixes.
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a BGP update message to withdraw or announce the NLRI to the receiving
peer(s).

The implementation of the routing information extraction module offers
flexibility by allowing ExaBGP to operate on separate hardware, thus supporting
incremental deployment. A single ExaBGP application can establish peering
connections with one or more eBGP devices as needed. This approach aids
scalability as additional ExaBGP applications can be introduced over time
to meet the expanding demands of the network. The client-server API-based
routing information extraction enables Overwatch to maintain a centralised
view of inter-domain routing information across the network. This, in turn,
enables Overwatch to influence inter-domain routing decisions without requiring

modifications or extensions to the BGP protocol.

5.2 Latency Measurement Subsystem
Implementation

The latency measurement subsystem in the Overwatch prototype is implemented
to estimate the latency between the application server (in this case, the game
server) and a set of clients using paths via different transit providers and peers.
Accurately measuring the latency of arbitrary paths on the Internet is very
challenging. This is due to the need for path control and the absence of vantage
points. This implementation demonstrates how the measurement of a limited
set of clients remote to a network can be done by leveraging path control from
inside the network.

Measurement orchestration. The measurement subsystem consists of a
measurement orchestrator module responsible for launching latency measurement
processes for each path. The Round-Trip Time (RTT) measurement via all
paths to a client from the server is initiated when the client establishes a
connection with the server. Upon connecting to the server, a client sends

the first packet to the server, indicating that the client is operational and
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configured to receive both application and measurement traffic on specific
ports. This communication may occur within the same server application
or as a separate module. When the measurement orchestrator module receives
the packet from the client, it extracts and records the client’s IP address and
UDP port address from the packet header.

Probing clients on paths. The latency measurement module uses the
client address collected to generate and send probe packets to the client periodically
via all “available” paths. The probe packets are UDP packets containing a
sequence number, the timestamp of when they were sent, the client’s address,
and the address of the latency measurement process responsible for sending
the probe packet. The client returns the packets to the address of the latency
measurement process, which can be integrated into regular in-game traffic
during routine game client updates. Upon receiving the reply from the client,
the latency measurement process calculates the RT'T for that path by getting
the difference between the sent and received timestamp of the packet. Including
the sequence number and timestamp in the probes assists the latency measurement
process in accurately calculating the RTT for each packet and setting a timeout
for waiting for the client’s return packet.

Processing and delivering measurements. The latency measurement
process computes an Exponentially Weighted Moving Average (EWMA) of
the RTT and Deviation of RTT (devRTT). It periodically sends these values
to the measurement orchestrator through a Unix socket. The measurement
orchestrator, in turn, aggregates the estimated RTT for all connected clients
across available paths and forwards this information to the controller subsystem
via a Unix socket.

A message format was designed using protobuf to facilitate the exchange
of measurement data between these subsystems. Details of the schema for
the protobuf message exchanged between the subsystems can be found in
Appendix A. It is worth noting that the choice of Unix socket is specific to the

implementation due to the evaluation environment used. However, Internet
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Protocol (IP) sockets could also be employed if the different subsystems are
distributed across separate machines.

Implementation choice. The measurement subsystem was implemented
in Python, and the advantage of utilising a socket and protobufs for exchanging
the information is that it allows for the possibility of implementing the various
components of the measurement subsystem in different programming languages,
thus improving interoperability.

Path control for probe packets. Each latency measurement process for
a path is assigned a unique IP address in this implementation of the latency
measurement subsystem. Subsequently, the controller subsystem is configured
to create and enforce policies that classify and steer measurement traffic from
each latency measurement process via a designated path in the flow steering
subsystem. The details of how this traffic classification and steering of traffic
are accomplished will be elaborated upon in the subsequent section dedicated
to the flow steering subsystem.

Measurement frequency and approach. The frequency at which the
measurement subsystem sends probe packets can be adjusted according to
specific scenarios. Higher-frequency transmission results in greater overall
system accuracy and responsiveness (the effect of this interval adjustment
is discussed in the evaluation chapter). The measurement performed by this
implementation relies on sampling as opposed to continuous monitoring, which
can be resource-intensive for the network.

Measurement inaccuracies. In practice, measurements take time, and
a periodic sampling approach like the one implemented here can be susceptible
to estimation errors. The time it takes for the actual measurement (i.e.,
RTT) between sending and receiving probe packets is typically small compared
to the chosen sampling interval. However, the cumulative time taken for
the measurement processes within each interval, plus the interval itself, can
accumulate over time due to CPU interruptions in the operating system. This

can lead to inaccuracies and time drift.
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To mitigate this, the latency subsystem is implemented to ensure that
a measurement sample is collected, processed, and sent within each interval
rather than waiting till the end of an interval. Furthermore, instead of sending
the actual RTT values measured by the latency measurement subsystem, this
implementation utilises the EWMA and deviation of the RTT, which are
transmitted to the controller. The evaluation chapter delves into the impact

of various parameters used in estimating the RTT.
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Figure 5.1: Overwatch’s route processing pipeline: From BGP updates through
flexible route selection to peer announcements.

5.3 Controller Subsystem Implementation

The controller application and latency-aware routing algorithm were implemented
in Python, adopting the Actor model [4, 76] for concurrent computation in
distributed systems. The Actor model offers a flexible approach where Actors
are self-contained and concurrent entities. Each Actor has its own private state
and message mailbox in this model, allowing asynchronous message exchange

with other Actors. The state of an Actor can only be modified by processing
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messages received from other Actors, and an Actor can transition the state or
behaviour of another Actor by sending a message to that Actor. Messages sent
to an Actor’s mailbox are processed in a first-in, first-out order. Consequently,
each Actor can carry out its tasks concurrently and independently without

being blocked while waiting for a response from another Actor.

5.3.1 Controller Processes

In the controller application, multiple processes are created based on the
configuration, taking into account the number of eBGP peers connected to
Overwatch, the number of routing tables to be maintained by the controller,
the traffic flows requiring latency-aware routing, and other system settings.
Each process in the controller application operates as an Actor. The main
controller process serves as the parent Actor, responsible for overseeing and
initialising all other Actors according to the configuration.

ExaBGP process. For each ExaBGP instance, a BGP speaker process
is launched. This BGP speaker process is responsible for receiving all BGP
messages from the associated eBGP peers linked to the ExaBGP instance.
It parses these messages as detailed in Section 5.1 and forwards them to the
mailbox of the corresponding eBGP peer process (discussed shortly) for further
handling.

The BGP speaker process also receives route update messages from the
eBGP peer process. It serialises these messages according to the protobuf
schema, indicating whether they are route announcements or withdrawals.
These serialised messages are then sent to the sender module, as discussed in
Section 5.1, to generate the BGP update messages intended for the corresponding
eBGP peer devices via ExaBGP.

Peer processes. A dedicated peer process is established for each eBGP
peer device connected to ExaBGP to provide routes to Overwatch. This peer
process receives BGP updates forwarded to ExaBGP by the corresponding

eBGP device. Upon receiving these updates, the peer process applies the
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import and export filters specified in the configuration to the routes in the
update message. Subsequently, it constructs a message containing the filtered
routes and sends this to the designated routing table processes (described
below), as defined in the configuration. As previously discussed in Section 4.3.3,
the filters defined for the controller provide fine-grained access control lists,
allowing the determination of which routes are accepted or rejected by a peer
or routing table process.

Routing table processes. The system can have one or more routing
tables, each implemented as a separate process. These routing table processes
maintain routes received from various peers. They also receive messages
from peer processes instructing them to add, remove, or update route entries.
Consequently, a routing table can store multiple routes to a destination sourced
from different eBGP devices.

Route import and export. The routing table can be configured to
accept routes from specific peer processes based on the import filters in the
configuration. Similarly, it can be configured to export routes to specific peer
processes guided by export filters. When a routing table process receives a
message from a peer process, it applies the import and export filters before
relaying the message to the peer processes authorised to export routes, as well
as to the latency-aware routing process.

Import and export filters. It is important to note that the routes
in the messages sent by the routing table process to the peer processes may
undergo further filtering at the peer processes themselves. A peer process
applies additional filters upon receiving a message from a routing table process
containing routes. It then selects a route to a destination based on the
configuration’s criteria.

Route exchange with eBGP peers. The selected routes are serialised
into BGP messages and dispatched to the ExaBGP instance. The ExaBGP
instance, in turn, generates the corresponding BGP route announcements or

withdrawals for the respective eBGP peer devices. This capability enables
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Overwatch to make informed decisions and influence the selection and announcement
of routes to eBGP peers from other eBGP devices in the network. Figure 5.1
illustrates how Overwatch receives and sends routes to the eBGP peers via the
ExaBGP instance.

Processing and retrieval of route information. To enable the efficient
storage and processing of the routes received by the different processes in
Overwatch, a C extension was implemented to provide optimised data structures
for the routes and prefixes received by Overwatch from eBGP peers and used
by the processes. This C extension also includes methods for accessing and
updating these data structures.

Each route and prefix entry is stored as a C struct object with the C
extension. Each struct member represents the attributes and properties of the
route or prefix. For example, when an eBGP peer announces a route for a
prefix, it is converted into a route entry, which includes the announced prefix
and the associated attributes. Similarly, the prefix itself is transformed into
a prefix entry, which encompasses the address of the prefix, its prefix length,
and an indicator for the address family. The C extension module enables
Overwatch to take advantage of the substantial memory capacity available on
commodity hardware, enabling the storage of large volumes of route entries

while ensuring efficient retrieval when needed.

5.3.2 Latency-Aware Routing Algorithm

The latency-aware routing algorithm is implemented as a separate process
within the Overwatch system. The latency-aware routing algorithm was implemented
in this Overwatch prototype to allocate server-to-client traffic to a path via
an egress point. In line with the performance requirements highlighted in
Section 2.1, its primary objective is to “bring” as many clients as possible to
the game server with feasible latencies.

Since Overwatch uses the Actor model for the controller, it allows running

multiple instances of the latency-aware routing algorithm to handle different



66

applications and traffic flows. Consequently, the algorithm needs to be straightforward
and adaptable.

Inputs to the algorithm. To accomplish its goal, the algorithm redirects
egress traffic for clients experiencing latencies near or exceeding a predefined
application threshold to paths with lower latencies whenever such paths are
available. It takes the set of clients and their end-to-end latencies as input,
determining which clients should be shifted and to which path. These inputs
are collected from messages containing available routes to the clients received
from the routing table process(es) and the route selected by a peer process for
the client prefix. Furthermore, the algorithm receives topology information
from a topology database maintained by the main controller process and
measurements from the latency measurement subsystem.

Algorithm output. With these inputs, including measurements, topology
and routing information, the latency-aware routing algorithm generates a segment
list (discussed in the next section below) that is then applied to the dataplane
of the headend node by the main controller process. This action directs traffic
flows along different paths.

Additional algorithm use cases. The algorithm provided functions
effectively for the gaming scenarios, as will be demonstrated in the evaluation.
However, it can be enhanced or customised to suit specific use cases or applications.
For instance, the control algorithm could use topology information to proactively
shift players when latency begins to rise and better path(s) become available.

Algorithm parameters. The algorithm whose pseudocode is given in
Algorithm 5.1 uses the following variables. T is the routing period, representing
the interval at which the controller evaluates the latency on paths and makes a
decision. (The algorithm does not explicitly refer to the measurement period,
which is M, M<T.) r is a route to ¢, a client and denoted c.r. Variable
c.r.RTT holds the latest estimated latency between the server and client ¢ via
route r, while c.r.dev RT'T has the corresponding deviation in measurements.

The set c.routes contains routes between the server and client ¢, whereas
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c.curroute indicates the current route in this set (initially set to the path
selected by BGP according to the routing information extraction subsystem
when the controller first learns about this client). There are two constants:
MAL is the maximum acceptable latency, which is application-defined, and
K (> 1), a factor used with the RTT estimate deviation to provide a “safety
margin”. The use of K helps clients on routes with latencies marginally under
MAL but which may intermittently exceed it. The latency measurement
subsystem continuously shares with the controller values for c.r.RTT and

c.r.devRTT for each r in c.routes, doing this at fixed intervals.

Algorithm 5.1: Controller algorithm for latency-restricted routing

Require:

1: T : Routing period for evaluation

2: MAL : Maximum acceptable latency threshold
3: K : Safety margin factor (K > 1)

4: clients : Set of all clients

5: For each client c:

6:  c.routes : Set of available routes to client

7. c.curroute : Current route (initially BGP-selected path)
8:  For each route r in c.routes:

9: c.r.RTT : Latest estimated latency

10: c.r.devRTT : RTT measurement deviation

Ensure:

11: Updated segment list for game traffic flow redirection
12: Optimal route selection for clients exceeding M AL
13: // Initialise current routes to BGP-selected paths
14: for each client ¢ do

15: c.curroute <— BGP-selected path from routing information
16: end for

17: for each T do

18: for each client ¢ do

19: if (c.curroute.RTT + K X c.curroute.devRTT > MAL) or c.curroute. RTT = 0 then
20: f=0

21: for 7 in c.routes do

22: if c.r.RTT < M AL then

23: f=fur

24: end if

25: end for

26: if f # 0 then

27: c.curroute < min(f, key = XA r: ¢.r.RTT)

28: end if

29: end if

30:  end for

31: end for

Algorithm operation. Algorithm 5.1 operates periodically according to
the routing period, during which latency measurements are provided (asynchronously).
In each cycle (L1-15), the algorithm checks if a client’s (L2-14) latency is
excessive (L3), also considering an error margin. If the algorithm detects
excessive latency, it tries to remediate it by choosing an alternate route (L4-

13). The algorithm determines which routes to this client are feasible and saves
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the result in a set (L5-9). If one or more routes are feasible (L10), the algorithm
selects a route with minimum latency and updates (if different) to the current
route (L11). Because moving a client to a route with lower latency has a cost
and might cause instability, the algorithm only proceeds with changes that
will bring a client into the “playable range”; it will not move a client if the
best route is not good enough, or if the current route is already good enough.
Changes trigger the controller to generate forwarding instructions to update
the dataplane to shift traffic from the path with excessive latency to the one

with the lowest latency.

5.4 Flow Steering Implementation

The steering of game client traffic flows is achieved by applying segment lists
to the dataplane of the ingress node or headend in the network. These segment
lists are encoded within an IPv6 extension header called the Segment Routing
Header (SRH). The SRH contains the IPv6 addresses of nodes or links in the
network that the packet must traverse to reach the desired exit egress node.

Headend placement. In this implementation, any node in the network
could serve as the source node responsible for encapsulating packets with
segment lists to direct flows to the preferred exit egress node. For instance,
the edge nodes at the network’s ingress points can be the source node for
directing incoming traffic towards a particular exit. Conversely, if the traffic
that requires optimisation originates from within the network, the originating
node can assume the role of the source node. Alternatively, an intermediate
node connected to the edge eBGP or originating node can also function as
the source node as long as Overwatch can apply the necessary forwarding
instructions and rules to its dataplane.

Headend dataplane using commodity hardware. This implementation
used the Linux-based SRv6 node architecture [144] to enable the flow steering

functionality. This architecture allows for the coexistence of a local control



69

logic based on distributed IP routing and a software-defined centralised approach,
where the node exposes a southbound API towards a controller. In this
context, these SRv6 nodes are utilised as routing devices within the network.

Extending the dataplane southbound API. To enhance the capabilities
of these SRv6 nodes, the existing gRPC southbound API defined for these
nodes were extended to support latency-aware routing. A protobuf data format
is defined to serialise the policies and segment list sent over the gRPC channel
to these nodes. The extensions enable the controller to create separate routing
tables and define custom policy routing rules to guide specific traffic to the
appropriate routing table.

Configuring the dataplane. The controller uses the configuration information,
including details about game traffic flows, such as protocol, source, or destination
port, to generate instructions for creating distinct routing tables for each traffic
flow specified in the configuration. Furthermore, the controller also pushes
instructions to implement policies that will mark the traffic lows and direct
them to the appropriate routing table using the Linux IP rule and the Netfilter
mangle table.

Forwarding instructions for steering flows. For each client (or destination),
the controller then adds a route containing the segment lists generated by the
latency-aware routing decision process to the relevant routing table. Subsequently,
the route for each client is updated periodically during each routing cycle with
the appropriate segment list to steer the traffic via another path if the decision
changes.

Targeted flow steering. In this implementation, only specific traffic
flows are steered through an alternate preferred egress point, as determined by
the latency-aware routing algorithm. All other traffic continues to be routed
transparently via the BGP best path. This is achieved using basic routing
policies and multiple routing tables available in the Linux network stack, as
well as other standard network equipment.

Alternative southbound APIs. Importantly, this implementation demonstrates
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that latency-aware routing can be realised without needing specialised hardware
or niche protocols. Furthermore, it is worth noting that the choice of southbound
APT used in this implementation is not restricted to gRPC. In [144], various

southbound APIs, such as SSH, REST, and NETCONF, which most hardware

vendors support, were also considered and implemented.

5.5 Summary

This chapter discussed the implementation of the various subsystems of Overwatch
and how they interact to provide latency-aware routing for multiplayer online
game traffic. The routing information extraction subsystem aggregates inter-
domain routing information for the system. It provides an interface with
which Overwatch can exchange routing information with the eBGP peers while
adhering to the protocol specification. The latency measurement subsystem
periodically conducts RTT measurements to clients using the path control
capabilities provided by Overwatch. These measurements are relayed asynchronously
to the controller, where they inform the latency-aware routing decisions. The
latency-aware routing algorithm uses the measurement and routing data as
inputs to make intelligent routing decisions, ensuring that latency-restricted
traffic is directed through the path with feasible latency.

The controller subsystem, utilising the Actor model, capitalises on the
multi-core processors found in commodity hardware to ensure multiple Actor
processes can concurrently and independently execute their tasks. The model
also ensures that the processes are not hindered while awaiting responses from
other processes. Lastly, the flow steering subsystem introduces a southbound
API. The API is responsible for configuring custom routing policies in the
Linux dataplane. This, in turn, steers latency-restricted traffic via the path
with feasible latency.

Overall, this implementation of the prototype of the Overwatch system uses

stable, standardised software and existing hardware functionalities to provide
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inter-domain latency-aware routing. It accomplishes this whilst maintaining

compatibility and ensuring routing correctness and stability.



Chapter 6

Evaluation

The chapter evaluates the proposed approach, Overwatch, using the prototype
implementation described in the previous chapter. We performed a set of
experiments running the prototype implementation in the context described
in Section 2.3. The results of these experiments confirm our hypothesis that a
pragmatic latency-aware routing system can maximise the number of players in
a multiplayer game. It does so by exploring the best available paths regardless
of the Border Gateway Protocol (BGP) selected path.

This chapter is organised as follows: Section 6.1 justifies the choice of
emulation for performing the evaluation experiments. It introduces IPMininet,
the chosen emulation testbed and details how the topologies for the motivating
scenario in the experiments were configured, along with the necessary modifica-
tions required to evaluate Overwatch. Section 6.2 defines the questions we aim
to answer and the relevant metrics used. Section 6.3 describes the experiment
setup, game server-to-client emulation and various configurations and parameters
used in the experiments. Sections 6.4, 6.5, and 6.6 present the experiments and
corresponding results. The chapter concludes with a summary and a discussion

of the limitations of the evaluation.
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6.1 Emulation Testbed

There are three commonly used platforms for networking systems experiments:
simulators, physical testbeds, and emulators. Simulators replicate the behaviour
of a real network without deploying or configuring actual network devices and
generating traffic. Rather, events which cause changes in states are used to
replicate network and traffic behaviour. Although convenient and easy to
“reproduce”, there is a lack of functional and traffic realism in simulation
experiments. Physical testbeds use actual network hardware that is configured,
and they carry real traffic for experiments. They are often cost-intensive
to build and keep running. They have practical resource limits and may
often lack the flexibility to support experiments with custom topologies or
forwarding behaviour. This is because they might often be carrying actual
traffic. On the other hand, emulators can run actual network protocols and
applications. They can carry network traffic using virtual hosts that emulate
physical devices. There are different types of emulators and emulation, but a
Container-Based Emulation (CBE) approach is employed for this evaluation.
CBE description. CBF is an approach for enabling runnable and repro-
ducible network experiments in an environment of virtual hosts, switches, and
links running on a modern multi-core server, using actual application and
kernel code with software-emulated network elements. CBE allows actual code
to be run on an emulated network using lightweight, OS-level virtualisation
techniques. This approach provides topological flexibility, functional realism,
timing realism, and traffic realism that can be achieved with network experiments
and tests on physical testbeds with ease of replication and low cost. There
are, however, concerns about CBE’s ability to provide adequate performance
isolation for network experiments due to resource provisioning. Nevertheless,
it was reported in [72] that the results of some published network experiments
could be replicated using CBE, thereby suggesting reproducibility and correctness.
Choice of emulation system. The CBE system used for the evaluation

is based on Mininet [91]. It is an open-source framework that leverages
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lightweight Linux namespaces to emulate hosts, switches, links, and routers
on a single Linux Host. The CBE system, which is IPMininet [18], is a set
of Python classes that extends Mininet by providing an API to instantiate
Internet Protocol (IP) networks. With IPMininet, network topologies running
actual routing protocols, such as OSPF, RIP, and BGP, can be instantiated
with the ability to set link weights and configure IP prefixes, routing policies,
and configurations.

Topology creation. Running a network experiment on IPMininet requires
the user to create a topology. This is done by declaring a Python class used to
instantiate and configure hosts, switches, routers, and links between the nodes.
The Python class also assigns the hosts and routers to different networks in
the topology. The topology is then run by invoking the Python class, which
creates an extended Mininet CLI.

Modifying the emulation system. Although the Linux Segment Routing
over IPv6 (SRv6) router node was implemented on a physical machine, Overwatch
was evaluated using virtual hosts. This necessitated re-creating the functionality
of the Linux SRv6 edge router node inside the hosts created in the IPMininet
topology. Consequently, the dataplane-manager component, which traditionally
receives forwarding instructions and applies them to the dataplane of the
ingress/headend node, was adapted and extended to function inside the IPMininet
virtual hosts. This component applies the forwarding instructions and configures
these headend nodes with the IP rules required to mark flows and steer them
into a specific routing table on the hosts. Furthermore, the ExaBGP configuration
templates in [PMininet were also modified to facilitate the operation of the

sender and receiver modules outlined in Chapter 5.

6.2 Testing Methodology

To evaluate the benefits of Overwatch, a gaming scenario was used in which a

game has a set of clients that need to communicate with a server under some
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given latency threshold. An IPMininet testbed was used to instantiate the
topologies for the gaming scenarios and perform experiments whose setup is
described in the next section. The experiments help to answer three questions:
(i) Can Overwatch really help? (ii) How well does Overwatch respond to
network changes? (iii) What is the impact of varying the main configuration
parameters?

Metrics. In order to answer these questions, two metrics were used to
highlight the benefits provided by Overwatch and how efficient Overwatch is
at providing these benefits. The first metric is the number of players out of
the initial set of players that join a game session that Overwatch can keep
in the game by preventing them from disconnecting due to excessive latency.
The second metric is the degree of “discomfort” experienced by each player
through the session. This is represented by the delayed packets each player

experiences. The setup of the experiments is described in the section below.

6.3 Experiment Setup

Emulation Environment. As previously mentioned, the experiments were
performed using an IPMininet testbed to examine how Overwatch behaves
when deployed with existing routing protocols, such as OSPF. The IPMininet
testbed was installed and configured on a KVM virtual machine guest with 12
vCPU cores, 24GB of Random Access Memory (RAM), and a 64-bit Ubuntu
18.04 OS. A recent version of the Linux kernel (v4.10 or newer) is required
to enable the forwarding of packets embedded with Segment Routing Header
(SRH) in the testbed. Resource usage was monitored to ensure no obvious
CPU and memory contention effects. However, since it cannot be guaranteed
that there was no interference, the results represent the lower bound or worst-
case performance.
Experiments Configuration. The experiments are based on two instantia-

tions of the topology shown in Figure 2.1, both representing a gaming scenario
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described in Chapter 2. The game network (with Overwatch) has two (or
three) egress points via Autonomous Systems (ASes) named A and B (and C).
The server connects with up to 300 clients, which are uniformly distributed
among 30 different networks (up to 10 players each), all connected to AS X.
In some experiments, the BGP choice of egress point in the game network or
the end-to-end latency of clients is changed to see how Overwatch reacts.

The acceptable latency threshold is defined as 60ms. Each player is configured
initially with some end-to-end average latency around the threshold. Considering
all players, the latency distribution differed according to the topology but, in
both cases, was arbitrarily chosen to highlight the behaviour. In the first one,
the (average) latencies of players are uniformly distributed in the range 54.5
— 69.5ms when via A and 50 — 65ms when via B, with half the players in
each set. In the second topology, there are three egress points, and the 30
networks (with 10 clients each) are split into three groups, respectively via A,
B or C. All the players going via A have an initial average latency equal to
50.0ms; for B and C, they are 45.0ms and 40.0ms, respectively; such values are
reconfigured during the experiment depending on the purpose. Simple checks
with ping and traceroute were used to validate the latency values and paths
under different BGP configurations.

Game emulation. There is no generic template for how latency-sensitive
online games behave, but the model is based on the traffic characterisation
work in [51]. Each player sends small UDP packets with state to the server.
Typically, a server will collect packets from all players and periodically “broadcast”
consolidated information to players. However, in this case, the server immediately
responds to allow computing metrics on the player side. A UDP echo server
application was implemented in Python to emulate the game server. It receives
packets from the players and echoes them back to the players, allowing the
latency calculations and disconnection logic to be implemented on the player
side. A UDP application in Python was also implemented to emulate a game

client player and the disconnection logic. The application sends packets to the
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server and calculates the Round-Trip Time (RTT) by getting the difference
between the time when the packets were sent and when they were received
back from the server. The application also logs the RTT and disconnects
when the disconnection threshold conditions are met.

Disconnection threshold. The players are configured to disconnect from
the session whenever one of these conditions occurs: (i) over 25% of the
measurements in the last 180 seconds exceeded the maximum latency threshold
for the game, or (ii) 100% of the measurements have exceeded the threshold in
the last 30 seconds. The criteria for disconnection is based on the findings in
[65, 25], reflecting the behaviour of different gaming platforms when latency
increases. Players join the game with deterministically decreasing inter-arrival
times, following an exponential decay from an initial inter-arrival time of 200s
to a minimum of 1s. To keep the experiments tractable, each player’s session
is set to a fixed duration of 10 minutes, which can be terminated early if the
player experiences latency above the maximum acceptable threshold. While
actual game session lengths vary by genre, with top action games averaging
9 minutes per session [66], this fixed duration was chosen to standardise the
experiment parameters.

Overwatch. Unless otherwise noted, the experiments were run using a
routing period 1" of 20 seconds and a measurement period M of 1 second. In
the algorithm, K was set to 4, having experimented with a range of values.
The impact of parameters is discussed in the sensitivity analysis section. In
the experiments, the prototyped latency measurement subsystem used a set of
additional IP addresses associated with the available egress points. It utilised
a distinct IP address and port combination for each available path via the
egress points, employing these pairs to exchange probe packets with players
via respective paths. In the ingress/headend router nodes, firewall rules and 1P
rule policies generated by Overwatch are used to parse and classify the packets
that require latency-aware routing so that they can be steered accordingly (to

a specific routing table dedicated to that egress point). Overwatch generates
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these rules and policies based on the specifications defined for game traffic flows
and information in the configuration. Overwatch then applies these policies to

these nodes via the southbound API mechanism described in Section 5.4.

6.4 Can Overwatch Really Help?

This section seeks the answer to the question: How many players can Overwatch
“bring to the game session” and keep them playing? The answer depends on
the number of players with excessive latency and how many of these players
could be connected via a path with feasible latency. If all players are connected
with feasible latencies, Overwatch will not provide any benefit. If the players
with excessive latency do not have any paths with feasible latency, then again,
Overwatch cannot help them. To avoid exaggerating the benefits, both these
cases were included in the evaluation and in equal proportions (this split was
arbitrary). This was implemented by uniformly distributing clients in latency
ranges.

Experiment description. The experiments should confirm the benefits
of Overwatch and, when not, why. Two sets of experiments were performed to
answer this question with the topology with two paths, via A and B. In this
topology, 300 players join the game and are allocated to paths by BGP, half
on each path via A and B. Given the latency on both paths in the topology,
if BGP selects path B for all game players, most players will stay in the game,
but a few will still disconnect soon after arrival. In contrast, if BGP selects
path A for all, most players will disconnect soon after arrival, but a few will
stay in the game. The first set of experiments is performed without Overwatch,
while the second set is performed with Overwatch.

Results. Figure 6.1 illustrates the impact of Overwatch on the “survival”
of players until the end of a session, contrasting networks with Overwatch
(top) and without (bottom). More specifically, Figure 6.1a depicts the average

number of players in the session through time, the allocation of players to paths



79

initially by BGP (half on each path), and the subsequent shift to another
path when Overwatch intervenes. Figure 6.1b, on its turn, shows the level of
“discomfort” experienced by each player through time, as represented by the
delayed packet events. Events coloured in red in the second plot indicate that
the latency of the packets exchanged between the player and server exceeded
the threshold. In contrast, green-coloured events show that the latency of
the packets exchanged remained below the threshold. Each line in the plot
represents the events for an individual player, organised in ascending order of
configured path latency, from bottom to top in each half of the plot.

In Figure 6.1a, it can be seen that up to 200s, 300 players join and are
allocated to paths by BGP, half on each path, A and B, but Overwatch
detects that the latency is excessive for some 20 clients and steers them from
A to B. Up to 380s, the disconnection timeout gradually kicks in for the
players with “excessive” latency, and these players disconnect. Because of how
latencies were configured (Section 6.3), disconnections happen on both paths
and regardless of Overwatch, but in a smaller proportion with Overwatch.
When comparing the dashed lines at the top and bottom, it can be seen that
Overwatch provides a 33% decrease in the number of players with excessive
latency, “bringing in” 50 additional players.

Figure 6.1b shows that without Overwatch (bottom), 150 players experience
frequent delays above the threshold, as indicated by the consistently red events.
After enduring delay above the game threshold for 180s, these 150 players
eventually disconnect from the server. In contrast, with Overwatch, some
players on the path via A benefit from lower latencies via B. After collecting
latency measurements on both paths throughout the routing period (20s),
Overwatch intervenes and shifts these players to the path via AS B, limiting

their delays.
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Figure 6.1: The impact of Overwatch on player success when latency is
excessive for some players via BGP’s best path. The server has 300 players
connected, uniformly distributed among the two paths.
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6.5 How Well Does Overwatch Respond to

Network Changes?

How many players can Overwatch “keep” in the game when network events
that trigger changes occur? Here, the aim was to illustrate how well Overwatch
can detect network changes and respond accordingly. This question was addressed
using two distinct scenarios: (i) topology with two paths, via A and B, when
a change prompts BGP to shift from a below-threshold path to an above-
threshold one; and (ii) topology with three paths, when multiple latency
changes occur. In both scenarios, the aim is to illustrate that Overwatch
can effectively detect these network changes and respond accordingly. In the
first scenario, Overwatch’s benefit should be shielding players from the adverse
effects of a BGP change. In the second scenario, Overwatch’s response should
involve moving players impacted by latency increases on the current path to
an alternate path offering under-threshold latencies for those players. The
same metrics were used as in Section 6.4 to quantify the benefit provided by

Overwatch in the event of a change in network conditions.

6.5.1 BGP Changes Egress Point

Experiments were performed with and without Overwatch to evaluate the
effect of Overwatch on the “survival” of players to the end of a session when
an event caused BGP to change its choice of path during the game session. The
topology with two paths via A and B was used in these experiments. In these
experiments, all players initially arrive at the game via a single path instead
of being distributed across paths A and B. Figure 6.2a shows the “survival”
of players on average when an event causes BGP to change its path choice.
Initially (up to 200s), all players arrive at the game being routed via B, the
egress point with lower latency. However, some players still have excessive end-
to-end latency and cannot be helped by Overwatch (they are already in B).

This illustrates again that there are cases in which Overwatch will not be able



82

to help. These players disconnect after 180s, and the corresponding drop is
seen. At 400s, a BGP event occurs, changing the preferred path from egress B
to A, the egress point with higher latency. It takes 5s for the routers to converge
and move the clients’ prefixes from the path via B to A. Without Overwatch,
the change from B to A leads to increased latency, causing 100 more players
to disconnect, leaving only 100 in the game. In contrast, Overwatch keeps
players on the path via B despite the BGP change. As a result, 100 additional
players (200 in total) can stay in the game.

The delayed event plot in Figure 6.2b illustrates the resiliency and protection
that Overwatch provides to players against the impact of the BGP change. In
the lower half of the plot, the delayed events experienced by the players without
Overwatch were observed. Immediately after BGP switches players from
path B to A, some players start experiencing delayed events and eventually
disconnect, leaving fewer players in the session till the end. In the upper half
of the plot, the delayed events experienced by the players with Overwatch are
seen. It becomes evident that these players do not suffer any adverse effects
from the BGP change, as Overwatch keeps the players on path B.

The plot in Figure 6.2c further illustrates the effectiveness of Overwatch
in mitigating the impact of BGP changes on delays experienced by players.
The solid and dashed lines represent the average count of on-time and delayed
packets for all clients through time. Initially, as players join, there is a rise in
delayed packets for both situations — with and without Overwatch, caused
by players with “excessive” latency. This trend reverses as these players
gradually disconnect. Following a BGP change that shifts players from path
B to A, a significant increase in delayed packets and a corresponding decrease
in on-time packets are observed for the packets without Overwatch. This
observed behaviour indicates that 100 players are experiencing “excessive”
latency. These affected players eventually disconnect, leaving only 100 active
until the end. Contrastingly, Overwatch maintains players on path B despite

the BGP change, thereby shielding the players from the negative impact of the



83

change, as evidenced by the stable count of on-time packets.
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Figure 6.2: The impact of Overwatch on player success when BGP updates
path choice, preferring A over B. The server has 300 players, all on the same
path.

6.5.2 Latency Changes (Three Egress Points)

To further validate Overwatch’s effectiveness in responding to multiple network
changes with multiple “feasible” path choices, the second topology with three
paths, described in Section 6.3, is now used. The 300 players are evenly
distributed across the paths through A, B and C. Figure 6.3a shows the

average number of players in the game over time with (top) and without
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Overwatch (bottom).

Players arrive initially (up to 200s), and their latency remains below the
threshold regardless of arriving via A, B, and C. Four latency changes from
350s occur (one at a time), spaced by 70s, rendering one or more paths
infeasible. Without Overwatch (bottom), a latency increase on the path via
A leads to delay-induced disconnections, reducing the player count to 200.
Although latency via path A recovers 70s later, a subsequent latency increase
on the paths through B and C' at 490s results in the disconnection of the
remaining players. By 560s, while the latencies on the paths through B and
C “recover”, no players remained in the game.

This starkly contrasts the behaviour when Overwatch is running (top of
Figure 6.3a). We observe that players’ game continuity is maintained until
the end under the same conditions. Upon the initial latency rise on the
path via A, Overwatch gradually shifts the affected players to the path via
C and refrains from reverting them post-recovery 70s later. At 490s, with the
latencies via the paths through B and C increasing beyond the threshold,
Overwatch reacts and transitions all players to the path through A, thus
preventing disconnections. Subsequent latency normalisation on the paths
through B and C' 70s later prompts a minor redistribution of players to C'
because their high RTT variation on the current path renders it infeasible
(according to the algorithm). However, all players remain in the game till the
end.

The delayed events plot in Figure 6.3b illustrates how Overwatch responds
to these changes and its impact on the delayed events experienced by the
players. Without Overwatch, the players encounter excessive delay events and
subsequently disconnect. With Overwatch, players are shifted to the best
path available at the end of their routing periods. Figure 6.3c delineates
the adaptive response of Overwatch to network changes and their impact on
the delay experienced by the packets exchanged between the players and the

server. Without Overwatch, the initial network event at 350s results in a
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discernible dip in on-time packets and a surge in delayed packets, leading
to player disconnections within 30s. In contrast, with Overwatch, there is a
temporary rise in delayed packets, but players are swiftly reallocated to a path
with feasible latency, normalising delays. The subsequent event 70s later has
no significant delay impact on players in both scenarios, unlike the third event
at 490s, where the delay increase on paths B and C' precipitates increased
“delayed” packet counts and disconnections without Overwatch. Conversely,
with Overwatch active, the system reallocates all players experiencing excessive
delays to a better path, returning the delayed packet count to negligible values.
The final event showcases Overwatch’s efficacy, as no fluctuation in on-time

packet count occurs, ensuring all players remain connected until the end.

6.6 Sensitivity Analysis

Parameter analysis. Overwatch has two key parameters. The routing
period, T, determines how frequently the control algorithm runs, potentially
leading to updates of the selected paths. The measurement period, M, defines
how often measurement packets are sent to the clients on the available paths.
The optimal combination of these parameters depends on both application
requirements (e.g., the disconnection threshold) and network conditions. There
is an apparent trade-off between responsiveness/accuracy and overheads (control
messages, processing). A shorter T gives the control algorithm more opportunities
to run and update its choice of paths for clients, so results are expected to
improve with lower values but with more considerable overhead. A routing
period exceeding the disconnection threshold (30s) implies that the control
algorithm might only update the client’s path choice after the opportunity
to prevent disconnection has elapsed, and this issue progressively worsens as
the routing period further surpasses the disconnection threshold. With the
measurement period, a shorter M provides more accuracy in measuring latency

but at the cost of extra control packets.
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Figure 6.3: The impact of Overwatch on player success when multiple latency
changes happen.

This section shows the impact of these two parameters within the context

of the motivating scenario.

6.6.1 Sensitivity Analysis Experiment Setup

The same scenario discussed in Section 6.5.2 was employed, with three egress
points with multiple delay changes. Experiments were run for combinations of
T and M, with similar metrics: the number of players who keep playing and the

maximum number of consecutive delay packets for players on average. Without
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Overwatch, clients would inevitably face disconnection in such circumstances.
Therefore, the goal is to evaluate the efficacy of various routing periods (and
measurement periods) in retaining clients in the game under those conditions.
This assessment offers guidance on selecting the appropriate routing periods

within a specified disconnection threshold.

6.6.2 Impact on Saved Players

Using the default measurement period, 1s, T" was varied between 10 and 35s.
The results are shown in Figure 6.4a. Overall, as expected, increasing the
routing period 7' initially does not have any effect on saving clients, but
eventually, performance deteriorates. Decreasing T below 20s provides no
benefits, while increasing above 20s gradually has a negative impact. The
optimal choice of T' depends on M, but for larger values of T', differences in M
can significantly affect the performance. For example, when T=30s and M =2s,
Overwatch can keep 175 clients compared to the 258 saved when T'=30s and
M=0.5s. Comparing the five curves confirms that M has a substantial impact:
Overwatch depends on having fresh latency measurements when network condi-

tions change abruptly multiple times.

6.6.3 Impact on Delayed Packets

The effects of increasing the routing and measurement periods are also noticed
in the consecutive delayed packets in Figure 6.4b. It shows that the consecutive
delayed packets remain low for small values of T" and M, with conditions
deteriorating as the measurement and routing periods increase. Depending
on the tolerance of the application to short periods of excessive latency, a
combination of a longer M and a shorter 1" can be effective, such as 2s and 10s
for M and T. Combinations like this would reduce measurement frequency
while providing the control algorithm with enough opportunities to run and
update its choice of paths for clients. To illustrate, when T is 10s, Figure 6.4b

indicates that the number of consecutive delayed packets increases by 5 from
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the shortest to the longest M, but connectivity is maintained for all clients
(Figure 6.4a). Ultimately, we observed that shorter routing periods, well below
the application threshold, minimise the consecutive delayed packets across
various measurement periods. Therefore, to minimise the level of “discomfort”
experienced by players, the optimal strategy is selecting a routing period

significantly under the application threshold regardless of measurement periods.
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Figure 6.4: Clients saved and delayed packets for the different combinations
of T & M.

6.7 Result Discussion

This chapter sought to provide evidence about the goodness and feasibility

of Overwatch by attempting to answer three questions: (i) Can a pragmatic
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latency-aware routing solution like Overwatch maximise the number of players
that communicate with a game with feasible latencies by dynamically adjusting
the server-to-clients paths? (ii) How well does Overwatch achieve this goal
under different network conditions? (iii) How does varying the main configuration
parameters affect Overwatch’s ability to achieve the stated goal of maximising
clients that communicate with the game under a predefined threshold?

Overwatch’s goodness. Based on the experiments and results collected
from the experiments, we demonstrated in an emulation environment that
Overwatch can effectively maximise the number of players connected to a
game server when there is excessive latency. When players arrive at the
game server via a path selected by BGP with excessive latency, and there
is a better, viable path for them, Overwatch can intervene and shift these
players to a path with acceptable latencies, thus preserving them in the game.
Given the slow convergence of BGP after a change which is disruptive to
real-time network applications, we demonstrated that Overwatch could shield
and safeguard game traffic flow from changes in network conditions caused
by a BGP change. Apart from control-plane induced changes, we showed
that Overwatch could respond to network conditions that are not routing-
induced by shifting game players to more viable paths in response to those
changes. We evaluated the ability of Overwatch to make these decisions when
multiple feasible path choices are available under different conditions. The
results confirmed that Overwatch judiciously changes player paths only when
there is a distinct advantage, avoiding unnecessary shifts.

Impact of operating parameters. Finally, we assessed the two crucial
parameters of Overwatch to determine their impact on its effectiveness given
a specified disconnection threshold. We found that because Overwatch uses a
weighted average of the RT'T in the algorithm, a shorter measurement period
results in more precise and efficient decisions by Overwatch because it collects
more measurement samples within a given period, thus providing a more

accurate view of network conditions. However, with a longer measurement
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period, fewer measurement samples are collected within the same given period,
thus resulting in Overwatch making a decision later than needed. Depending
on the threshold, Overwatch’s late reaction might result in clients disconnecting
because the threshold has been violated. For applications with more tolerant
thresholds, when using a more extended measurement period, it might be
more efficient to use shorter routing period durations to account for this and
get Overwatch to evaluate the paths more often.

The sensitivity analysis experiments also showed that routing periods up
to 83% of the disconnection threshold could be used, resulting in the same
efficiency level for a measurement period up to 0.75 seconds. This reduces
to 66% when the measurement period increases to 1 second and progressively

worsens.

6.7.1 Evaluation Assumptions and Limitations

Several assumptions were made regarding the game and the network configuration
in developing and evaluating Overwatch. For instance, one assumption was
configuring the players to disconnect when their latencies to the server exceeded
a maximum latency threshold. While it is widely held that game providers
have no incentive to disconnect players due to excessive latency, users typically
disconnect because of poor gaming experience. In the game emulation used
for the evaluation, the players were configured to disconnect due to excessive
latency. This setup was crucial for quantitatively assessing the impact of
excessive latency. This insight was validated by a network engineer for one
of the largest gaming company providers. The engineer also indicated that
game servers handle far more than the 300 clients used in the tests. However,
due to the limitations of the emulation environment, it was not feasible to

scale the evaluation of Overwatch to thousands of clients.



Chapter 7

Pragmatic PAR for Additional

Applications

This thesis addressed the problem of providing feasible latency to players in
multiplayer online games without significant changes to the Internet’s core.
A pragmatic, latency-aware routing system using Border Gateway Protocol
(BGP) Egress Peer Engineering (EPE) was introduced to achieve this. This
system is designed to be compatible with existing Internet protocols and
infrastructure, thus removing the need for specialised hardware or developing
new protocols.

Overwatch successfully ensures latency-aware routing by continuously monitor-
ing real-time traffic and performance. It maintains application operations
below a predetermined latency threshold, provided alternative routes are available.
This capability suggests that Overwatch’s potential applications extend well
beyond its current use, offering benefits to many networks and applications.

Section 7.1 explores the potential of extending Overwatch to function in
network environments other than game provider networks. It also details the
requirements for implementing Overwatch in these environments. Additionally,
there is an examination of how Overwatch could be adapted to accommodate
diverse algorithms and performance goals, including bandwidth optimisation,

congestion management, and secure routing paths for different applications.
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Finally, considering Overwatch’s development on Linux-based router nodes,
there is an examination into how it can be integrated with whitebox network

appliances to facilitate latency-aware routing in Section 7.3.

7.1 Application to Other Networks

We believe Overwatch, initially implemented within a gaming provider network
for latency-aware routing of game traffic, holds potential for broader applications
in other network environments. We discuss its viability in two distinct network
environments where it could be leveraged to provide latency-aware routing.

Transit networks. First, Overwatch can be deployed in transit networks
to offer latency-aware routing as a value-added service. About 46% (from the
analysis in Section 2.3.1) of stub networks with only one upstream will not
benefit from running Overwatch in their networks. However, approximately
77% of Tier-2 and Tier-3 transit providers have two or more upstream providers,
not including their peers. Therefore, for those stub networks with a single
transit upstream, their respective transit providers could integrate Overwatch
to provide both transit services and latency-aware routing.

In this scenario, the transit provider could utilise Overwatch for latency-
aware routing for all customer-originating traffic flows or limit it to specific,
predetermined destinations. The eBGP device at the transit provider’s end,
which peers with the customer, serves as the ingress headend node. This node
would be configured to redirect flows from a less optimal upstream or egress
point to a more favourable one. The flow steering subsystem is deployed at the
network’s edges, particularly at points where traffic enters the network. This
arrangement maintains a separation between the core and edge of the transit
provider network, thereby reducing its complexity.

Measurement in a transit network. In a transit network scenario,
the measurement subsystem requires re-implementation to address two pivotal

challenges in latency measurement. The first challenge involves identifying
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flows that require latency-aware routing with minimal cooperation between
the transit and customer networks. In contrast, the second pertains to the
scalable performance assessment across a substantially more extensive set of
destinations via the available paths.

Flow identification. Transit providers may employ deep-packet inspection
(DPI) appliances to identify these specific flows. However, DPI appliances
may be inadequate for reliable, stateful flow identification and matching for
connection-less services, like online games, which typically use UDP. In that
case, alternative techniques like automatic signature extraction, as exemplified
in [96], could be effectively utilised.

Enabling large-scale probing. Commodity hardware within the transit
provider’s network can be used for latency measurements for a wide range
of destinations via multiple upstreams. After identifying flows that require
latency-aware routing, their respective remote destination IP addresses are
relayed to the Overwatch controller subsystem. This controller configures
specific rules to guide the measurement traffic the measurement subsystem
generates through the available paths. Establishing a high-performance latency
measurement system is possible even without control over the end hosts in
the flow exchange. Efficient tools like gufo-ping [69], which offers a Python
API for sophisticated raw sockets manipulation, can be utilised. It enables
the simultaneous probing of over 100,000 hosts. However, this method has
limitations; ping packets may be deprioritised or dropped in network routers,
potentially affecting the accuracy of the reported Round-Trip Time (RTT)
in reflecting the end-to-end latency. Nonetheless, these measurements should
provide a sufficiently accurate representation of path performance for Overwatch
to make informed routing decisions compared to BGP.

Wide-Area Network (WAN) and enterprise network application.
Overwatch applies not only to transit networks but can also benefit large
enterprise networks with multiple WAN connections between their sites. These

networks often deploy diverse provider connections to ensure high availability
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and swift failover between their sites. Overwatch can enable these networks
to exploit all their WAN connections simultaneously. The visibility into the
performance of all connections can then be leveraged by Overwatch to dynamically

reroute specific flows via the optimal connection.

7.2 Extending Overwatch

Currently, Overwatch ensures that the latency between a group of clients and
a game server remains within a predefined threshold, provided alternate paths
are available. This section delves into the possibilities of extending Overwatch
to meet various objectives, outlining the requirements and implementation
strategies.

Ease of extension and adaptation. One of Overwatch’s key design
features is its extensibility, stemming from its reliance on stable, standardised
software, existing hardware functionalities, and deployment on commodity
hardware. This foundation simplifies the system’s extension, avoiding added
complexities. Overwatch is developed in Python, utilising the Actor model. As
described in Section 5.3, each process within the controller subsystem functions
as an independent, concurrent entity that asynchronously exchanges messages
with each other. This modular structure allows for the incremental integration
of new features and components, maintaining system stability and minimising
the need for extensive modifications to existing components. Although the
current implementation of Overwatch operates all processes on a single node,
the Actor model’s inherent modularity and flexibility enable the distribution of
these processes across multiple nodes. They can communicate asynchronously
using various inter-process communication methods, enhancing the system’s
adaptability and scalability.

Having established Overwatch’s extensibility and adaptability, three key
areas of potential expansion are considered: (i) enhancing the functionality

of the latency-aware routing algorithm for diverse applications, (ii) utilising
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Overwatch for congestion and capacity management at egress links, and (iii)
implementing secure path routing.

Extending the algorithm for latency-aware routing. Extending the
latency-aware routing algorithm is relatively straightforward. As detailed
in Section 5.3, this algorithm operates as a process within the controller
subsystem and is developed using Python. The algorithm, encapsulated as a
class within the controller code, can be easily modified to alter its behaviour.
For example, the algorithm could be adjusted to consistently direct flows along
the lowest latency path or proactively move clients to better paths when
latency rises, even if it remains below a certain threshold. Notably, such
extensions would not necessitate changes to other subsystems in Overwatch,
given the existing support from the latency measurement subsystem.

Extending Overwatch for other performance objectives. Overwatch
offers potential for capacity and congestion-aware routing by directing specific
flows through less congested egress links. This feature is particularly beneficial
for applications that are sensitive to congestion. Implementing this capability
would involve developing a congestion-aware routing algorithm to manage flow
direction and avoid congestion. A new measurement subsystem must also
be created to assess congestion levels at egress links. This could be done
passively by analysing traffic flow data gathered or streamed through services
like NetFlow [33] and IPFIX [5].

Enforcing security policies for inter-domain routing. Overwatch’s
capabilities can be expanded to facilitate secure path routing [29] or enforce
the use of validated paths [15] for traffic directed towards specific destination
prefixes. With Overwatch’s ability to steer flows to any chosen egress independently,
bypassing BGP and underlying Interior Gateway Protocol (IGP) policies, it
can be employed to enforce security policies. These policies might involve
avoiding certain upstreams or Autonomous Systems (ASes) because of security
considerations. A conceivable scenario involves a security application analysing

Overwatch’s routing tables, which compile multiple routes from various eBGP
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sources. This application could then establish predefined or dynamically updated
rules to create whitelists of routes. Based on these whitelists, it would generate
forwarding instructions to guide specific flows along the approved path to a

prefix.

7.3 Interoperable Flow Steering

In the Overwatch implementation, a Linux-SRv6 node was modified as the
BGP EPE router, responsible for steering the flows. The southbound API in
the Linux-SRv6 node was updated and modified, enabling Overwatch to alter
the dataplane state on these nodes. This sections discusses how flow steering
can be achieved using white-box appliances.

A significant obstacle in implementing flow steering arises with network
equipment that utilises closed and proprietary Network Operating Systems
(NOS) provided by manufacturers. However, more open and customisable
NOS options exist, facilitating the integration of local control logic based on
distributed IP routing and a centralised, software-defined approach. Notable
examples included Service Router (SR) Linux [126] from Nokia and Cumulus
Linux [108] from NVIDIA Cumulus Networks. These systems are stable,
supportive of open-source networking and offer well-defined interfaces for control
applications to interact with their dataplane.

These NOS can be installed on bare-metal devices and white-box appliances,
configured to use a chosen southbound API for receiving Overwatch’s forwarding
instructions and directing flows to preferred egress nodes. Devices equipped
with this NOS would serve as the headend ingress node, while other devices in
the network operate with Segment Routing over IPv6 (SRv6) extensions for
the IGP running on these devices. As such, minimal upgrades and changes to

existing equipment running closed NOS would be required to deploy Overwatch.



Chapter 8

Conclusion

8.1 Summary of Thesis

This thesis presented Overwatch, a practical solution to provide inter-domain
latency-aware routing for client-server multiplayer game applications. Latency
below a specific threshold is essential for the performance of these applications
because it affects the number of clients that can connect to a server and their
gameplay experience on the server. However, the best path concerning latency
for these clients may differ from the default path selected. This difference arises
because Border Gateway Protocol (BGP), the de facto inter-domain routing
protocol, has inherent limitations such as constrained Traffic Engineering (TE)
capabilities, a lack of multipath routing ability and an inability to dynamically
respond to changes in network conditions. These limitations render BGP
incapable of providing the latency-aware routing required for these interactive
applications out of the box. Prior works that have tried to address these
challenges have not gained widespread adoption because they either require
significant changes to the core of the Internet (by replacing BGP — an approach
that is not feasible) or specialised hardware equipment and cooperation between
networks.

An alternative approach to latency-aware routing. Overwatch offers

a different approach to address the problem. It is a routing control system
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that utilises Egress Peer Engineering (EPE) to steer flows to a different egress
independently and transparently of the underlying Interior Gateway Protocol
(IGP) and BGP policies in the network. This system uses commodity hardware
and focuses on steering traffic via the most feasible egress based on real-time
latency measurements. Importantly, Overwatch achieves its objectives whilst
ensuring compatibility with existing BGP frameworks and maintaining route
stability and safety.

Achieving pragmatic explicit routing. Latency-aware routing for
specific flows requires fine-grained forwarding instruction to achieve it. In
implementing Overwatch, we utilised a Segment Routing over IPv6 (SRv6)
dataplane that receives forwarding instructions from the controller subsystem
via a gRPC southbound API channel. In previous works, this was achieved
using specialised hardware and network fabric. This approach, however, enabled
flow steering instructions to be programmatically applied using existing protocols
and systems.

Identifying conditions for latency-aware routing. We defined a
motivating scenario involving multiplayer games to demonstrate the application
of latency-aware routing. The scenario established that the conditions in which
Overwatch can be beneficial exist by verifying the presence of multiple transit
providers in different networks. We performed latency measurements on three
major game service networks to identify the percentage of networks that could
benefit from Overwatch within a limited geographic area. Additionally, we
used the latency data gathered from measurements between networks in a
specific geographic region to the three game servers to guide the evaluation.

Evaluating Overwatch. We performed an evaluation of the Overwatch
implementation in an emulation testbed to assess the benefits of Overwatch
and the impacts of its parameters on its effectiveness. We aimed to answer
three research questions through experiments performed in the evaluation
section, thereby testing our hypothesis. The questions are: (1) Can Overwatch

ensure that the maximum number of players communicate with the server
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under a predefined latency threshold when latency on BGP’s default path is
excessive for game flows? (2) How effectively does Overwatch achieve this
objective amidst changing network conditions? (3) What is the impact of
varying the main operating parameters of Overwatch on its effectiveness?
Evaluation findings. The results of the experiments indicate that Over-
watch reduces the number of clients experiencing excessive latency when BGP’s
choice of path is sub-optimal. In scenarios where BGP shifts from a below-
threshold to an above-threshold path for all clients, the experiments show that
Overwatch keeps twice the number of players in the game compared to BGP.
In addition to improving the number of clients preserved, Overwatch shields
and isolates the clients’ flows from the disruptive effects of BGP convergence
when a BGP change occurs. The experiments demonstrated that Overwatch
can accurately respond to multiple latency-related network events. It makes
the right decisions when multiple feasible paths are available, confirming that
the control algorithm does not cause instability by shifting players to another
path without clear benefits. Furthermore, our evaluation illustrates that the
measurement period significantly impacts Overwatch’s performance and effective-
ness. Due to the weighted average applied in the Round-Trip Time (RTT)
measurements, we observed that a shorter measurement period results in a
more precise and efficient decision by Overwatch. However, as the routing
period approaches the disconnection threshold, Overwatch becomes less efficient.
Additional application of Overwatch. This work also discusses the
potential of implementing Overwatch in different networks and for other applica-
tions. Then, it outlined the necessary extensions and modifications for adapting
Overwatch to these new contexts. This work also highlighted the practical
considerations for implementing flow steering in real-world networks using

white-box equipment.
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8.2 Future Work

While Overwatch successfully achieves its primary objective, additional opportu-
nities for improvement remain. Currently, the prototype implementation does
not factor in scenarios with multiple paths available through different transit
providers or peers at an egress link. Also, the system’s network resource
utilisation could be further improved. The routing control algorithm, as it
stands, does not dynamically adjust measurement and routing period intervals
in response to changing network conditions. Incorporating such adaptability
would allow the system to tailor its network probing activities to the current
demands.

Moreover, Overwatch’s scope is confined to well-connected stub networks
and does not account for transit costs, even when an egress point via a peer
is as feasible as one via a transit. The architecture also needs enhancements
in terms of robustness, with better protection and quicker failover capabilities
in case of controller or dataplane issues or during maintenance.

The evaluation of Overwatch was in an emulated environment, limiting the
ability to test it with thousands of clients. The flow steering subsystem was
implemented using SRv6. In the future, there is potential to test Overwatch
in real network environments with actual application traffic and to examine its
scalability with a more extensive client base. Investigating adaptive sampling
methods could further optimise network resource management. Future research
should also consider Overwatch’s application in transit networks, including
how it manages transit costs. Additionally, exploring the utilisation of multiple
paths from different providers at a single egress link and adapting this for
various dataplanes would be valuable. Lastly, enhancing the architecture with
a collaborative, multi-controller setup could significantly improve resilience

and speed up failure recovery.
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Appendix A

Latency Measurement Message

Schema

syntax = "proto3d”;

package perfmon;

message ExitNode {
string name = 1;
string address = 2;
float delay = 3;
float estDelay = 4;

float loss = b5;

float devDelay = 6;

// Performance message to PARMetricsModule containing
// measurements via the available ExitNodes to a

// destination

message PerformanceMsg {

repeated ExitNode node = 1;




126

// Message to PARMetricsModule containing
// measurements via available ExitNodes
message DstMsmMsg {

string DstAddr = 1;

repeated ExitNode node = 2;

// Send multiple destinations in one message
message DstMsmMsgs {

repeated DstMsmMsg dstMsm = 1;

// Client destinations to perform measurements
message Destinations {

repeated string address = 1;

// RTT Measurements for each destination
message DstRTT {
string address = 1;

repeated float rtt = 2;

// RTT measurements messages for a set destinations
message DstRTTMsgs {

repeated DstRTT dstrtt = 1;
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// RTT Measurements for each client
message ClientRTT {

string address = 1;

float ertt = 2;

float rtt = 3;

float drtt = 4;

// RTT measurements messages for a set
message CIRTTMsgs {

repeated ClientRTT cl_rtt = 1;

destinations
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