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Definition

*a technology tha
data into ciphers(j 3
ensuring its confidentiz
authenticity
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States of dats
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*Data at rest ‘é ¢
*Data in motion cc

*Datainuse  proce



Types of da. .
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* Content data

* Traffic data and
* Subscriber inigrma Te
* Access informatio
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Export contrc

e Dual-use

*Licensing requwe ne l

* Encryption as technc '
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Substa ntive

*Crime of misuse .
*Encryption techn
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Criminal procedure laws )

* Lawful access to encrypted data
* Search and seizure (stored data, content data)

*Reasonable provision of necessary

A Y
information (access information) f
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Criminal procedure laws !

* Surveillance (communications, content data,

traffic data and metadata)

* Requirement of technical assistance |
(communications, traffic data and metaddta)

» Production order (subscriber information)
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Human righ.

*Right against unree
including surveillag

* Privilege against self-
* Freedom of expresgi
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Information security and data )

protection laws u

* Data protection (Privacy Act 2020)
* Industry-specific regulation (e.g., privacy
codes)

* Government information security standarHs
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Fundamental prmmplel and
values

Data protection
nformation security

| aw enforcement and
awful access

National security and
oublic safety

Privacy

Right against self-
Incrimination

\
|
* Right against
unreasonable search
and seizure

*Right to property

 Secrecy of
correspondence

e Trust }



Ranking of principles

Ranking compared

verall

Top tier

Privacy

Data protection
Information security
Trust

National security &
public safety

Right to p

Second tier

Secrecy of correspondence

Law enforcement &
lawful as

Right vs. unreasonable
search & s

Right vs. s
incrimina
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Conclusion

* Technical, Iegal‘a

* All three need to
regulation
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