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Foreword

We are delighted to welcome you to the 2018 Cyber Forensic and Security International
Conference in the Kingdom of Tonga. These conferences have been running since 2004 to bring
like-minded people together to evaluate Governance, Risk, and Compliance (GRC) issues of the
day, and to solidify International networking for improved public and professional practice. We
have accepted 28 peer reviewed papers) from 22 different nations and present four keynote
addresses from esteemed International speakers. The theme of the conference is “Better Protection
for Stronger Communities”, which has been chosen to reflect the impact and social value of
effective security systems. The Pacific — as with everywhere — is open to cyber-attack and the
negative social and economic disadvantages it brings. It is time a stronger effort is made to educate

and train effective defences for safer, stronger and more resilient communities.

The conference would not have been possible without the sponsorship of Christ’s
University in Pacific. Also the many business sponsors, and the tireless work of the Research
Institute Manager, Siaosi (George) Maeakafa, to make the event possible. The Rev Dr Liufau
Saulala, the Vice Chancellor of Christ’s University in Pacific permitted the hosting and has
marshalled an army of University support personnel and members of the Tokaikolo Christian
Church to facilitate the conference services and warm welcome. He is acknowledged in
appreciation and the Conference Organising Committee communicate their gratitude. The peer
reviewers of the conference papers are also thanked for their reviews and wise advice. There are
many other people, such as Bryce Coad, who has provided generous technical support and

assistance with the publication, whom have all made this event successful.

The Conference Proceeding is structured to communicate the published content of the
event. The first section presents the keynote addresses, and the second the short papers. Each
paper has received two independent reviews by experts and the authors asked to respond to the
comments. In the second section the long papers are presented in three sub-sections representing
the three topic streams: Assurance, Forensics, and Security. In the first section the keynote
presentations address the conference theme of “Better Protection for Stronger Communities”, by
reviewing Tonga’s digital security preparation, maritime digital safety, E-Government security,
and how to discover evidence in common Windows environments. These four divergent addresses

make a strong statement regarding the scope of community preparedness for digital resilience.

In the second section five topical papers are presented on E-Government, the latest

techniques in evidence recovery, Pacific cybersecurity co-operation, malware detection and a

tradition digital security defence. Each of these topics are relevant and helpful in understanding
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current challenges, and what is useful from past perspectives. The third section is more diverse
and divided into three themes. The Assurance theme captures provisions made to provide
confidence in the digital services and their contexts. The first paper concerns fraud detection, the
second security controls for E-Government, the forth E-Government implementation, and the fifth
Cloud services evaluation and assurance. The third paper is interesting. It addresses the cost
problem of implementing controls and provides an automated solution. The sixth paper is also

edge cutting: blockchain application to health services in Papua New Guinea.

The last two sub-sections of the long papers take the topics of forensics and security and
elaborate different perspectives on the theme “Better Protection for Stronger Communities”. The
forensic papers concern investigation techniques, tools, big data, traceback; and, interestingly the
role of the digital forensic Lab manager. The final paper of the sub-section raises a challenging
problem — evidence collection in Augmented Reality (AR) and the potential legal liabilities. The
final sub-section addresses security from the perspectives of Law Enforcement, critical infra-
structures, and a raft of contexts that include: IoT, Wireless, Cloud, WBNs, Medical, and Tongan

organisations.

The full schedule of events is available in the timetable published online and in the
conference folder. This includes rooms, maps and scheduled times for presentations, events and
transport. Many of these things will be updated on a daily basis to assure the smooth running of

the program.

Enjoy your time with us, and be free to ask for help!

Prof Brian Cusack

Chair Organising Committee

brian.cusack(@aut.ac.nz
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