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Abstract

Currently data compression and encryption are carried out as two separate activities. A
simpler communication system would result if these two activities could be combined. The
security properties of lossless data compression techniques are investigated. It is argued
that compression is necessary for security but demonstrated that current compression tech-
niques are not sufficient. Both coding techniques (arithmetic coding and Huffman coding)
and modelling techniques (splaying, Ziv-Lempel, and prediction by partial matching—
PPM) are examined. It is shown that all these systems have significant security flaws.
Explicit attacks are given and descriptions of algorithms to automate the attacks are pro-
vided. Chosen plaintext attacks are given for Huffman coding, PPM, and splaying. Known
plaintext attacks are given for arithmetic coding, splaying and Ziv-Lempel compressors.
A ciphertext only attack is given for the Ziv-Lempel compressors. These results are used
to highlight why better models of natural languages have important applications in cryp-
tology. In particular, it is explained how a better model of a source leads naturally to
increased resistance from dictionary and ciphertext only attacks.

Some of the attacks presented involve novel methods not previously reported in the
literature. In particular, it is shown how a backtracking search can be used for known
and chosen plaintext attacks against fixed to variable length binary encoders (Huffman
coding and splaying). It is shown how a good model of the source (a PPM model) can be
used in an automatic ciphertext only attack against simple substitution ciphers and Ziv-
Lempel compressors. The attack against simple substitution ciphers is at least comparable
to previously published automated approaches. In some cases analytical or asymptotic
results concerning the complexity of the attacks are given. It appears that compression
leads naturally to increased ciphertext only resistance, but current compressors contain

no operations likely to thwart known or chosen plaintext attacks.
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Chapter 1

Looking After Information

Very few people in modern society live a day without using some electronic communication
network: the banking system (automatic teller machines, electronic funds transfer, point
of sale transactions), the telephone system, electronic mail, the World Wide Web, or cable
television. The distinction between all these systems is becoming blurred with time, and
it is not unusual to be able to access a service from any one of these sources. In the
future we can look forward to widespread use of smart cards and digital cash, as well as
additional network services. For the success of these global systems it is important that
privacy and integrity of information be maintained. The broad subject dealing with these
security issues is called cryptology.

In the past, cryptology was considered by many to be a mystical activity, much like
alchemy, astrology, dowsing, and exorcism. Until recently it was practised only by heads of
state, religious leaders, lovers, spies, and of course the military. Indeed most of the major
advances in cryptology have been made in times of war. The importance of cryptology
to the military is the principle reason for the cloud of censorship which still hangs over
the field. Even today many countries, including the United States and France, retain
Draconian laws designed to prevent the dissemination of cryptologic research and security

products.

Only since World War II, with the advent of computers and global communication net-
works, has open research on cryptology been carried out. Cryptology has now entered the
commercial sector where it is used to maintain the integrity of modern financial systems,
to keep commercially sensitive information confidential, and for authentication of digital
information. In parallel there has been increased public awareness of privacy issues; many
countries, including New Zealand [NZPSA93], now have legislation to protect aspects of

an individual’s privacy.

Communication systems are often vulnerable to eavesdropping and active attacks be-
cause they extend outside the jurisdiction of their users, do not always have a clearly
defined owner, cover wide physical areas, are unnervingly complex, and often carry sen-

sitive information. With many networks it is possible for someone to connect in at any



point and read, delete, modify, or insert information. Different types of network have
different security risks. Many wire and optic based networks are specifically designed to
make it easy for someone to connect onto the network at any point. For a microwave
based network, it is nearly impossible for an attacker to delete or modify a message, but
eavesdropping is very easy, and with a little more effort, so is inserting extra messages. In
contrast, it is much harder to eavesdrop on a wire-based network since a physical connec-
tion to the network is required. However, once such a connection is established it is often
all too easy to delete, modify, and insert messages.

Storage systems are also vulnerable. Even though they are easier for authorities to
control, data tends to reside on storage systems for long periods of time, giving unau-
thorized personnel more time to attempt access to the information. Encryption alone is
insufficient to guarantee security, since even though a thief might be unable to read the
information on a stolen disk, it may be the only copy in existence, and hence could be
used to extort money from its owners. Many other threats of this type exist. Ander-
son [And94] discusses how several automatic teller machine systems have been attacked.
These attacks range from the outrageous on the thieves’ part to downright stupidity on
the banks part. For instance, one organized crime ring set up an entire branch of a bank
complete with money machines, which they used to obtain account numbers and the cor-
responding personal identification numbers. In another case, the operations manual for a
particular bank’s money machines contained a fourteen digit number which would cause
the machine to emit cash without a card (supposedly, to be used for testing the machine).
Yet the bank concerned was surprised when money mysteriously started disappearing out
of the machine.

Despite the exponential increases in the amount of network bandwidth available for
the communication of digital information, the demand for faster and bigger links has not
diminished, nor is it likely to in the near future. It is therefore hardly surprising that
the benefits of data compression are widely recognized. As noted by Bell, Cleary, and
Witten [BCW90], evidence suggests that users are always interested in achieving a two or
threefold increase in capacity at no cost.

Data compression initially consisted of a number of ad hoc techniques, but in the
last twenty years powerful and universal techniques have been developed. Many digi-
tal communications are now routinely compressed before transmission and decompressed

at the receiver. Often this is actually faster than sending the original uncompressed
data [WNC87).

The techniques discussed in this thesis are primarily about compressing and securing
information flowing over a communication network, but are equally applicable to the stor-
age of information. Security issues involved in actual processing of information or physical
security issues like preventing disk theft are not considered. Likewise, some security issues,

such as key management and detection of replay attacks, must be considered at a level
above the techniques presented here.



1.1 The Thesis

It has been recognized that directly encrypting redundant sources leads to weaknesses;
in particular, encrypting redundant sources (such as English text) leads to dictionary
attacks [Luc88, Wil94]. Compression removes redundancy from a source and therefore is
one way to protect a cryptosystem against this type of attack.

In this thesis the converse proposition that data compression techniques can be used to
provide security is investigated. If this were to prove true it would be a useful and practical
result as the two currently separate activities of compression and encryption could be
combined, resulting in a simpler and faster communication system. Unfortunately, proving
security is a very tricky business. Proofs are only available for a few algorithms, and then
only by making (reasonable) assumptions about the computational difficulty of certain
problems.

We fail to uphold the thesis; all of our results show significant security flaws in the
data compression schemes investigated. Cursory examination of many data compressors
hinted at reasonable security. However, every system closely examined was found to have
weaknesses. In many instances various ways of strengthening the security of the compressor
are apparent, but such embellishments would likely detract from the overall goal of having a
simpler communication system. Further, most enhancements while of obvious cryptologic
origin do nothing to increase the security of the compressor itself. This is made clear
by noting that the security benefits of the enhancement can be considered or argued for
independently of the compressor. The more useful enhancements are complex enough that
one is better off continuing to use a well-understood cryptosystem.

Several contributions are made in the thesis. Considerable negative evidence for the
proposition is presented, to the point where the proposition is no longer tenable. This evi-
dence consists primarily of a variety of different attacks on several different cryptosystems.
The methods of attack themselves represent another contribution. In particular, both the
backtracking strategies (used in Chapter 6) and the use of compression models to break
cryptosystems (used in Chapter 7 and 8) represent novel kinds of attack. These methods
are general enough that they should find application against other cryptosystems. The
importance of having a good model of the source being transmitted is highlighted.

1.2 Extended Summary

It is argued that compression is necessary for security but demonstrated that current com-
pression techniques are not sufficient. Both coding techniques and modelling techniques
are examined. It is shown that arithmetic coding, Huffman coding, splaying, Ziv-Lempel
compression, and prediction by partial matching all have significant security flaws. Ex-
plicit attacks are given and descriptions of algorithms to automate the attacks are provided.
These arguments and results are developed in the following way.



In Chapter 2 classical and modern cryptology are reviewed. Classical systems are
discussed primarily so that various kinds of attack can be introduced. This is followed by a
discussion of practical modern systems applicable to electronic communication. Directions

of current research in general cryptology are examined.

Chapter 3 introduces data compression and relevant information theory. Several mod-
ern data compression techniques are reviewed and explained. The distinction between the
compression model and the coder is highlighted. Elementary security considerations are

mentioned.

Chapter 4 deals with ciphertext only attacks against compressed files. The results
are primarily empirical and serve mainly to indicate that compressors are not as good at
removing redundancy as expected. Various statistical tests of randomness are applied and
the results indicate that some compressors, in particular those based on Ziv-Lempel coding,

do not result in random outputs, which is the expected output of a perfect compressor.

The security of arithmetic coding is discussed in Chapter 5. The results show that a
static arithmetic coder is insecure, and that arithmetic coding is equivalent to the subset

sum problem. These results imply that most security must come from the model.

Chapter 6 presents the first complete cryptanalysis of a compression system, the splay
tree compression algorithm of Jones [Jon88]. A simple known plaintext attack is presented
and is shown to run in linear time for certain sequences. The attack is also shown to be

applicable to Huffman coding.

Chapter 7 discusses the security of prediction by partial matching (PPM). The results
of Bergen [BH92, BH93| are reviewed and extended in several ways. It is also shown how
the PPM data compressor can be used to break simple substitution ciphers.

Chapter 8 details attacks against the Ziv-Lempel family of cryptosystems. Analytic
results are derived for a known plaintext attack. The PPM attack against simple substitu-
tions is extended to a ciphertext only attack against Ziv-Lempel coding. The importance
of having good models is emphasized since these attacks are possible because the attacker
has a better model of the source than the compressor.

Chapter 9 collects the results together and their overall significance with relation to
the thesis is considered. Directions for further research are included.

1.3 Comments on Jargon and Notation

Like any specialized subjects, data compression and cryptology come with their own special
jargon. The terminology used in this thesis is a mixture from the two subjects, although
we probably draw more heavily on the jargon of cryptology than that of data compression.
An attempt has been made to keep our terminology as generic as possible. For example, by
using the term ‘encoders’ rather than encrypters or compressors. Most of the terminology
used is defined in Chapters 2 and 3.



The mathematical notation used in the thesis follows standard conventions but is
included here for completeness.

If S is a set then |S| denotes the cardinality of the set S. We use |z| to denote the
floor function of z and [z] to denote the ceiling function, lgz for log, z, B to denote a
binary alphabet {0,1}, Z to denote the set of integers, Z* to denote the set of positive
integers, N = Z%* to denote the set of nonnegative integers, and R to denote the set of real
numbers. Bitwise exclusive-or is represented by @ and bitwise equivalence by =. Pr, Var,
and E are used to denote probabilities, variances, and expectations, respectively. The
greatest common divisor of two integers is denoted by gcd and the least common multiple
by lem.

On occasion order notation is used. The relevant definition is included below. Details
regarding order notations can be found in standard texts dealing with algorithms [BB88,
CLR90, Knu69, Sed88|.

DEFINITION 1.1: We say that f is big oh of g, written f = O(g), if there exist constants
c and np such that f(n) < cg(n) for all n > n;.

Some common complexity classes are also referred to. Let P denote the set of problems
solvable in polynomial time on a standard Turing machine; and NP (nondeterministic
polynomial) denote the set of problems whose solutions can be checked in polynomial
time. It is known that P C NP [Pap94]|. The reverse inclusion is widely believed to be
false. Finally, NP-complete denotes the set of problems polynomially equivalent to three-
satisfiability [GJ79]. The NP-complete problems represent the hardest problems in NP
and have no known polynomial time algorithms. However, if a polynomial time algorithm
was found for any one of these problems then all of them could be solved in polynomial
time. Detailed explanations of these complexity classes are given in [GJ79, Pap94].

When a sequence consists of symbols drawn from an alphabet S we may write s =
8081 - Sn—1 Where s; € S and n is the length of the sequence. Further, we write s € S*
and |s| = n. When the length is clear from the context, or is not important, the superscript
is omitted and we write s. The empty string is denoted by A. To show concatenation the
strings are simply written one after the other. By a™ we mean symbol a repeated n times.
The symbol ]] is used in a manner analogous to the [] used for products; thus

n
Hai = a1a2 " Aan.
=1

If S is a binary sequence then S denotes the complement of S; for example if S = 0110111
then S = 1001000. The symbol ., is used to denote a space, and « is used to denote a

carriage return.

Some of the experiments discussed are applied to the Calgary Corpus [BCW90]. This
corpus contains fourteen files as detailed in Figure 1.1. In addition The Hobbit [Tol66]
was used and dubbed book3.



Title Bytes | Brief description

bib 111261 | ASCII text, bibliography

bookl | 768771 | ASCII text, Thomas Hardy’s Far from the Madding Crowd
book2 | 610856 | ASCII text, Ian Witten’s Principles of Computer Speech
geo 102400 | 32-bit numbers, seismic data

news 377109 | ASCII text, usenet news

objl 21504 | VAX executable

obj2 246814 | Apple Macintosh executable

paperl | 53161 | ASCII text, technical paper

paper2 | 82199 | ASCII text, technical paper

pic 513216 | CCITT facsimile test image

progc 39611 | C source code

progl 71646 | Lisp source code

progp 49379 | Pascal source code

trans 93695 | EMACS terminal session transcript

Figure 1.1: The Calgary Corpus.




Chapter 2
Introduction to Cryptology

The subject of cryptology is the study of security, and can be further subdivided into
two main branches. Cryptography is the design and provision of security systems and
cryptanalysis is the breaking of such systems.

In this chapter various cryptosystems, some secure but most insecure are reviewed.
They serve to demonstrate the large number of techniques used by cryptographers and
the equally large repertoire of attacks available to the cryptanalyst.

Section 2.1 introduces the terminology needed in the remainder of the chapter. Modern
cryptology has many aspects other than encryption, and although this thesis is primarily
concerned with encryption, other activities are reviewed in Section 2.2. Generic attacks are
discussed in Section 2.3. This leads, in Section 2.4, to the presentation of various classical
cryptosystems which serve mainly to identify the kinds of weaknesses that have been
exploited in the past. In particular, the dangers of using a redundant source is highlighted
in various ways. Section 2.5 discusses modern cryptosystems. These systems are believed
to be reasonably secure but cryptanalysis is given where appropriate. Section 2.5 also
serves to introduce public-key cryptosystems and the possibility of cryptography based on

quantum mechanics. A brief summary is given in Section 2.6.

2.1 Special Terminology

Later, communication systems involving both data compression and encryption will be
examined and the terminology used reflects our aims. Figure 2.1 depicts the relevant
operations and information flows.

The combined operation of compressing and encrypting information is called encoding
and the combined operation of decompression and decrypting is called decoding. The
plaintext (or message) is the data prior to encoding. The output of encoding is called
the ciphertext. Decoding the ciphertext restores the plaintext. The plaintext can be
any digital data; it might already be compressed or encrypted. The encoder is a set of



Encryption Key Decryption Key
Compression Insecure Channel Decompression
: and > and —>
Plaintext Encryption Ciphertext Decryption Plaintext
(Encoding) (Decoding)

Figure 2.1: A communication system using both data compression and data encryption
techniques.

functions which map plaintexts to ciphertexts. A particular encoding function is selected
by the encryption key. The encoding operation is denoted by C = Ej,(M) where M
is the plaintext, C is the ciphertext, ko is the encryption key, and Ej, is the encoding
function. For each encoding function there exists an inverse encoding function called the
decoding function, which uses the decryption key, ki1 to reverse the effect of the encoding
function; thus Dy, (C) = M and Dy, = Ek“ol. Collectively, the decoding functions form
the decoder. The design of encoders and decoders is called cryptography, the attempted
breaking of encoders and decoders is called cryptanalysis. Jointly, these activities are
called cryptology.

In many systems the encryption and decryption keys are the same, ky = k1. Such
systems are called symmetric, and in such a system it makes sense to talk about the
key k = ko = ki; otherwise the system is asymmetric. The Data Encryption Standard
(DES) [NBS77] is a well-known example of a symmetric system. Public-key cryptosys-
tems [DH76b| are examples of asymmetric systems.

The security offered by any encoder is dependent only on the keys kg and kj; it is
assumed that an attacker is aware of the mechanisms of the encoder and decoder. This

makes sense because changing keys is much simpler than changing the entire system.

The set of possible keys is called the key space, the set of possible messages the message
space, and the set of possible ciphertexts the ciphertext space. For many systems, two
or all of these spaces are the same. The key space should be large enough so as to make it
infeasible for an attacker to try every possible key in a reasonable amount of time. Often
binary or textual spaces will be used, but all the techniques discussed are sufficiently
general to be applicable to any data with a digital representation.

Modern electronic communication employs many more symbols than the twenty-six
capital letters typically used in classical systems. Most computers use the American Stan-
dard Code for Information Interchange (ASCII) alphabet. The ASCII alphabet contains
both upper and lowercase letters, digits, various punctuation and mathematical symbols,
a space symbol, and several nonprinting codes used for formatting and other special pur-



poses.

When using a communication network, it is normal to encode incrementally. This
poses some restrictions on the type of encoders and decoders which can be used. In
extreme cases a message may have to be encoded bit by bit, but it is more common for
the system to operate on a symbol-by-symbol basis. Operating systems often provide
automatic buffering to networks so that practical encoders and decoders can work with
multiple symbols at once if necessary.

A somewhat arbitrary distinction is drawn between a block encoder and a stream
encoder. A stream encoder operates on a symbol-by-symbol basis and a block encoder
operates on several symbols at once.

A typical block encoder takes a n-bit message and produces a n-bit ciphertext; that is,
the 2™ possible messages get mapped onto 2™ possible ciphertexts. Effectively this is just
a permutation chosen by the key out of (2™)! possible permutations. However, since the
cardinality of the key space is typically less than (2™)!, not every permutation is possible.
If the encoder also performs compression then the output ciphertext could be shorter or
longer than the plaintext.

In cryptology no attempt is made to hide the existence of a message, the security
comes from the key and encoder. Another activity, steganography, offers security by
trying to hide the existence of a message, for example, by writing in invisible ink, or by
hiding the message in a picture. Steganographic techniques are used in modern digital
systems to mark documents in hidden ways so that illicit copying and dissemination can be
traced [BLMG94, Max94, KZ95]. There also exist programs to hide a message in common
picture file formats. Figure 2.2 is an example of a steganographic message.!

2.2 Cryptologic Activities

Originally, cryptology involved only the encryption of messages so that they could be
transmitted or stored securely; but modern cryptology has protocols for many security
issues. The formal protocols for these activities are often quite complicated, although
many are based on relatively simple concepts. For example, the technique of cut and
choose frequently used by children (and sometimes adults) to divide anything fairly is
found in some protocols. Many of these protocols do for the electronic world what has
been possible, and in many cases trivial, in the paper world. The following list of activities
represents current area of research in cryptology. Protocols for the activities are discussed
more fully in [Sch94].

e Anonymous Message Broadcast: A protocol invented to solve the Dining Cryp-
tographers Problem [Cha88]:

!Reproduced from [DP84] by permission of John Wiley & Sons Ltd.
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Figure 2.2: Example of steganography. Here a binary message is hidden in a plant like
picture. Starting with the stem the message can be read off in a clockwise direction to
give 1001 0011 0010 1001 1100 0011 0000 0111 0010 1101 1010 0010 0011 1100 0110.

Three cryptographers are sitting down to dinner at their favourite
three-star restaurant. Their waiter informs them that arrangements have
been made with the maitre d’hotel for the bill to be paid anonymously.
One of the cryptographers might be paying for the dinner, or it might have
been the NSA [National Security Agency]. The three cryptographers re-
spect each other’s right to make an anonymous payment, but they wonder
if the NSA is paying.

The problem is solved in the following way:

Each cryptographer flips an unbiased coin behind his menu, between
him and the cryptographer to his right, so that only the two of them can see
the outcome. Each cryptographer then states aloud whether the two coins
he can see—the one he flipped and the one his left-hand neighbour flipped-
fell on the same side or on different sides. If one of the cryptographers
is the payer he states the opposite of what he sees. An odd number of
differences uttered at the table indicates that a cryptographer is paying;
an even number of differences indicates that NSA is paying (assuming
that the dinner was paid for only once). Yet, if a cryptographer is paying,
neither of the other two learns anything from the utterances about which
cryptographer it is.

e Authentication: Modern cryptology also deals with access control for computers,
automatic teller machines, and so on, and the specification of password algorithms.
Passwords themselves are no longer stored, instead the image of the password under
a one-way function is stored. This is an important application of cryptology because
current password methods are not particularly good. For example, there exists
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programs that will crack about 21% of the passwords on an average UNIX system
in a week [Kle90] (see [Sch94] for a survey).

Bit Commitment: Bit commitment is the prediction of or commitment to a bit which
is not revealed until a later time. The bit cannot be changed in the intervening time.
Bit commitment protocols allow coins to be flipped and poker to be played over the
telephone [Blu82, GM82].

Computing with Encrypted Data (Hiding information from an oracle): In these
protocols a user can have a function evaluated at x by someone else such that the
other person does not learn the value of . Currently this is only possible for a few
functions [AFK89].

Digital Money: Credit cards and point-of-sale cards are useful but have their lim-
itations. In particular they always leave an audit trail. Many people feel the need
to be able to exchange money without a trace. Digital money protocols allow such
transfers and provide for the detection of counterfeit money [Cha85, CFM90, Hay90].

Digital Signatures: Digital signatures are a major part of modern cryptology. Pro-
tocols for digital signatures provide the digital equivalent of a handwritten signature.
To be useful a signature needs to be unforgeable, unalterable, nonreuseable, and non-
repudiable. Various protocols achieve these goals to differing degrees. Extensions to
the basic digital signature include undeniable digital signatures [CA90|, fail-stop
digital signatures [PW90], and group signatures [Cha91].

Key Exchange: Prior to secure communication the sender and receiver must agree
on a key to use during communication. Traditionally this was a particularly thorny
problem, and the key was assumed to be transported by a secure channel, usually
a trusted courier. Preparation for communication in advance of the actual commu-
nication was required; so it was necessary to know in advance who you were going
to communicate with. Further, this always begged the question of why the secure
channel couldn’t be used for all messages. The invention of public-key cryptography
made it possible for two strangers to agree on a key for future communication over
an insecure channel in such a way that no one else learned the value of the key
(see [Sch94] for a survey).

Multiparty Computation: These protocols allow the value of a function to be cal-
culated with unknown inputs [Sal90]. It can solve problems like enabling a group
of people to determine their average salary without anyone learning the salary of
anyone else. It can allow two people to decide who is older without either age being
revealed.

Oblivious Transfer: This protocol is used when two possible messages exist (say
one meaningful and one nonsense). The recipient is guaranteed of receiving exactly
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one of them and the sender cannot tell which message was received [Kil90]. This
can be used when you wish to send someone only half the bits of a certain number
(for example, to help someone factor a large number but to not actually reveal the
factor).

Random Sequence Generation: Generating unpredictable random sequences is ac-
tually a very interesting and challenging problem. Several methods exist for pro-
ducing sequences with certain statistical properties [Knu81, Gol67, BBS86, BP82].
However, many of the these methods are simple rules and although the sequences
show ‘statistical randomness’, they are predictable and are not suitable for use in
cryptology. Many cryptologic protocols require long sequences of unpredictable
(pseudo)random bits and considerable research has gone into producing such se-
quences. Powerful tests of randomness have been formulated. Randomness is con-
sidered in more detail in Chapter 4.

Secret Sharing: Secret sharing allows a message to be divided up amongst a num-
ber of agents so that no single agent can reconstruct the message [Bla79, Sha79b].
Various schemes exist depending on the number of agents and the number needed to

reconstruct the message. In the case of just two agents this is called secret splitting.

Secure Elections: Before computers can be used in general elections it must be
proven that the protocols prevent cheating and maintain the privacy of the voters.
In the ideal case only authorized voters can vote, they can only vote once, individual
votes remain secret, and nobody can change anybody else’s vote. A multitude of pro-
tocols satisfying these conditions to differing degrees have been proposed (see [Sch94]
for a survey).

Simultaneous Contract Signing: Two people have agreed to a contract but neither
wishes to be the first to sign. Traditionally this is solved by having the contract
signed simultaneously in a face-to-face environment or by using a third person to
arbitrate. Electronically this problem can be solved by having the parties sign the
contract incrementally. Essentially each party signs the contract with probability
p, as the protocol progresses p tends towards 1 until, when p = 1, both parties are
fully committed to the contract. A modification to simultaneous contract signing
allows ‘registered mail’ to be sent electronically. In this protocol, called digital
certified mail [Dif77], the recipient must return a receipt for the mail. The protocol
is fair in that the message cannot be read nor receipt confirmed until both are

received. The protocol can be generalized to enable the simultaneous exchange of
secrets [EGLS85].

Subliminal Channels: The notion of a subliminal channel is the idea of communi-
cating a secret message using a seemingly innocuous message [Sim84, Sim85]; and is
therefore associated with steganography. A simple example of a subliminal channel
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is the number of words in a sentence. Better subliminal channels include a key. The
subliminal channel can also be used to mark documents in particular ways which if
necessary can be revealed at a later date. Subliminal channels are often found in
digital signature schemes; although there exist digital signature schemes which have
been proven to be free of subliminal channels [Des90].

e Timestamping: This is like digital signatures but concerned with dates rather than
personal signatures [HS91].

e Zero-Knowledge Proofs: This is a collection of several different techniques for con-
vincing someone that you know a piece of information without actually revealing
any of the information [GMW86, GMR89, BCD88].

2.3 Attacks Against Cryptosystems

When breaking a system the attacker can be interested in obtaining the plaintext for a
given ciphertext or in finding the key used to create the ciphertext. In general, finding
the key is the more rewarding activity since a key may have been used to encode several

messages.

As mentioned earlier it is usual to assume that an attacker has full knowledge of the
algorithm in use. Such knowledge may be obtained by reading the appropriate literature,
reverse engineering, theft, and so on. However, the ability of the attacker may be limited
in other ways which are independent of the algorithm. For example, the attacker may
have limited computational ability (so as to be unable to perform exhaustive key searches
in reasonable time), or may only be able to intercept and not transmit messages. These

restrictions are used to classify various kinds of attack.

e Exhaustive search. In this attack the cryptanalyst tries decoding ciphertext with
each possible key in turn. The difficulty of the attack is proportional to the size of
the key space, thus a large key space can make this attack infeasible. Immunity to

the attack is also possible if multiple decryptions correspond to meaningful messages.

e Ciphertext only attack. The attacker has some ciphertext from which the plaintext
or key is to be obtained. The difficulty of this task is dependent on the length of
the ciphertext available and the redundancy present in the ciphertext. If there is
no redundancy in the ciphertext then this class of attack will yield no information
about the plaintext (other than its length). Attacks of this class make heavy use
of statistics (about the source language) and often involve guessing likely pieces of
plaintext.

e Known plaintext attack. In this case some of the guessing in the ciphertext only

attack is removed because the attacker has some plaintext known to correspond to
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intercepted ciphertext. For many classical systems this extra information allows
the key to be trivially determined. Obtaining this extra information is much easier
than one might expect—many such instances occurred during and prior to World
War II [Kah66]. These attacks vary from a portion of plaintext known to occur
somewhere in the ciphertext to knowing the exact correspondence between some
plaintext and ciphertext.

e Chosen plaintext attack. In this case the attacker is able to choose messages to
be encoded. This enables the attacker to choose particular plaintext which might
increase the chance of determining the key. In the more powerful adaptive chosen
plaintext attack, a number of such messages may be encoded with each new message
dependent on all previous chosen-plaintexts.

e Chosen ciphertext attack. In this attack, the cryptanalyst can choose different ci-
phertexts to be decrypted and obtain the resulting plaintext. This attack is used only
when the attacker wishes to determine the key being used. Public-key cryptosystems
are often susceptible to this attack.

e Chosen key attack (related-key cryptanalysis). An attack where the cryptanalyst
knows the key in advance [Bih92]. It is used to investigate the effect of different keys
on the same message during the design of a cryptosystem. Ideally flipping one bit
of the key should result in roughly half the bits of the ciphertext being flipped.

A passive attack against a system is merely an attempt to read what is being trans-
mitted or stored. The more ominous active attack is when an effort is made to insert,

delete, modify, or replay messages.

When assessing the security of modern systems it is usual to assume that a known
plaintext attack is possible, and in most cases that a chosen plaintext attack is also possible.
Security is always a matter of degree and the importance of the message to be transmitted
will dictate the precautions to be taken. The strength of a cipher is a negative quality in
that security depends on the inability of cryptanalysts to find a feasible way of breaking
it. One day it may be possible to use complexity theory to prove the difficulty of breaking
ciphers, but this is not currently possible. Currently, the best one can do is to show that
breaking a cryptosystem is equivalent to solving certain computational problems generally
agreed to have no polynomial-time solution. Such problems include factoring integers,
extracting discrete logarithms, and the various NP-complete problems. Strictly speaking,
showing equivalence to a NP-complete problem should only be a preliminary step. The
subtlety is that security requires the vast majority of problem instances be hard, but often
NP-complete problems have large subclasses for which fast algorithms exist. An example
of this occurs in Chapter 5.
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2.4 Classical Cryptosystems

This section gives several examples of older cryptosystems but is in no way meant to be
exhaustive. The examples are used to illustrate the various types of encoder possible and
the attacks which can break them. Kahn [Kah66] gives a detailed and entertaining history
of cryptology and cryptosystems up to and including World War II. Analysis of these
systems is also given by Denning [Den82].

2.4.1 Simple Substitution

In a simple substitution each symbol of the alphabet is replaced by another predetermined
letter of the alphabet. Using the substitution:

Plaintext symbol: ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Ciphertext symbol: TR CSNVDWOXAPGTIYBKELMFUZQH

the phrase BILBO BAGGINS? would be encoded as ROPRJ RIDDOTE. The permutation
selected is considered to be the key.

For an alphabet with n symbols there are n! possible permutations. With such a
large number of possible substitutions an exhaustive search for the correct permutation
is infeasible, even for n = 26. However, simple substitutions do nothing to obscure the
statistical properties of the source language and the cryptosystem is easily broken by

frequency analysis.

Figure 2.3 lists the letter frequencies for three English texts. Provided a simple sub-
stitution ciphertext is long enough it is a trivial exercise to match the letter frequency
distribution of the ciphertext with that of English and thereby determine both the cor-
responding plaintext and the key. This is still true even if the symbols of the ciphertext
alphabet differ in appearance from those of English. Of course a few possibilities may have
to be tried before the correct substitution is found. Even for the three books in Figure 2.3

there is some variation in the distributions.

The cryptanalyst has access to much more information than just the frequency of
individual letters. A cryptanalyst can also make use of higher-order statistics, such as
digram and trigram frequencies. Figure 2.4 gives the digram frequencies for book3. In
order of frequency the twenty most common digrams (excluding those containing space)
are: TH, HE, IN, AN, ND, ER, RE, OU, NG, HA, ED, ON, AT, OR, TO, AR, AS, EN, HI,
and ES. Notice that many digrams occur more frequently than some individual letters.
Other digrams such as QJ are exceedingly rare in English (although it does occur in this
thesis!). Because letter frequencies are different for different languages, given a long enough
ciphertext, it is often possible to determine the language of the plaintext before actually
attempting to decode the ciphertext! The concept of a digram generalizes to an n-gram,

2Bilbo Baggins is a character from the writings of J. R. R. Tolkien.
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Letter | bookl | book2 | book3 Total %
142173 | 103388 | 97218 | 342779 | 19.18
72875 | 56989 | 48765 | 178629 | 10.00
51993 | 42382 | 36402 | 130777 7.32
48803 | 33790 | 32422 | 115015 6.44
45651 | 31872 | 30792 | 108315 6.06
41421 | 32827 | 27787 | 102035 5.71
39906 | 35553 | 24462 99921 5.59
37638 | 32006 | 22960 92604 5.18
38538 | 20624 | 26724 85886 4.81
33134 | 28182 | 22014 83330 4.66
26892 | 14793 | 20137 61822 3.46
23491 | 19034 | 17644 60169 3.37
16134 | 15035 | 10824 41993 2.35
13265 | 17984 6860 38109 2.13
14609 | 11394 8559 34562 1.93
12650 | 12019 9027 33696 1.89
14824 5902 | 10824 31550 1.77
12878 7380 | 10356 30614 1.71
10025 | 13611 5310 28946 1.62
12402 6985 7404 26791 1.50
10595 7215 7837 25647 1.43
5446 5025 3542 14013 0.78
5039 1963 3833 10835 0.61
866 2519 302 3687 0.21
534 1372 317 2223 0.12
264 1035 227 1526 0.09
721 43 325 1476 0.08
Total | 732767 | 561309 | 492874 | 1786950 | 100.00

CNOHR AWK TQSHEQCr OB I —~20 3 H:

Figure 2.3: The frequencies of the letters in three English novels.
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Figure 2.5 lists every n-gram occurring more than 1000 times in book3 (this time the
alphabet is full ASCII).

Frequency analysis works by exploiting statistical regularities or redundancy in the
source. If a source were to emit letters of the Roman alphabet with uniform probability and
with no correlation between symbols then a simple substitution would give unconditional
security against ciphertext only attacks. This is because each possible decryption is equally
likely for each possible key. Since compression removes redundancy from a source, it is

immediately apparent why compression is advocated prior to encryption.

Techniques have been developed for the automatic solution of simple substitutions
(applied to redundant sources) which are effective even on short ciphertexts [Har94, Luc88,
PR79]. In Chapter 7 a new method for the automatic solution of such ciphers, using a

compression technique, is presented.

2.4.2 The One-Time Pad

It is possible to increase security of a simple substitution by using digram or trigram sub-
stitutions. The Vigenere, Playfair, and Beaufort ciphers are examples of digram substi-
tutions [Kah66, Den82]. These ciphers can also be broken by statistical attacks, although

longer ciphertexts are required.

Additional security can be gained by using different substitutions for different sym-
bols. Such systems are called polyalphabetic substitutions. In the extreme case where a
different substitution is applied to every symbol, unconditional secrecy is achieved. This
system is called a one-time pad or Vernam cipher and is completely secure even from an
attacker with unlimited computational power. No extra information (except the length)
can be gained from the ciphertext. The one-time pad is used on the Washington-Moscow
hotline and by the Russian secret service. The disadvantage of the one-time pad is that
the key is the same length as the message. The problem is not so much in communicating
the length of key required but in the actual generation of such keys. Considerable research

has gone into developing ways to produce (nearly) random sequences from a smaller key.

One way of implementing a one-time pad encodes the message according to the function
¢; = m; + ki(modn) where n is the number of symbols in the alphabet, m;, ¢;, and k; are
the 7th message, ciphertext, and key symbols respectively. For the binary case the decoder
is exactly the same function and can be implemented using exclusive-or, ¢; = m; @ k;. It
is important that the key is never reused. Reused key bits lead to detectable statistical

regularities from which the reused portion of the key may be recovered.

2.4.3 Transposition Ciphers

In a transposition cipher, the content of a message is obscured by rearranging groups

of symbols; a transposition is thus a permutation. Originally, matrices were used. The
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Figure 2.5: The most common n-grams in book3.




20

BILB
OBAG
GINS

Figure 2.6: Example of a matrix transposition cipher.

message was written into a matrix in row-major order and then read out in column major
order. Encoding BILBOBAGGINS using a 3 x 4 matrix, Figure 2.6, gives BOGIBILANBGS if
the columns are read off in order. By reading the columns in a different order, say 3-2-1-4,
different ciphertexts can be obtained, LANIBIBOGBGS. The order to read the columns and
the size of the matrix constitute the key. The technique can be extended to d dimensions.
More generally if f : Z, — Z, is any permutation over Z, = {0,1,...,n — 1} then f can
be used as a transposition cipher for messages of length n. The message can be blocked
to encode longer messages. For example, if

3 ifz=1
2 ifx=2

x___
/(@) 4 ifx=3
1 ifz=4

Then, BILB OBAG GINS would be encoded as BIBL GBOA SIGN. Of course in practice values
of n much larger than 4 are used, say n = 64. Transposition ciphers tend to be easy to
recognize because the relative frequencies of the letters in the ciphertext will closely match
those of the source language. Many transposition ciphers can be attacked by a technique
called anagramming; a method of rearranging letters into their original positions [Sin66].

2.4.4 Rotor Machines

The ciphers discussed so far have been suitable for pencil and paper work. Mechanization
of coding came with the need for more frequent encryption, particularly during World
War II, and demand led to the widespread use of rotor machines. These machines are
largely based on the earlier disc encryption devices such as the Jefferson cylinder, the
Wheatstone disk, and Bazeries’ cylinder [Kah66]. Rotor machines are essentially polyal-
phabetic substitutions which change for each symbol encoded. The most famous rotor
machine is undoubtedly the Enigma3 used extensively by Nazi Germany during World
War II. Other kinds of rotor machines include those made by Hagelin [Hag94].

Rotor machines work in the same manner as an odometer. There are a number of
wheels, the rotors, which turn. When the first rotor completes a revolution the second
rotor is moved on by one position and so on.

3The Enigma machine was actually patented (#1657411) in the United States by one of its inventors,
Arthur Scherbius, in 1928!
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A team of Polish cryptographers broke a simplified version of the Enigma. The attack
was extended to the full Enigma by British cryptanalysts, including Alan Turing, working
at Bletchley Park. An important weakness of the Enigma was that no letter was ever
encoded as itself. These attacks against the Enigma exploited this cryptographic weak-
ness and the German operation of the machine [Kah66]. One of the first computers, the
Colossus, was also located at Bletchley Park and was used in the cryptanalysis of other
German systems.

2.5 Modern Cryptosystems

The invention of computers led to faster cryptanalysis of the classical systems. At the
same time the door was opened on much more complex encryption functions which were
infeasible to carry out by hand.

The move to automated systems allowed the use of complex mathematical transfor-
mations and novel approaches. We illustrate modern cryptology by discussing the Data
Encryption Standard, public-key cryptosystems, and quantum cryptology.

2.5.1 The Data Encryption Standard

The Data Encryption Standard (DES) [NBS77] is a cryptosystem supported by the US
Federal government which basically transforms 64-bit input blocks into 64-bit output
blocks using a 56-bit key. The DES can be used for data encryption and data authentica-
tion. The same algorithm is used to both encode and decode. The DES is used extensively
throughout the world and intensively within the United States. Its use in the United States
has been endorsed by a number of authorities including various commercial and banking
committees [ABAT9, ANSI25, DoT84]. The latest federal review of the DES was in 1992
and its use was approved for another five years. Its widespread use makes it the most

important cryptosystem currently in use.

An input block consisting of 64-bits, T', is first transposed under an initial permutation
IP (Figure 2.7), giving Ty = IP(T'). After it has passed through sixteen iterations of a
function f, it is transposed under the inverse transformation, IP~! (Figure 2.8). These
permutations add nothing to the security of the DES but they do jumble the bits from
the way they would appear in ASCII.

Figures 2.7 and 2.8 should be read in row major order. Between the IP and IP~!
permutations, sixteen iterations of a function f are performed; these combine substitution
and transposition. Let T; denote the result of the ¢th iteration, and let L; and R; denote
the left and right halves of T;, respectively; that is T; = L;R;, where L; = t;- -39,
R; = t33---tgs. Then L; = R;—y and R; = L;—1 & f(R;—1, K;) where K; is a 48-bit
key described later. After the last iteration, the left and right halves are not exchanged;
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instead RygL1¢ is input to the final permutation IP~!. This is so the algorithm can be
used to both encode and decode.

The function f is the most complex piece of the algorithm. First R;_; is expanded to
a 48-bit block E(R;_1) using the bit selection table, £ (Figure 2.9).

Next, the exclusive-or of F(R;—1) and K, is calculated and the result is broken into
eight 6-bit blocks By,...,Bs where E(R;_1) ® K; = B1By--- Bg. Each 6-bit block Bj; is
then used as input to a selection (substitution) function (S-box) S;, which returns a 4-bit
block S;(Bj). These blocks are concatenated together, and the resulting 32-bit block is
transposed by the permutation, P (Figure 2.10). The integer corresponding to b1bg selects
a row in the table, while byb3bsbs selects a column. The value of S;(B;) is the 4-bit integer
in that row and column.

Thus, the block returned by f(R;—1,K;) is P(S1(Bj)--- Ss(Bsg)). See Figure 2.11 for
the S-boxes.

Key calculation: Each iteration ¢ uses a different 48-bit key IK; derived from the initial
key K. The key K is input as a 64-bit block with 8 parity bits in positions 8,16,...,64.
The permutation PCI (permuted choice 1) discards the parity bits and transposes the
remaining 56 bits according to PCI (Figure 2.12)

The result PC1(K) is then split into two halves C' and D of 28 bits each. The blocks
C and D are then successively shifted left to derive each key K;. Letting C; and D; denote
the values of C' and D used to derive K;, we have C; = LS;(C;—1), D; = LS;(D;-1), where
LS; is a left circular shift according to Figure 2.13.

The key K; is given by K; = PC2(C;D;), where PC2 is given in Figure 2.12.

The DES is implemented in both software and hardware. The current fastest DES chip
was developed at Digital Equipment Corporation [Ebe93] and can encrypt or decrypt at
1 Gbit/s which is equivalent to 15.6 million blocks per second. A software implementation
running on a 33 MHz Intel 80486 can do 40600 blocks per second. Despite its age the
DES has held up very well and has resisted many years of cryptanalysis. It still appears
to be safe against all but the most powerful (or richest) adversaries.

There are several modes in which the DES can operate [NBS80]. The two principal
modes are electronic code book and ciphertext block chaining. In electronic code book
mode encoding proceeds exactly as described above. Identical plaintext blocks will give
rise to identical ciphertext blocks. In ciphertext block chaining mode each block to be
encoded is exclusive-ored with the previous ciphertext block before being encoded. In this
mode, it is extremely unlikely that identical plaintext blocks will give identical ciphertext
only blocks. The ciphertext block chaining mode is more secure since it is not vulnerable
to a dictionary style attack. An instance of this is given in Chapter 4.

There are concerns that the key size is too small. Several designs for special purpose
machines to exhaustively search the keyspace of the DES have been reported [Sch94]; most

recently being [Wie93]. These proposals show that for a few million dollars a machine could
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58 50 42 34 26 18 10
60 52 44 36 28 20 12
62 54 46 38 30 22 14
64 56 48 40 32 24 16
97 49 41 33 25 17 9
59 51 43 35 27 19 11
61 53 45 37 29 21 13
63 55 47 39 31 23 15

N Ut W = 00O RN

Figure 2.7: The initial permutation IP used in the DES.

40 8 48 16 56 24 64 32
39 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30
37 5 45 13 53 21 61 29
36 4 44 12 52 20 60 28
35 3 43 11 51 19 59 27
34 2 42 10 50 18 58 26
33 1 41 9 49 17 57 25

Figure 2.8: The inverse of IP.

32 1

4 5 6 7 8 9
8§ 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1

Figure 2.9: The bit selection table E.

16 7 20 21
29 12 28 17
1 15 23 26

18 31 10
2 8 24 14
32 27 3 9
19 13 30 6
22 11 4 25

Figure 2.10: The permutation P.
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Figure 2.12: The permutations PCI and PC2.

o 1 2 38 4 5 6 7 8 9 10 11 12 13 14 15
0|14 4 13 1 2 15 11 8 3 10 6 12 5 9 0 7
10 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8 5
21 4 1 14 8 13 6 2 11 15 12 9 7 3 10 5 0
3|15 12 8 2 4 9 1 7 5 11 3 14 10 0 6 13
0|15 1 8 14 6 11 3 4 9 7 2 13 12 0 5 10
1| 3 13 4 7 15 2 8 14 12 0 1 10 6 9 11 5 S
2/ 0 14 7 11 10 4 13 1 5 8 12 6 9 3 2 15
3113 8 10 1 3 15 4 2 11 6 7 12 0 5 14 9
0|10 0 9 14 6 3 15 5 1 13 12 7 11 4 2 8
1|13 7 0 9 3 4 6 10 2 8 5 14 12 11 15 1 S
2113 6 4 9 8 15 3 0 11 1 2 12 5 10 14 7
3|1 10 13 0 6 9 8 7 4 15 14 3 11 5 2 12
o7 13 14 3 0 6 9 10 1 2 8 5 11 12 4 15
1113 8 11 5 6 15 0 3 4 7 2 12 1 10 14 9 Sy
2110 6 9 0 12 11 7 13 15 1 3 14 5 2 8 4
313 15 0 6 10 1 13 8 9 4 5 11 12 7T 2 14
0| 2 12 4 1 7 10 11 6 8 5 3 15 13 0 14 9
1114 11 2 12 4 7 13 1 5 0 15 10 3 9 8 6 Ss
2| 4 2 1 11 10 13 7 8 15 9 12 5 6 3 0 14
3|11 8 12 7 1 14 2 13 6 15 0 9 10 4 5 3
o012 1 10 15 9 2 6 8 0 13 3 4 14 7 5 11
1|10 15 4 2 7 12 9 5 6 1 13 14 0 11 3 8 Sg
2 9 14 15 5 2 8 12 3 7 0 4 10 1 13 11 6
34 3 2 12 9 5 15 10 11 14 1 7 6 0 8 13
0| 4 11 2 14 15 0 8 13 3 12 9 7 5 10 6 1
113 0 11 7 4 9 1 10 14 3 5 12 2 15 8 6 Sy
2| 1 4 11 13 12 3 7 14 10 15 6 8 0 5 9 2
3| 6 11 13 8 1 4 10 7 9 5 0 15 14 2 3 12
0|13 2 8 4 6 15 11 1 10 9 3 14 0 12 7
11 15 13 8 10 3 7 4 12 5 6 11 0 14 9 2 Sg
2 7 11 4 1 9 12 14 2 0 6 10 13 15 3 5 8
31 2 1 14 7 4 10 8 13 15 12 9 0 3 5 6 11

Figure 2.11: The eight S-boxes used in DES.

57 49 41 33 25 17 9 14 17 11 24 1 5

1 58 50 42 34 26 18 3 28 15 6 21 10

10 2 59 51 43 35 27 23 19 12 4 26 8

19 11 3 60 52 44 36 16 7 27 20 13 2

63 55 47 39 31 23 15 41 52 31 37 47 55

7 62 54 46 38 30 22 30 40 51 45 33 48

14 6 61 53 45 37 29 44 49 39 56 34 53

21 13 5 28 20 12 4 46 42 50 36 29 32

PC1 PC2
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number of

1 | left shifts
1 1
2 1
3 2
4 2
5 2
6 2
7 2
8 2
9 1
10 2
11 2
12 2
13 2
14 2
15 2
16 1

Figure 2.13: DES shifting table for the key.

be built which could search the keyspace in four and a half hours. It is not known whether
any such machine exists. But incidents have been reported where large purchases of DES
chips have been made [Sch94]. In particular, the former Soviet Union is known to have
purchased a large quantity of DES chips from a German company. The French intelligence
agency (Direction Generale de la Securite Exterieure—DGSE) is also a likely candidate
to have such a machine since they have a large budget and are legally encouraged to spy.

Differential cryptanalysis [BS93| is a relatively new kind of attack applicable to it-
erated cryptosystems. It is currently the best known attack against the DES, requiring
247 chosen plaintexts. Don Coppersmith, one of the designers of the DES, has stated that
differential cryptanalysis was known to the NSA when the DES was designed, and the
S-boxes of the DES were subtly altered to give the best defence against this attack [BS93].
In fact, nearly any variation on the DES’s S-boxes leads to a weaker cipher. Differential
cryptanalysis analyzes the evolution of differences in ciphertext when two related plain-
texts are encrypted using the same key. This type of attack is therefore unlikely to be
applicable to stream based data compressors.

2.5.2 Public-Key Cryptosystems

In 1976, Diffie and Hellman [DH76a, DH76b] published a seminal paper which revolu-
tionized cryptology. They invented* an asymmetric cryptosystem using the concept of a

4As is often the case with this sort of thing, the NSA has made an unsubstantiated claim that they
were aware of two-key cryptography a decade earlier than this.
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public-key cryptosystem in which there are two keys, a private key, and a public key.
It is assumed computationally infeasible to deduce the private key from the public key. A
variety of schemes for implementing public-key systems quickly followed, mostly based on
seemingly intractable problems in pure mathematics, such as factoring and the subset sum
problem. Many of these systems were subsequently broken sometimes leading to improved
algorithms for the corresponding mathematical problem. Surprisingly, two of the earliest
proposals, the Rivest-Shamir-Adleman (RSA) cryptosystem and the ElGamal cryptosys-
tem, have stood the test of time, and we discuss these systems below. Schemes based
on the subset sum problem (knapsack public-key cryptosystems) are discussed briefly in
Chapter 5. Schneier [Sch94| gives extensive coverage of these and a multitude of other
public-key schemes.

Public-key cryptosystems tend to be slow when compared to symmetric cryptosystems.
For this reason they are frequently used to agree on a key, called a session key, for use
with a symmetric cryptosystem. The bulk of the communication then takes place using a

symmetric cryptosystem with the agreed key.

The RSA algorithm [RSAT78] rests its security on the difficulty of factoring large inte-
gers. To generate the two keys, two large (typically 512 bit) prime numbers p and ¢ are
selected and their product calculated, n = pq. Next an encryption key, e, is chosen such
that ged(e, (p —1)(¢ — 1)) = 1. Finally, the decryption key, d, is the multiplicative inverse
of e modulo (p — 1)(¢ — 1); that is d = e"* mod(p — 1)(¢ — 1). The value e can be found
with the extended Euclidean algorithm. The integers e and n form the public key and the
integer d is the private key. The numbers p and ¢ should also be kept secret or discarded.

Technically, breaking this form of RSA may not be as hard as factoring n since it has
never been proven that it is necessary to factor n to recover a message from the ciphertext
and e. Variants of RSA, however, have been proven to be as hard as factoring n.

The fastest known factoring algorithm is the number field sieve [LLMP90] run-
ning tantalizingly close to polynomial-time, with time complexity O(e(h‘")l/s(l“1““)2/3).
A slightly older method the double large prime variation of the multiple polynomial
quadratic sieve [Sil87] is actually faster for numbers having less than about 120 digits due
to implementation difficulties with the number field sieve. The quadratic sieve method
was recently used to factor a 129 digit (429 bit) number originally thought to be secure
for use in RSA [AGLL94]. The authors of [AGLL94] suggest this is probably the largest
single computation ever completed. Over 600 people and 1600 computer were involved
using an equivalent of several million mips years. They conclude that numbers as large as
512 bits are vulnerable to factoring with current technology and algorithms.

There exist chosen ciphertext attacks against RSA when RSA is used for signing mes-
sages as well as encryption. There is also an attack for the situation where two or more

people have the same modulus n; further e should be large otherwise the low exponent
attack [Has86] can be used.

A particularly nasty kind of attack is the dictionary attack, applicable to many public-
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key cryptosystems [Wil94]. This attack takes advantage of the public key and redundant
nature of the source. The cryptanalyst guesses likely pieces of plaintext and encodes these
using the public key. Large amounts of memory and disk space are used to store these
plaintext-ciphertext pairs. Then when some ciphertext is intercepted a simple table lookup
is used. Wilson [Wil94] found that for English encoded using ASCII, 80% of a message
could be determined in this manner when using a two gigabyte table. If necessary, unknown
blocks can then be guessed using the surrounding blocks as context. The guesses can be
checked and modified as desired.

The dictionary attack works because the dictionary does not need to be too large to
cover common English. Compression can be used to restore security since in a compressed
file each possible block is (nearly) equally likely, thereby making the required dictionary
size too large.

The ElGamal scheme [EIG85] can be used for both digital signatures and encryption.
Its security rests on the difficulty of extracting discrete logarithms. The discrete logarithm
problem is to find an integer  where a® = b(modn). There need not always be a solution.
The difficulty of this problem is comparable to factoring. To generate a key.pair, first
choose a large prime p and two random numbers g and = such that both are less than p. Let
y = ¢*(modp). The public key is y, g, and p. The private key is z. To encrypt a message
M, first choose a random k such that ged(k,p — 1) = 1. Then compute a = g*(modp)
and b = y*M(modp). The pair (a,b) is the ciphertext. To decrypt a and b, compute
b/a®(modp). Since a® = g**(mod p), then b/a® = y*M/a® = g** M /¢** = M (modp).

ElGamal is also susceptible to dictionary attacks [Wil94]. Once again all that is need
is a large representative sample of text and knowledge of the public key. The attack works
in the same way as the dictionary attack against RSA.

2.5.3 Quantum Cryptography

Recently cryptosystems have been proposed which derive their security from the laws of
quantum mechanics, rather than intractability of mathematical problems. These systems
rely on the uncertainty principle: any attempt to read the message by a cryptanalyst will
disturb the quantum state and will be detected. An experimental prototype has been
constructed [BB89, BBBSS91]. For a review see [BBE92].

In contrast, new probabilistic models of computation based on quantum mechanics
may be significantly more powerful in the complexity-theoretic sense than the probabilistic
Turing machine. Recently, Shor [Sho94] has shown that a quantum computer of specific
design could factor integers in expected polynomial time. Currently these results are
theoretical and it is unlikely that a quantum computer will be forthcoming in the near
future; although some large corporations, such as Hitachi, are actively working in this

area.
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2.6 Summary

Originally, cryptology was only about encryption and this was carried out with pencil
and paper. Since the plaintext was a natural language, redundancy was high and this
was exploited in statistical attacks. Increased demand for encryption during the World
Wars led to mechanization of encryption. Longer and more complicated substitutions and
transpositions could then be used. At this time known plaintext attacks became much
more important since it was often difficult to break the systems with only ciphertext. The
invention of computers greatly simplified the more arduous tasks of cryptanalysis but at
the same time gave rise to much more complex ciphers such as the DES. The invention of
public-key cryptography heralded a new era in cryptography by solving the long standing
key exchange problem and by introducing a plethora of new security issues such as digital
signatures. It was proven that the one-time pad was unconditionally secure but no other
cipher has been proven secure. Such proofs are only likely once complexity theory has ad-
vanced far enough to make meaningful statements about average complexities. Quantum
cryptography is becoming a reality and the prospect of quantum computers, which only a

few years ago were considered as science fantasy, may soon be realized.’

However, this thesis is about the relationships between data compression and cryp-
tography. Even the most elementary of ciphers, the simple substitution, offers excellent
security against ciphertext only attack for a purely random source. Compression is a
technique for removing redundancy from a source, to make the source more random. The
next chapter introduces the ideas of data compression and in Chapter 4 we measure just

how much redundancy remains after compression.

5There are now even serious papers in mainstream journals dealing with the possibility of teleporta-
tion [Sud93]. Many of these incredible developments have come to light as corollaries to the research on
quantum cryptography.



Chapter 3
Introduction to Compression

Compression has always been related to cryptography. Even before the proliferation of
computer networks the problems of communication were the same: there was a need to

communicate messages privately and in a cost effective manner.

Many early methods employed aspects of both compression and cryptology. For exam-
ple, in the 1800s large codebooks were compiled listing common phrases and corresponding
numerical codes. By transmitting the shorter codes money was saved on the cost of tele-

grams; and as the codebooks had limited circulation some level of privacy was achieved.

In this chapter the techniques of data compression are surveyed. In Section 3.1, the
nature of information is examined and the entropy measure invented by Claude Shannon
is presented. Shannon’s theory provides a quantitative way to measure ‘the amount of
information’. A brief history of data compression is given in Section 3.2, leading to the
distinction between a model and a coder. The optimal coding technique of arithmetic
coding is presented along with the older and less perfect Huffman coding in Section 3.3.
A variety of modern compression algorithms are presented in Section 3.4. Finally, in

Section 3.5 the use of compression in cryptology is addressed.

3.1 Information Theory

Compression is about removing redundancy from a source or a message. Natural languages
like English are highly redundant. For instance reading text with spaces removed and
normalized to uppercase is not difficult:

BILBOBAGGINSISAFAMOUSHOBBIT.

In English prose, spaces typically account for fifteen to twenty percent of all the sym-
bols; so just eliminating the space would lead to considerable compression. However, for
the purpose of reading, redundancy is useful as it allows us to read faster and recover from
misprints. Understanding speech would be impossible if spoken language did not contain
redundancy. For these reasons text compressors need to be reversible in the sense that

the original can be reconstructed from the compressed version.
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The amount of redundancy in a source is related to its entropy. In physics, entropy is
used to measure the amount of disorder or uncertainty in a system. The use in information
theory is analogous; it measures the amount of information. Entropy is small where there
is a lot of order and large when there is a lot of disorder. It is impossible to give a precise
entropy for any particular message since the information content depends on the observer.
Nevertheless, entropy is the best guide available when it comes to specifying how many
bits are required to specify a message.

Information is inextricably bound up with choice. Where there is choice there is
information, since the choice made must be specified. For instance, to choose between two
equally likely alternatives exactly one bit of information is required.

More generally, suppose events 1,...,n occur with probabilities p1, ..., p, summing to
one. Shannon [Shad8, Sha49] established that the correct way to measure the amount of
choice in the events, or the entropy, is given by

n
H=- Zp,- lg p; bits.

=1

For example suppose all n events are equally likely, p; = 1/n, then

1.1
H = - -lg=
;ngn

= lgn.

From this formula one can determine that the maximum number of objects which can
be distinguished in a game of twenty questions is 220 = 1048576. Further, to construct a
block code for an alphabet of n symbols [lgn] bits are needed per block.

The formula for entropy can, at least in principle, be applied to any probability dis-
tribution (a slight generalization is needed to handle continuous distributions) and gives
the expected number of bits required to encode an arbitrary event drawn from the given
distribution. The entropy formula does not specify how the encoding is to be carried
out. The invention of arithmetic coding (discussed in Section 3.3.2) solves this problem
by coding events arbitrarily close to their entropy.

For a given language the entropy of the language (also called the rate of the language)
is the uncertainty of the language per symbol H = H(M)/|M|, for a message M. The
absolute entropy of a language is the maximum number of bits that can be coded in each
symbol assuming that each possible sequence is equally likely. If there are n symbols in
the alphabet, the absolute rate is h = lgm. The redundancy in the language is defined
tobe R=h—H.

The unicity distance is the expected minimum length for a cryptogram to have a

unique solution. For symmetric cryptosystems is is given by U = H(K)/R where H(K)
is the entropy of the possible keys.
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There are various published numerical values for the entropy of twenty-seven letter
English. The first determination was made by Shannon [Sha51] who obtained the value
of 1 bit/symbol by using human subjects to predict text. A gambling strategy was later
used in a more sophisticated analysis to obtain a value of 1.25 bits/symbol [CK50]. Books
on cryptanalysis typically quote a value of about 1.5 bits/symbol [Til88]. These estimates
are based on gram analysis. A trigram analysis of 583 million words yielded an entropy of
1.75 bits/symbol [BDDLM92]. Other determinations are 1.65 bits/symbol [Bar55] and 1.7
bits/symbol [JJ68]. More recently, a compression scheme has been used to demonstrate
an upper bound of 1.46 bits/symbol [TC96]. A value of about 2.4 bits/symbol [TC96] is
likely to be accurate for the more general case where casing, punctuation, and digits are
retained. Because English is still evolving and is different for different people there can
never be a definitive value given for the entropy of English.

3.2 Early Compression

Morse code is a good example of an early compression technique. Comparison of the codes
in Figure 3.1 with the frequency of English letters (Figure 2.3) reveals that Morse cleverly
assigned the shortest codes to the most frequent symbols. Intuitively, if symbols which
occur frequently have the shortest codes then on average messages will be shorter. The
disadvantages of Morse code become apparent when something other than English text,
say a page of numbers, needs to be transmitted. In this case the resulting message will
be long because the digits have longer representations in Morse code. The more powerful
techniques discussed in Section 3.4 overcome this limitation by adapting dynamically to a
message. A second problem with Morse code is that symbols are considered in isolation;
that is, without reference to the surrounding context. Better codes are produced by
considering surrounding symbols. This is easily seen in English where the probability of

a U occurring goes up dramatically just after coding a Q.

We are primarily concerned with lossless compression; that is compression where
the original message can be exactly reconstructed from the compressed version. Lossless
compression is particularly appropriate for compressing natural languages, source code,
program executables, and financial data. Sometimes lossless methods are unnecessary;
noisy sources like speech, music, and images do not need exact reproduction when decom-

pressed. Compressors for this situation are called lossy.

In the past a variety of ad hoc techniques which took advantage of particular vagaries in
the source were widely used. Although these techniques have been supplanted by adaptive
compressors, a few are mentioned to illustrate the kinds of redundancy known to occur in

practice.

e Compaction: Although strictly a form of lossy compression, compaction does not

lead to loss of semantic information. It typically involves replacing all whitespace
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A - N - 0 —————
B - 0O ——— |1 ===
C —— |P == |2 =
D - Q ———|3 -
E R - 4 -

F - S 5

G —— T = 6 —.
H U = |7 ==
I Vooem |8 ———-
J oW == |9 ————
K —— ||[X ——

L - Y ———

M —— ||z -—-

Figure 3.1: The Morse code.

symbols (spaces, tabs, carriage returns, etc.) and groups of consecutive whitespace
symbols with a single space symbol. A more risky form of compaction forces all the

message into a single case so that a smaller alphabet can be used.

e Run-Length Encoding: In run-length encoding, consecutive identical symbols are
replaced by a single instance of the symbol and a count indicating the number of
times the symbol is to be repeated. The technique works best for small alphabets,
particularly binary, and is widely used to compress bilevel images. Direct appli-
cation of run-length encoding is generally ineffective for ASCII text; but was used
extensively over slow communication links to compress runs of blanks in card or line

printer images.

e Packing: For text, the high bit of ASCII is always zero. By using the high bits eight
symbols can be encoded in seven bytes. For alphabets with not more than sixteen
symbols, such as decimal or hexadecimal digits, two symbols can be stored per byte.
Similar bounds can be derived for other alphabet sizes.

e Differential Coding: When compressing sorted records, it is often beneficial to store
differences between consecutive records. The technique works well for static lexicons

and consecutive lines of raster images.

The formula for entropy shows that the information content of a source is determined
by the underlying probability distribution. This in turn indicates a logical distinction
between the model (which specifies the probability distribution) and the actual coding of
events drawn from the distribution. In data compression this is referred to as the model-
coder paradigm [BCW90]. The idea is that a compressor should consist of two parts: a
model which gathers statistics, uses prior information and heuristics to select a probability

distribution; and a coder used to produce a compact representation of events generated
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by the model. From a security perspective these are two distinct areas where security may
be found or where one could attempt to introduce some secret transformation.

3.3 Coders

It is by no means obvious that information can be encoded according to its entropy.
Shannon’s noiseless coding theorem [Sha48] only proves that it is impossible to encode
information in less space than its entropy on average.

In this section, Huffman coding and arithmetic coding are introduced. For a long
time Huffman coding was thought to be the best possible. The invention of arithmetic
coding showed that in fact not only was Huffman not the best possible when incremental
transmission is required, but that it is possible to code information arbitrarily close to its
entropy.

3.3.1 Huffman Coding

An important advance was made in 1952 when Huffman [Huf52] invented a coding scheme
that came close to Shannon’s theoretical bound. It can be shown that the redundancy
of Huffman codes, defined as the average code length less the entropy, is bounded by
p +1g(2lge/e), where p is the probability of the most likely symbol [Gal78]. This slight
imperfection in the coding results from the output of an integral number of bits per symbol
encoded. In particular, at least one bit is output for each symbol encoded. Arithmetic

coding, discussed in the next section, overcomes this limitation.

Despite its imperfections Huffman coding is still useful and is widely used; often in
variations such as adaptive Huffman coding [Gal78, Knu85, Vit86].

A Huffman code is elegantly represented by a binary tree. Figure 3.2 gives a Huffman
code for English letters based on the percentages given in Figure 2.3. The corresponding
code is given in Figure 3.3.

The entropy for this Huffman model of English is given by

Z

— > prlgpr = 4.093 bits/symbol.
k=l,v

The expected length of the corresponding Huffman code is

z
Z |h(k)|px = 4.135 bits/symbol

k=0
where h(k) is the Huffman code for symbol k. A naive block code for the same source
requires [lg 27] = 5 bits/symbol.
To construct a Huffman code for an ensemble with probabilities p1,...,p, repeat the
following steps until only one element remains:
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Figure 3.2: A Huffman tree based on the frequency of individual letters in English. The
blank circle represents the space symbol.
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Symbol | Code Symbol | Code

U 10 N 1111

A 0000 ) 0011

B 001000 P 000111

C 011011 Q 0100111110
D 00010 R 01100

E 110 S 01111

F 010000 T 0101

G 000110 U 011010

H 01110 v 0100110

I 1110 \Y 010001

J 01001111111 | X 010011110
K 01001110 Y 001001

L 00101 Z 01001111110
M 010010

Figure 3.3: An example Huffman code based on the frequency of individual letters and
the space in English text.

e Locate the two symbols with the smallest probability.

¢ Replace these symbols with a new symbol containing both of them and whose prob-
ability is the sum of the individual probabilities.

Notice that is necessary that the probability distribution be known to the encoder and
decoder prior to transmission of the actual message. The relations between the symbols
can conveniently be specified by a binary tree, as in Figure 3.2. The code for each symbol
is then found by traversing the tree from the root to the required symbol outputting a
zero for a left branch and one for a right branch.

In Chapter 6 Huffman coding is shown to be insecure.

3.3.2 Arithmetic Coding

Arithmetic coders are used in the coding part of many modern data compressors. It is
superior to Huffman coding: arithmetic coding will always represent information at least
as compactly as Huffman coding. Huffman encoding can only output an integral number
of bits per input symbol (and at least one bit is output for each input symbol). Arithmetic
coding dispenses with this limitation by allowing fractions of bits to be output per symbol.

A brief explanation of arithmetic coding is given here, followed by an illustration of its
operation with a static model.

In arithmetic coding, each message is uniquely represented by a subinterval of the half
closed interval [0,1). Although the messages can be drawn from alphabets of arbitrary
symbols our examples will use everyday alphabets like the Roman alphabet, ASCII, or
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binary. Longer messages result in smaller intervals and it takes more bits to represent a
small interval than a larger one. The interval used for a particular message is determined
by the content of the message, and the probability of the message according to the model.
The more likely messages result in larger subintervals and therefore shorter code lengths.
The output of the arithmetic coder is a sequence of bits representing the interval which
contains the message.

Except for short messages, it is computationally infeasible to make a direct transfor-
mation from a message to a subinterval, especially when the coder is used on-line. Most
models encode the message one symbol at a time; that is, encode the message incremen-
tally. Thus ‘transmit message m’, or ‘encode m’, etc. should be understood to mean
‘encode message m one symbol at a time’.

At each stage of the encoding (or decoding) there is a current interval [, h) which
consists of a lower bound | and upper bound h. To avoid wasting codespace the current
interval is initialized to [0, 1).

Each symbol encoded causes the current interval to be narrowed in accordance with
the symbol’s probability. More probable symbols cause less narrowing than unlikely sym-
bols. Knowing with complete certainty that a symbol will occur means no narrowing
occurs (because it is unnecessary to transmit that symbol), whereas if a symbol with zero
probability occurs, the coding interval width is narrowed to zero and thus takes an infinite
number of bits to specify.

The concept of arithmetic coding was developed independently by several people, but
the first published version is due to Elias [Abr63]. Further development was done by
Langdon [Lan84| and Rissanen [Ris76, Ris79]. It was made accessible by Witten, Neal,
and Cleary [WNC87|.

Assume we have an alphabet of n symbols {sg, s1,...,sn—1}. Let 6 define a total
ordering of the alphabet, in particular we could have 6(s;) = ¢ for 0 < ¢ < n. We ignore
the distinction and write ‘symbol 7’ to mean the ¢th symbol in the ordering 6. Let p;
denote the probability of symbol ¢, and let P; denote the cumulative probability of all the

symbols up to but not including symbol 7 (the sum of the probability of all those symbols
for which 6(s;) < 6(s;));

i—1
P,=3 p;
3=0
Let 6 = h — [ be the width of the current interval [, ). If symbol s; is encoded the

new interval [I', h’) will be given by

& = Pe(si)&
' = 1+ Pe(si)é,
B = h— (1= Pyays)b.

One can easily verify that §' = h' —['.
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To illustrate the operation of arithmetic coding we now present an example using a
static model. Suppose our messages are drawn from English with the alphabet limited to
the upper case letters. Figure 3.4 is a static-model based on statistics derived from book1.

Symbol s; | 0(s;) | pa(s,) Py(s,) Coding Interval
E 25 | 0.123394 | 0.876606 | [0.876606, 1.000000)
T 24 | 0.088036 | 0.788570 | [0.788570, 0.876606)
A 23 | 0.082634 | 0.705936 | [0.705936, 0.788570)
0] 22 | 0.077297 | 0.628639 | [0.628639, 0.705936)
N 21 | 0.070134 | 0.558505 | [0.558505, 0.628639)
I 20 | 0.067569 | 0.490936 | [0.490936, 0.558505)
H 19 | 0.065253 | 0.425683 | [0.425683, 0.490936)
S 18 | 0.063729 | 0.361954 | [0.361954, 0.425683)
R 17 | 0.056103 | 0.305851 | [0.305851, 0.361954)
D 16 | 0.045534 | 0.260317 | [0.260317, 0.305851)
L 15 | 0.039775 | 0.220542 | [0.220542, 0.260317)
U 14 ] 0.027318 | 0.193224 | [0.193224, 0.220542)
W 13 | 0.025100 | 0.168124 | [0.168124, 0.193224)
M 12 | 0.024736 | 0.143388 | [0.143388, 0.168124)
C 11 | 0.022460 | 0.120928 | [0.120928, 0.143388)
G 10 | 0.021805 | 0.099123 | [0.099123, 0.120928)
F 9 0.021419 | 0.077704 | [0.077704, 0.099123)
Y 8 0.020999 | 0.056705 | [0.056705, 0.077704)
B 7 0.017940 | 0.038765 | [0.038765, 0.056705)
P 6 0.016974 | 0.021791 | [0.021791, 0.038765)
\% ) 0.009221 | 0.012570 | [0.012570, 0.021791)
K 4 0.008532 | 0.004038 | [0.004038, 0.012570)
X 3 0.001466 | 0.002572 | [0.002572, 0.004038)
J 2 0.001221 | 0.001351 | [0.001351, 0.002572)
Q 1 0.000904 | 0.000447 | [0.000447, 0.001351)
Z 0 0.000447 | 0.000000 | [0.000000, 0.000447)

Figure 3.4: A simple static model based on statistics from an English novel. (Note:
pas + Pos = 0.876606 + 0.123394 = 1)

Consider transmitting the message GABRIEL.! The initial range is [0,1). After seeing
the first symbol, G, the interval is narrowed to [0.099123,0.120928) which is the range al-
located to this symbol. The next symbol to be encoded is A, (#(A) = 23) the current range
of the interval is § = 0.120928 — 0.099123 = 0.021805. Using the recurrence relations we
discover I’ = 0.099123 + 0.7059366 = 0.11451593448 and h' = 0.120928 — (1 — 0.78857)§ =
0.11631776885. The complete encoding is shown in Figure 3.5.

It is not necessary for the decoder to know both ends of the interval. Any value
in the final interval suffices. In our example any of 0.11459667027, 0.114596670275,
0.114596670418719, 0.11459667079 would suffice—along with an infinite number of other
possibilities.

!Gabriel is the name of one of the characters in bookl.
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Symbol Interval After Coding
G [0.09912300000, 0.12092800000)
A [0.11451593448, 0.11631776885)
B [0.11458578259, 0.11461810750)
R [0.11459566920, 0.11459748272)
I [0.11459655952, 0.11459668206)
E [0.11459666694, 0.11459668206)
L [0.11459667027, 0.11459667088)

Figure 3.5: Illustration of the encoding process. The interval is shown accurate to eleven
decimal places.

The entropy of GABRIEL in this model is

—log pg — logpa — logpp — log pr — log p1 — log pg — log pL,
~ 9.22 (logarithm to base 10).

This is why it takes ten (10 = [9.22]) decimal digits to encode the message. Actually,
the size of the final range is 6.1 x 107!, the logarithm (base 10) of which is 9.22. In
binary, 31 bits would be required which is a significant saving over the 56 bits used by
ASCII—and a very simplistic model was used. There is a slight saving over the 35 bits
required for a five bit block code for 26 symbols.

Now consider the decoding process. Assume 0.11459667030 was transmitted. We can
tell immediately that the first symbol was G because 0.11459667030 lies within the code
space allocated to symbol G. The decoder now simulates the action of the encoder by
narrowing the range to [0.099123,0.120928). The next character must be A because an
A will result in the range [0.11451593448,0.1131776885) which contains the transmitted
value. Proceeding like this, the decoder can identify the whole message.

In the example, no mention was made of how the decoder knows when to stop. In
practice either the message length must be transmitted prior to the actual message or a
special end-of-file symbol must be added to the input alphabet. The latter option tends
to be nicer because using an end-of-file character does not require the encoder to know
the length of the message in advance.

Another advantage of arithmetic coding is that a controlled amount of redundancy
can be incorporated by allocating a proportion of the coding region to a new symbol
ERROR [BCIRW97]. Whenever the decoder receives the symbol ERROR it knows that an
error has occurred. Thus arithmetic coding allows us to control the amount of redundancy
(by varying the proportion of the coding region allocated to ERROR), and, further, this
amount can be altered dynamically while coding is in progress. Critical pieces of the

message could be encoded with higher redundancy than the rest of the message to ensure
correct reception.

The security of arithmetic coding is extensively analyzed in Chapter 5.
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3.4 Modern Techniques for Compression

There are many possible models for generating the probabilities. Modern compression
systems tend to use adaptive models (models in which the probability of a symbol can
change during the encoding of a message). Adaptation makes a compressor suitable for a
much wider class of inputs, even for messages in which the statistics vary over the course
of the message. In contrast, a static model uses a fixed set of probabilities throughout the
encoding of a message. The static model is useful when random access to the compressed
information is needed.

3.4.1 Context Modelling

In the prediction by partial matching (PPM) compressor [CW84b, BCW90], the previ-
ously transmitted symbols are used to condition the probability of the next symbol. The
PPM model is adaptive and changes as the message is compressed. There are many vari-
ants of the basic approach depending on how many symbols are used to predict the next,
whether or not multiple predictions are used, and how shorter context models are used
when necessary. The predictions are based on simple frequency counts of the transmission
so far. Better predictions can be made when longer contexts are used: it is much easier
to guess what comes after motorcycl than after cl.

The order of a model is the maximum number of symbols used to predict the next
symbol. In practice an order-o model will sometimes base its prediction on less than o
symbols. By convention the order-(—1) model predicts each symbol with equal probability
and the order-0 model predicts each symbol with probability proportional to the number

of times it has occurred previously.

The general PPM method requires the predictions of all orders (up to some maximum)
to be blended together to give an overall probability for the next symbol. The most general

approach is
o

Pr(sj =¢) = Y wipi(9),

i=—1

where the w; are a set of weights normalized to sum to 1, s; is the next symbol, and
pi(¢) is the probability of symbol ¢ according to an order-i model. Calculating the sum
is computationally expensive and there is no single ‘right’ way to determine the weights
to use. The probabilities p;(¢) are rational and based on the frequency counts:

where F;, = Z fi(@).
¢

However, the formula for p;(¢) just given leads to the zero-frequency problem citeWB,
since symbols not previously encountered are given zero probability. The formula for p;(¢)
must be modified so that symbols not previously encountered in a given context can be

represented. If the context itself has never been seen before then all of the f;(¢) and F;
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will be zero. However, we are guaranteed that some shorter context has been seen before;
in the worst case the order-(—1) model can be used. The order-(—1) model always predicts
every symbol.

In practice full blending is not used; instead each context assigns a probability, called
an escape probability, to a novel symbol occurring. The PPM variants differ in the way
escape probabilities are assigned. When a novel symbol is seen the escape probability is
used followed by the prediction of the next shorter context. Several escapes may be made
before a context is reached which predicts the symbol. In the worst case the order-(—1)
model makes the prediction. Cleary and Witten [CW84b] show that escape probabilities
are equivalent to weighting. We now mention how the probabilities are determined in

some variants.

e PPMA: This method uses the plausible assumption that novel symbols are more
likely when the context has only been seen a few times. The probability of the escape
symbol is e; = 1/(F; + 1) and the probability for the other symbols becomes

‘ F;+1 '

e PPMB: In this method no prediction is made unless the symbol has occurred more
than once in the current context. This is done by subtracting one from all counts
with the subtracted counts being combined to give the escape probability. The idea
is to filter anomalous events. Symbols are not predicted until they are seen twice.
Thus, e; = ¢;/F; where ¢; is the number of different symbols seen in the given
context. The probabilities for the remaining symbols become

(¢) — 1
pi(¢) = f(LF)z‘*

e PPMC: This popular method is similar to PPMB except symbols are predicted
immediately. Thus,

qi
Fi+q;

= and  pi(9) =

e PPMD: This method is a small modification to PPMC suggested by Howard [How93]
where each count is incremented by a 1/2. It sets e; = ¢/2F; and

, 1
pi(¢) = —-le(m?l_—i_l 2,

The use of deterministic scaling [Tea95] also leads to better performance.

e Other approaches dubbed PPMP, PPMX, and PPMXC based on a Poisson pro-
cess model have also been proposed [WB91].
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The PPM method can be bounded if some maximum order is specified in advance or
unbounded [Tea95] if contexts are allowed to be arbitrarily long. A tree representation is
suitable for both approaches. Each node in the tree contains a frequency count f;(¢) for
the given context. To prevent overflow it is on occasion necessary to rescale the frequency
counts. Scaling often actually leads to improved compression as it gives increased impor-
tance to recently encoded text. Scaling is appropriate for most text where the subject
matter varies slowly over the course of the document.

3.4.2 Dictionary Based Compression

Context modelling is not the only popular approach to adaptive data compression. An-
other kind of compression uses a specially constructed dictionary to achieve compression.
In a dictionary based compression scheme, groups of consecutive symbols, called phrases,
are replaced with indices into some dictionary. The dictionary is constructed so as to
contain a list of phrases expected to occur frequently. To achieve compression the indices
must occupy less space than the phrase they encode. Dictionary coding is also called macro
coding and codebook coding. Since the number of bits used in indices can be chosen to
align with machine words efficient implementations are possible. Typically a multiple of
four or eight bits is chosen for the indices. Since in some schemes the number of phrases
can grow without bound it is necessary to be able to encode arbitrarily large integers.

Methods for doing this are discussed in the next section.

These systems achieve good compression because a single dictionary reference may
represent many characters. For every dictionary scheme there is an equivalent statisti-
cal scheme achieving the same compression [BCW90]. Eventually, dictionary methods
will probably be completely replaced by statistical approaches. Dictionary schemes are
currently still widely because they offer rapid decompression.

The construction of the dictionary is one of the more important aspects of the system.
A dictionary which closely matches the text to be compressed will yield good compression.
The dictionary can be static, semi-adaptive, or adaptive. The maximum length of phrases
stored in the dictionary may be fixed or unbounded. Better compression is achieved by
having an adaptive dictionary which allows longer phrases.

DEFINITION 3.1: A dictionary D = (M,C) is a finite set of phrases M and a function
C that maps M onto a set of codes, where M C A* for an alphabet A. Without loss of
generality the output codes are assumed to be over {0,1}*.

DEFINITION 3.2: The set M is complete if every infinite string over the input alphabet
A is also in M™; that is, any input string can be formed by the concatenation of phrases
from M.
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DEFINITION 3.3: The function C obeys the prefix property if no string C(m) is a prefix
of another string C(s), for s,m € M and s # m.

For reversible compression of any input to be possible the set M must be complete
and C must obey the prefix property.

Aside from constructing the dictionary there is also the problem of matching the input
to the dictionary. Optimal parsing is hard: it sometimes requires the entire input to be
examined before anything can be output. There are reasonable heuristics which approach
optimal parsing; frequently, greedy parsing is used. In greedy parsing the next longest
match is found. The extra compression gain obtained by using optimal parsing is minimal

and is at the expense of increased execution time.

Static dictionaries are constructed by considering a sample of representative text prior
to actually compressing any messages. Such a static dictionary is assumed to be available
prior to transmission to both the encoder and decoder. A semi-adaptive dictionary is
constructed for the text to be compressed in an initial pass. Determining the optimal
dictionary is NP-complete in the size of the text. Further, the dictionary itself must be
transmitted along with the compressed text. Most modern dictionary systems use adap-
tive dictionaries which are constructed incrementally (by both the encoder and decoder)
as the message is transmitted.

The most popular dictionary schemes are from the Ziv-Lempel family of compressors.
In the Ziv-Lempel coding scheme [ZL77|, text is compressed by providing references to
earlier text. In fact, there are many variants of the Ziv-Lempel coding scheme. The coding
scheme presented in [ZL77] differs in several respects to the later scheme [ZL78]. In this

section a brief overview of the different forms of Ziv-Lempel coding are given.

o LZ77: The first form of Ziv-Lempel coding [ZL77]. Pointers are used to denote
phrases in a fixed-size window that precedes the coding position. Thus the window
is essentially the phrases of the dictionary. There is a maximum length for substrings
that may be replaced by a pointer (usually about twenty). The window is initially
spaces. Matches may overlap with the text. The longest match is coded as a triple
(1,7,a) where 7 is the offset of the longest match from the lookahead buffer, j is the
length of the match, and a is the first symbol which failed to match. The window
size is typically about eight kilobytes.

e LZR: The same as LZ77 except pointers denote any position in the already encoded
text [RPES81]. The pointer 7 and length j are encoded with a variable length code,
since they can grow to arbitrary sizes. The LZR method tends to be slow since the

search time and memory requirements increase as more and more text is processed.

e LZSS: The same as LZ77 except pointer and characters are distinguished by a flag
bit [Bel86]. This avoids the presence of an explicit character in each triple.
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e LZB: The same as LZSS but using a variable size for pointers [Bel87].
e LZH: The same as LZB but encodes the pointers using Huffman coding [Bre87].

e LZ78: The second form of Ziv-Lempel coding [ZL78]. The input text is broken into
phrases where each phrase is the longest matching phrase seen previously plus one
character. Each phrase is encoded as an index to its prefix plus the extra charac-
ter. The number of phrases can grow unboundedly. In practical implementations
when memory is exhausted the coding starts again from scratch. The LZ78 scheme
is asymptotically optimal for a stationary ergodic source although convergence is
relatively slow.

e LZW: Like LZ78 but the output consists solely of pointers [Wel84]. This is achieved
by initializing the dictionary to contain every character in the alphabet. The LZW

approach is perhaps the most common LZ variant in practice.

e LZC: This variant of Ziv-Lempel coding is used in the UNIX compress program.
The output consists solely of pointers. The dictionary is rebuilt when compression

performance drops or memory is exhausted.

e LZT: Like LZC except a recency heuristic is used to discard phrases when the
memory is exhausted [Tis87].

o LZMW: The same as LZT but phrases are built by concatenating the previous two
phrases [MW84].

e LZJ: The output contains pointers only. Pointers indicate a substring anywhere in

the previous characters [Jak85].

e LZFG: Pointers select a node in a trie, the strings in the trie are from a sliding
window [FG89].

The security of Ziv-Lempel compression is examined in Chapter 8.

3.4.3 Coding Arbitrary Integers

Some Ziv-Lempel compression methods call for the encoding of arbitrarily large integers
and a variety of techniques have been developed for doing so (see [BCW90] for a brief
survey). It is normally desirable for small integers to have shorter codes than large ones.
The best code is determined by the probability distribution of the integers in the actual
application. Where such a distribution is known, arithmetic coding can be used to give
an optimal encoding.

Assuming such a distribution is not available or unknown, then other methods must be
used. A trivial approach is to double-up all the bits in the canonical binary representation

and then flip the last bit. In this way the value and end of the number are readily
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determined. For example, 19 = 100115 would be encoded as 1100001110. Using this
scheme every number except 0 starts with 1. By coding x + 1 rather than x, two bits can
be saved since there is no need to store the leading 1.

Marked improvement is obtained by prefixing a number with its length in bits with
the length expressed in the double-bit method. The number n is therefore encoded
as D([lgn])ny where D represents the doubling-up code. For example, 19 becomes
11001010011 (although for 19 this is worse than doubling each bit, for larger numbers
the length method is always superior). Even better codes can be formed by prefixing the
length by the length of the length, etc.

3.4.4 Other Compression Techniques

There is another large class of compression techniques called state-based modelling dis-
cussed in detail in [BCW90]. In principle this approach is more powerful than the context
modelling used by PPM or dictionary coding as the general finite-state machine is able
to capture some regularities (particularly those involving counting) that context models
cannot. However, actual compressors using state-based models, like dynamic Markov mod-
els [HC86, CH87], do not harness this potential power and can be proven to be equivalent
to finite context models [BM89].

One adaptive approach is dynamic Markov coding (DMC) [CH87] which starts with
a small initial model and expands by the addition of new states as they are required.
Frequency counts are maintained for each transition and new states are cloned when a
transition becomes sufficiently popular (as governed by a heuristic).

The SEQUITUR grammatical inference method [NWM94| represents another type of
compressor. SEQUITUR attempts to derive a hierarchical grammar for a sequence using a
greedy heuristic. Although originally developed as a programming by demonstration tool,
it can be used for compression. When used adaptively as a compressor its performance
exceeds popular dictionary coders such as the UNIX compress utility.

Another compression technique, BLOCK, considers a message in blocks [BW94|. Each
block is subjected to a reversible process which attempts to make the block easier to
compress by conventional methods. The transformation groups symbols together so that
the probability of finding a symbol close to another instance of the same symbol is high.
A variety of simpler algorithms can then be used to compress the sorted blocks.

Yet another approach, WORD [Mof87], resembles PPM except that the alphabet con-
sists of entire words rather than individual symbols. The message is expressed as an
alternating sequence of words and nonwords (spaces, punctuation, etc.). Separate models
are used for the compression of the words and nonwords.
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3.5 Connection Between Cryptography and Compression

It has long been recognized that redundancy is the bane of cryptography [Sha49]. It was
shown in Chapter 2 that the presence of redundancy allowed many classical ciphers to be
broken with ciphertext only attacks.

The conventional cryptographic approach to hiding redundancy is not with compres-
sion but with diffusion. Diffusion works by spreading the redundancy as evenly as possible
over the ciphertext. Some ciphers such as the DES manage to do this very successfully.
The related notion, confusion, is about obscuring the relationship between the plaintext
and ciphertext [Sha49].

There are also a number of other somewhat ad hoc techniques for reducing redundancy.
For example, in homophonic coding common symbols are mapped onto a variety of dif-
ferent symbols in the ciphertext, in an attempt to get a flatter distribution. Boyd [Boy90]

has developed such codes for use in conjunction with arithmetic coding.

Since compression is an ideal method for removing redundancy, it is surprising that
compression rarely seems to have been seriously advocated as a technique for improving
security. While it seems to be common lore that ‘compression before encryption is a good
thing’, modern texts on cryptology, such as [Sch94], devote at best a page to compression.
An exception is [Til88] which contains an entire chapter on Huffman coding. Part of this
reticence may be due to difficulties in giving detailed analysis of the security properties of
practical compression schemes. Compression schemes are very hard to analyze in this way,
primarily because their effectiveness is deeply dependent on the message compressed. In
contrast, the techniques used to achieve diffusion are applicable to all messages. From a
cryptologic point of view, it is unwise to accept a system as secure when it is not possible

to determine any security properties for it.

There have been some instances where the benefits and necessity of compression have
been highlighted. As seen in Chapter 2, dictionary attacks are easily thwarted by com-

pressing messages prior to encryption.

3.6 Using Compressors as Cryptosystems

Before a compressor can be used as a cryptosystem, it is necessary to introduce a key
mechanism. In evaluating various methods, the following desiderata are proposed:

e The mechanism must be simple. A time-consuming key mechanism ameliorates the
benefit of using a compressor for encryption, in that one may be better off to use a
standard fast cryptosystem on the output of the compressor.

e The mechanism must be global. Ideally the key mechanism should afford at least

some protection to every bit of the output. It is especially important that the early
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bits of the output have some protection. This requirement eliminates certain schemes
whereby extra bits are used to pad the compressed output at random locations, or
where a selection of output bits are flipped according to some key schedule.

e The key should be short. To be useful the key mechanism should not call for keys
much longer than those used in conventional cryptosystems. That is, while any
compressor can be made unconditionally secure by exclusive-oring each bit of output
with a one-time pad it is unlikely to be practical except in specialized applications.
Note, however, that if one is intent on unconditional secrecy then compression before
encryption represents the most economical way of using the bits of a one-time pad.

e The mechanism should not degrade the compression by more than an additive con-
stant or at worst a near unity multiplicative constant. In particular, any mechanism

that ends up producing output longer than the original plaintext is pointless.

These desiderate will be used when evaluating various key mechanisms in Chapters 7
and 8.



Chapter 4
Compression and Randomness

The primary motivation for data compression has always been making messages smaller
so they can be transmitted quicker or stored in less space. Compression is achieved by
removing redundancy from the message, resulting in a more ‘random’ output. Detectable
regularities in compressed output indicate a less than perfect compressor. In theory, a
detectable regularity could be used as the basis for further compression. In practice, this
is often difficult to accomplish because of the requirement that the compressor run in
reasonable time and space. In contrast, a cryptanalyst is prepared to expend considerable

computation in an attempt to exploit such a weakness and recover the message.

Randomness and cryptology have always had close links. The design of stream ciphers
is largely an exercise in the design of unpredictable random number generators. This is
because a truly random sequence of bits can be used to give unconditional secrecy (for
example, by a simple bit-by-bit exclusive-or of the random sequence and the message).
Most of the research centres on expanding a short random key (often called the seed in this
context) into a long random sequence. Using a seed is desirable since it can be committed
to memory or easily exchanged and removes the requirement of the communicating parties

exchanging long random sequences of bits.

Removal of redundancy makes ciphertext only attacks more difficult because the crypt-
analyst has less statistical leverage. The ideal compressor would remove all redundancy
and achieve a random output. In this chapter, tests of randomness are applied to a va-
riety of compressors to gauge how well they achieve this goal. The results indicate that
several compressors leave detectable regularities in the output. In particular, the results
show that the splay tree, Block, and Ziv-Lempel compressors produce nonrandom outputs.
This randomness deficiency is exploited in Chapter 8 where a ciphertext only attack is de-
veloped for Ziv-Lempel compressors. The better compressors are found to leave detectable
regularities comparable to those of the DES. In particular, PPMD [Tea95] passes all the
tests suggesting PPMD is more likely to be immune from ciphertext only attack than the
other compressors tested.

In Section 4.1 the nature of randomness is briefly discussed. This is a contentious
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issue and only superficial coverage is given. Section 4.2 explains popular methods for the
generation of random sequences. Section 4.3 introduces four tests of randomness. These
are applied to a variety of sources in Section 4.4. The remaining sections present other
uses for the tests and discuss the results.

4.1 Randomness

The study of randomness is fraught with philosophical difficulties. Nobody really doubts
that a sequence of a thousand consecutive heads from flipping a coin is a dubious event;
nevertheless, it is a possible outcome, and for a truly random coin, it is just as likely as
any other outcome. Despite this fact we would normally want to reject a sequence of one
thousand consecutive heads as nonrandom.

Real randomness is hard to find. For example, it is a result of Kolmogorov complexity
theory [LV93] that while the majority of binary sequences are random it is impossible to
constructively exhibit even a single instance of such a sequence. The situation is particu-
larly troublesome for finite sequences, where it is impossible to make a sharp distinction
between random and nonrandom sequences. For instance, it is ridiculous to claim a par-
ticular finite sequence is random, but that by flipping a single bit the sequence becomes
nonrandom. Further, the single coin flip is never random in practice. The only way a coin
can be made to fall with equal probability on each side is for both sides to be absolutely
identical, in which case we cannot tell on which side it landed.! Quantum physics shows
that there is randomness in the world but that no detector can ever hope to accurately
harness this randomness. Local physical sources of randomness (such as geiger-counter
pulses and zener diode noise) are of little use to cryptology since it is necessary in most
circumstances to reproduce the same random sequence at both ends of the communication
link. An exception is in the generation of keys where randomness from physical devices is
useful.

Kolmogorov complexity answers randomness questions by considering the length of the
shortest program capable of producing a given sequence. The result is only accurate up to
an additive constant. A sequence having high complexity C(z) = |z| + O(1) is considered
random. Roughly speaking, this says that random sequences cannot be compressed or that
the shortest description of a random sequence is itself. Unfortunately, the Kolmogorov
complexity of a given sequence is a noncomputable measure. This means we can never be
completely convinced that a sequence is random. However, it is possible to decide with

high probability that a sequence is nonrandom if some alarming statistical regularity is

!Given a coin with probability p of landing on heads, 0 < p < 1, it is possible using multiple flips
of this coin to distil out a random sequence. The coin is flipped twice, if both flips give the same result
the flipping operation is repeated. If the flips are head-tail, then output a 1; otherwise, if the flips were
tail-head, output a 0. The binary sequence so produced will be random in that the occurrence of a zero or

one is equiprobable at each point in the sequence. This of course assumes there is no correlation between
consecutive flips.
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found in the sequence.

For each possible (computable) regularity a test for randomness can be devised.? The
test will reject all strings having the given regularity. Clearly, if a sequence passes such a
test it could still be nonrandom (it could have a statistical regularity of a different type).
However, if a sequence passes a number of different randomness tests then this increases

our confidence in the randomness of the sequence.

There is no end to the number of tests of randomness that can be conceived. It follows
that every finite sequence must fail at least some of the possible tests. In particular, a
given sequence x will always fail the special test which just checks the input for z and fails
if it finds z.

A sequence can fail a test for two reasons. The sequence may deviate considerably from
the expected outcome, or alternatively, the sequence may be too close to the expected
result. As an example, consider rolling a six-sided dice, six million times. Then the
expected number of times each value would occur is one million. In practice one would
not expect this to be the exact outcome. Exactly one million occurrences of each number
would be very suspicious. Likewise, if all six million rolls are the same number this is an

extremely suspicious event.

Knuth [Knu81] identifies two main classes of tests: empirical tests and theoretical
tests. Empirical tests are those tests which are applied directly to the sequence while
theoretical tests are those tests which are applied to the mechanism which generates the
sequence. For a dice, an example of an empirical test is the frequency with which each
number is produced; a theoretical test might involve checking that the area of each face

on the dice was the same.

We will be primarily concerned with the analysis of binary sequences. Much of the
literature on testing deals with sequences of real numbers uniformly distributed over the
closed interval [0,1]. The distinction need not be of concern as it is always possible to

represent one form of a sequence by the other.

4.2 Generating Random Sequences

If producing good unpredictable random sequences was a trivial matter then most of
contemporary cryptology would be unnecessary. Random sequences can be used as one-
time pads to give unconditional secrecy. Unfortunately, a deterministic computer can
never produce an unbounded random sequence. This is because any real computer only
has a finite amount of state, thus any sequence produced must ultimately be periodic.
The random number generators shipped with many computers are notoriously bad. For

instance the low order bit of the rand() function provided under UNIX alternates between

2The name test for randomness is somewhat misleading. In practice a better name would be test for
violation of randomness since such tests can only tell us when a sequence is nonrandom.
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0 and 1. Recently, commonly used high-quality generators have led to incorrect results
in Monte Carlo simulations of physical processes [FLW92, Pet92]. Generators with good
statistical properties are known [PMS88] and these are suitable for most simulation and
numerical analysis. The extra requirement that generators be unpredictable rules out
these generators for use in cryptology.

A popular form of random number generator are the linear congruential genera-

tors [Knu81) which have the form
Xn+1 = (aXy, + b) modm

where X, 41 is the next number in the sequence and X, is the current number. The
number X is the seed. The variables a, b, and m are constants, and when appropriately
“chosen give the maximum period length of m. The generator given by a = 7° = 16807,
b =0, and m = 2147483647 has been recommended as a minimal standard [PM88]. These
generators are very fast, requiring only a few operations per bit. However, they have been
broken [Boy89] and are not suitable for use in cryptology. Generalized forms of these
generators have also been studied and found to be insecure [Kra92].

Another popular class of random number generators are linear feedback shift registers
(LFSRs) which consist of a finite width register and a tap sequence. Each time a bit is
needed, all of the bits in the shift register are shifted right and the LFSR outputs the least
significant bit. The new left-most bit is computed by exclusive-oring the other bits in the
register, in accordance with the tap sequence. An n-bit LFSR can have maximum period
2™ —1 [Gol67]. These generators are also easily broken [MT79]. Even so, LFSRs are often
used as the building blocks for more complicated designs [Rue92].

Slower but more secure generators have been proposed which rest their security on
complexity-theoretic assumptions. They are typically based on problems similar to those
in public-key cryptosystems. Indeed there are proposals based on RSA [Sha81, BB88] and
discrete logarithms [BM84]. Currently the most efficient and secure generator is the Blum
Blum Shub (BBS) generator [BBS86]. It is also called the quadratic residue generator.

DEFINITION 4.1: An integer n is a Blum integer if it is the product of two distinct
primes p and ¢ both of which are congruent to 3 modulo 4.

To use the BBS generator a Blum integer m is chosen along with another random
integer x relatively prime to n, gcd(z,n) = 1. Compute 29 = z?modn. This is the
seed for the generator. The ith pseudorandom bit is the least significant bit of x; where
z; = 22_; modn. This can also be written z; = x?,’ med((P=1)-1) 154 n, Using the second
form any particular bit of the sequence can be computed directly which is a desirable
property in applications requiring random access. The generated bits cannot be predicted
by anyone not knowing the factorization of n [BBS86].

The generator is slow but a few speedups are known. For instance it has been



proven [ACGSS88] that it is actually safe to use the least significant lg|z;| bits, where
|z;| is the length of x; in bits, rather than just the least significant bit.

Another option is to use some large publicly available sequence of ‘random’ bits, such
as those distilled from certain astronomical sources. The key is then an index indicating
where and when to start observing the random source. If the source is large enough it will
be infeasible for a cryptanalyst to find the portion of the sequence used.

A large number of other proposed generators are discussed in [Rue92].

4.3 Empirical Tests

Empirical tests are used to detect statistical regularities in a sequence. This means
that significant deviations from what is expected of a truly random sequence will be
detected. Empirical tests work by examining a length of sample sequence, n, for a certain
property. A sequence is rejected when it exhibits nonrandom behaviour in the prop-
erty being tested. An empirical test T can be considered as a function with signature
T: A™ — {ACCEPT, REJECT} where A is the alphabet of possible symbols. In most cases
we will take A = {0,1}. The function T partitions the set A™ of n-symbol sequences into
a set of bad sequences Bt and a set of good sequences G defined by

Br = {s" : T(s") = REJECT and s™ € A"}, Gr = A™\Br.

Normally, | Br| < |G| since there are more random sequences than nonrandom sequences.

The length n should be quite large (n > 5000 is typical) to ensure the test has adequate
information to work with. The ratio p = |Br|/|A™| is called the rejection rate, and is the
probability that an arbitrary sequence is rejected. In practical tests p should be small,
p < 0.01.

Whether or not a defect in a sequence will be detected depends on the extent of the
defect, on the length of the sequence examined, and on the rejection rate. There is a trade
off between the ability to detect defects and the frequency of false alarms.

A statistical test, T, is typically implemented as a polynomial-time computable func-
tion fr that maps the sequences of length n into the real numbers: fr : A™ — R with fr
such that the probability distribution of the real-valued random variable fr(R™) can be
determined, where R™ denotes a truly random sequence of length n. Two thresholds ¢;
and t9 are then specified such that

Prlfr(R"™) < t1] + Pr[fr(R™) > t2] = p.

Essentially these thresholds give the cutoffs for sequences with detectable regularities and
with statistics too close to the expected value. The set Bp of cardinality p|A™| can then
be defined by

Br={s" € A" : fr(s") < t1 or fr(s") > ta}.
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Typically fr is chosen so that fr(R™) has the normal distribution or the x2-distribution.
The normal distribution results when a large number of independent and identically dis-
tributed random variables are summed. The x2-distribution with d degrees of freedom
results when the squares of d independent and normally distributed random variables

with mean zero and variance one are summed.

Suppose our observations fall into k categories and that n > k observations are made.
Let p; be the probability that an observation falls into category :. For the simple case
where all categories are equally likely, p; = 1/k. Finally, let f; be the actual number of
observations falling in category i. Then the y2-statistic is given by

V =

k
1=

(fi — npi)®
1 np;

Since Y p; = 1, we have k —1 degrees of freedom: intuitively this is because any particular
p; can be calculated given all the other p;’s.

The x? test is only accurate when the expected number of observations in each category
is at least five [Knu81|. This is why n must be considerably larger than k. In general, the
larger n the more likely a bias in the sequence will be detected (assuming, of course, that
such a bias exists). However, if n is very large, local nonrandom behaviour might not be
detected.

4.3.1 The Poker Test

In a poker test [BP82, Knu81] the sequence is divided up into nonoverlapping blocks of
length m. Thus, the first block consists of the first m symbols in the sequence, the second
block consists of the next m symbols, and so on. The special case of m = 1 is called the
frequency test. The purpose of the test is to ensure that each possible block occurs with
roughly the same frequency. The test can be applied for several values of m in order to get
a more comprehensive result. For each block of length m there are |A|™ possible patterns,
where |A| is the number of symbols in the alphabet. For a binary alphabet there are 2™
possible patterns of length m.

Let the length of the sequence be n, then B = |n/m] blocks of length m can be

extracted from the sequence. Any remaining bits are ignored. A count is kept of the

number occurrences of each pattern: fo, f1,..., fom_1. These counts clearly sum to the
total number of blocks:

om_]
n
B-[2]=T 5
1=0
For a random sequence we expect the B blocks to be uniformly distributed, thus the

probability for any individual pattern is 2=™. The x2-statistic is therefore given by

2m_1 am _1
T (fi — Bps)* 2™ )
i=0 Bp; B = hov
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Because there are 2™ patterns the result must be compared to the y?-distribution with

2™ — 1 degrees of freedom giving the following criteria for evaluating our sequences:

if V > x3.._1(0.0005) extreme failure (E)
else if V > x%._,(0.005) failure (F)

else if V > x%._,(0.025)  suspect (S)

else if V < x%._,(0.9995) extreme failure (E*)
else if V < x%._,(0.995) failure (F*)

else if V < x3._,(0.975)  suspect (S*)

else pass (P)

The first three criteria test for sequences whose statistics vary considerably from what
is expected for a random sequence. The next three test for sequences which are too
random. If the sequence passes all the criteria it is said to have passed the test.

4.3.2 The Autocorrelation Test

In the autocorrelation test [BP82, Knu81| a sequence is compared to shifts of itself. It is
a measure of how dependent bits of a sequence are on each other. The test simply counts
the number of bits that match in the shifted sequences; and normalizes the result by the
length of the overlapping portion of the sequence. Portions not overlapping are ignored.
For example, given the sequence 01101101110000 the autocorrelation for a shift of one is
7/13 as can be seen from the alignment below:

S =
—
O =
—
O =
—
o O
o O
o O

In general, given a sequence s"™ = s183--- s, with s; € {0,1}, let ng be the number of

zero bits in s™ and m; the number of one bits in s”; thus n = ng + n1.

DEFINITION 4.2: The autocorrelation of s™ with shift 0 < d < n is given by

1

n—d
A(d) = n—d ; Si = Sitds

where = denotes bitwise equivalence. If d = 0, then we speak of the in-phase correlation
and if d # 0 we speak of the out of phase correlation.

Considering the case d = 0 we obtain

for every sequence. Such a value indicates a perfect correlation. Perfect anticorrelation
corresponds to a value of zero.
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Consider the autocorrelation of a random sequence when d # 0. The probability of a
zero at any position is ng/n and a one is n1/n. Only when the two symbols match will

any contribution be made to the autocorrelation, thus

n2 + n?
B[A(d)] = =,
and
1 n—d
Var[A(d)] = p— (s: = siva — B[A(d)))?
=1
2
1 n% + n% n% + n% 2 2n1ng n% -+ n%
= — - (n—d)|1- 3 + 5 (n—d) 0—_n_2_

2n0n1 (n% + n%)

na
(Note that for most random sequences, ng = n; =~ n/2 giving E[A(d)] =~ 1/2 and
Var[A(d)] = 1/4).

A standard hypothesis test is applied for any particular sequence to see if its autocor-
relation suggests a nonrandomness. Let p be the significance level, usually chosen to be
1% or 5%, then the sequence passes the test if

E[A(d)] - 221/ Var[A(@))/(n — ) < A(d) < E[A(d)] + 2,21/ Var[A(@)}/(n — d)

and fails it otherwise.

By applying the test for several different values of d a more accurate picture of a
sequence’s autocorrelation is obtained. An autocorrelation differing greatly from 1/2 indi-
cates a nonrandom sequence. However, if using a significance level of 5% we would expect
on average one such failure per twenty shifts in a random sequence. An examination of

the autocorrelation plot (Section 4.5) will reveal any regularity in the failures.

4.3.3 The Compression Test

Any data compressor can be used as a test for randomness. Random sequences do not have
short descriptions and therefore cannot be compressed. Therefore, any sequence which is
compressible must contain detectable regularities and thus cannot be random. By using
a universal data compressor, known to be optimal in the information theoretic sense,
there is a good chance of discovering nonrandomness in a sequence. If the sequence only
compresses by a small amount, or expands, then the sequence passes the test. Accurate
results can only be obtained if long sequences are used.

Let ¢ denote the size of the alphabet. It is known that the worst-case input to an
adaptive compressor elicits an expansion of O (9"2'—1 l—gnﬂ) bits per symbol [CW84a, CW84b,
BCW90]. However, such worst-case scenarios do not necessarily correspond to random
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inputs. Therefore, consider the effect of encoding a random input, using a fixed order
PPM model.

For the analysis it is assumed that the model is finite and complete; in that it contains
all possible contexts. Any cost incurred in constructing the model is considered to be
fixed overhead which is amortized over the length of the sequence. The remaining cost is
then due to the escape probabilities and scaling mechanism. Further, since the model is
complete only the costs incurred by the highest order need be considered.

An optimal coding of a random sequence of length n would use [nlg¢] bits. In PPMC
the probability of symbol 4, in a given context, is p; = fi/(F + ¢), 1 < i < ¢, and where,
F =3 f;, is the total number of symbols transmitted so far. The remaining probability,
q/(F + q), is assigned as an escape probability. Given a random input, all the f; will have
approximately the same value (because in a random sequence each block occurs about as
often as other blocks of the same size); thus f; = F/q. Finally, the values of the f; are
halved whenever F' threatens to exceed some predefined maximum M. The quantity F
increases by 1 for each symbol transmitted. After F' reaches the value M/2 for the first
time, count halving will occur every time another M /2 symbols have been transmitted.
Thus, the expected length in bits per symbol of a random input compressed by PPMC is
given by

2 U F/q

E = = Y -Ig
MF:M/2 (F +q)

M F/q

2
= ———lg H
M F=M)2 (F +q)

2

M
=~ [—71861—Q+0(1/M)

2
= —lg(1/q) + 1 +O(L/M?).
This implies an excess over the optimal coding of

2q 2
i +O0(1/M*)

bits per symbol.

For M = 16384 and ¢ = 256 (the values used in our application of the test) this gives
an excess of about 0.031 bits per symbol. Therefore, an expansion of 0.031 or more bits
per symbol, indicates a sequence which is not easily compressed. However, on short files
results considerably worse than this may be observed because of additional costs incurred
in construction of the model.

Similar analysis holds for other variants of PPM. Clearly, the excess can be reduced by
increasing M or decreasing g. The real cause of the excess, however, is a failure to reduce
the escape probability once all the possible symbols have been seen in a given context.
This suggests that the compression of messages may be improved by up to 0.031 bits per



56

symbol simply by reducing the escape probability to zero once all the possible symbols
in a context have been seen. Although the reduction of escape probabilities has been
advocated previously [BCW90], we know of no implementation which actually does so.

4.3.4 The Maurer Universal Statistical Test

The Maurer test [Mau91, Mau92| theoretically supersedes many other tests discussed in
the literature and is designed to detect cryptographic weaknesses. The test has two main
advantages over many other statistical tests:

e The test is able to detect any of a very general class of defects, not just one specific
defect. Any defect which can be modelled by an ergodic stationary source with finite
memory will be detected with high probability.

e The test measures the actual amount by which the security of a cipher system would
be reduced if the tested sequence were used as the key source. It therefore measures
the effective key size.

The test essentially measures how compressible a sequence is. It does not actually
compress the sequence, but calculates a quantity related to the length of the compressed
sequence. The disadvantage of the test is that extremely long sequences are required for
accurate results, far longer than those needed by the poker test or autocorrelation test.

The test takes three parameters L, Q, K € Z*. The input is partitioned into adjacent
nonoverlapping blocks of length L. The parameters are related by the equation n =
(Q+ K)L, where K is the number of test steps, Q is the number of initialization steps and
n is the length of the sequence. Thus, in total there are @ + K blocks bg, b1, ...,bg+ K -1
and each block is of length L.

For Q@ < m < Q + K — 1 the sequence is scanned for the most recent occurrence of
block by,; that is, the least 1+ € ZT such that 1 < m and b,, = byu—;. Define

1 if such an 7 exists
Qm =

m otherwise

Let the computable test fyy be defined by (the average logarithm of K terms)

] QK-
ny _ — 1 m
ol = 3 leo

Pseudocode for implementing the test is given in Figure 4.1. A table is used to store the
values ;.

Maurer [Mau91, Mau92] recommends choosing L between 8 and 16 inclusive, Q > 5x 2%
and K as large as possible (at least 10%). This choice for Q ensures with high probability
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real Maurer (L, K, Q, (b))

int L, K,Q;
block (b);

begin
int 1, m,;
int «f];

real sum « 0.0;

for (i« 0;4 < 2Ly i+ 4)
afi] <« 0;

for (m — 0; m < Q; m++)
afbm] — m;

for (m «— Q; m < Q@+ K; m + +) begin
sum — sum + 1g(m — a[bp,]);
afby] — m;

end;

return (sum/K);

end;

Figure 4.1: Pseudocode for the Maurer’s universal statistical test.
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that every L-bit pattern occurs at least once in the first Q blocks. This is important for
determining the threshold values t; and t2. The values t; and t; are best given by

th=p—yo
to =pu+yo
where
p = E[fu(R")]
and

o =/ Varllg am/K = /Var[fy (R)),

and y is chosen such that ®(—y) = p/2, where ®(z) is the normal distribution function

O(z —t*/2 g4,

=7 L

Maurer [Mau91, Mau92] has shown that the expected values and the variance for a

random sequence are given by

Elfu(R")] =2"* f}(l - 27 g,
=1
I ) )
Varlfu(BY)] = 2= (1 - 278 gt - B2 {fu(R™)]
=1

The variance result assumes the « terms are statistically independent, and this is a good
approximation for L > 8.

4.4 Example Application

In order to gauge how well various compressors remove redundancy, the tests described
in the previous section were applied to a number of compressors. For comparison, the
conventional cryptosystems DES [NBS77] and crypt [Sun88] were also included. The
randomness of the DES has been studied previously [Fel88, CR89]. An ASCII file is
included as a control. A sequence produced by a nonlinear additive feedback random
number generator with period approximately 16(23! — 1) was also tested [Coh88]. All the
files used are summarized in Figure 4.2.

Results for the poker test, autocorrelation test, compression test, and Maurer’s test
appear in Figures 4.5-8 respectively. For the poker test and Maurer’s test every block
size between one and sixteen inclusive was used. The number of initialization steps in
the Maurer test was @ = 10(2F). Shifts of up to two hundred bits were used in the
autocorrelation test.
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Type

Size (bytes)

Description

Random

3000000

A sequence produced by the random() function offered
on the NeXT computer.

ASCII

1891806

The concatenation of the ASCII coded forms of bookl,
book2, and book3.

Crypt

1891806

The ASCII file encrypted using the crypt command
provided under UNIX. This program essentially im-
plements a one-rotor machine similar to the Enigma.

DES

1891808

The ASCII file encrypted using the DES algo-
rithm in electronic code book mode with key
00110111001100001101010011015.  The file is two
bytes longer as it needs to be padded out to a mul-
tiple of eight bytes.

DES’

1891808

The ASCII file encrypted using the DES algo-
rithm in ciphertext block chaining mode with key
00110111001100001101010011013.  The file is two
bytes longer as it needs to be padded out to a mul-
tiple of eight bytes.

Splay

1485768

The ASCII file encoded using the semisplay tree com-
pression algorithm [Jon88].

LZH

850839

The ASCII file compressed using the lharc program,
which uses the LZH compression method [Bre87).

GZIP

710864

The ASCII file compressed using the UNIX gzip pro-
gram operating in its best compression mode.

Block

577943

The ASCII file compressed using the BLOCK algorithm
of Burrows and Wheeler [BW94].

PPMC(3)

568019

The ASCII file compressed using variant C of the PPM
algorithm running at order three and with a bounded
amount of memory (65 K) [CW84D).

PPMD(5)

507368

The ASCII file compressed using variant D of the
PPM algorithm running at order five and with an un-
bounded amount of memory [Tea95].

PPMD(5)+BC

491516

The ASCII file compressed using variant D of the PPM
algorithm running at order five, with an unbounded
amount of memory, and using a model primed with
the Brown Corpus.

JPG

71054

A colour image of an aeroplane encoded using the
Joint Photographic Experts Group (JPEG) standard.

Figure 4.2: A collection of sources for which randomness tests were applied.
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Input Block size

Random
ASCII
Crypt
DES
DES’
Splay
LZH
GZIP
Block
PPMC(3)
PPMD(5)
PPMD(5)+BC
JPG

HvNEHEHEEE YT N Y-
HUTNEEEEE TR E Y w
TUEEYEEYEEE R
T UE EE O
HEEHREEE O

DU Y e
HUUEEEEE Y Y
HUUEEEEE TS O
HEUTEHEEEE U E O

s laviiavlics Bl cs il cslics il e liaeliav Al ol e lia] g
e laviisvile o loNo Nl lcliciic el
o laviisvBloNoloNololal ool Raclid
DU EHEEHESEH V" ®»E Y
esliaviisviics Bl cslics il llcsliavilco Bl coli cslia] B}
DoUvEHEHEEDHYEE-E Y®
DY EHEOHEOEHTEHEE WO

Figure 4.3: The results of the poker test. An E indicates an extreme failure (worse than
one chance in a thousand), F a failure (worse than one chance in a hundred), S a suspect
(worse than five chances in a hundred), and P a pass. An asterisk indicates the result
was better than should be expected. A blank indicates that not enough information was
gathered to make the result accurate.

File Passes | Rating
Random 99.5% | Pass
ASCII 0.0% | Fail
Crypt 89.5% | Fail
DES 95.0% | Pass
DES’ 99.5% | Pass
Splay 20.0% | Fail
LZH 79.05% | Fail
GZIP 33.0% | Fail
Block 1.0% | Fail
PPMC(3) 89.3% | Fail
PPMD(5) 99.5% | Pass
PPMD(5)+BC | 99.0% | Pass
JPG 80.5% | Fail

Figure 4.4: The results of the autocorrelation test. Passes indicates the percentage of
shifts for which the sequence had no obvious autocorrelation.
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File PPMC(3) PPMD(5) LZH | Overall
Random 112.35 111.48 100.00 | Pass
ASCII 30.03 26.82  44.97 | Fail
Crypt 112.07 110.79 100.00 | Pass
DES 108.96 92.60  98.28 | Suspect
DES’ 112.34 112.61 100.00 | Pass
Splay 54.56 59.16 5743 | Fail
LZH 112.04 113.34 100.00 | Pass
GZIP 112.20 114.11 100.01 | Pass
Block 108.11 107.30  97.27 | Pass
PPMC(3) 112.26 114.31 100.01 | Pass
PPMD(5) 112.37 114.43 100.01 | Pass
PPMD(5)+BC 112.35 114.43 100.01 | Pass
JPG 110.14 107.12  99.74 | Pass

Figure 4.5: The results of the compression test expressed as percentages of the original
files. A number greater than 100 indicates expansion.

Input Block size

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
Random p P PP PP PP PP P P P P P P
ASCII EE EEEEEEEZE E E E E E E
Crypt P EPEPEU®PUPPP P P S E S E
DES p P PF P PPPF PS P E F E E E
Splay E EEEEEEEEE E E E E E E
LZH E P EEEZEZEEEZE E E E E E
GZIP F P F EEEZEEVFVF F F P P P
Block EEEEEEEUEZEUE E E E E
PPMC(3) E EEESFPPF S P P F S E
PPMD(5) p p P PPPPPPP P P P P
pPPMD(5)+BC|P P P P P P P P P P P P P
JPG E P EEEEEZEZEE E E

Figure 4.6: The results of the Maurer universal test. An E indicates an extreme failure,
F a failure, S a suspect, and P a pass. A blank indicates that not enough information was
gathered to make the result accurate.
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Based on the results the sources can be ranked (from least random to most ran-
dom): ASCII, JPG, Splay, Block®, GZIP, LZH, PPMC(3), Crypt, DES, DES', PPMD(5),
PPMD(5)+BC, Random.

As expected the ASCII file does badly in all the tests. The colour image fails all the
tests except for the compression test. The semisplay and Block compressors also perform
badly and apparently much redundancy remains in the file. However, only a single symbol
splay model was used and some improvement should occur in a splay compressor that took
bigrams and trigrams into account. The Block compressor does extraordinarily badly in
the autocorrelation test. The Ziv-Lempel compressors, LZH and GZIP, pass only the
compression test. PPMC(3) does only marginally better. The crypt program passes the
compression test and does well in the Maurer test. The DES passes the autocorrelation
test, does well in the Maurer test, but no so well in the compression test. The remaining
three sources, PPMD(5), PPMD(5)+BC, and Random pass all the tests; they are the only
ones to pass the poker test.

4.5 Other uses for Autocorrelation

It is instructive to consider a plot of the autocorrelation versus the shift for a sequence.
Figure 4.7 shows such a plot for the file ASCII. The regularities in this plot should be
immediately obvious. In particular, there is a large peak at shift eight and at every multiple
of eight. These shifts correspond to moving the sequence a multiple of eight bits; that is,
some number of symbols. It is not surprising to see higher than usual correlation in these
cases because the most significant bit in ASCII is always zero. Further, the alignment of
common symbols, such as space and e, also contribute to the high correlation. In fact,
the reason why the peak at shift eight is smaller than the other peaks is because very few
spaces become aligned with a shift of one symbol.

Another example, Figure 4.8, shows a similar plot for geo. This time the peaks occur
every thirty-two bits suggesting that the information in geo is encoded using a thirty-two
bit data structure. This is known to be the case [BCW90].

Autocorrelation is therefore a tool for determining the phase of a data file and is
useful for compression techniques such as PPMD [Tea95]. Similar techniques are used in
cryptography to find the period of repeated keys [Kah66, Sin66].

Figure 4.9 shows a plot for a file which passes the autocorrelation test, PPMD(5).
Notice that the scale on the ordinate is much smaller than on the previous plots. Further,
there is no discernible pattern to the peaks on the plot. Obviously, it is desirable for
cryptosystems to have such an irregular autocorrelation profile. The corresponding plots
for the DES and Block are given in Figures 4.10 and 4.11 respectively.

®In the tests a very early version of the BLOCK algorithm was used. This version used Huffman coding
as the final stage. Since then newer implementations have been developed and considerably more is now
known about this compressor [Fen96]. It is likely that these newer implementations would perform better.
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Figure 4.7: Autocorrelation plot for ASCII, illustrating regular peaks at every eight bits
corresponding to shifts of whole symbols.
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Figure 4.8: Autocorrelation plot for geo, illustrating regular peaks at every thirty-two

bits.
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Figure 4.9: Autocorrelation plot for PPMD(5), illustrating irregular peaks and no dis-
cernible pattern.
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Figure 4.10: Autocorrelation plot for the DES, illustrating irregular peaks and no dis-
cernible pattern.
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Figure 4.11: Autocorrelation plot for Block, indicating an unusual autocorrelation spec-
trum.

The plot for Block is particularly unusual. For any shift greater than three there is
definite correlation. This suggests the Block compressor could be improved by taking
these correlations into account.

4.6 The Wider View

The detection of a regularity in a compressor indicates that it is not optimal. In theory
this indicates that the compressor could be improved. However, in many cases it might
be computationally expensive to remove the remaining redundancy and in some cases it
might not be clear how to remove it at all. In practice there will always be a trade-off
between compression and execution costs. For example, the results above indicate that a
splay compressor can be improved by subjecting the output to further compression using
a PPM approach. But it is unclear how the regularities detected in the LZH compressor
could be removed.

Many improvements will simply not be worth it from a compression point of view.
Even in current algorithms a number of approximations are used in an effort to make the
compressors run faster or use less space [BCW90]. However, from a cryptologic point of
view such improvements could easily make the difference between a secure system and an
insecure one.

Currently, there is no ciphertext only attack against the DES which is significantly
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better than an exhaustive search. Further, the DES has been extensively studied for
over two decades, so this lack of attack is not from a lack of trying. It seems reasonable
to conjecture that PPMD(5), which outperforms the DES in all the tests, will have no

ciphertext only attack. Further argument for this point is given in Chapter 9.

For those systems which performed worse than the DES the situation is less hopeful.
The crypt program does only slightly worse than DES and yet there are attacks against
it [RW84]. The Ziv-Lempel compressors, Block, and splaying do considerably worse than
crypt, suggesting the possibility of a ciphertext only attack. Indeed, in Chapter 8 an
automatic ciphertext only attack for Ziv-Lempel compressors is given.

The success of the PPM compressor suggests that it may be possible to use a com-
pression program as a random number generator. Indeed, the DES has been suggested as
a random number generator by the same argument [Gai77]. It was found that repeated
application of order-3 PPMC caused a file to be expanded by about 12% per iteration. At
each stage the resulting ‘compressed’ file passed all four randomness tests. It seems likely
the majority of expansion is due to the blending and escape mechanisms used in PPM. A
more theoretical approach to this problem would be helpful in settling this question. A
general study on the performance of compressors on random inputs might give some fruit-
ful insight into building compressors that cope better with unexpected (that is, difficult
to predict) input. Of course, every compressor must expand some random inputs slightly,

otherwise it would be impossible to compress other longer sequences.



Chapter 5

The Security of Arithmetic
Coding

Arithmetic coding was introduced in Chapter 3 as an optimal coding technique. Since
arithmetic coding is used as the coder for several compression schemes it is appropriate
that its security properties be investigated. The security of arithmetic coding is analyzed
from two perspectives. These results have previously been published in [CIR95, ICR95].

We first consider the difficulty of determining the state of an arithmetic coder using
a chosen sequence. It is found that a w + 2 symbol sequence is sufficient to determine a
w-bit probability. Although the detailed analysis is only for the static binary case, it is
indicated how the attack could be extended to multisymbol and adaptive situations.

Second, the use of a key in arithmetic coding is considered. A number of different key
schemes are found to be equivalent to the subset sum problem, a known NP-complete
problem. However, the resulting subset sums typically fall into a class of sums known
to be solvable in polynomial time. In particular, they can be solved by the short-vector
algorithm [LO85].

One way of viewing the operation of arithmetic coding is that it generates as output
a single real number which is uniformly distributed (the individual bits are random) with
respect to the probability distribution of the model. Sufficient leading bits from the real
number output are transmitted to ensure that the original text can be decoded. The
analysis in Section 5.2 approximates the actual (finite precision) encoder with an infinite
precision one. In the binary case, the output for a particular plaintext sequence can then
be expressed as a polynomial in the unknown probability. Section 5.3 shows how to infer
the unknown probability by solving the polynomial. Section 5.4 examines the practical
(finite precision) case and shows by example that the infinite precision approximation gives
results sufficiently close to the actual answer that there is no difficulty in computing the
finite precision probability. Section 5.5 extends the attack to known plaintext. Section 5.6

considers related schemes.
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In Section 5.7, the subset sum problem is introduced. It is shown that even when a
solution is known to exist, finding the solution is NP-complete. In Section 5.8, a key is
added to the arithmetic code and the resulting cryptosystem is found to be equivalent to
the subset sum problem. Unfortunately, the sums that arise are found to fall into a special
class of sums solvable in polynomial time.

We conclude that arithmetic coding does not greatly enhance the security of the driving
model.

5.1 Introduction

Since arithmetic coding is optimal in the information-theoretic sense it is not unrea-
sonable to assume that the addition of arithmetic coding to a communication system
cannot weaken the system. However, because practical implementations of arithmetic
coding use finite precision arithmetic, they are not quite optimal, and a fractional in-
crease in the length of the output, to the order of O(27%) for w-bit arithmetic is in-
curred [Boy90, How93]. The losses are caused by the use of finite-precision arithmetic,
the periodic scaling of frequency counts (only a problem for adaptive systems), and the
cost of encoding a termination symbol. Since 32-bit arithmetic is readily available, this
fractional increase is easily made negligible.

The security of arithmetic coding in conjunction with an adaptive model was first
studied by Bergen [BH92, BH93|. Her results were highly dependent on the model and did
not directly address the security of arithmetic coding itself. Further, her attacks required
long chosen plaintexts, whereas the attacks presented here only require short plaintexts
and often a known rather than chosen plaintext will suffice. The first suggestion which
we are aware of for the use of arithmetic coding in encryption is [Rub79b], which contains
an example of a multiple known plaintext attack against arithmetic coding. This topic is
also discussed by Witten and Cleary [WC88|.

To simplify the analysis we initially consider a single binary probability distribution
where the probability of either symbol occurring is fixed but unknown. We then consider
the problem of how to extract the probability given some sample output from the encoder.
Once the probability is known, all future text can be decoded. It is shown that if the
probability is stored to w-bits of precision, then using chosen plaintext, the probability
can be determined using w + 2 symbols. For many known plaintexts the attack will take
w + m + O(logm) symbols, where m is the length of an initial sequence (0™ or 1™)
containing just one of the two possible symbols.

This is a very strong negative result for the use of arithmetic coding on its own as an
encryption technique. Stronger for example, than the results in [BH92] which required
assumptions about the model. This negative result seems to carry over to a wide range of
related variations in the encoding mechanism (the probability is adapted, the initial state

of the encoder is unknown, the alphabet has more than two symbols, and so on) so long
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h

l
Figure 5.1: A binary arithmetic coder.

as it is possible to repeatedly reset the encoder and start a new encoding sequence. If it is
not possible to reset, then it is an open question as to how hard it is to attack an encoder

using these variations.

5.2 A Static Model

Consider encoding the output of a binary source with alphabet {0,1} using a static model.
Let p be the probability used to encode a 0 and ¢ = 1—p be the probability used to encode
a 1. Neither probability can be zero or one as we must always allow some probability of
each symbol occurring. The model is set up as illustrated in Figure 5.1 where [ is a lower
bound and h an upper bound on the output real number. § is the difference between the
upper and lower bound. Initially [ =0, h =1, and § = 1. At each succeeding step the

interval § is narrowed and either [ is increased or h is decreased.

Assume we have an infinite precision arithmetic coder. The following recursive rela-
tions, where ', §’, and h' are the new values for [, §, and h, define characteristic polynomials
for I, h, and 6.

If a 0 is encoded then

o=
& = pé (5.1)
o = h-—qb=1+ép.

If a 1 is encoded then
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Let the input sequence be S = sys9- -+
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I+ pé,

qé,
h.

(5.

;- 8n, where s; € {0,1}. Define

1 if Si=0
a; = B
0 otherwise
1 if S; = 1
b’i = P
0 otherwise
J
A; = Zau
=1
J
B; = Y b
=1

That is, A; and B; count the number of Os and 1s respectively in the input up to and
including the jth symbol.

Let the characteristic polynomials for I, h, and 6 after encoding ¢ input symbols be /;,
h;, and 6; respectively. From Equations 5.1 and 5.2

& = pigh = pAi(1 —p)Bu.

The lower bound only changes when a 1 is sent, thus
i
li = Z bjpéj_l.
=1
Likewise the upper bound only changes when an 0 is sent, thus
i i
hi=1- Zajqéj_l =1 Zaj(l —p)bi—

5=1 j=1

On occasion we will have need of the derivatives of the characteristic polynomials. The
derivatives are easily calculated to be:

d . o
d—p&=p*‘1 Y1 - p)B(1 - p)A; — pBi], (5.3)
d
Eﬁl’_sz =1(1 = p)Pi17H(4;0 +1)(1 - p) — Bj_ap),
71=1
@h —Zap 31711 = p)B1p(B,_y +1) — Aj1(1 - p)). (5.4)
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In(p) — () 26,
— L)

Figure 5.2: Range of decoding estimates. Ap =p” —p'.
5.3 Inferring p

In this section bounds on the number of symbols necessary to determine the probability
p are obtained. It will be shown that a w + 2 symbol chosen plaintext is sufficient to
uniquely determine p. This is a simplified version of the general problem. In practice there
may be many unknowns the attacker needs to determine besides the single probability p.

Comments about the more general problem are made in Section 5.6.

The interval left at the end of encoding the sequence S of length n using probabilities
p and ¢ will be 6, = hy, — . Let p be an estimate of p. If we are going to succeed in
decoding all n symbols using p we require an overlap between the coding interval which
resulted when S was encoded with p and the coding interval which would result if S were
encoded using p. Let the width of values of p that decode correctly be Ap. Then the range
of either [, or h, can be twice the width of the interval; that is,

d
Ap—Il, = 26,
pclp 0
or equivalently,
d
Ap%hn = 20p,. (5.5)

In obtaining these equations we have made the assumption that the width of the
coding interval resulting from encoding S does not change significantly over the range Ap,
L6p| win

be very small for most sequences. Later we verify this assumption more rigorously.

as shown in Figure 5.2. The assumption is reasonable because the derivative

If we are going to succeed in determining p, then we require Ap to be as small as
possible. This can be achieved by making 6, small and gdl;hn large (or equivalently %ln
large). In particular, for a w-bit arithmetic encoder we require Ap < 27% to uniquely
determine p. The following theorems show that d‘—;}hn is indeed large and that the attack
will succeed for sequences beginning with 101 or 010.
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THEOREM 5.1: For any sequence beginning with 101,

(5.6)

d 1 for0<p<3
dp

2(1-p) fors<p<l1

PrOOF: Using Equation 5.4 we have

d

n
;Ehn=2—2p+§:%ﬁ**"%1~prWMB¢4+1)—Afﬂl—pﬂ

i=3

Terms in the sum will be negative when
b
Aj..l > E(Bj_l + ].)

Next note p4i-171(1 — p)Bi-1 is decreasing for increasing j, and consequently the interval
is narrowed between subsequent 0s. Sending 1s cannot cause expansion. Therefore the
derivative will be a minimum when the sequence is 101 or 1010°°. If the sequence is 101
then the derivative is 2 — 2p and the result follows. It remains to show that if the sequence
is 1010°° then the derivative is at least 1 for 0 < p < % and at least 2(1 —p) for % <p<l

d D
a?MQMWH% = 2-2p+(1-p)®> P *lip—j+3
i=4
—'I’l . n ) n . 1
= 2-2p+(1-p)* | D g/ =D it +3) p7*
Lj=4 j=4 =4 |
- . . ]
= 2-2p+(1—-p)? np”*3—4—2pj—4+32p]”4
I i=5 i=4
- .
= 2-2p+ (1 —p)? npn_?’—4—!—3-!—22137"4
! 7=
1— n—4
= 2-2p+(1-p)? np"_3—1+2p——————( P )}
I 1—9p
2p — 2p" 3 42
= (]_ — p)2 [npn_g - 14+ u
1-p
= (1=p)[1+3p+(n—2p" —np"?]
If0<p<i,
dll 1010™3 n—3 n—2 n—1 2
P n(1010"7°) = 1+42p+(n—2)p" > —(2n — 2)p" 2 +np"~ 1 = 3p
> 1+p2+ (n—2)p"* = (n - 2)p"* + np"? — 3p|
> 1+4p[2—3p+np"?
> 1
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To show,
d

a7311,,1(1010”-'3) >2(1-p)
for 3 < p < 1, it suffices to show that 3p + (n — 2)p"~3 — np™~2 > 1. For the case n = 3
it is easy to see that 3p + (n — 2)p"~3 —np"~2 = 1.

Now, 3p + (n — 2)p"~3 — np™~2 > 1 if and only if n > gﬂ%_ppr The right-hand
side of this last inequality cannot exceed 2/(1 — p), since 1 — 3p/p"~3 < 0 for all cases
under consideration. It follows that n > 4 satisfies the inequality.

1
Thus, ;—plzn(1010"_3) > 2(1 - p), for £ < p < 1andn >3, which is what we wanted
to prove.
]
THEOREM 5.2: For any sequence beginning with 010,
2 <1
c_lhn2 D for(i<p_2
dp 1 forz<p<l1
PROOF: By symmetry. Apply Theorem 5.1 to 1 —p and S.
|

THEOREM 5.3: For the plaintext S = (10)*/2, w + 2 symbols are sufficient to determine
a w-bit probability.

PRrOOF: First let us check the magnitude of %((10)"/ 2). Using Equation 5.3,
P

dén

@((10)71/2)

n _ —
~ [t - ot - )

which is a maximum when,
1

W

It follows that (especially as n gets large)

4 (q0ynr2)

< 1.
dp

To show that

Lr (10ynr2)

2(1 —
dp < P)

it suffices to show that

6= [t - o - )| < 2

2

¢ is a maximum when
12n —3++V4n -7
p=7 .
2 2n — 4




74

Thus,
dé.
n n/2
S0

except when p — 1, in which case replace the < by <.

< 1 and < 2(1 -p)

d6n n/
d—p((lo) %)

Ifp < % then ;fl;hn >1andé, < (%)n (with equality occurring when p = %) So from

1\" 1 n—1
< — = | =
ar<2(3) = (3)

Ifp> % then cf‘—Phn > 2(1 — p). So from Equation 5.5:

Equation 5.5:

2p™2(1 — p)™/2

ar = 2(1-p)
< pn/2(1 _ p)n/Z——l
< [p@-p)/2t
<1>n/2—1
< -
- 4

)"

Therefore a sequence of w + 2 symbols is sufficient to uniquely determine the state of a
w-bit register.

Other sequences work as well. Since &, = p”»(1 —p)®B», it is desirable to send more 0s

when p is near zero and more 1s when p is near one to ensure ¢, is small.

In practice, a few more symbols than suggested may be needed since actual implemen-
tations of arithmetic coders have small errors due to the use of finite-precision arithmetic.
Figure 5.3 gives experimental evidence to support the theory developed above (when an
arithmetic coder adapted from [WNC87] is used). In all cases, at most w — 1 symbols were
needed—slightly better than the bound achieved above. We did not allow probabilities
p = 0 and p = 1 since these would cause infinite length outputs, but every other possi-
ble w-bit probability was tried. The number of bits used in the arithmetic was 17 (the
implementation required this so that overflow and underflow did not occur).

5.4 Chosen Plaintext Attack

We have seen that a sequence of w + 2 symbols is sufficient to uniquely determine p in a
w-bit arithmetic coder. This section shows how an attacker can mount a chosen plaintext
attack to efficiently determine the value of p.

Since the attacker knows the plaintext, .S, the attacker can determine the characteristic
polynomials A(S) and [(S), the bounds for the coding interval. By examining the output
of the arithmetic coder, the attacker can determine the result of encoding S, call this value
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w | maximum symbols needed
6 5
7 6
8 7
9 8
10 9
11 10
12 11
13 12
14 13
15 14

Figure 5.3: Experimental results on the number of symbols needed to uniquely determine
the state of an arithmetic coder for the sequence (ab)*.

. Since v will lie in the interval bounded by [, and h,, we have {(S) < v < h(S). By
solving these polynomial inequalities the attacker can bound p.

For example, suppose we encode the plaintext S = 10101010 using an 8-bit arithmetic
coder with p = 94/256 =~ 0.3672. The output of an ideal arithmetic coder could be
011110101 which corresponds to v & 0.4785.

The characteristic polynomials for 10101010 are
h(10101010) = p + p? — 6p° 4 9p° — 5p + p°,

and
1(10101010) = p + p? — p* — 2p° + 3p° — p.

The following inequalities hold:
p+p* —p* —2p° +3p° — p” < 0.4785 < p+p® — 6p° + 9p® — 5p” + p°.

By solving these polynomials, we get the following estimates for p: from I(S), p ~ 0.3683;
from h(S), p =~ 0.3663. As expected, p = 94/256 =~ 0.3672 falls between these two
constraints and further 93/256 and 95/256 lie outside these constraints. So we have
successfully uniquely identified p to be 94/256.

The value of v will vary slightly depending on the implementation. The arithmetic
coder we used for the experiments above actually gave 0111101011 which corresponds to
v ~ 0.4794. Using this value gives the interval 0.3669 < p < 0.3689; and again p = 94/256
is the only number of the form 7/256 (r € Z) that falls within this interval.

5.5 Known Plaintext Attack

It is possible to generalize the results of Section 5.3 to a known plaintext attack. In

practice, it is easier for an attacker to use (or guess) known plaintext than to use a chosen
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plaintext. Obviously if the known plaintext starts with 010 or 101 then we can immediately
apply our previous results.

By generalizing Theorem 5.3 to cover other possible sequences we can bound the num-
ber of symbols needed for a known plaintext attack. Theorem 5.4 shows that many short
sequences can be successfully used to determine p, and gives a bound for each possible se-
quence. If a particular sequence is known then tighter bounds for that particular sequence
can sometimes be found.

THEOREM 5.4: To determine a w-bit probability:

1. The sequences 1™ and 0™ require n = p2**! symbols.

2. Many sequences of the form 1™0™~™ or 0™1™~™ with m > 1 and n > m + 1 require
n=w+m+ 1+ O(lgm) symbols.

3. Sequences beginning with 1™01' or 0™10' with m > 1 and ! > 1 require n =

w+1-1g(m+1)
m-+—'1+0< )smbols.
—1g(1 —p) Y

4. Sequences beginning with 1™0'1, m > 1,1 > 2 require n = [+ 1 + O(2¥p!) provided

p < % The same bound holds for sequences beginning with 0™10 when p > %

PROOF: We prove the theorem for the sequences starting with 1. The proofs are sym-
metric for the sequences starting with 0.

1. The sequence S = 1™ requires n = p2¥+t!,

Since 1, (1™) = p", the derivative is easily seen to be np™~1. It follows that

2)  npnt’
déy,

which readily reduces to n = p2¥*t!l. Further, T
ap

= n(1 — p)"~! which is much

less than np™~! except when p — 0.

2. Sequences of the form S = 10" with m > 1 and n > m+ 1. Using Equation 5.4,

d n 4
A0 = (=P 3 P -+ mt 1]
j=m+1
(1 _pn—m—l) o
— (1_p)m m +np71 m—1 )
I-p

Using Equation 5.3,

d ,
@&n(lmon—m)‘ — pn—m—l(l _ p)m—lln —m — np|-
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Before we can use Equation 5.5, we must verify our assumption about the interval;
that is, we require
d d
—6, (10" ™) | € —h, (1T0"T™).
5570 < (1m0

Now,
—pn—m=—1
%hn(bman—m) (1 _p)m [m(l ]I.)—p )-I-?”Lpn_m_l]
' = “m—1(1 — Ym—1|p — 1 —
L s (oman=m)] pr=mH(1 = p)mtn — m — np|

m(1 = ") 4 (1 = p)np~m
10 —m — np|
m n—m-—np

pr ™1 n — m — np| + |n —m — np|
- = +1
Tl — m — gl

> 1

|
So i<5n(1mO”"”“) < c—hn(lmon_m) for all values except p — 1.
dp dp

Now using Equation 5.5,

26n(1m0n—m) _ 2pn—m(1 _ p)m
Eld?h”(lmon_m) (1-p)m [m(l_f“z;m——l) + np”_m_l]
2p" (1 - p)

m — mpn—m—l + npn—m—l _ npn—m .

In the interval 0 < p < %, this has a maximum when p = %, and has the value

m2n~™~! 4 n. Therefore,

m2n—m—l +n

m2n—m—1

2w
2w

v

v

n < w+m+1-Igm.

For p > %, the situation is much more complex, and no general bound is available.

3. If § = 1™01' then 8,(1™01") = p(1 —p)™* and L ha(1™01") = (m+1)(1—p)™. We

require

(1>w < 26.0mert) o p(1—p)mH
2/ 7 gha(lmoll)  (m 411 -p)m
_ 2p(1-p)
B m+1
2(1 - p)’

m+1
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The larger [ is, the more accurately Equation 5.5 is satisfied. This can be seen by

mnl
d6a(L7OL) | _ () mH1(1 g — 1) to - R (17011),
—dp dp

Therefore, sincen =m+ 1+ 1,

comparing

w+1-—Ilg(m+1)
—lg(l-p)
Clearly, as p — 0 an infinite number of symbols are required. Otherwise m + 1 +
0 (w+1 —lg(m+1)
—1g(1-p)

4. If S = 1™0'1 then

n<m+1+

) symbols are required.

1
8,(1™0'1) = p'(1 — p)™*" and dc—phn(l"IO‘l) = [ip"' 1 —p) + (1 - p)m](1 - p)™+.
We require
(1)” 26, (1™0'1) 2pt(1 — p)?
_ < — .
2) T gha(tmotl) M1 -p)+ (1 -pYm

Solving for m we get
2w+1 l—-l -1 1—
m < p—lp l (1-p)
(1-pH
Provided p < % and sincen=m+1+1,

n<1+1+40(2"p)).

The cases where

dé,(1™0'1)

o =p 1 -p)™|l —lp — mp — p|

a4
dp
cannot be used when p — 1.

is much less than Lh,(1™0'1) are precisely those where p < I. These sequences

5.6 Extensions

The problem we have attacked above is a very simplified version of what happens in a real
adaptive compressor. In such a situation there may be many more parts of the system
that will be unknown besides the single probability. For example: the initial state of
the arithmetic coder—the upper and lower bound—may be unknown. In terms of the
analysis that we have done above this introduces two new variables into the polynomial
characterizing the output. Thus with a single attacking text there is no way to uniquely
solve the polynomial which now has three unknowns. However, if it is assumed that the

encoder can be restarted to the same initial state three times, and each time attacked with
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a different input sequence, then the three different polynomials produced can be solved
to obtain all the unknowns in the system. We have not done a detailed analysis of this
situation but if the m unknowns are stored to a precision of w bits then m sequences of
approximately w symbols each, for a total of O(mw) symbols, seems to be enough to crack
the system.

Many extensions can be modelled in this way by extending the polynomial to more
unknowns. For example an alphabet of & symbols has k¥ — 1 unknown probabilities. The
model may have many states each with its own set of ¥ — 1 probabilities, and so on.

It is unclear how reasonable it is to assume that the encoder can be repeatedly reset and
retried to get the different independent polynomials. In situations where a communications
link is unreliable and error correction and retry are not possible, then it is necessary to
periodically reset the state of the system and re-establish contact. This would be the case
if the encrypted message were being broadcast to a number of recipients some of who were
not receiving at one time but were later. Thus the need to synchronize makes the system

vulnerable to attack.

However, in a point-to-point communication or in applications where text is being
stored, it is reasonable to assume that resetting is never needed. The proposed attack
then fails for any system with more than one unknown and it is an open question as to

whether the extensions mentioned above are vulnerable to attack.

This discussion has also ignored the question of the complexity of finding solutions
for n polynomials in n unknowns. In particular, the complexity of finding solutions as
discrete approximations ‘near’ the exact solutions needs to be explored. It is not clear
what the complexity of this calculation is; keeping in mind that the polynomials have a
special form, so general results [Mat70, MR75, MA78, FY80, Kar72] about the complexity
of solving polynomials may not apply here.

Another interesting and relevant situation arises if the probabilities adapt over time. If
we restrict ourselves to the binary case and assume that the initial probability of a 0is f/F,
where f and F' are both integers, and the initial probability of a 1 to be g/F = (F — f)/F,

then the following recurrences are obtained:

If a 0 is encoded then

' — 1

§ — fo/F
' — h—gb/F
fro= f+1
F' «— F+1

If a 1 is encoded then
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' « 1+ fé§/F
§ — g§/F
B~ h
froe= f

F' — F+1.

Clearly at each stage we have g + f = F and 0 < f/F < 1. Using the same notation
as before, the following characteristic equations can be obtained:

5, — H[ f+Az 1 b_9+Bz‘—1]

U+ "F4i-
= i—’—ﬁ[ (F+ Aia) + (L= @)(F i 1= = A )]
= (F+77, i—1 1 ¢ i—1

= i(l—a»f”"‘l.( L H[a] fHaia+@-a)(F+i—1-f—A;)

= (F4+1—1)!
_ _ = .g+B1,—1
hn, =1 i5=1a2F+Z 16z 1
& (g+Bz 1)( =
1 i§=1:a F+l- 1) II[Jf+ j—1+ ( aj)(F +J f—=A4;-1)]

While these expressions are obviously much more complex than those for the static
case, it is true that once a particular sequence is selected they can be expanded to give
polynomials in f which can then be solved.

5.7 The Subset Sum Problem

Sections 5.1-6 dealt with the difficulty of determining the state of an unknown arithmetic
coder. Standard arithmetic coding was considered and no attempt was made to enhance
the security of the system by including a key. That is, we took as our key part of the state
of the arithmetic coder. We now discuss how a key mechanism can be incorporated into
arithmetic coding and show that several schemes have a close affinity to the subset sum
problem.

The subset sum problem is a special case of the knapsack problem and in the cryp-
tology literature is often referred to as the knapsack problem. The subset sum problem
is hard, its decision problem was shown to be NP-complete by Karp [Kar72]. It will be
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shown that the related search problem of actually finding a solution, even when a solution
is known to exist, is at least as hard as any NP-complete problem.

DEFINITION 5.1: Let K = {k1,Ks2,...,K;} be a finite set and ¢ be a positive integer
called the target. Associated with each x; € K is a positive integer s(k;) called its size.
The subset sum decision problem asks the question: is there any subset C' of K such
that the sum of the sizes of the elements in C is precisely t; that is, does there exists a C
such that

C C K and Z s(kj) =7
Jjec

The problem can also be stated as a {0,1}-integer programming problem. Does there

exist a solution to
k

Z s(ki)z; =t wherez; =0 or z; =17
=1
In addition to the decision problem, there are the related search problems of finding a
particular solution and of finding all solutions.

As defined, the sizes can only be positive integers, but the problem can be generalized
to allow for arbitrary integers. Any element with size zero does not affect the decision
problem, but if a solution does exist then the presence of size zero elements implies the
existence of additional solutions. Allowing negative sizes cannot result in a simpler problem
since an algorithm that could solve this problem over all the integers could definitely solve

the problem over the positive integers.

THEOREM 5.5: The subset sum problem is NP-complete [Kar72].

THEOREM 5.6: Finding a solution to subset sum problems, even when a solution is
known to exist, cannot be done in polynomial-time unless P=NP.

PrROOF: The existence of a polynomial-time algorithm for this problem is postulated;
such an algorithm could be used to solve the subset sum decision problem in polynomial

time. Thus the postulated algorithm cannot exist unless P=NP.

In detail, let A be a polynomial-time algorithm that computes a solution to a subset
sum problem known to have at least one solution. Since A is a polynomial-time algorithm,

there must exist a polynomial upper bound p in the cardinality of the set.

Given an arbitrary subset sum problem, S, run A on S. If A halts within the time
p, check the output. Checking takes polynomial-time since the subset sum problem is in
NP. If the output is not a solution then S does not have a solution. Alternatively, if A
fails to halt within the time p then S does not have a solution. In either case we have
decided in polynomial-time whether or not S has a solution.
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Since the subset sum decision problem is NP-complete it follows that if A exists then
P=NP.

The subset sum problem has previously been suggested for use in public-key cryptosys-
tems [Hel79, MH78, Sha78]. These first proposals were broken because of special structure
present in the subset sums used [Sha79a, Sha82]. These results were subsequently sum-
marized in [Pat87, Pf189]. Since the original system was broken many variants have been
proposed. Many of these have also been analyzed and broken. Overviews of these sys-
tems and their cryptanalysis can be found in [BO88, BO91, Bri88, BS83, Des88]. The
Chor-Rivest knapsack [CR85] is currently the most secure knapsack system, but is com-
putationally expensive and is not immune from attack [SH95].

Theorem 5.3 is a worst case bound. It proves there are many subset sum problems
which are hard to solve. Such a result is not sufficient grounds on which to rest security
claims. Security requires nearly every case to be hard. However, complexity theory has
not yet evolved far enough to obtain these stronger results. The best alternative is to show
a system does not produce cases known to be solvable in polynomial time. We emphasize
again the absence of such cases does not guarantee security.

Two classes of subset sums having polynomial-time algorithms are now examined:
superincreasing subset sums (solvable with a simple greedy algorithm in linear time) and
low-density subset sums (solvable with the short-vector algorithm in polynomial-time).

5.7.1 Superincreasing Subset Sums

In a superincreasing subset sum s(x1),. .., s(kk), each term s(k;) is bigger than the sum
of all the preceding terms; that is,

i—1

s(ki) > Z s(k;).
j=1
For example 1,2,4,8,16 is a superincreasing subset sum, as is 1,3,9,30,102 whereas
1,3,9,30,40 is not. Superincreasing subset sums can be solved by a simple greedy al-
gorithm (Figure 5.4) in linear time. The algorithm starts with the largest number in the
sum. If this number is smaller than the current target ¢ then it is in the sum, otherwise
it is not. Reduce the target by the amount of this element if it is in the sum, otherwise
don’t change the target. Iterate on the next smallest element. If the target is reduced to

zero on any iteration then the subset sum has a solution.

Superincreasing knapsacks were used as the basis of the first knapsack cryptosystems,
with the superincreasing structure hidden by the transformation s'(k;) = s(k;)n modm
for integers n and m, where m > max;{s(x;)} and gcd(n, s(k;)) = 1 for all i. However, this
transformation proved insufficient to hide the superincreasing structure and the system
was broken [Sha79a, Sha82].
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superincreasing-solve (s, k,t)

vector s; [k-dimensional vector of sizes]

int k; [number of elements in the vector]
int t; [target for sum)]

begin

for (i < k; 4> 0; i — —) begin
if (s; < t) begin
t+—t— s;;

output s; is in the knapsack;

end;
end;
if (t=0)
output solution complete;
else
output no solution;
end;

end;

Figure 5.4: Pseudocode for a greedy algorithm to solve superincreasing subset sum
problems.

5.7.2 Low-Density Subset Sums

DEFINITION 5.2: The density D of a subset sum with sizes s(k1),...,s(kg) is given by
k

D= . 5.7

lgman (s(=)}) o7

If the density is low enough (D < 0.645 or D < (2—¢)[lg(4/3)]~!/k for any fixed € > 0)
then the short-vector algorithm [LO85] will almost surely find a solution.

The short-vector algorithm relies heavily on being able to find the shortest vector in
a (k + 1)-dimensional lattice. No algorithm exists which has been proven to do this in
polynomial time. Such a vector is typically found by first finding a reduced basis for the
lattice. The L3-algorithm [LLL82] is a popular choice for finding the reduced basis and
has complexity O(k®[log(max;{s(x;)})]?). When more advanced techniques are used for
the arithmetic operations, the complexity of finding a reduced basis with the L3-algorithm
can be reduced to O(k[log(max;{s(k;)})]?).

5.8 A Simple Way of Using Key Bits

There are several ways in which a key can be added to the coding process with only a

small loss of compression. The following is a simple method, we call interval narrowing,
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l l

z; =0 z, =1

Figure 5.5: A simple model for using the key bits which results in polynomials having
only linear terms in the key bits.

of making the result of arithmetic coding dependent on k key bits xi,...,z;. Although
insecure, this simplistic model provides insight into more complicated models. Let n

denote the length of a message chosen from the alphabet {0,1}.

Prior to encoding each symbol the current interval will be narrowed. The narrowing
will be accomplished by either increasing the value of the lower bound [ or decreasing the
value of the upper bound h by an amount €, where 0 < ¢ < 1. To minimize compression
loss € should be small. Which of these operations is applied depends on a key bit, as
illustrated in Figure 5.5. After narrowing the current interval the actual symbol will be
encoded according to the compression model. This narrowing can also be considered as a
two step encoding process, where we first encode a cryptosymbol ¢ using a key model and
then the actual message symbol using the compression model. A similar technique can be
used to add controlled redundancy to the output of an arithmetic coder to facilitate error
detection [BCIRW97].

The following recursive relationships for encoding with this model are obtained (ex-
pressions for the upper bound h are not given, as the results for the upper bound are
symmetric with those for the lower bound):

For encoding ‘pa’:

§ = (1-¢€)pé
' = 14 x4
For encoding ‘pb’:
§ = (1-9@-p)

' = l+zie6+p(l—e)b
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(By letting € — 0, these recurrences degenerate to those for keyless arithmetic coding.)

For the purposes of the analysis we will assume that p is a constant. If p is adaptive,
the results will not be greatly affected, since by assumption the attacker is aware of the
value of p even if it is changing. An important aspect of this cryptosystem is that the
width of the current interval is independent of the key bits. From an analytic point of
view this is desirable because the characteristic polynomial for [ contains only linear terms
in the key bits:

bp = (1 — E)npA”(l _ p)n—An
ln = > [i€ebim1 + (1 — ag)p(l — €)8;—1].
i=1

In any implementation of this model, ¢ and p will be approximated by rational numbers.
The equation for [, can be normalized to integers, since if ¢ = ¢/E and p = f/F where
e,E, f,F € Z* then

n

E"F™M, =Y (EF)"YE —e) L fA-1(F — )14 Fex; + (1 — as) f(E — €))].

=1
Since each term in the sum is an integer, it follows that the sum itself is an integer, and
therefore E™F™l, is an integer. By expanding the sum on the right, the coefficients «; for
the key bits z;, 0 < ¢ < k can be determined. Any constant terms on the right can be

moved to the left hand side and we can write:
n

Ly =Y i,
i=1

where L, = E"F™l, — C for some integer constant C and integer coefficients c;. This is
precisely the subset sum problem discussed in Section 5.7.

Given a finite key x1, 9, ...,z and a message of more than k symbols, it is necessary
to reuse the key information, otherwise the attacks presented in Sections 5.1-6 can be
applied. That is, if the key bits are not reused then it is possible to break into the
transmission after the key bits have been exhausted.

Recall that the density of a subset sum is defined by Equation 5.7. For interval narrow-
ing, the maximum size will be O(E™F™), and the density will be given by D = k/nlg(EF).
Since the length of the key is fixed, this density can be made arbitrarily small by sending
a long enough message (large n). It follows that the short-vector algorithm [LO85] can be
used to determine the key bits.

Interval narrowing also suffers from chosen-plaintext attacks of the form 1™ or 0™. In
keyless arithmetic coding [, does not change when the sequence 1" is used, but /,, changes
in this system whenever z; = 1, and this extra information can be used to determine the

1 1

key. In an extreme case, consider the result when p = 5, n = 5, and € = 5 with the

message 11111. Then

290 =28 4+ 20 4120 4+ 22 4 1 4+ 2% + 2729 + 225 + 2324 + 225
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and it is possible to directly find the key bits from the odd numbered bits in 2%15. Note:
the coefficients here form a superincreasing sequence and the density is 0.5.

More generally if the sequence 1™ is used, then

n
EMF™, =Y E"FYTYE — ) TN (F — f) 7 Fews.
=1
Ignoring the value of the key bits and considering the ratio of two consecutive terms of
this sum we find

(EF)"Y(E —e)' Y (F — f)"" ' Fe 1

En—iHlFn—i+l(F — ¢)i(F — f)iFex; EF(E—e)(F —f)

Since E > e >1and F > f > 1 we have EF(E —e)(F — f) > 4. This is a sufficient
condition for the coeflicients of the sum to form a superincreasing sequence.

5.9 Generalizations and Discussion

It is easy to construct more complicated arithmetic coders in which the width of the coding
interval as well as the upper and lower bounds depend on the key bits (for example, by
narrowing from both ends when x; = 1, and doing nothing when x; = 0). Characteristic
polynomials can also be produced for these arithmetic coders. They are more general
in the sense that each term of the polynomial can contain arbitrary products of the key
(o)

bits z7?z5? - - - z3* € {0,1}, rather than just linear terms. Analysis in these situations is

considerably more complex.

It is even possible to construct systems which depend on a key but which do not cause
loss of compression. For instance, the key can be used to decide which of two permutations
will be used for encoding the next symbol, as shown in Figure 5.6. This system results in
the characteristic polynomials:

6n — pAn(l _ p)'n-—An
n

I = Z[aip — ;% — TP + 4)6i—1.
1=1

Unfortunately this system has the same density problems as the interval narrowing ap-
proach.

Alternatively, the output of several arithmetic coders could be mingled. Such a coder
might be a natural choice for multidimensional data. The key could be used to decide
which arithmetic coder to use next.

These generalizations may lead to problems which are harder than the subset sum
problem. The products can take on a wide variety of forms—although, not every polyno-

mial is possible. Which polynomials can be produced depends on the way that the key
bits are used.
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Figure 5.6: A permutation model for keyed arithmetic coding resulting in no loss of

compression.

Several people have looked at the solvability of polynomials. In a seminal paper,
Matijasevi¢ [Mat70] showed that solvability of Diophantine equations in several variables is
in general undecidable, thus answering Hilbert’s tenth problem [Hil00]. Later it was shown
[MR75] that Diophantine equations with only thirteen unknowns are undecidable. Further,
solving one quadratic equation in two variables over N is NP-complete [MA78]. Other
solvability results include [FY80, Kar72]. Linear equations can be solved in deterministic
polynomial time. These results are worst case complexities and only recently has there

been much interest in the average complexity of this type of problem.

However, none of these results apply here because a solution is known to exist (namely,
the result of the encoding) and the indeterminates only have two values, 0 or 1, whereas
the more general problems are over infinite sets. Further, in the case where there is more
than one solution, the attacker must find all (or at least the majority) of the solutions to
determine which solutions lead to likely plaintexts.

In the analysis we were very lenient on the attacker, and assumed the only unknown
was the key. But in practice, it is extremely unlikely that an attacker would know exactly
the state of an adaptive compression model.

Despite the apparent increase in the complexity that is gained by allowing more general
polynomials in the coding intervals, it is difficult to see how this extra complexity could
translate into greater security.

The theorems in this chapter have shown that the static binary arithmetic coder can
be broken with a chosen plaintext of length linear in the number of bits of state in the
arithmetic coder. Many known plaintexts also suffice. Although detailed analysis of more
complex situations has not been carried out, it seems reasonable to conjecture that if there
are m unknowns each stored to w bits of precision, and the coder can be restarted, then
O(mw) symbols are sufficient to crack the system. The situation for a coder which cannot
be restarted remains an open question.
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Further, we have shown that several methods of adding an explicit key to arithmetic
coding lead to the subset sum problem. Unfortunately, the cases produced fall into a class
of sums solvable in polynomial time.

Collectively, these results strongly suggest that if compression is going to be used
for encryption then the security must come from the model rather than the arithmetic
coder. To this end, Chapters 6, 7, and 8 investigate the security of various types of model
used with arithmetic coding and various data compression methods which do not rely on
arithmetic coding.



Chapter 6

Huffman Coding and Splaying

6.1 Introduction

This chapter deals with two compression algorithms from a cryptologic standpoint: the
semisplay prefix tree compression algorithm of Jones [Jon88], and Huffman coding [Huf52].
The study of these algorithms is pertinent as such systems are now being used in the
commercial sector. Indeed, the semisplay system discussed is used by Lotus Development
Corporation in their word processor Ami Pro for encryption. Huffman coding has been
used as a security device in a CD-ROM text retrieval system [KBD89]. The security of
Huffman coding appears to have been first discussed by Rubin [Rub79b].

In a Huffman code [Huf52], each symbol is represented by a binary string of variable
length. To obtain compression the most frequent symbols are given the shortest codes
while rare symbols are given longer codes. To ensure decoding is unambiguous no code
can be a prefix for another code. A Huffman code is easily visualized as a prefix tree with
the leaves denoting the symbols of the alphabet. Figure 6.1 depicts such a tree for a seven
symbol alphabet. Throughout this chapter, a left branch corresponds to a 0 output and a

right branch corresponds to a 1 output, and codes are formed top down from the root.

A simple greedy algorithm exists to construct an optimal Huffman tree once the sym-
bol frequencies are known (see Section 3.3.1). Unfortunately, obtaining the frequencies
requires an additional pass over the message to be compressed, hindering on-line opera-
tion. Several authors [Gal78, Knu85, Vit86] have given adaptive Huffman algorithms that
are near optimal and do not require the extra pass. Jones [Jon88] suggested using splay
trees [T'S85] as an alternative to adaptive Huffman codes.

Neither Huffman trees nor splay trees give optimal results in the information-theoretic
sense. Except in contrived cases, they waste code space because they always output at
least one bit per symbol encoded.

In Section 6.2 a brief overview of splaying and semisplaying is given, followed, in

Section 6.3, by some comments on ciphertext only attacks and exhaustive searches. In
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A=10
B =1101
C=010
D=111
E =00
F=1100
E A G=011
C G D

Figure 6.1: Example of a Huffman code for a seven symbol alphabet.

Section 6.4 a general strategy for attacking tree-based cryptosystems is presented. Sec-
tion 6.5 contains a known plaintext attack for the splay compressor and Section 6.6 a
chosen plaintext attack. In Section 6.7 the chosen plaintext attack is applied to Huffman
coding. Section 6.8 discusses the applicability of the attack to other tree-based compres-
sion systems.

6.2 Splay Trees

Splay trees [T'S85] were originally developed as a form of self-balancing binary search tree
but have been found to have other applications, such as the implementation of priority
queues and data compression [Jon88]. Whenever a node is accessed in a splay tree, the
entire tree is rotated so that the accessed node becomes the root while maintaining the
lexicographic ordering of the tree.! Sleator and Tarjan [TS85] proved that if nodes are
accessed according to a static probability distribution, the amortized splay tree access
time is within a constant factor of the optimal static tree for the distribution.

A variant of splaying called semisplaying is applicable to trees having data stored in
the leaves. In semisplaying the accessed node is not moved to the root but rather the path
to the accessed node is shortened by a factor of two. Semisplaying has the same access
bounds as splaying to within a constant factor [T'S85].

Since semisplay trees adapt to an arbitrary input distribution they are an ideal al-
ternative to adaptive Huffman coding. Splay tree systems achieve compression in much

the same way as Huffman codes by giving frequently occurring symbols shorter codes.

!Splaying must be about an internal node of the tree since it is impossible to have a leaf node at the
root. Thus splaying is only applicable to trees with information stored on internal nodes.
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Whenever a symbol occurs it is moved closer to the root, so if it occurs often it will always
be near the root and thus receive short codes.

Since it is not necessary to preserve the lexicographic ordering of the nodes in a prefix
code, the semisplaying operation can be implemented using semirotations. Figure 6.2
illustrates a semirotation operation. Semirotations can be implemented efficiently using
pointers since only two links need to be modified per semirotation.

A

B A B C

Figure 6.2: A semirotation about A.

While semisplay compression methods do not rival the compression performance of the
better adaptive methods like PPM [CW84b] and Ziv-Lempel coding [ZL77, ZL78|, they
are very fast and require only modest amounts of memory. A semisplay system using
only the symbols of the alphabet (order-0 semisplaying), can reduce bookl (750 kilobytes)
to 500 kilobytes, compared with 216 kilobytes for PPMD [Tea95] (a modern adaptive
compression system).

The following theorems are used in the cryptanalysis.

THEOREM 6.1: Any symbol of the alphabet can be made a child of the root by semisplay-
ing about it [lgn] times in succession, where n is the number of leaves (or equivalently,
the size of the alphabet).

PROOF: Since the initial depth of any symbol cannot exceed n — 1, the result follows
trivially from the fact that each time a symbol is sent it is moved approximately half-way
towards the root.

THEOREM 6.2: Any node not on the path to the node being semisplayed has its depth
in the tree increased by at most one during the semisplaying operation.

PrOOF: Consider an arbitrary subtree not on the path to the splay node. This subtree
can be involved in at most one semirotation and thus its depth can increase by at most
one. Therefore, any node in the subtree has its depth increased by at most one. Since
every node not on the path is in a subtree not on the path, it follows that every node not
on the path has its depth increased by at most one.

THEOREM 6.3: A binary prefix tree with m internal nodes has 2m + 1 nodes in total.
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PROOF: Since each internal node has two children, there are 2m children. Including the
root node, this gives 2m + 1 nodes in total.

The tree used by the semisplayer can be initialized to any one of a large number of
possibilities. The initial state of the tree can thus be considered as a key. One way to
implement this would be to encode a small segment of text, considered as the key, prior
to sending the actual message.

The problem for the cryptanalyst, then, is to reconstruct the splay tree model given
ciphertext and plaintext. Once the model is reconstructed, the attacker’s model will
remain synchronized with the legitimate recipient and all subsequent text will be decoded.
The (weak) assumption that the cryptanalyst is aware in advance of how many symbols
are in the plaintext alphabet is also made.

6.3 Exhaustive Search

The number of distinct prefix trees with n-leaves (alphabet size n) is given by

(2n —2)!

(n—1)!
Figure 6.3 tabulates this number for various values of n. Although a small number of
these trees cannot arise by any amount of splaying (notably completely balanced cases), it
quickly becomes infeasible to carry out an exhaustive search. Even a single symbol splay
tree compression system will have 256 leaves (or 257 leaves if an end of message symbol is
included). The number of trees in this case easily exceeds the number of particles in the
known universe. When n > 14, the number of initial states exceeds the 56-bit key of the
Data Encryption Standard [NBS77].

The output of the single symbol semisplaying data compression algorithm fails many
statistical tests of randomness indicating redundancy is still present (Chapter 4). However,
it is unclear whether the redundancy remaining is sufficient for a ciphertext only attack.

6.4 Backtracking Attack for Semisplaying

The security offered by the semisplaying data compression algorithm relies heavily on the
assumption that the division between the codewords or the blocking of the output is
unknown. This assumption is reasonable since the operating system and underlying hard-
ware will almost certainly buffer the output and buffering could definitely be incorporated
into the algorithm if necessary.

If an attacker could determine the blocking of the output, a known plaintext in which
every symbol (except possibly one) occurs is sufficient to uniquely determine the tree. This
is because each block gives the path in the tree to the corresponding plaintext symbol.
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n trees n trees
2 2 14 | 6.48 x 106
3 12 15| 3.50 x 1018
4 120 16 | 2.03 x 10%°
5 1680 26 | 1.96 x 10%°
6 30240 27 | 2.00 x 104
7 665280 35| 8.40 x 10°7
8| 17297280 50 | 1.55 x 1091
9 | 518918400 || 128 | 4.36 x 10288
10 | 1.76 x 1010 || 256 | 3.97 x 10856
11 | 6.70 x 1011 || 257 | 4.05 x 10960
12 | 2.82 x 1013 || 1024 | 7.54 x 103251
13 | 1.30 x 10%°

Figure 6.3: The number of prefix trees compared to the number of symbols in the
alphabet.

For example, consider the message BADBED drawn from the five-symbol alphabet
{A,B,C,D,E}. Let the output be 10]10|111|111|1101]001 where the vertical bar indicates
the blocking. It is shown how to reconstruct the semisplay tree from this information
(Figure 6.4). At each step a triangle denotes a branch of the tree not yet resolved by the
cryptanalyst.

The first block, 10, is the path to B in the tree, thus Figure 6.4(a) was the situation
prior to the transmission of the first B and Figure 6.4(b) is the result of semisplaying about
B. The next 10 in the output corresponds to the plaintext A, and this new information
can be added to the tree (Figure 6.4(c)), followed by a semisplay about A (Figure 6.4(d)).?
Output 111 corresponds to the first D, resulting in Figure 6.4(e), and is followed by a
semisplay about D (Figure 6.4(f)). The next 111 is for B and is consistent with the tree so
far; semisplaying about B gives Figure 6.4(g). Output 1101 corresponds to the plaintext E.
Add E to the tree (Figure 6.4(h)) and semisplay about E to get Figure 6.4(i). Since the only
symbol unaccounted for is C, the last triangle in Figure 6.4(i) must be ¢ (Figure 6.4(j)).
The last block of output, 001, is for the last D and Figure 6.4(k) is the final result.

The structure of the tree has been completely determined and by working backwards
the initial tree can be determined. Thus any other messages encoded with the same
initial tree (or equivalently, the same key) can also be decoded. Alternatively, any future
transmission continuing on from where the known plaintext ends can be decoded.

The only problem to overcome in order to have a general attack is the determination
of the blocking of the ciphertext.

In the absence of any blocking information simply guessing the divisions is a sensible

20bserve an effect of splaying: although the first two symbols are distinct they have resulted in the
same output 10.
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Figure 6.4: Known-plaintext attack when the blocking is known in advance. A A denotes
a piece of the tree which must exist but whose structure and labels are not yet known to
the cryptanalyst.
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approach. The size of the alphabet constrains the length of blocks, for an n symbol alpha-
bet, a block has length at most n — 1. Further, the mean block size will be approximately
lgn.

The attack presented guesses divisions in an incremental manner starting with the
code for the first plaintext symbol. If at any stage the partially constructed tree is found
to be inconsistent with known information, the algorithm returns to an earlier symbol and
makes a different guess. This approach would be infeasible if it were difficult to detect
when an incorrect guess had been made. However, repetitions of symbols quickly cause
inconsistencies when an incorrect guess is made and in practice the method is fast for
many sequences. For some chosen sequences, the complexity is linear in the size of the
alphabet, as proven in Section 6.6.

Consider a plaintext symbol « and the string b € {0,1}"~! of the n — 1 next ciphertext
bits in relation to a partially determined tree. The following situations can arise.

e If o is already in the tree, then the path to « should be a prefix of the string b. If
this is not the case then an earlier guess must have been incorrect and we have to

back up to the previous symbol. Otherwise move on to the next symbol.

e If o is not in the tree, then create a leaf node for it. Consider the n — 1 nonempty
prefixes of b (including b itself). If a prefix corresponds to an internal node or a node
for a symbol other than a, then that prefix cannot be the code for «. If none of the

prefixes of b are possible codes for ¢, then back up to the previous symbol.

e Starting with the shortest, consider each prefix passing the previous test in turn.
If using that prefix would result in a tree containing too many nodes, then it is
rejected (this situation can only occur when an error has been made previously,
since possibilities longer than the correct solution are not tried). Likewise, if the
prefix results in a tree with insufficient space for the addition of remaining symbols,
it is rejected (this only occurs when the tree is nearly full). Otherwise, the prefix
may be the code for «, so insert o at the corresponding position and continue with
the next symbol.

The above is easily embodied in a simple backtracking algorithm. It is possible to
implement the algorithm so that the execution time is proportional to the number of
insertions made in the tree.

6.5 Known Plaintext Attack

The security of semisplaying is examined from the encoder’s point of view. This means
the plaintext consists of a sequence of symbols from the alphabet and the ciphertext is a

binary string.
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To simulate a known plaintext attack, random plaintexts were considered. In practice
the plaintexts might be of a specific form, like English prose, and thus may lead to easier
attacks. Figure 6.5 shows some empirical results for this situation. It is observed that the
mean number of insertions grows exponentially in the size of the alphabet. This appears
to indicate that a known plaintext attack using this approach is infeasible.

English °
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________ |
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s
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& ] ,,;;"
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& o
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Figure 6.5: This graph shows that the mean time taken for the known-plaintext attack
grows exponentially in the size of the alphabet. However, the standard deviation also

grows exponentially and thus only a few attempts are required before an easy plaintext is
found.

It was found that only two types of error were significant in this situation. Errors
occurring because the path ended at an internal node or incorrect leaf accounted for 58%
of all errors, and creating trees with too many nodes accounted for 42% of errors. The
error of not reaching the correct node when the node’s position was already determined
was very rare. This is because in a larger alphabet the expected interval between identical
symbols is quite large; therefore a given symbol will nearly always be inserted in the correct
position prior to the next occurrence of the same symbol.

Despite the mean time being exponential, the attack is still feasible since the majority
of random plaintexts require relatively few insertions. Indeed, the observed mode is 2n—2,
where n is the alphabet size. Except in fortuitous circumstances, 2n — 2 is the minimum
number of insertions which can be expected since there are 2n — 2 unknown nodes in
the tree at the outset. Figure 6.6 is the observed distribution for n = 12. In general,
the probability of making an error when inserting a symbol is a complicated quantity,
depending on the number of symbols in the alphabet, the entire state of the splay tree,
and whether or not any previous errors have occurred.
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Figure 6.6: The distribution of number of insertions for a random plaintext attack with
a twelve symbol alphabet.

Since it is obvious that the backtracking attack is likely to make a large number of
incorrect insertions it is best to consider the consequences of an incorrect insertion; in
particular how long will we expect to wait (in terms of symbols processed) before the

incorrect insertion is detected and rectified.

THEOREM 6.4: Given an incorrect insertion has been made, there is at least a 50%
chance that the incorrect insertion will be detected when the next plaintext symbol is

considered.

ProOOF: There are four ways in which an incorrect insertion can be detected:

1. A subsequent occurrence of the symbol fails to reach the purported position of the
symbol in the tree.

2. An occurrence of another symbol whose position in the tree is already known fails

to reach its known position.

3. An occurrence of a symbol whose position is not currently known ends up at a

different previously inserted symbol.

4. The plaintext is exhausted before the ciphertext.

The probability of an incorrect insertion decreases as the number of correctly inserted
symbols increases because there are less and less unresolved branches in the tree. In the
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analysis, the contribution of the last condition is ignored since it only occurs near the end
of the attack when incorrect insertions are unlikely.

Let us assume that ¢ symbols have been correctly inserted into the tree. What are the
consequences of inserting the next symbol incorrectly?

The scenario now is a partially resolved tree, a plaintext symbol, s, and some ciphertext
bits which are not the true code bits for symbol s (because of the incorrect insertion the
inferred ciphertext boundary will be incorrect). Consider the probability that the error
will be detected when the symbol s is encoded. There are three situations which can arise
according to the first three cases mentioned above: (1) s is a subsequent occurrence of
the incorrectly inserted symbol, (2) s is one of the ¢ correctly inserted symbols, or (3) s is
a new symbol whose location in the tree is unknown. Since the plaintext is random, the
probabilities of s being in each case are 1/n, ¢/n, and (n — ¢ — 1)/n, respectively. (In fact
the following analysis will hold if these probabilities are replaced with any three numbers

which sum to 1, and thus there is no real requirement that the plaintext be random.)

Case (1) is relatively rare, at least for large alphabets. In order for the incorrect
insertion of s to go undetected the next [d/2] ciphertext bits must match the incorrect
path, where d is the depth where s was incorrectly inserted. The probability of this
happening is about 2~%2. On average d will be O(lgn), but in the worst case d = 1. Thus
the probability that the error goes undetected is at most 1/(2n).

In case (2) the probability that the next ciphertext bits will correctly code for the next
plaintext symbol is needed. Again in the worst case this plaintext symbol could be a child
of the root and so there is at most a 50% chance that the ciphertext will correctly lead to
the symbol. Consequently, the probability the error goes undetected is at most ¢/(2n).

In case (3) the probability that the next ciphertext bits lead to an unresolved branch
of the tree is needed. This is by far the most difficult case and events of this type can
easily lead to further incorrect insertions. Case (3) is most relevant at the start of the
attack when the positions of most symbols are unknown. However, the probability can
be weakly bounded by 1/2 by noting that at some point on the path prescribed by the
ciphertext there is a choice between a known symbol position (since at least one other
symbol has been inserted) and an unresolved branch. Therefore the probability that an
error goes undetected is at most (n —c —1)/(2n).

Adding the contributions of all three cases gives

1 C n—c—l__l

T T
There is therefore at least a 50% chance of an incorrect insertion being detected when the
next plaintext symbol is considered.

By the theorem, the probability of remaining undetected after considering b further
symbols subsequent to the error is at most 27°, which is vanishingly small in b. Tt follows



99

that the expected number of symbols required to detect an error is bounded above by

i .
E=)i27"=2.
1=1

It follows that if every symbol were incorrectly inserted (an unlikely event), then on av-
erage 3n insertions will be required. This is consistent with the observed mode of 2n — 2
insertions.

6.6 Chosen Plaintext Attack

For certain chosen sequences the attack can be proven to run in linear time. The following
theorem establishes this for the sequence in which each symbol of the alphabet is repeated
n times, where n is the size of the alphabet.

n

THEOREM 6.5: The sequence H a of length n? breaks the splay-tree algorithm with
=1

O(n) insertions.

PrOOF: By Theorem 6.1 the subsequence aiﬂg "l will make symbol a; a child of the root.
The remaining n — [lgn] occurrences of symbol a; serve to ensure that the boundary in

the ciphertext of the next symbol can be detected unambiguously.

Assume that j — 1 symbols have been correctly inserted in the tree. The path to
the next symbol, a;, is some prefix of the next n — 1 ciphertext bits. The backtracking
approach tries each of these in turn, starting with the shortest, until the correct path is
found. It follows that the only possibilities tried in the attack correspond to nodes in the
semisplay tree. Further, whenever a symbol is actually inserted into the tree, all the nodes
on its path are created and once they are created, they are no longer eligible as insertion
points. Finally, since there are 2n — 1 nodes in the tree, and the root position is known
from the start, it follows that at most 2n — 2 insertions are required.

Shorter sequences do not in general result in linear time but many still form feasible

[lgn]

attacks. Experiments indicate that the sequence [] a; of length nlgn is a good com-

promise between length and execution time. The graph in Figure 6.7 compares the number

of insertions required for this sequence, the one in the theorem, and for the sequence ] a?.
[lgn]

There is no loss in performance from using [] a; instead of []a although for higher
values of n the two curves should diverge. The ][ a? sequence clearly takes considerably

longer and would become impractical for large alphabets.
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Figure 6.7: The number of insertions required for the test sequences.
6.7 Huffman Coding

A similar backtracking attack can be applied to a static Huffman code. Again the prob-
lem for the cryptanalyst is to reconstruct the state of an unknown tree. The attack is
simpler since no adaptation of the tree occurs. This means that the verification of symbol
placement is simpler. A chosen plaintext of the form [ a¥ for k£ > 2 is sufficient. For large
k, the repeating patterns are easily detectable.

For example, the tree in Figure 6.1 is trivially determined using the plaintext ] a?.
Using this plaintext the ciphertext

101011011101010010111111000011001100011011

will be observed. Now pretend the tree is unknown and the task is to determine the code.
Since the alphabet has size seven the maximum path length is six, thus we must look for
repeating patterns with length at most six. Examination of the ciphertext reveals that 10
is the first repeat and nothing longer repeats, thus the code for A is 10. The next repeat
is either just 1 or else 1101. However, assuming the code for B is 1 then it is discovered
that no suitable repeat for C can be found, consequently the code for B must have been

1101. Continuing in this way the codes for the five remaining symbols can be identified.

This attack will only be feasible if the number of errors made and the consequences of
making an error are found to be small. By an error we mean the incorrect assignment of
a node in the Huffman tree to a given symbol. When such an error is detected (which is

guaranteed to happen eventually, provided the plaintext contains at least one occurrence
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of each possible symbol) the backtracking attack will try the next longest possibility, and
eventually the correct code will be established. By analysing the backtracking attack for
plaintexts of the form [[%_; a¥ where k is a constant, the probability of an error occurring
can be bounded. The probability of making an error is found to be small, and for &
sufficiently large any error is immediately detected.

DEFINITION 6.1: Let ¢(z) = [{y : ged(z,y) =1 and y € Z* and 1 < z < y}| be Euler’s
totient function; the number of integers between 1 and z relatively prime to z.

In the analysis the probability of being in error after sending the sequence af is con-

sidered.

The Huffman encoding of a¥ results in the output ¥ consisting of the Huffman code
for symbol a; repeated k times. Since there are n symbols in the alphabet, the longest
possible code is n — 1 bits. Let I denote the length of the code ¢;; so, I = |¢;| < n—1. The
cryptanalyst, who is (initially) unaware of where the boundaries in the ciphertext occur,
must attempt to deduce the Huffman code for each symbol of the alphabet.

The probability of making an incorrect insertion during the backtracking cryptanalysis
is approximately the probability of finding a sequence s* which is some proper prefix of
k

C; .

.. Further, |s| < [ since the backtracking method will not search beyond the correct

answer. This probability is exact for the very first symbol inserted, but inexact thereafter,
because the presence of known nodes in the Huffman tree can eliminate some prefixes of
the required type. Therefore the probability of making an error can actually be smaller
than but not exceed the upper bound obtained below.

We proceed by calculating the expected number of prefixes of ¢ having the form s*.
Because the backtracking approach starts with the shortest such prefix and stops when
the correct code is found, we need only consider repeated prefixes of length 1 through [ —1.

Let m denote the length of the repeated unit, 1 < m < — 1; that is km = |s*|.

C; C;
S S S S S S
m m m m m m

Figure 6.8: A case where m divides .

Consider the case where m|l, as illustrated in Figure 6.8. In this situation the bound-
aries between consecutive ¢;’s coincide with boundaries between the s’s. Thus only a single
¢; need be considered because whatever is true for the first ¢; will follow automatically
in subsequent instances. By counting the number of pairs of bits that must match, the

(I=m)

probability 27 is obtained for this case. The total contribution for these cases is
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therefore

Z 2—([—171)'

m|l

If v(r) denotes the number of positive divisors of 7, then this sum is bounded above by

(v(1) — 1)27%2 by considering the largest non-trivial divisor of { and excluding the case
m =l

Slightly more general is the case where ged(m,!) # 1. This includes the situation just
discussed as a special case, and other possibilities such as the one shown in Figure 6.9.

C; C;

S S S

Y
m m m

Figure 6.9: A case where ged(m, 1) # 1.

In this case, an s-boundary will coincide with a ¢;-boundary periodically, with the first
coincidence occurring at bit position lem(m, () (provided kI > lcm(m,!) otherwise no such
boundary will occur); where lem denotes the least common multiple. Again we determine
the number of pairs of bits that must match. Let [b] denote the set of positive j for which
bit b must equal bit ;7 where 1 < b < m. Two bits 7 and b will be aligned if there exist
two positive integers ¢ and r such that j 4+ ¢l = b+ rm. Thus,

B = {j:j+gd=0+rm,1<j<lqrezt}
= {j:j+gd—-rm=0b1<j<lgqrezt}
= {j:5+d(q —rm')=b1<j<l,qr ez}

where d = ged(l,m), ' =1/d € Z*, and m' =m/d € ZT. Let t = g’ — rm’ then

B = {j:j+dt=0b1<j<lqnrtert}
= {j:j=>b(modd),1<j<lqnrteczt})

Therefore, there are precisely d distinct sets [b] and each has cardinality I’ = I/d. Since
each set contains the trivial member b € [b], this leaves | — d pairs of bits which must
match. Hence the resulting probability is 2~(¢=8°d(b™))  Note this is consistent with the
cases where m|l. This situation will occur in [ — ¢(I) ways.

The remaining ¢(n) cases are those where gcd(l,m) = 1. In this situation all the bits of
¢; must be the same, thus [ — 1 pairs must match, and this is consistent with [ — ged(l, m).

(There is nothing in the previous case which fails when ged(l,m) = 1.) Thus in every case
the probability is 2~ (¢—ged(tm)),
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Since the largest divisor of ! (excluding [ itself) is at most [/2 we can bound the

expected number of suitable prefixes as

-1 -1

Z 2—(l—gcd(l,m)) < Z 2——([—1/2)
m=1 m=1
-1
-3 9=1/2
m=1
= (I-1)27Y2

This equation is dominated by the exponential term, and the [ —1 factor quickly becomes
irrelevant as [ increases.

It is somewhat surprising that this result appears to be independent of k¥ (the number
of repeats); until the assumption that k! > lem(m,[) for all m and [ is recalled. Since m
can be as large as [ — 1 and [ can be as large as n — 1, the maximum value of lem(m, ) is
(n—1)(n —2). Therefore k(n—1) > (n —1)(n —2) or k > n — 2. Notice this is essentially
the same result as that for the splay tree.

Another observation is that the probability of getting an error actually decreases when
I, the length of the code word, increases!

It is not immediately obvious what happens after an error occurs. After all the to-
tal time required by the backtracking attack depends heavily on how quickly errors are
detected. In fact, all such errors will be recognized as soon as a subsequent symbol is
transmitted (provided £ > n — 1). To see this, suppose s is incorrectly used instead of c;;
then on decoding the next symbol we will in fact still be consuming bits from ¢; rather
than the correct code word. This immediate detection of errors is guaranteed provided
|s®| > |c;|, which is always the case if k > n — 1. These bits will be precisely the code s,
and clearly they or any prefix of them cannot be the code for the next symbol, and thus
the error is detected. Therefore, if £k > n — 1, at most 2n insertions will be required to
determine the tree.

In some circumstances a particular ordering of the symbols in J] a¥ will lead to a faster
attack. Assume now that some prior information is given about the probabilities of the
symbols of the source. Then the attack is best made by sending the rarest symbol first.
Such symbols are likely to have long codes, and therefore a smaller probability of causing
an error, and the correct placement of such symbols determines a large number of nodes
in the Huffman tree. This in turn makes the placement of subsequent symbols less prone

to errors.

6.8 Conclusions

A known plaintext attack against the semisplay tree data compression algorithm [Jon88|
has been presented. The attack has expected time complexity of 3n insertions. This
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data compression system has been used in at least one commercial product as a security
device. While the attack is, in general, exponential, it has been found that relatively few
plaintexts need be tried before an easy one is found. Further, for a broad class of chosen
plaintexts, the attack is linear in the size of the alphabet. The same method of attack is
also applicable to Huffman coding.

Since splaying can be viewed as a form of adaptive Huffman coding, it seems rea-
sonable that other forms of adaptive Huffman coding would also be susceptible to the
attack described. In particular, if the details of the adaptation mechanism are publicly
known (more precisely, available to the cryptanalyst), then the attack could be modified
to accommodate those details. The exact time taken by the backtracking algorithm may
change, possibly making the attack infeasible. However, it seems unlikely that any of the
usual forms of adaptive Huffman codes [Gal78, Knu85, Vit86] contain any tricks likely to
make the attack particularly difficult.

The use of any tree-based data compressor whose tree structure is static or adapted in
a similar vein to the splay tree cannot be recommended as a security device.



Chapter 7

The Security of PPM

In this chapter, the cryptanalytic properties of the prediction by partial matching (PPM)
compressor are studied [CW84b, BCW90]. This compressor currently holds the record
for text compression and has been shown to rival the predictive abilities of human sub-
jects [TC96, Tea9s).

After giving a reasonably detailed description of the PPM method we introduce a new
approach to cryptanalysis. In particular, it is shown how a PPM model can be used
to automatically break a simple substitution cipher. The results of this approach are
comparable to other methods for the automated solution of such ciphers, but it has fewer
limitations and can solve a wider variety of problems. In the next chapter, the approach is

extended, and a PPM model used to automate the cryptanalysis of Ziv-Lempel systems.

Starting in Section 7.3, the use of PPM as a cryptosystem is discussed. An existing
chosen-plaintext attack [BH92, BH93]| is extended to higher order models and the general
implications of this kind of attack are discussed. The technique of forgetting is suggested
as a means of avoiding such attacks. Some comments about the security of other forms of
PPM, such as the unbounded PPM* compressor [CTW95], and a PPM compressor primed
with a large static model of English, are also made.

Of all the compression techniques examined, the PPM method offers the strongest
challenge to cryptanalysts and there are many security aspects of this system which are
still open to debate. It is hoped that by exposing known results others will take up the
challenge and answer some of the remaining questions.

7.1 The PPM Compressor

An explanation of PPM was presented in Chapter 3. What follows is an expanded form
of that description.

In the prediction by partial matching (PPM) compressor, the previously transmitted
symbols are used to condition the probability of the next symbol. There are many variants
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of the basic approach depending on how many symbols are used to predict the next,
whether or not multiple predictions are used, and how shorter context models are used
when necessary. The predictions are based on simple frequency counts of the transmission
so far. The primary decision to be made is the context length modelled. Better predictions
can be made when long contexts are used: it is much easier to guess what comes after
motorcycl than after cl. However, this means most contexts will never be seen, but all
must be assigned some probability. Alternatively, the context can be made very short,
but then compression will be poor in the long term as little structure will be learnt.

The order of a model is the maximum context length used to predict the next symbol.
In practice, an order-o model will sometimes base its prediction on less than o symbols.
By convention the order-(—1) model predicts each symbol with equal probability and the
order-0 model predicts each symbol with probability proportional to the number of times
it has occurred previously.

The PPM method can either be bounded, if some maximum order is specified in
advance, or unbounded [Tea95], if contexts are allowed to be arbitrarily long. A tree

representation is suitable for both approaches.

The general PPM method requires the predictions of all orders be blended together to
give an overall probability for the next symbol. The most general approach is to form a
weighted sum of the individual probabilities:

o
Pr(s; =¢) = > wipi(4),
i=—1
where the w; are a set of weights normalized to sum to 1, s; is the next symbol, and
pi($) is the probability of symbol ¢ according to the order-; model. Calculating the sum
is computationally expensive and there is no single ‘right’ way to determine the weights

to use. The probabilities p;(¢) are rational and based on the frequency counts:

n@) =T whee  R=Y ), (@) ez
t ¢

However, this formula for p;(¢) leads to the zero-frequency problem since symbols not
previously encountered are given zero probability [WB91]. This is a problem because it
is always possible that such symbols might occur. In practice all symbols must be given
some probability of occurring. The formula for p;(¢) must be modified so that symbols
not previously encountered in a given context can be represented. Once again, there is no

theoretical basis for preferring any particular method of modifying the probabilities.

If the context itself has never been seen before, then all of f;(¢) and F; will be zero.
However, we are guaranteed that some shorter context has been seen before; in the worst

case the order-(—1) model can be used. The order-(—1) model always predicts every
symbol.
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In practice full blending is not used because it is computationally expensive; instead
each context assigns a probability, called an escape probability, to a novel symbol occur-
ring. The PPM variants differ in the way escape probabilities are assigned. When a novel
symbol is seen the escape probability is sent, followed by the prediction of the next shorter
context. Several escapes may be made before a context is reached which predicts the sym-
bol. In the worst case the order-(—1) model makes the prediction. The escape mechanism
has an equivalent blending mechanism as follows. Denoting the probability of an escape
at level o by e,, equivalent weights can be calculated from the escape probabilities by

l
Wy = (l—eo)Hei, -1<o<l
1=0+1

w; = 1- €]
where [ is the highest order context making a nonnull prediction. In this formula, the
weight of each successively lower order is reduced by the escape probability from one
order to the next. The weights will be normalized (all positive and summing to one)
provided only that the escape probabilities are between 0 and 1 and that e_; = 0. Escape

probabilities are easier to visualize than weights and are more practical in implementation.

If po(¢) is the probability assigned to the symbol ¢ by the order-o model, the weighted
contribution of the model to the blended probability of ¢ is

l
WoPo(9) = (1 — €0)Po(¢) H €.
1=o0+1
In other words, it is the probability of decreasing to an order-o model, and not going
any further, and selecting ¢ at that level. These weighted probabilities can then be
summed over all values of o to determine the blended probability for ¢. Specifying an
escape mechanism amounts to choosing values for e, and p,. We now explain how the

probabilities are determined in some variants.

e PPMA [CW84Db|: This method uses the plausible assumption that novel symbols
are more likely when the context has only been seen a few times. The probability
of the escape symbol is e; = 1/(F; + 1) and the probabilities for the other symbols

fi(¢)

pi(¢) = Fil

becomes

e PPMB [CW84b]: In this method no prediction is made unless the symbol has
occurred more than once in the current context. This is done by subtracting one from
all counts, with the subtracted counts being combined to give the escape probability.
The idea is to filter anomalous events. Thus e; = ¢;/F; where ¢; is the number of
different symbols seen in the given context. The probabilities for the remaining
symbols become

pi(¢) = .
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e PPMC [Mof90, Mof88]: This is a popular method similar to PPMB except symbols
are predicted immediately. Thus

_ _fi(¢)
Fi+q

i
Fi+q

e = and  pi(9)
e PPMD [How93]: This is a small modification to PPMC where each count is incre-
mented by a 1/2. It sets e; = ¢;/2F; and
2fi(¢) — 1

pi(¢) = R

The use of deterministic scaling [Tea95] also leads to better performance. In de-
terministic scaling a context that makes only a single prediction has its count tem-
porarily increased. Experimental evidence indicated a scale factor of about 3 works
best.

e PPMP [WB91]: This is a variant employing escape probabilities based on a Poisson
process model. The escape probability is

e; = i(-—l)k_HM

P
k=1 F;

where ¢;(k) is the number of types that have been seen exactly k£ times so far; thus
¢ = ¢:(1).

¢ PPMX [WB91]: This is an approximation to PPMP using the first term of the

summation, e; = ¢;/ F;.

7.1.1 Exclusions

In a fully blended model, the probability of a symbol includes predictions from contexts
of many different orders, which makes it very time consuming to calculate. Moreover,
an arithmetic coder requires cumulative probabilities from the model. These are slow to
evaluate. Full blending is not a practical technique for finite-context modelling.

The escape mechanism can be used as the basis of an approximate blending technique
called exclusion, which decomposes a symbol’s probability into several simpler predictions.
It works as follows. When coding the symbol ¢ using context models with a maximum
order m, the order-m model is first consulted. If it predicts ¢ with a nonzero probability,
it is used to code ¢. Otherwise the escape code is transmitted, and the order-(m — 1)
model attempts to predict ¢. Coding proceeds by escaping to smaller contexts until ¢ is
predicted. The order-(—1) model guarantees that this will eventually happen.

The exclusion method is so named because it excludes lower-order predictions from the
final probability of a symbol. Consequently, all other symbols encountered in higher-order
contexts can be safely excluded from subsequent probability calculations because they will
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never be coded by a lower-order model. This can be accomplished by modifying counts in
lower-order models by (temporarily) setting the count associated with a symbol to zero if
it has been predicted by a higher-order model. Thus the probability of a symbol is taken
only from the highest-order context that predicts it.

There is a small flaw in each of methods A, B, and C when they are used with exclu-
sions. If all the symbols of the alphabet have been encountered in a particular context the
escape probability continues to be predicted with a small but nonzero probability. This
can be important if a small alphabet is used. The algorithm could be modified to reduce
the escape probability when the number of symbols approaches the maximum possible.

A further simplification of the blending technique is lazy exclusions, which uses the
escape mechanism in the same way as exclusions to identify the longest context that
predicts the symbol to be coded; but does not exclude the counts of symbols predicted
by longer contexts when making the probability estimate. This will always give worse
compression (by about 5%) because such symbols will be predicted in the lower-order
contexts, so the code space allocated to them is completely wasted [BCW90|. However, it
is faster and there is no need to keep track of the symbols that need to be excluded.

In a fully blended model, it is natural to update counts in all the models of order
0,1,...,m after each symbol is coded, since all contexts were involved in the prediction.
However, when exclusions are used, only one context is used to predict the symbol. This
suggests a modification, called update exclusions, where the count for the predicted sym-
bol is not incremented if it is already predicted by a higher-order context. It is counted
only in the context used to predict it. This improves compression by about 2% [BCW90].

7.1.2 Scaling Counts

While the models are being constructed, the counts associated with each context, F, and
fo(®), are being incremented. Typically frequency counts used by an arithmetic coder are
narrow (14-bits for example) and it is convenient to store the model counts in the same

width. The counts can then overflow.}

An easy way of preventing this is to halve F,
and all of the f,(¢) whenever F, threatens to exceed the maximum allowed integer. It
is important to ensure that none of the f,(¢) are left at 0, which can be done either by

rounding up or by deleting the reference to ¢ when f,(¢) = 0.

Retaining frequencies to low precision does little harm because small errors in predicted
frequencies have almost no effect on the average code length. Consider a set of symbols
with true probabilities p; and predicted probabilities p; + €;. The expected code length

will then be:

2 3
—Zpilg(])i'l'éfi):—Zpilgpi—ZEi—FZ;—];—Z;;? T

Implementations of arithmetic coding using wider registers, say 32-bits, also exist and are naturally
less prone to overflow.
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The predicted probabilities sum to 1, > &; = 0, so, assuming that the errors are smaller
than the probabilities p;, the increase over entropy is approximately

2
&

2pi’
If the maximum allowed count is C, the errors will be of order 1/C and the increase
in the average code length of order 1/C2.

Scaling counts can improve compression. This is because the statistics in a text are
usually different at the beginning than they are at the end. Hence recent statistics are
often a better guide to what will be next and scaling reduces the effect of older statistics.

7.2 Automated Cryptanalysis of Simple Substitutions

In this section a PPM data compression model is used to automatically break simple sub-
stitution ciphers. In Chapter 8 this strategy is extended and PPM is used in a ciphertext
only attack against Ziv-Lempel coding.

The idea of using text compression to break substitution ciphers stems from the ob-
servation that the best PPM models can predict language about as well as expert human
subjects [TC96]. Although the attack is illustrated for English text, it is equally applicable
to any natural language and to other redundant sources like programming languages.

The ciphertext only cryptanalysis of simple cryptosystems relies heavily on the statis-
tical properties of the source language. Getting computers to perform this analysis is not
a trivial matter. Although computers have been routinely used for a variety of tasks in
cryptanalysis since their invention, the automatic recognition of valid decryptions has re-
mained a taxing problem. For example, while several designs for machines to exhaustively
search the keyspace of the DES have been published [Wie93, Sch94] they all assume at
least known plaintext because of the difficulty of quickly recognizing a valid decrypt in a
ciphertext only attack.

Previous approaches used in the solution of simple substitution ciphers are discussed,
concentrating on previous methods for automated cryptanalysis. Then a description of
the language model used in our approach is given, followed by some results.

7.2.1 Previous Approaches

Human subjects experienced in cryptanalysis can typically break a sentence-long cryp-
togram in a few minutes. A number of expositions of strategies for hand analysis have
been given [Bal60, Fri76, Gai56, Wil59]; however, none of these descriptions are explicit
enough to be called an algorithm. Generally, hand approaches are a combination of fre-
quency analysis (usually only zeroth order), pattern matching, and word recognition. The
use of special clues like apostrophes also tends to be highlighted.
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One approach to automatic cryptanalysis [CM86] uses an expert system which at-
tempts to capture the knowledge of the expert cryptanalyst. In a similar vein, another
approach [Sch77, And89a, And89b] attempts to first determine the vowels. Then using the
vowels and special clues (like apostrophes), a heuristic search of a specially constructed
dictionary is performed.

But the majority of proposals for automated cryptanalysis fall into two classes: proba-
bilistic methods [PR79, HM83] and pattern matching methods [Har94, Luc88]. In general,
pattern matching methods seem to work better (in that they can solve shorter cryp-
tograms). However, pattern matching methods cannot solve cryptograms which do not
contain any words from the set of possible patterns. Although our results are comparable
to those of the pattern matching method; our approach is a probabilistic method.

All previous approaches [PR79, Har94, Luc88| deal with twenty-six letter English and
assume the spacing between words has already been identified or was not encrypted. How-
ever, the relaxation algorithm [PR79] can be applied when spaces are concealed [HM83|.
The relaxation approach can also be used to automatically solve polyalphabetic substi-
tution ciphers [Kin94]. Our approach is described for twenty-seven letter English (the
twenty-six letters and a space symbol). That is, the space is allowed to be encrypted
as well. In practice the distinction is unimportant because the space symbol is readily
determined. In addition, the approach continues to perform well, without modification,

on cryptograms from which spacing has been removed.

In the relaxation method, breaking the code is considered as a probabilistic labelling
problem. Every code letter is assigned probabilities of representing each plaintext letter.
By examining joint letter probabilities, the initial estimates are updated in a Bayesian
manner; and hopefully after a number of iterations the probabilities for the correct map-
ping will converge to 1. The joint letter probabilities used to update the symbol prob-
abilities are based on trigram frequencies (in [PR79] these were derived from Wuthering
Heights [Bro73]). From the examples given in [PR79], it appears that the method only
works for medium length cryptograms. They give two examples, a paragraph from a tech-
nical report (996 symbols) and Lincoln’s Gettysburg Address (1149 symbols), for which
the method is successful but make no comments as to the limitations of the approach.

In contrast, the pattern matching methods [Har94, Luc88] work well on short cryp-
tograms but cannot handle trivial variations, such as examples with spacing removed.
In the pattern matching approach words in the cryptogram are compared structurally
with a lexicon. The time taken and accuracy of the approach is a trade-off on the size
of the lexicon. Initially it may appear infeasible, since even an average size dictionary
will list 100000 distinct words; and it is likely that about 400000 distinct words are in
use at any particular time. If names of chemical compounds and taxonomic names are
included this figure jumps to several million words. However, word frequencies obey Zipf’s
law [Zip39], and consequently any randomly selected word from free running English text
has greater than 50% chance of being one of the following 135 words (starting with the
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most common) [KF67]:

the, of, and, to, a, in, that, is, was, he, for, it, with, as, his, on, be, at, by,
I, this, had, not, are, but, from, or, have, an, they, which, one, you, were, her,
all, she, there, would, their, we, him, been, has, when, who, will, more, no,
if, out, so, said, what, up, its, about, into, than, them, can, only, other, new,
some, could, time, these, two, may, then, do, first, any, my, now, such, like,
our, over, man, me, even, most, made, after, also, did, many, before, must,
through, back, years, where, much, your, way, well, down, should, because,
each, just, those, people, Mr, how, too, little, state, good, very, make, world,
still, own, see, men, work, long, get, here, between, both, life, being, under,
never, day, same, another, know, while, last.

In fact, the words ‘the’ and ‘of” alone account for more than 10% of all written words.

7.2.2 Language Model

All methods for automated cryptanalysis contain a model of the source whether this is
made explicit or not. In the pattern matching methods the model is a lexicon of valid

English words. In the relaxation algorithm [PR79] trigram frequencies are used.

Our approach uses a PPM model. Twenty novels and the Brown Corpus [FK82], as
detailed in Figure 7.1, were used as training text in building the model. The lengths given
are before reduction to twenty-seven letter English. The resulting zeroth order counts are
given in Figure 7.2. After training the model it is written to disk and then remains static

during cryptanalysis.

Most cryptograms were solved using an order-3 model. For a few difficult cases an
order-4 model was tried. Due to memory constraints and insufficient training text, higher
order models and unbounded models were not considered. For higher orders it would
be desirable to have more training text to ensure a comprehensive and fair representa-

tion of the language. Further improvement would probably occur if a word model was
incorporated.

For speed, the models are stored in a linear array as opposed to the more usual trie
representation [BCW90]. The mapping 0 « ¢, 1 < a, 2 < b, ..., 26 < 2z, and 27 < |,
is used. Then (for order-3) the frequency for context o3y is stored at location a28% +
282 + 428 + 6 of the array. The shorter context v6 is stored at 28y + 6 (equivalent to
taking o and (3 as null).

It is possible to calculate an entropy for the entire model by considering a weighted
average of the entropy of each possible context. For order-3 this is:
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Book Length (bytes)
The Adventures of Huckleberry Finn [Twa23] 527187
The Alhambra [Irv73] ' 692436
The Brown Corpus [FK82] 5998543
The Call of the Wild [Lon83| 177738
The Critique of Pure Reason [Kan55] 1260768
Descent of Man [Dar72] 1615141
Don Quixote [Cer91] 2274232
Far from the Madding Crowd [Har78] (bookl) 765722
From the Earth to the Moon [Ver60] 242613
Gulliver’s Travels [Swid7] 570937
The Hacker Crackdown [Ste92] 680109
The Hobbit [Tol66] (book3) 512179
Jane Eyre [Bro43] 1020769
The Jungle Book [Kip88] 173908
Lady Chatterley’s Lover [Law59] 645423
The Phantom of the Opera [Ler88| 473543
Principles of Computer Speech [Wit82] (book2) 597853
Robinson Crusoe [Def62] 623409
Sense and Sensibility [Aus68] 676667
Treasure Island [Ste60] 364759
War and Peace (Book I) [Tol68] 273247
Total 20167183

Figure 7.1: Novels used to build the language model.

—q3 »_ p(z) Y _ plalz)lgp(alz)

z€A3 a€EA
—(1-a3)q2 Y p(x) Y _ plalz)lgp(alz)
TEA? a€EA
~(1=g)(1—g)a Y p(x) Y plalz)lgp(alz)
€A a€A
—(1-g3)1 = q2)(1 — q1)q0 Y _ plale) lg p(ale)
a€A

+(1 = g3)(1 —g2)(1 — q1)(1 — q0) lg | 4],

where g; is the proportion of contexts that make nonzero predictions at order-i; and where

all the conditional probabilities include escape probabilities when appropriate.

After training according to Figure 7.1, the value H3 = 2.25 bits per symbol is obtained.

A similar calculation for the order-4 model gives Hy =~ 1.95 bits per symbol.
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Letter Count || Letter Count
U 3510082 M 401811
E 1970819 F 368319
T 1449120 W 326625
A 1261904 G 306670
(0] 1211410 P 290182
I 1120686 Y 288342
N 1114926 B 245222
S 1015683 v 154547
H 931843 K 106237
R 926052 X 33132
D 655938 J 22264
L 633046 Q 19957
C 444396 Z 12108
U 437382 || Total | 19258703

Figure 7.2: The zeroth order counts in the resulting model.

7.2.3 The Method

Zeroth order statistics of the ciphertext are used to obtain an initial permutation of the
alphabet. In practice only a few symbols are correctly positioned in this way, but it does
enable us to generate an order for making changes in the permutation. For example, if
it turns out that the most frequent symbol in a particular cryptogram is not the space,
then it is most likely to be our choice for E or T. The uncertainty of a permutation for a
cryptogram is the ratio of the length of the cryptogram, in bits, when compressed using the
language model to the length of the cryptogram in symbols. The smaller the uncertainty,

the more closely the cryptogram resembles the model.

The basic approach is to repeatedly alter the permutation, recomputing the uncertainty
at each stage. Whenever the uncertainty decreases, this is taken as evidence of an improved
solution. However, swapping a single pair of symbols at each step does not work very well
because the procedure is easily trapped in local minima. Therefore, several symbols are
permuted at each stage.

Initially some random swaps are carried out to get the permutation headed in the
right direction. This is arranged as a simulated annealing process [KGV83|. Starting at
a temperature ¢ we make ¢t random swaps before recomputing the uncertainty. As time
passes the value of ¢ is reduced and the number of swaps made at that temperature is
increased. Experiments indicate that it is best to do the annealing first at a relatively low
temperature (¢ = 5) and then a subsequent step at much higher temperature (¢ = 20).
This two stage approach allows the maximum benefit from the zeroth order permutation;
whereas starting at a high temperature would cause this information to be lost. In fact,
most cryptograms can be solved without recourse to annealing at all, but the use of
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annealing, despite being an extra step, often results in faster convergence to a solution.

The annealing is followed by an exhaustive search over all 4! possible permutations of
each group of four symbols. This has proved adequate for the solution of most ciphers,
but if necessary, it would be possible to iterate over the attack several times.

7.2.4 Example Decryptions

The algorithm described has been implemented in C on a UNIX workstation. Although
the program does not execute as quickly as the pattern matching approaches, it often
produces a readable decryption in about two minutes.? The order-4 program requires 71
megabytes of memory, whereas the order-3 program requires only 3 megabytes. Using
the same data structure an order-5 model would require in excess of 1500 megabytes of
memory. However, by replacing our arrays with trie structures, higher orders could be
considered. The method has been tried on a variety of cryptograms and in almost all
cases it found a reasonable solution. For our purposes less than four errors in the final
permutation is considered a successful decrypt. This is rather harsh since when five or
sometimes even six errors occur the correct plaintext is still usually apparent. Figure 7.3
shows the results for a number of cryptograms from the literature [Wei96]. By our criteria
a 83% success rate was achieved. Further, 60% of cryptograms were solved with no errors.
This compares with 60% reported for a pattern matching approach (unfortunately the
criteria for success are not specified) [Luc88]. Some particularly illustrative examples are

given here.

Errors | Frequency
76
13
7
5
3
22

> ok W N RO

Figure 7.3: Summary of results. Each error represents an incorrect determination of a
symbol in the permutation. Eleven examples which had more than four errors were solved
when the order-4 model was used. In addition seventeen of the failures were for lists of
words on particular topics and therefore did not form proper sentences.

In a similar manner to other approaches, very short cryptograms do not always lead to
the ‘correct’ decryption. There are two reasons why the method can fail. Other possible
decryptions can be deemed more likely by the language model or the procedure can get
trapped in a local minimum and fail to find the optimal solution. However, a better model

20n certain cryptograms the pattern matching approach can produce answers in a matter of sec-
onds [Har94].
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of English would not allow shorter cryptograms to be solved because short cryptograms
are inherently ambiguous. This is because unicity distance for a simple substitution is

about 26,
: !
U=H(K)= 1g 27! 969,
R lg27—-1.2

But since the entropy of the order-3 model is about H3 = 2.25, we cannot consistently

expect to solve cryptograms shorter than

1g 27!
U= g

== =372
1g27 — H;

symbols. For the order-4 model, U = 33.2. This is illustrated on the cryptogram to
be, or not to be: that is the question, where our approach gives the answer to be, of
not to be: that is the prestion, with a uncertainty of 1.811 whereas the ‘correct’
answer has a uncertainty of 1.909. If the order-4 model is used instead of the order-3
model, to be, of not to be: that is the question is obtained with a uncertainty
of 1.611; whereas the ‘correct’ answer has uncertainty 1.656. The pattern matching ap-
proach [Har94| does not obtain a unique solution either, but finds the six possibilities given
in Figure 7.4.

TO BE, OF NOT TO BE: THAT IS THE QUESTION
TO WE, OF NOT TO WE: THAT IS THE QUESTION
TO ME, OF NOT TO ME: THAT IS THE QUESTION
TO BE, OR NOT TO BE: THAT IS THE QUESTION
TO WE, OR NOT TO WE: THAT IS THE QUESTION
TO ME, OR NOT TO ME: THAT IS THE QUESTION

Figure 7.4: Solutions found by the pattern matching approach.

A second example, Figure 7.5, illustrates the robustness of the compression based
approach. The ciphertext is a 129 letter sentence from Gadsby [Wri39] (a 50000 word
novel in which the letter e never appears): Upon this basis I am going to show you how
a bunch of bright young folks did find a champion; a man with boys and girls of his
own. Hart [Har94] has claimed that no probabilistic method could solve this cryptogram
because of its unusual letter distribution. However, we can completely solve the example
(Figure 7.5), improving on the pattern matching method which failed to determine two
letters (c and k). The space symbol and the single letter word i are quickly determined,
and at the end of the annealing at least ten words have been correctly identified. But it
is not until near the end of attack that the program determines that improvement occurs
when the e is dropped altogether from the permutation.

A third example also from Hart [Har94]: Loco Hobo once had Frau who put Hoi Polloi
into a coma with an aria made famous by boy soprano, is also successfully solved by our
model, Figure 7.6. This sentence is unlikely according to our model (rated at 3.654 bits
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Doing close annealing attack [4].

7.552 rgea dtio unoio i nc seias de oteh mer teh n urayt el uwistd meras lepko fif liaf n ytncgiea
7.517 rgeo dsia unaia i nc teiot de aseh mer seh n uroys ef uwitsd merot fepka 1il fiol n ysncgieo
7.111 rgeo dsia uhaia i hl teiot de asen mer sen h urobs ef ucitsd merot fepka wiw fiow h bshlgieo
6.906 tgeo dais fhsis i hl reior de saen met aen h ftoba eu fcirad metor uepks wiw uiow h bahlgieo
6.531 wgeo dais uhsis i hl reior de saen few aen h uwoba em ucirad fewor mekps tit miot h bahlgieo
6.445 wgeo dais thsis i hl reior de saen few aen h twoba em tcirad fewor mekps uiu miou h bahlgieo
6.349 wgeo dais thsis i hl reior de saen few aen h twopa em tcirad fewor mekbs uiu miou h pahlgieo
6.294 wgeo dair thrir i hl seios de raen few aen h twopa em tcisad fewos mekbr uiu miou h pahlgieo
6.200 wgeo lair thrir i hu seios le raen few aen h twopa ed tcisal fewos dekbr mim diom h pahugieo
6.187 wgeo lais thsis i hu reior le saen few aen h twopa ed tciral fewor dekbs mim diom h pahugieo
6.181 wgeo lais thsis i hu reior le saen mew aen h twopa ed tciral mewor dekbs fif diof h pahugieo
6.117 wgeo lais thsis i hu reior le saen mew aen h twopa ed tciral mewor dekys fif diof h pahugieo
6.076 wpeo lais thsis i hu reior le saen mew aen h twoga ed tciral mewor dekys fif diof h gahupieo
6.066 lpeo rais thsis i hu weiow re saen mel aen h tloga ed tciwar melow dekys fif diof h gahupieo
5.955 npeo wais thsis i hu reior we sael men ael h tnoga ed tciraw menor dekys fif diof h gahupieo
5.857 fpei whos tasos o ak reoir we shel mef hel a tfigh ed tcorhw mefir deuys non doin a ghakpoei
5.734 fkeo whis tasis i an reior we shel mef hel a tfogh ed tcirhw mefor deuys pip diop a ghankieo
5.452 rkeo whis tasis i an feiof we shel der hel a troch em tgifhw derof meuys pip miop a chankieo
5.218 rkeo this wasis i an feiof te shel der hel a wroch em wgifht derof meuys pip miop a chankieo
5.077 rkeo this wasis i an feiof te shel per hel a wroch em wgifht perof meuys did miod a chankieo
5.022 rkeo this pasis i an feiof te shel wer hel a proch em pgifht werof meuys did miod a chankieo
4.987 rkeo this pasis i an feiof te shel wer hel a proch em pgifht werof meubs did miod a chankieo
4.906 rkeo this pasis i an feiof te shel wer hel a proch em pgifht werof meuxs did miod a chankieo
Doing close annealing attack [20].

4.860 aker this mosis i on leirl te shep wea hep o marbh ef mcilht wearl feuxs did fird o bhonkier
4.849 amer this cosis i on leirl te shep wea hep o carkh ef cvilht wearl feuxs did fird o khonmier
4.810 ador this kesis i en moirm to shop woa hop e karch of kyimht woarm fouxs 1il firl e chendior
4.557 knor this easis i al moirm to show pok how a ekrch of eyimht pokrm fouxs did fird a chalnior
4.446 knor this casis i al moirm to show pok how a ckrgh of cyimht pokrm fouxs did fird a ghalnior
4.403 klor this casis i an moirm to show pok how a ckrgh of ceimht pokrm fouxs did fird a ghanlior
4.400 knor this casis i al moirm to show gok how a ckrph of ceimht gokrm fouxs did fird a phalnior
4.294 enor this fasis i ag moirm to show loe how a ferph ok fcimht loerm kouxs did kird a phagnior
4.223 enor this fasis i ag doird to show coe how a ferph ok flidht coerd kouxs mim kirm a phagnior
4.159 enor this casis i ag doird to shom woe hom a cerph of clidht woerd fouxs kik firk a phagnior
4.136 egor this casis i an doird to shok woe hok a cerph of clidht woerd fouxs mim firm a phangior
4.050 egor this casis i an doird to show moe how a cerph of clidht moerd fouxs kik firk a phangior
3.946 egor this casis i an doird to show koe how a cerph of clidht koerd fouxs mim firm a phangior
3.935 enor this casis i ag doird to show koe how a cerph of clidht koerd fouxs mim firm a phagnior
3.921 enor this casis i ag moirm to show koe how a cerph of climht koerm fouxs did fird a phagnior
3.902 enor this casis i ag moirm to show doe how a cerph of climht doerm fouxs kik firk a phagnior
Doing order 4 attack

3.893 enor this casis i am goirg to show doe how a cerph of clight doerg fouxs kik firk a phamnior
3.858 enor this casis i am poirp to show doe how a cergh of clipht doerp fouxs kik firk a ghamnior
3.854 enor this casis i am poirp to show doe how a cergh of clipht doerp fouxs bib firb a ghamnior
3.816 enor this casis i am poirp to show boe how a cergh of clipht boerp fouxs did fird a ghamnior
3.770 enor this basis i am poirp to show coe how a bergh of blipht coerp fouxs did fird a ghamnior
3.761 enor this basis i am poirp to show goe how a berch of blipht goerp fouxs did fird a chamnior
3.556 eron this basis i am poinp to show goe how a bench of blipht goenp fouxs did find a chamrion
3.483 elon this basis i am poinp to show goe how a bench of bripht goenp fouxs did find a chamlion
2.953 elon this basis i am going to show poe how a bench of bright poeng fouxs did find a chamlion
2.943 ulon this basis i am going to show pou how a bunch of bright poung foexs did find a chamlion
2.768 upon this basis i am going to show lou how a bunch of bright loung foexs did find a champion
2.580 upon this basis i am going to show you how a bunch of bright young foexs did find a champion
2.555 upon this basis i am going to show you how a bunch of blight young foexs did find a champion
2.534 upon this basis i am going to show you how a bunch of blight young foevs did find a champion
2.531 upon this basis i am going to show you how a bunch of blight young foers did find a champion
2.359 upon this basis i am going to show you how a bunch of bright young foles did find a champion
2.320 upon this basis i am going to show you how a bunch of bright young folks did find a champion

Figure 7.5: Example cryptogram of 129 symbols with unusual statistics. The space sym-
bol is immediately determined because it is the most common symbol in the cryptogram.
As o is the next most common symbol it is initially classified as e, and so on. The numbers
on the left are the uncertainty in bits/symbol.
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per character) and our attack finds incorrect solutions which are considered to be more
likely. However, the correct result is passed over and the final result is still better than
the result obtained in [Har94].

The best answer to sleepy mandrill eyes mandolin player singing pop songs [Luc88] us-
ing the order-3 model is sleepy contrill eyes contalin ployer singing pap sangs
which has three errors, c«sm, o«a, and t«d. But by using the order-4 model (Figure 7.7)

this reduces to a single error, b«m.

It is interesting to consider the success as a function of cryptogram length. Figure 7.8
plots this information for cryptograms of length up to 200 (every example longer than this
was successfully solved with no errors).

Our last example, an extract from The Moonstone [Col82], illustrates the robustness
of our approach by showing how a cryptogram can still be solved even when the spaces
have been removed. To be fair, a considerably longer cryptogram is needed to succeed
in such a difficult situation. Notice, however, that if a model were built specifically for
this situation, much shorter examples could be solved. The execution trace is shown in
Figure 7.9. There are only two errors in the final answer y—~x and ,, «y. The false
classification of a symbol as space is to be expected to occur in any such example; but this
affects at most one symbol and provided the remaining symbols are correctly determined

there is no problem identifying the true symbol.

7.3 Using PPM as a Cryptosystem

The use of PPM as a cryptosystem is now considered. Circumstantial evidence given in
Chapter 4 suggests PPM may be immune from ciphertext only attack. However, resistance
from ciphertext only attacks does not imply resistance to more powerful attacks. In the

next section a vulnerability to chosen plaintext attack will be demonstrated.

Before PPM can be used as a cryptosystem, a key mechanism must be introduced.
This mechanism should satisfy the desiderata of Chapter 3, namely: it should be simple,
protect all the compressed output, not significantly degrade compression, and not call for
keys significantly longer than conventional cryptosystems.

The extra complexity of PPM when compared to other compressors allows more scope
in the selection of a key mechanism. The following five possibilities represents a few
obvious choices:

e The initial state of the arithmetic coder (as discussed in Chapter 5). The available
key size is linear in the register width.

e The initial structure of the model. The key size can be made arbitrarily large by
choosing a suitable model.
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Figure 7.6: Example cryptogram of 95 symbols.
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Doing close annealing attack [4].

7.581 aiooth frelunii ohoa frelsine tirhou anedned tst aseda
7.486 aiooth flerunii ohoa flersine tilhou anedned tst aseda
7.257 aittoh flerunii thta flersine oilhtu anedned oso aseda
7.066 aittos flehunii tsta flehrine oilstu anedned oro areda
6.706 aittos flehurii tsta flehnire oilstu aredred ono aneda
6.165 aittos flemurii tsta flemnire oilstu aredred ono aneda
6.084 ainnso flemurii nona flemtire silonu aredred sts ateda
5.912 sinnao flemurii nons flemtire ailonu sredred ata steds
5.795 sinnto flemurii nons flemaire tilonu sredred tat saeds
Doing close annealing attack [20].

5.764 tinnsa flemurii nant flemoire silanu trecrec sos toect
5.322 tinnsa flemurii nant flemoire silanu tredred sos toedt
5.178 tinnsa clemurii nant clemoire silanu tredred sos toedt
5.140 tinnpa clemurii nant clemoire pilanu tresres pop toest
5.058 tinnpa clemurii nant clemoire pilanu tredred pop toedt
Doing order 4 attack

.921 tinnga clemurii nant clemoire gilanu tredred gog toedt
.904 tissmu clenarii sust clenoire milusa tredred mom toedt
.816 tissmu glenarii sust glenoire milusa tredred mom toedt
.800 tillsu wcenarii lult wcenoire sicula tredred sos toedt
.693 tillbo wcenarii lolt wcenuire bicola tresres bub tuest
.634 sellbo frigatee lols frigueti berola stictic bub suics
.615 sellbo whitanee lols whitueni behola snicnic bub suics
.609 sellbo rhindtee lols rhinueti behold stictic bub suics
.511 tellbo chandree lolt chaniera behold tramram bib tiamt
.439 tenndo placgree nont placiera delong tramram did tiamt
.332 sleepy darknoll eyes darkilor playen sortort pip sirts
.328 sleepy gardnoll eyes gardilor playen sortort pip sirts
.109 sleepy gandroll eyes gandilon player sontont pip sints
.780 sleepy gantroll eyes gantilon player sondond pip sinds
.628 sleepy fantroll eyes fantilon player sondond pip sinds
.435 sleepy condrill eyes condalin ployer singing pap sangs
.331 sleepy contrill eyes contalin ployer singing pap sangs
.165 sleepy candrill eyes candolin player singing pop songs
.020 sleepy bandrill eyes bandolin player singing pop songs

WWWWWW P DD RDD DD DD

Figure 7.7: Example cryptogram of 55 symbols (solved with order-4 model).
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Figure 7.8: Length of cryptograms versus successful decryption. The diamonds represent
order-3 cryptanalysis and the pluses order-4 cryptanalysis. The order-4 model was applied

only to those cases with more than four errors when the order-3 model was used.

e The initial position within some large static publicly available model. The key size

is equivalent to the number of contexts in the model.

e The initial counts of the contexts in the model. Again the key size is directly

dependent on the size of the model.

e The permutation of the symbols in the model and/or the arithmetic coder. If n is

the alphabet size and w the register width, this permits key sizes of the order nlw.

The cryptanalysis of a PPM system can be viewed as the problem of determining the
model. Because of the intricacies of PPM, it is likely that most of the model must be
determined before any useful decryption can be performed. An exhaustive search over all
possible models is infeasible as the number of models grows exponentially in the amount

of memory made available to the model.

7.4 Chosen Plaintext Attack Against PPM

The security of fixed order memory bounded PPM is discussed. A chosen plaintext at-
tack requiring a lengthy chosen sequence is given. The attack exploits the count scaling
mechanism of PPM and illustrates a general weakness of the adaptive strategy, in that,

the models are designed to place less significance on information learned early on in the
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Doing
7.539
7.519
7.182
7.145

close annealing attack [4].
th stonreafols neafimitir vtniwt dlnorilirecumim neiddn ssth s cea sgnett aeaeadeitorun cite
th stonreafods neafiwitir vtnimt ldnoridirecuwiw neilln ssth s cea sknett aeaealeitorun cite
thestonr apodsen apikitirevtnimteldnoridir cukiken illnessthesec aeswn ttea a al itorunecit
thestond aforsen afikitidextnimtelrnodirid cukiken illnessthesec aeswn ttea a al itodunecit
thestorn afodser afikitinextrimteldronidin cukiker illressthesec aeswr ttea a al itonurecit
a
a

thestorn afodser afikitinextribteldronidin mukiker illressthesem aeswr ttea a al itonuremit

thestorn afodser afikitinextribteldronidin mukiker illressthesem aeswr ttea a al itonuremit

thestorna codsera cikitinextribteldronidinamukikeraillressthesema eswratte a a laitonuremita
thestorna kodsera kimitinextribteldronidinacumimeraillresstheseca eswratte a a laitonurecita
thestorna kodsera kimitineytribteldronidinacumimeraillresstheseca eswratte a a laitonurecita
thentorsa kodnera kimitiseytricteldrosidisabumimeraillrenntheneba enwratte a a laitosurebita
thentorsa kodnera kimitiseptricteldrosidisabumimeraillrenntheneba enwratte a a laitosurebita
thentorsa kodnera kimitisextricteldrosidisabumimeraillrenntheneba enwratte a a laitosurebita
thentorsa kodnera kimitisextricteldrosidisabumimeraillrenntheneba enwratte a a laitosurebita
thestorna kodsera kimitinextricteldronidinabumimeraillresstheseba eswratte a a laitonurebita
thestorna kodsera kimitinextricteldronidinabumimeraillresstheseba espratte a a laitonurebita
thestorna kodsera kimitinextricteldronidinabumimeraillresstheseba espratte a a laitonurebita
thestorna kodsera kimitinextricteldronidinabumimeraillresstheseba espratte a a laitonurebita
thestorna kodsera kimitinextricteldronidinabumimeraillresstheseba espratte a a laitonurebita

close annealing attack [20].
thestorna podsera pimitinextricteldronidinavumimeraillresstheseva esgratte a a laitonurevita
thestorna podsera pimitinextricteldronidinavumimeraillresstheseva esgratte a a laitonurevita
thestorn apodser apivitinextricteldronidin muviver illressthesem aesgr ttea a al itonuremit
thestorn apodser apivitinextricteldronidin muviver illressthesem aesgr ttea a al itonuremit
order 4 attack
thestorm apodser apivitimextrictendromidim luviver innressthesel aesgr ttea a an itomurelit
thestormanpodseranpivitimextricte dromidimaluviverai resstheselanesgrattenanan aitomurelita
thestorminpodserinpavatamextracte dromadamiluvaveria resstheselinesgritteninin iatomurelati
thestorminpofserinpavatamextracte fromafamiluvaveria resstheselinesgritteninin iatomurelati
thestorminpofserinpavatamextracte fromafamilyvaveria resstheselinesgritteninin iatomyrelati
thestorminpofserinpavatamextractedfromafamil vaveriaddresstheselinesgritteninindiatom relati
thestorminvofserinvapatamextractedfromafamil paperiaddresstheselinesgritteninindiatom relati
thestormingofseringapatamextractedfromafamil paperiaddresstheselinesvritteninindiatom relati
thestormingofseringapatamextractedfromafamil paperiaddresstheselineskritteninindiatom relati
thestormingofseringapatamextractedfromafamil paperiaddresstheselinesyritteninindiatom relati
thestormingofseringapatamextractedfromafamil paperiaddresstheselineswritteninindiatom relati
thestormingofseringapatameytractedfromafamil paperiaddresstheselineswritteninindiatom relati
vesinenglandm objectistoeyplainthemotivewhichhasinducedmetorefusetherighthandoffriendshiptom
cousinjohnherncastlethereservewhichihavehithertomaintainedinthismatterhasbeenmisinterpreted
b membersofm famil whosegoodopinionicannotconsenttoforfeit

Figure 7.9: Example cryptogram of 334 symbols and with no spaces.
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compression process which does not recur later in the input. By sending suitable plain-
text the unknown model can be driven into a known state. This attack is very long and
would be difficult to carry out in practice. To guard against this attack the technique of
forgetting is introduced.

This type of chosen attack was first introduced by Bergen and Hogan [BH92, BH93|.
They applied it against a fixed-model [BH92], and later against a simple adaptive model
(essentially an order-0 PPM model) [BH93]. We generalize the method to work against
any adaptive fixed-order model with fixed width counts. The same technique cannot be
used to break unbounded versions of PPM such as PPM* [CTW95] because the attack
requires that the model have a fixed and finite number of nodes. It is assumed the order
of the PPM model is known before the attack commences.

Because the counts are of fixed width, it is periodically necessary for the model to halve
the counts. Notice, however, the wider the counts the less often they need to be scaled.
We assume scaling occurs whenever they threaten to exceed the maximum allowable value.

The attack works by constructing a model M which is an estimate of the true (and
initially unknown) model M. At each stage symbols are sent designed to improve the
closeness of the estimate to the real model. The attack is complicated by the fact that M
changes as the sequence is sent. Essentially, a type of moving target search is performed
over a very large space. At the end of the attack, it is guaranteed that the model M
will be identical to the model M; and the cryptanalyst can use M to decode any further
transmissions on the channel. Because an unknown number of count halvings may have
occurred during the attack, it remains impossible to reconstruct the state of the model M
before the attack commenced. This means that if the model is periodically reset to some
secret state then the cryptanalyst will have to perform the attack again. Since the sequence
transmitted forces the models to synchronize, it is not necessary for the cryptanalyst to
examine the encoded output.

Let n denote the size of the alphabet A = {a,...,a,}, o the order of the model, and

1 the maximum count allowed. Then the chosen plaintext required is
S =75(o) (7.1)

where

and Y is any sequence in which every context of length o occurs at least once. The length
of this sequence is

S| = [Y]+ 2(0 + 1)(ulg p)n’.

The obvious way to form the sequence Y is to simply concatenate all the possible
subsets of A°*1. So for example, if A = {0,1}, then for 0 = 2 we would concatenate the
triples 000, 001, 010, 011, 100, 101, 110, and 111 to obtain 000001010011100101110111.
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The length of T would then be (o+1)n°*!. However, all the triples occur at least twice in
this sequence, and this suggests that some improvement should be possible. The following
theorem shows that we can do much better, in that it is always possible to produce a

closed sequence in which every tuple occurs exactly once.

THEOREM 7.1: [Goo46] Given a finite alphabet A of size n, there is a closed n-ary
sequence of length n” in which each r-tuple in A" occurs exactly once. (Here closed means
the end of the sequence is considered contiguous with its beginning.)

PROOF: [Goo46] Suppose r > 1 (the case 7 = 1 is trivial). Let any sequence of r — 1
symbols drawn from A be called a vertex. If w and v are two vertices of the forms
aiay---ar_1 and asas---a., then the sequence ajas---a, is called an edge from u to
v. This system of vertices and edges is a directed graph containing n"~! vertices. Any
two vertices ajag---a,—1 and biby---b._; are connected by the edges corresponding to
sequences of length r in the sequence of symbols ajas - - ar_1b1bg - - - b,_1. Finally, there
are n edges leading into and n leading out of each vertex. (Note the vertices a;a; - - - a;
have a loop which counts as one in and one out.) This is a sufficient condition for the
directed graph to have a Euler cycle [BCL79]. Taking in turn the first symbol in each
edge of such a cycle, we obtain a sequence of n” symbols which satisfies the requirements
of the theorem.

Figure 7.10 illustrates the theorem for the case r = n = 3 on alphabet {A,B,C}. One
Euler cycle in this figure is AAABBBAACCCABABCCBBCACBCBAC. Such sequences
are called deBruijn sequences [deB46]. Alternative ways of constructing such sequences
have been given [Ree46, Gol67, Mar34|. The more general question of the existence of a
closed sequence of k n-ary symbols such that k& subsequences of r consecutive symbols are
all different has also been addressed [Lem71].

Although in our application we do not have closed sequences, one can simply copy the
first 0 symbols of the sequence onto the end of the sequence, thereby forming a sequence
of length n°*! + o in which every (o + 1)-tuple occurs at least once. For the example we
then have

T = AAABBBAACCCABABCCBBCACBCBACAA.

Thus an upper bound on the length of the chosen plaintext 7.1 is
n°tt 40+ 2(0 4 1) (ulg p)ne.

Therefore for a fixed order o, the length of the chosen plaintext sequence is at most
polynomial in the size of the alphabet and the maximum count. However, it is more usual
in these circumstances to consider the complexity in terms of the number of bits required
to express p rather than p itself. So if 4 is expressed using w bits (that is, p < 2%) we
have

n°tt 4o+ w(o+ 1)2¥ 1,
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Figure 7.10: The deBruijn sequence construction for n = r = 3.

and the attack is exponential in the width of the counts and order of the model.

How does the sequence S drive both models into the same state? After sending T,
every context of order o or less will have occurred at least once. This ensures that both
models, M and M, have the same number of nodes. However, the actual counts for the
symbols in M remain unknown. Now the sequence S(o0) is sent, which will synchronize
the counts in all orders in the two models. This occurs because each context a;, a;, - - - a1
is sent enough times that lg x count halvings occur in that context. Then all counts in
that context, except a;,a;, - - - a1, will be 1 in both M and M. To synchronize the a1 value
a second context is sent sufficient times to reduce the count for a; to 1 in both models.

At the end of the attack, both models will have identical counts for every context
in the model. However, the models still may not be identical because of the ordering
of the symbols. Further symbols may thus be required to force the same ordering in
both models. For the scheme in [BCW90], sending the sequence Y once more ensures the
ordering becomes the same in both models.

ExAaMPLE: Consider the attack for an order-2 model on alphabet {A,B,C}. Take
ap = A, a; = B, and n = 8. The state of the models at the end of step 2 is given in
Figure 7.11, where the sequence AAABBBAACCCABABCCBBCACBCBACAA has been
sent. This is followed by the sequence S(3) which is guaranteed to force all the counts to
the same values in both models, as shown in Figure 7.12. The complete sequence Y.S(3)
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B C
4 6

A B C A B C A B C

7 9 6 6 6 6 6 6 6
A C A C A C A C A C A C A C A C A C
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

A B C A B C A B (o} A C A B C A C A B C A B C A B C
2 5 4 7 2 5 6 2 2 1 5 4 5 1 7 2 4 5 7 7 2 4 3 3 s

Figure 7.11: The state of the two models after sending the sequence AAABBBAAC-
CCABABCCBBCACBCBACAA. Recall that the maximum count is eight, and scaling
occurs whenever a count reaches eight. The top tree is the estimate 1 while the lower
tree is the real model M (which at this stage is unknown to the cryptanalyst). In the
estimate M, the count for the singleton B is less than those of A and C because B occurs
less often in the sequence.

is given in Figure 7.13.

7.4.1 Forgetting

One simple idea to make it harder for the cryptanalyst to follow the adaptation is to
selectively prune parts of the model, say using a pseudorandom number generator. We
call this idea random forgetting.

Unfortunately, a true source of random bits cannot be assumed because of the con-
straint that the encoder and decoder must have identical information. Clearly, this can
only be achieved if the sequence of random numbers used is the same for both the encoder
and the decoder. Further, the most common ways of generating random bits (such as
linear congruential generators [Knu81] and shift registers [Gol67]) are cryptographically
insecure [Boy89]—although it is not clear how these results might apply in this situation.
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Figure 7.12: The state of the two models after sending the complete attack sequence.
Both models are now the same and the cryptanalysts will be able to decode all future
communications.
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AAABBBAACCCABABCCBBCACBCBACAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAABAABAABAABAABAABAABAABAABAABAABAABAA
BAABAABAABAABAABAABAABAABAABAABABAABAABAABAABAABAABAABAABAABAABAABAABAA
BAABAABAABAABAABAABAABAABAABAABAABBABBABBABBABBABBABBABBABBABBABBABBABB
ABBABBABBABBABBABBABBABBABBABBABBACAACAACAACAACAACAACAACAACAACAACAACAAC
AACAACAACAACAACAACAACAACAACAACAACAACBACBACBACBACBACBACBACBACBACBACBACBA
CBACBACBACBACBACBACBACBACBACBACBACBBAABAABAABAABAABAABAABAABAABAABAABAA
BAABAABAABAABAABAABAABAABAABAABAABAABABBABBABBABBABBABBABBABBABBABBABBA
BBABBABBABBABBABBABBABBABBABBABBABBABBBABBABBABBABBABBABBABBABBABBABBAB
BABBABBABBABBABBABBABBABBABBABBABBABBABBBBBBBBBBBBBBBBEBBBBBBBBBBBBBBBB
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBCABCABCABCABCABCABCABCABCABCABC
ABCABCABCABCABCABCABCABCABCABCABCABCABCABCBBCBBCBBCBBCBBCBBCBBCBBCBBCBB
CBBCBBCBBCBBCBBCBBCBBCBBCBBCBBCBBCBBCBBCBCAACAACAACAACAACAACAACAACAACAA
CAACAACAACAACAACAACAACAACAACAACAACAACAACAACABCABCABCABCABCABCABCABCABCA
BCABCABCABCABCABCABCABCABCABCABCABCABCABCABCBACBACBACBACBACBACBACBACBAC
BACBACBACBACBACBACBACBACBACBACBACBACBACBACBACBBCBBCBBCBBCBBCBBCBBCBBCEB
CBBCBBCBBCBBCBBCBBCBBCBBCBBCBBCBBCBBCBBCBBCBBCCACCACCACCACCACCACCACCACC
ACCACCACCACCACCACCACCACCACCACCACCACCACCACCACCACCBCCBCCBCCBCCBCCBCCBCCBC
CBCCBCCBCCBCCBCCBCCBCCBCCBCCBCCBCCBCCBCCBCCBCCB

Figure 7.13: The sequence TS(3).

Those generators which are considered secure (for example the BBS generator [BBS86])
are in fact derivatives of existing cryptosystems and have high computational complexity,
or require a lengthy initialization and therefore detract from our overall goal of having a
simpler communication system.

The actual forgetting process involves choosing a leaf in the trie at random and deleting
that leaf from the trie. Depending on the order, this might happen several times for each
symbol encoded or decoded, but usually only one or two deletions will be necessary.

The performance of PPM augmented with a random forgetting mechanism does not
significantly degrade compression.

Forgetting confounds the chosen plaintext attack because that attack relies on all
contexts existing in the trie. In particular the purpose of the sequence Y was to ensure
that this was the case. But when forgetting is used, certain contexts will be pruned in
an unpredictable manner and the estimate M will not be close enough to M for these
prunings to be traced.

The security of PPM used in this manner is still an open question.

7.4.2 Discussion

The chosen plaintext attack just discussed illustrates a potential weakness of adaptive
models in general, but it is not a very practical attack. It is not clear whether there are
any better attacks when the key is the unknown state of the model. It would seem that
part of this security comes from the difficulty of inverting arithmetic coding in this general
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situation. But even if the arithmetic coding were invertible, it remains unclear how the
probabilities passed to the arithmetic coder could be helpful in determining the unknown
model. Further, such attacks cannot be applied usefully to PPM models with unbounded
context lengths.

7.5 Primed PPM

The compression achieved by a PPM model can be enhanced by priming the model [TC96].
For English this typically means training the model on a representative sample of text.
Intuitively, such training should increase the ciphertext only resistance of PPM because
the model will be closely matched to the source from the outset. But what influence does
this have on the stronger known and chosen plaintext attacks?

Assume a PPM model has been initialized using a very large static model, known to

everyone. In particular, assume the model is known to the cryptanalyst.

A possible key in such a system is the starting position in the tree. This is equivalent
to prepending a small piece of text to the front of the message transmitted. However,
even with such a large tree, an exhaustive search would remain a feasible option. That is,
a cryptanalyst could try decoding intercepted text from each possible starting position.
The only possible problem for the cryptanalyst is that the accuracy of PPM models could
cause several decryptions of short messages to form valid sentences in English. Thus, this

key mechanism would actually make PPM vulnerable to a ciphertext only attack.

The question is more interesting if a longer piece of text is prepended to the message.
In this case the model will no longer be exactly the same as the public model. However, it
will not be significantly different and an exhaustive search might still suffice. In particular,
unless a message happens to start in a part of the tree where adaptation has occurred,
the first part of the message will be readable. When continued decoding leads to garbage
output the cryptanalyst can identify where the tree has been modified and instigate an

exhaustive search over likely modifications.

Simple variations on this idea, like blending a larger static model with a local model,
are also vulnerable to an exhaustive search.

All of these cases highlight how a seemingly secure algorithm can be made totally
insecure with tinkering. A similar situation occurs when the S-boxes of DES are altered.
Almost all such variations lead to a weaker system [BS93].

7.6 Conclusions

PPM models are currently the best computer models of English and they now rival the
predictive ability of human experts [TC96]. Since ciphertext only attacks rely on statistical
leverage, it seems such an attack is unlikely against PPM unless better models of English
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can be developed. This view is further reinforced by the results of Chapter 4 which indicate
the amount of redundancy remaining after compression by PPM is comparable to that of
the DES.

Currently the best attacks against standard PPM are lengthy chosen plaintexts, which
drive a PPM model into a known state by taking advantage of the count scaling mechanism.
The length of the attack is exponential in the order of the model, polynomial in the
maximum count and the alphabet size. This makes the attack impractical for all but the
smallest PPM models. For instance, an order-3 model for twenty-seven symbol English
using 32-bit arithmetic coding requires a chosen plaintext of length 2.164 x 101¢ symbols.
Therefore, it would appear that the security of PPM is easily improved by increasing the
order of the model and the width of the arithmetic coding registers. Further, the security
of PPM benefits from the difficulty of inverting arithmetic coding in this general situation.
However, even if it were possible to invert arithmetic coding here, it is not clear how the

resulting information could be used in an attack.

The most interesting unresolved case is that of PPM* [CTW95]. Since PPM* is cur-
rently the best computer model of English [Bun97], it is reasonable to suppose that there
is no easy ciphertext only attack against PPM*. Arguments to support this claim are
given in Chapter 9. Further, it is, in general, impossible to force a randomly initialized
PPM* model into a given state using any sequence. In particular, a PPM* model always
adds one new node to the model for each symbol transmitted, and the counts on other
nodes may also be affected. However, the attack of Section 7.4 requires that the model
has at most a fixed number of nodes; and so clearly it cannot be applied to PPM*.

There remains the possibility that there may be some other method of inferring the
model. It would seem that any such method must require access to the result of encoding
the chosen plaintext. This in turn means that it will be necessary to invert arithmetic cod-
ing in the general adaptive case. To date there is no known way of doing this. Therefore,
at this time, we know of no way to break a PPM* model using 32-bit arithmetic coding

with the key consisting of an unknown initial model.

We have shown how PPM models can be used to allow automatic solution of simple
substitution ciphers. In the next chapter this powerful approach is extended, and PPM
models are used to break Ziv-Lempel coding. It would be interesting to investigate what
other cryptosystems can be attacked in this manner.



Chapter 8

Cryptanalysis of Ziv-Lempel

Schemes

The Ziv-Lempel compressors [ZL77, ZL78] are widely used. They are the basis of a large
number of archiving tools and other compression programs. Two particular examples
are the Stacker program [WGI91] and the UNIX compress program. While Ziv-Lempel
approaches do not compress as well as PPM, they are easily implemented and offer ex-
tremely rapid decompression. They are particularly suited to applications where a file is

to be compressed once but decompressed many times.

Ziv-Lempel compressors partition the plaintext into a series of phrases called the
dictionary. Compression is achieved by storing pointers to phrases rather than the phrases
themselves. Exactly how the plaintext is partitioned into phrases and which phrases are

eligible for pointer references depends on the exact variant used as discussed in Chapter 3.

In fact there are two main styles of Ziv-Lempel coding, derived from two distinct
proposals [ZL77, ZL78). In this chapter cryptanalyses of the LZR [RPE81] and LZ78 [ZL78|
variants of Ziv-Lempel coding are given. Since LZR is based on the earlier LZ77 [ZL77]
method, these two essentially cover both styles of Ziv-Lempel coding and it is reasonable

to assume that the attacks presented can be extended to cover other variants.

In each case, both known plaintext and ciphertext only attacks are given. Section 8.2
contains the cryptanalysis of LZR and Section 8.3 the corresponding cryptanalysis for
LZ78. Section 8.1 makes some general comments on using these compressors as cryptosys-

tems.

8.1 Using Ziv-Lempel Compressors as Cryptosystems

Before a Ziv-Lempel compressor can be used as a cryptosystem it is necessary to introduce
a key. In light of the desiderata given in Chapter 3, one simple approach is to use the
initial dictionary as the key. The greatest security is then afforded when the statistics of
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the key closely resemble those of intended messages. In this situation the message text is
likely to have long matches in the key text maximizing the uncertainty in the ciphertext
only attack described below, but making a known plaintext attack easier. If the entropy
of the source is s bits/symbol, then a key of [ symbols offers an effective key size of sl bits.
For example, the entropy of English is about 1.2 bits/symbol and so 394 symbols (about

88 English words) are required to achieve an effective key size of 512 bits.

There is a subtle danger here. If the cryptanalyst is aware of the source (e.g. English,
or maybe English used in commerce) then this information modifies the prior probabilities
of the keys. The more detailed the cryptanalyst’s prior information the smaller the class
of probable keys. In the extreme it may become feasible to attempt an exhaustive search
over a particular class of key.

The alternative is to initialize the dictionary to be a random sequence. This maximizes
the prior uncertainty of the key. However, the key material will be used infrequently in
the construction of phrases because it is not closely matched to the source being encoded.
This means the cryptanalyst may only determine a few bits of the key, but a redundant
source will be easily decoded because there will only be a few (and short) references into
the key

Another simple approach is to exclusive-or the first segment of output with a random
key, relying on the complexity of the Ziv-Lempel model to make it impossible to decode
the remainder of the message. That is, we assume that it is difficult to begin decoding a
Ziv-Lempel message part way into the output stream.

A third approach is to remove the first segment of the compressed output and transmit
it encrypted with a public-key cryptosystem such as RSA '[RSA78], and then transmit the
remainder of the compressed output without modification. Because RSA runs rather
slowly, it is desirable that the segment size be keep small. This approach allows the rapid
transmission of long messages between two parties who have not previously communicated
and without the need to generate a session key as needed in other similar protocols [Sch94].
Another advantage of this approach is the key depends on both the parties communicating
and the message itself.

All three of these approaches are shown to be insecure, especially when used with
redundant sources. But such sources are precisely the situation where compression is
most beneficial. Therefore, we conclude that the Ziv-Lempel compression methods should
not be used as security devices. It is shown that it is possible to decompress Ziv-Lempel
output when an initial portion of the compressed output has been removed. In some cases
it is even possible to reconstruct the contents of the removed portion. All three of the
approaches outlined above can be considered as forms of this model. From now on the

removed portion will be considered synonymous with the key and the initial dictionary.

There is another danger here which is not directly addressed in our cryptanalysis.
In particular, the first part of the plaintext tends to compress only slightly because the
compression model has not yet gathered sufficient information. This problem can be
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reduced by priming the compressor with a large publicly available model. However, such
models must be assumed known to the cryptanalyst and do not in themselves enhance
security.

8.2 Cryptanalysis of LZR

A Drief description of the LZR algorithm is given; explaining in addition how it differs
from the original proposal LZ77. A trivial known plaintext attack is presented followed by
a ciphertext only attack applicable to redundant sources. The attacks indicate that LZR
and LZ77 should not be used as security devices.

8.2.1 Description of LZR

In the LZ77 form of Ziv-Lempel coding [ZL77], pointers denote phrases in a fixed-size win-
dow that precedes the coding position. The content of the window constitutes phrases of
the dictionary. Matches may overlap with the text, although in the analysis this possibility
is ignored. The longest match (up to some maximum length) is coded as a triple (p, [, 5)
where p is the offset to the longest match from the start of the window, [ is the length of
the match in symbols, and s is the first symbol which failed to match. The window size
is typically about eight kilobytes. The pointer p is 0 if there is no match in the window,
in which case the length [ is obviously not required.

The LZR approach is the same as LZ77 except pointers denote any position in the
already encoded text. Hence the window grows linearly as more and more text is com-
pressed. The pointer p and length [ are encoded with a variable length code, since they
can grow to arbitrary sizes. The LZR method tends to be slow during compression since
the search time and memory requirements increase as more and more text is processed.

Like all Ziv-Lempel approaches, it remains fast for decompression.

For example, LZR encodes the message s SO drawn from the alphabet
{#d, &, O, 0} using the triples

(0,0,4),(0,0,%),(2,3,¢),(5,3,9).

Let [-,-] be some standard bijective pairing function. In practice the triples must be
further encoded using a bijective pairing function (p,!,s) = [p,!, s] = [[p,!],r] or other
form of self-delimiting code. Entire triples must also be self delimiting, and the entire
message is encoded as [[p1, 1, 1], [p2, 2, s2] - ]

However, this difficulty of coding the triples does little to enhance the security of the
overall syétem because the decoder must be able to unambiguously interpret the output.
Thus, during the cryptanalysis we work directly with the triples (p;,l;, s;) and assume the
cryptanalyst has already inverted the output coding. A slight difficulty arises if the front
of the compressed file is removed, since in this situation the file might not start on a triple
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boundary. However, it is feasible to search over various offsets into the compressed output

in an attempt to identify a triple boundary.

8.2.2 Known Plaintext Attack

Consider the use of LZR as a cryptosystem where the key consists of extra text prepended
to the plaintext or equivalently an initialized window. This arrangement is trivially broken

by a known plaintext attack.

The central observation made in the attack is that each triple conveys information
about the contents of the window. This information can be used in conjunction with a
known plaintext to reconstruct unknown portions of the window. Assume that the length

of the initial window (the length of the key) is known to the cryptanalyst.

Even without knowledge of the key length the attack described is still possible; although
additional computation may be incurred. For once the index of any symbol in the known
plaintext is identified, the length of the key can be immediately determined. For example,
when the plaintext contains repeats like ...quuxz...quuxy..., the repetition will be
encoded by a triple (4,4, y) from which the index of the first q is 3.

To see how the triples convey the necessary information, let dhdedodod O OO be a
secret prepended text of length 10, and let the plaintext message be QOO OOV hbb.
Then the cryptanalyst will observe the output triples

(10,2,¢),(5,2,9),(10,1,%),(1,1, ),

from which symbols 1, 5, 6, and 10, of the key are immediately determined. To see how
this is possible consider the first triple (10, 2, {») which must match the first two symbols of
the plaintext. Thus, symbol 10 is O, and symbol 11 is ©. But, the key was only of length
10, hence symbol 11 actually corresponds to the first © of the plaintext. This match is
therefore one of those unusual cases where the replacement text is determined partially by
the replacement text itself. Some information about subsequent symbols is also obtained
since for each triple we learn one symbol that it cannot be; for binary alphabets this
makes the attack much easier. Thus, from the first triple we learn that symbol 12 is not
¢ (otherwise the match would have been longer). In fact, in this case symbol 12 is ©,
since it is actually part of the plaintext. The example plaintext does not contain sufficient
information to determine any other symbols of the key.

While the mechanics of this attack are obvious, it is not at all apparent how long the
known plaintext needs to be in order to recover a useful percentage of the key. This is
dependent on the kind of key chosen. As the plaintext gets longer a greater percentage of
the matches will occur in the plaintext itself, rather than the key. This fact is exploited
in the ciphertext only attack discussed below, but it hinders reconstruction of the key in
the known plaintext attack.
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Some keys are very hard to completely determine. For instance, consider the key se-
quence JJ consisting of the sequence J repeated twice. Since the Ziv-Lempel compressors
return only the index of the first match, it is no easy matter to gain any information
about the second J. Indeed the only way in which anything can be learnt about it is if
the plaintext itself contains the sequence J. However, in practice, lack of knowledge about
the second J would not be a hinderance to cryptanalysis, since references to it will not
normally occur in intercepted ciphertext.

8.2.3 Expected Length of Matches

In order to get some idea of the expected proportion of the key determined with a known
plaintext, the expected length of matches for a uniform random source is calculated.!
Intuitively, the expected match length for a redundant source will be at least that of
the random source. The probability distribution for a match of length k is given. This
distribution is used to estimate the expected length of the longest match, L.

Let two sequences A = aga; - - - @y and B = byb; - - - be drawn randomly from the same
alphabet S = {0,1,...,n — 1} of n symbols. The sequence A is finite and the sequence
B is finite or unbounded. The longest contiguous match of the sequence bgb; - - - is to be
found anywhere in the sequence A. In terms of the compression model, A is the current
contents of the window and B is the text to be compressed.

Let X} denote the number of matches of length k£ in the sequence A. The probability
of two uniform random sequences of length k matching is n~* and the number of possible
positions for a match is m — k + 1. Thus, the expected number of matches of length &k is

E(Xy)=(m—k+1)n~"

By examining the situation where E(X}) = 1, a rough estimate, k = log,, m, is obtained for
the expected length of the longest match. It is easy to see why this estimate is reasonable.
For each length k, there are n* possible sequences of that length and we would expect the
longest match to be roughly independent of the sequence. Therefore, for A of length m,
we have the constraint n* ~ m, from which k = log, m.

To prove that the expected length of the longest match, L, is within a constant of
log,, m it is shown that

Pr(L > log, m + 6(m)) — 0 if §(m) — oo,

and
Pr(L > log, m + 6(m)) — 1 if §(m) — —oo.

The first bound is apparent by substituting log, m + 6(m) for k in E(Xk):

1
E(Xp) = —(m—lgm+8(m)+1)n=*"

T thank Dr Brendan McKay for showing me how to obtain the results of this section.
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— 0 as 6(m) — oo

— oo asé(m)— —oo
To show the second bound is more difficult. We proceed by calculating the second moment
E(X}) = E(Xk(X) — 1) + X3) = BE(Xx(Xi — 1)) + E(Xp).

The quantity Xx(Xp — 1) is the number of ways of choosing two distinct but possibly
overlapping matches of length k in A. The two matches are considered to be ordered.
This can be done in (m — k + 1)(m — k) ways. The probability of each match is simply
n~2F since there are always exactly 2k independent pairs of symbols which must match.
This calculation is expedited because this probability is independent of the amount of

overlap (if any) between the two matches. Thus,
E(Xp(X —1)) = (m—k+1)(m —k)n=2

and
E(X2) =(m—k+1)(m —k+n*)n2k

Now the variance can be found to be
Var(Xy) = E(X}) - B(X))?

= (m—k+n)m-—k+1)n 2 - (m—k+1)2n"2*
= (m—k+1)(n"* —n7%)

Then,
Var(Xy) (m —k+1)(nk - 1)n=2k
E(X})  (m—k+1)(m—k+nk)n-2k
_ nkF—1
T m—k+4nk

m 4+ ndm) — 1
2m — log, m — 6(m) + né(m)
— 0 as 6(m) — —oo.

Putting it together, E(X}) — oo and Var(Xy)/E(X?) — 0 as §(m) — —oo. Intuitively
this indicates the distribution of X is closer to F(X}) in units of Var(Xy) as §(m) becomes
large and negative. Since Var(Xy) = E(X}?) — E(X})? we have

Var(Xy) E(Xy)?

Bxp) B
and since Var(Xy)/E(X?) — 0 this implies E(X;)?/E(X?) — 1, thus E(X?) = E(X})?
Var(Xk)

and
0 \/V&I‘(Xk)

E(Xz)?  TExy U
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Applying Chebyshev’s inequality [KS77],

With € = \/Var(X)/E(Xy) this gives

Var(Xk)>> _ B(Xy)?

E(Xk) VVar(Xy)

Pr (Xk <

Thus
Pr(X; <0)—0 as 6(m) — —oo

and consequently
Pr(X; >0)—1 as 6(m) — —oo.

Finally,
Pr(L > log, m + 6(m)) — 1 if §(m) — —oo,

and the second bound holds. This shows the longest match is within a constant of log,, m.

It is now shown that the contribution of overlapping matches is negligible compared
to the nonoverlapping matches for all moments. This will be used to show that X has
the Poisson distribution. Let

()i =afa—1)---(a—t+1)

denote the falling factorial of o and let X} denote the number of matches of length
k = log, m + ¢ as before. In calculating F((Xg):) the nonoverlapping and overlapping
cases are considered separately. The contribution of nonoverlapping matches is determined
as follows. Place t blocks of length & each in a sequence of length m. This can be done in
("Zﬁ’;l’t) ways ignoring the order of the blocks (this problem is equivalent to the number
of positive integer solutions of z; + - -+ + x4 + x¢y1 = m — tk). There are ¢! orderings of
the blocks. Thus
t!(m_tk+t>n_kt = (m—tk+t)(m—tk+t—1)---(m—tk)n™*
m — tk
= (m—O(k))in "

= min"F (1 + 0(1/m))

where the third equality follows since both k£ and ¢ are constants. Since the matches
are nonoverlapping they are independent, each with probability n~*. Thus the total
contribution to E((Xg):) by nonoverlapping matches is

min~* (1 4+ 0(1/m)),

or in terms of 6,
n~* (14 0(1/m)).
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Figure 8.1: A situation with four matches but only two components.

Consider now the contribution to E((Xy):) by overlapping matches. Let a component be
a contiguous block of matches. Figure 8.1 shows a case where ¢t = 4 but with only two
components. Let ¢ denote the number of components, then 1 < ¢ < t. The case c = ¢
corresponds to the nonoverlapping case just discussed. Each component can be placed
in at most m — O(k) positions, and there is at most k't! different ways of forming the
components. Thus the number of positions is at most

(m — O(k))ktt! < mek't!.

Matching the first component containing at least two blocks has probability at least n=2.
The probability for placing each of the remaining ¢ — 1 components is at least n=* each.
Thus the total probability is n~2kp=(c=Dk — p=(c+1k g5 the total contribution of over-
lapping matches with ¢ components is at most

n_(cﬂ)kmcktt!,
or, in terms of 6,
1
—p~(+Dé (1o )t
—n (log, m + 6)

Summing over all possible numbers of components gives

t—1 t—1
1 _ 1 _
Z —n (1 (log, m + 6)tt! = E(logn m + 6)tt! Z n~(e+1)8
c=1 c=1
1 . nO(nm0% — n0)
= —(log,m+ 6"

|
Q

((lognm + 6)t> .

For fixed ¢, this tends to zero as m increases and its contribution is therefore negligible
compared to the nonoverlapping cases. Consequently,

E((Xy):) — n~% as m — oo for each fixed t.

The convergence of these factorial moments is sufficient to guarantee that X, has the
Poisson distribution with mean n=% [KS77):

Pr(Xp=7r)=e" "n70/rl.
For example, the probability that there are no matches at all is

-6

Pr(Xy=0)=¢e"
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Although the calculation was strictly for a fixed value of § it can be reconciled with
intuition. Namely, if 6 — co then Pr(X; = 0) — 0 and if § - —oo then Pr(X; =0) — 1.
Letting L again denote the longest match

é

Pr(L > k) =Pr(X; >0) —1—e"2",

and thus
_2—6—1 _2—6

Pr(L=k)=Pr(L>k)-Pr(L>k+1)—e —e

8.2.4 Multiple Plaintexts

The known plaintext attack can now be studied in more detail. Given N plaintexts and
corresponding ciphertexts, encoded using the same key, the expected proportion of key
text determined is investigated. Only the first match of each plaintext is considered. In
reality we would expect to do better than this because many matches from each plaintext
will determine bits of the key.

The case k = 1 where only one symbol of the key is matched per plaintext is an
important limiting situation. This leads to a reasonable lower bound, since it is logical to
suppose that every message would depend on at least one key bit. This is guaranteed to be
the case if the key contains at least one occurrence of each symbol of the alphabet. This
situation is analyzed by considering p(IV, ), the probability that N randomly selected
plaintexts determine (8 bits of the key. Let m denote the length of the key. For large m
(in particular m > N) we expect

1 fN=28

, > N.
0 ifN£p m

p(N, B) z{

But it is the cases where m is small (m < 1024 say) that are relevant to the cryptanalysis.
Clearly, we will still have p(1,1) = 1. But p(IN, N) < 1 for N > 1 because of the possibility
that some plaintexts determine the same symbols of the key.

In general, the recurrence

MNﬂ%=%MN—1ﬁ%+E:£iip

(N-1,6-1) (8.1)
holds, which arises by considering the two ways in which the N — 1 case can be extended
to the IV case. Namely, by choosing a case where 8 symbols are already determined and
then selecting one of those symbols or by choosing a case with § — 1 symbols determined
and then selecting one of the remaining m — 8+ 1 symbols. Then p(V, 8) will be a proper
(normalized) probability distribution in S for each positive integer N. Further, p(0,8) =0

and p(N,0) = 0 are additional boundary conditions.

Examining the recurrence, notice a factor of 1/m is produced on each downward it-
eration of IV, hence this term can be removed from the recurrence by defining f(N, ) =
mN~=1p(N, B) to obtain a simpler recurrence
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with f(1,1) = 1. From this recurrence a structure resembling Pascal’s triangle can be
constructed (where (u); is used to denote (m —1)(m —2)---(m —t)):

N=1 1

N=2 1 (1)

N =3 1 3(u)1 (1)2

N =4 1 (u)h 6(1)2 ()3

N=5 1 15(p)1 25(1)2 10(p)3 ()4
N=6|1 31(p) 90()2 65(1)3 15(p)a (1)s

The coefficients in front of the p terms are Stirling numbers of the second kind. Hence

N | (m-=1)
f(N,ﬁ)—{ﬁ}—(m_ﬁ)!,

1 [N (m-1)! _ m! [N]| 1
p(N’ﬁ):mN—l{ﬁ}(m—ﬁ)!—_n"b_N{ﬂ}(m—ﬂ)!'

Now the expected number of symbols determined by the IV plaintexts when only the

so that

first symbol of the first match is considered is

BIN) = Zﬂ%{ﬂ}(m—m!

From this result the correctness of the limiting cases is apparent; for if m — oo, then
E(N) — N; and if N — oo, then E(N) — m, as intuition suggests they must. Thus for
k = 1 the proportion of the m symbol buffer determined is given by 1 — (1 —1/m)". This
function is graphed in Figure 8.2 for various sizes of key. To a crude approximation m
ciphertexts are sufficient to determine half the symbols of a key of size m. Notice, however,
that determining half the symbols of key for a redundant source means that nearly all the

message is readable because the first symbols determined are likely to be those that occur
most often in actual messages.

Unfortunately, there does not appear to be any easy way of extending this analy-
sis to longer matches, & > 1. In particular, it is difficult to generalize the recurrence,
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Figure 8.2: The function E(N) =1 — (1 — 1/m)"V.

Equation 8.1, because of overlapping effects. The ideal result would be a general formula
applicable for any IV and k, but it does not seem such a result will be possible with this ap-
proach. However, by fixing the number IV of plaintexts, it is possible to use combinatorial
arguments to calculate the expected value for small NV and arbitrary k.

Let @ = m — k + 1. Consider the case where there is exactly N = 2 plaintexts and
where the match lengths are some constant k. This includes the expected case where
k = log, m. The calculation is split into three parts depending on the positioning of the

two matches:

e Non-overlapping cases. Say the first block occurs with offset ¢ from the start of
the window; then the number of non-overlapping and subsequent positions for the
second block is m — 2k — i + 1. In addition, there are two ways of selecting the first
block. Hence the number of non-overlapping combinations is given by

m—2k
o = 2Z(m—2k+i+1)
1=0
m—2k
= 2m—-2k+1)(m-2k+1)-2 ) i
1=0

= 2(m — 2k +1)? = (m —2k)(m — 2k + 1)
(m =2k +1)(m — 2k + 2)

e Partially overlapping cases. Let the two blocks overlap by 0 < ¢ < k. Then the
number of positions in which to place this block, of total length 2k—gq, is m—2k+q+1.
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Further, there are two ways to pick the first component of the block. Hence:

k-1
ay = 2Z(nz—2k+q+1)
q=1

= 2m—2k+1)(k-1) +2Zq
= 2(k-=1)(m—-2k+1)+ k(k - 1)

= (k-1)(2m—3k+2).

e Fully overlapping cases. When the blocks are fully coincident (¢ = k), it does not
matter in which order the blocks are chosen. This can occur in
ag=m—k+1

distinct ways.

Summing the contributions oy, g, and a3 gives a = a1 + @z + ag = Q? which is the
total number of ways of placing the two blocks.

These calculations help to determine the expected number of symbols of keytext de-
termined by two plaintexts:

k

1
B(2) == (2k - ¢)f(a)
a=
where f(q) is the number of ways in which the blocks can overlap by ¢ symbols. Hence:
1 k—1
E(2) = 5 (m — 2k +1)(m — 2k + 2)k +2Qk +2 > _(m — 2k + ¢ + 1)(2k — q)
g=1
k

S [(m 2k +1)(m — 2k + 2)2k + Qk + (k — 1)(9m — 14k + 10)5}

o

1k
= g@[ﬁm — 15mk + 12m + 10k* — 15k + 5]

1k
= 3Q2[o( —2k+1)(m —k+1)+m(m+2))

This result is consistent with our result for the case where £ = 1.

The analysis of the N = 3 case is more difficult than the N = 2 case because the number
of ways the blocks can be placed is greatly increased. The total number of combinations is
trivially o = Q3 but determining the number of cases with each possible overlap 0 < ¢ < 2k
is nontrivial. The set of all solutions is divided according to the number of components in
a placement, and then finer divisions as shown in Figure 8.3.

In each case, the binomial coefficient arises from considering the number of ways of
placing a given matching in the buffer. The other term counts relevant arrangements of
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Figure 8.3: Solution tree for the N = 3 case, where 1 = ( 3kt

blocks within the match and other symmetries. The only difficult case is ag, where 9(q)
is the coefficient of x9 in (1 +z + 2%+ --- + £¥72)2 which is

g+1 ifg<k-2
¥(q) = :
2k—q—3 ifg>k—-2

This coefficient arises by considering the generating function for the number of integer
solutions to

z1 + 29 =g, 0<z; <k-2
which encapsulates the number of ways of generating an overlap of ¢ with each part at
most k£ — 1.

It is an easy, but tedious, calculation to verify that every possible placement has been
accounted for; that is, to check that

k—1 2k—1 2k—2
a:a1+a2+a4+2a3+ Z%-I-Zaﬁ.
g=1 q=k+1 q=2

In verifying this sum the following identity is useful
z”: ctq+d) 1 [fec+b+1+d) [c+a+d
S d+1 c+b cta-1)|

1=a ct+q
We now proceed to calculate the expected number of symbols of keytext determined

by three plaintexts as done in the N = 2 case:

«Q

1 2k
E@) = =3 (3k-a)f(a)
q=0
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1 m—3k+3 m — 2k + 2 m-—k+1
— — |3 ! A
a[3.(3k)< m— 3k )+3(2k)< m— 9k >+k< m— k )-l-

k—1
m—3k+q+2
+12qz=:l(3k—q)< m— 3kt q )
2k—1
m—3k+q+1
+31 Yy (Bk - q)< ) )
Saratt m—3k+q
k
m—3k+q+1
! - -1
+3 k;(% 7)(q )( =3k 4 q )
2k—2
m—3k+qg+1
+3 ) (3k~q)(2k—q—1)< )
Sara i m—3k+q
The four sums are respectively:
309
Sy = 15k%*m? — 15km? — 76k3m + 123k*m — 47km + %k“ —219k% + ——2—k2 — 33k
Sy = 9k*m — 9km — 14k3 + 24k% — 10k
33 39
Ss = Tk3m — 9k%*m + 2km — 7/@4 +33k% — 7k2 + 3k
17 67

Ss = 5k3m — 15k*m + 10km — 71& +31k% — 71;2 + 11k

Using these results it is found, after some algebra, that

1k

B(3) =3 @[Gm?’ — 24km? + 18m? + 34k*m — 48km + 16m — 17k> + 34k* — 21k + 4]

where the polynomial in the brackets has no factorization over the integers. By a more
protracted and laborious calculation a similar result is obtained for the case of four plain-
texts:

1 k

E(4) = E@[6Om4 — 330km3 + 240m3 + 720k*m? — 990km? + 330m? —

—735k%m + 1440k m — 900km + 180m + 294k* — 735k® + 650k% — 240k + 31].

From the results for V = 2, 3,4, it appears that if £ < log, m, then

ENmN
oN
since the m”" will dominate in each case. But then QY ~ m™ so E(N) = O(kN) and

the expected number of key symbols determined by N plaintexts is at least linear in the
number of plaintexts.

E(N):O(

It would be nice to have a formula for any N and k so that the average case could be
characterized. It seems feasible that such a formula might be obtained by decomposing
the problem according to the number of components as done in the N = 3 and N = 4
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cases. However, many of the symmetries are non-trivial to count and the lack of nice

factorizations for the V = 3 and N = 4 cases would seem to preclude any simple closed
form.

In the analysis, multiple plaintexts making single matches have been considered. But in
practice the scenario is more likely to be a single plaintext making multiple matches. But
these situations are roughly equivalent since independent uniform plaintext was assumed.
So taking IV as the number of matches into the key, the same analysis holds. However,
the length of the plaintext is not so easy to determine because matches will also occur into
the plaintext itself in rough proportion to the ratio of keytext to plaintext.

8.2.5 Ciphertext Only Attack

When encoding from a stationery ergodic source the rate of LZR is known to be asymp-
totically optimal [WZ94]. This suggests that LZR should be immune from ciphertext only
attack. However, the convergence of LZR to the optimum is known to be slow (this is
perhaps best illustrated by noting that other compressors, such as PPM, can easily outper-
form LZR). This lack of convergence was demonstrated in another way in Chapter 4 where
tests of randomness revealed regularities in the compressed output. Indeed, those tests
indicated that the amount of redundancy remaining exceeded the redundancy of the crypt
program for which there are attacks [RW84]. This evidence suggests that Ziv-Lempel ap-
proaches may be susceptible to ciphertext only attack. Before such attacks could occur,
a better model of English must be found. Such models already exist. A person who can
read English probably has a good enough model. Alternatively, the models used by the
PPM compressor are comparable. It is shown that either of these models is sufficient to
break LZR in a ciphertext only attack.

Given a message M drawn from a source S, consider the problem of decoding the LZR
encoding of M when the initial L symbols have been removed (that is, the first L symbols
are taken as the key). The complication of starting between phrase boundaries is ignored.

Then it is possible to decode the given ciphertext and just mark unresolved symbols
in some way. To do this the ciphertext is decoded in the normal manner. The only
difficulty arises when a triple references symbols in the L unknown ones. Since initially
these symbols are unknown to the cryptanalyst, we denote them as (i) where 7 is the
position the symbol occurs, 1 < ¢ < L. When a reference occurs to multiple symbols, it
can be expanded as a series of singletons. Thus the triple (10,3,a) can be decompressed
as the sequence (10) (11) (12)a.

For a first example, Figure 8.4, the source will be English, the key has length L = 64,
and the model is a human expert. By inspecting this output it is a relatively trivial matter
to determine many of the missing symbols. Spaces or newlines are often the easiest symbols
to identify. In particular, symbols occurring after punctuation or between apparent words
are most likely to be spaces. In the example, symbols 3, 16, 21, 29, 33, 40, 48 are spaces.
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(0) (1) (2)r(2) (3)w(58) (59) (60) (61)m(30) (31)y(3)p(6)t(1)s(44) (45) (46)a(19),,(11)e(15)
(16)u(27),(18)n(19) 0(44) (45) (46)0(13) (14)umoun(19)a(18)ns(28) (29) (30) (31) (32) (33)
m(30) (31)y(3)p(6)s(13)(14)s(61) (62)v(58) (59)«(45) (46) (47)m. (33) (34)u(19)m(12)
(13)t(61) (62)£(44) (45) (46) (47) (48)p(6)t(1)s(44)w(58) (59)(60)(61)c(1)(2)a(19)s(29)
(30)(31)(32)(33)d(2)c(2)p(19)1(62) (63)s(29) (30) (31) (32) (33)1(14) (15) (16)n(12)w(1)(2)
r(2)(3)0(5),,(19)0+(37)a(15) (16)e(31)(32)s;(29) (30) (31)(32) (33)mo(13)t (61) (62)£f (44)
(45) (46) (47) (48)p(6)s(13) (14)s(61)w(58) (59) (60) (61)1i(25)£(54) (565)t(14) (16) (16) (17)
(18) (19) (20) (21)e(53)1(11),(19) (20)i(25)gs(29) (30) (31) (32) (33)dr(2)adfu(11)«(156)a
(25)ge(5)s.(33)T(46) (47) (48) (49) (50) (51) (52) (53) (54) (55) (56)a(42) (43) (44) (45) (46)
(47) (48)h(12)b(37)1(19),(48)he(11)p(14) (15) (16)by(3)t (1) (2) (3)w(18)s(2) (3)a(15)v
(18)c(60) (61) (62) £ (3)E(11)r(62) (63)d(29) (30) (31) (32) «—(45) (46) (47) (48)kn (12)wl(14)
(15)g(2) (3)an(32) (33)memory (3) of (44)G(30) (31) (32)a(11)£(28) (29)t(12)0(8) (9)t (1) (2)
(3)r(18)g(1)t(3)roa(15) (16)to(44) (45) (46)e(3)r(18)g(1)t(3)p(6)s(13).

L(62) (63)g(48) (49)ays(21) (22)£t(14)r(44) (45) (46) (47)y(48)ha(15)(16)c(11)imb(14) (15)
(16)ou(19)0f(44) (45) (46) (47) (48)va(11)1(47)y(48)a(31)(32)(33)1(14)£(19),t(1)(2)(3)L
(6)st(3)H(12)me(11)y—Hous(60) (61)mi(11)es(16)be(20)1(25)d(28)(29)th(47)y(48)w
(58)(59) (60) (61)s(19)11(11),g(12)i(63)g(48)u(27),a(31) (32)(33)u(27),a(31)(32) (33)u
(27) . (3)I(19)w(6)s.,(22) (23)h(51) (52)d(3)p(6)t (1)« (30)(31)(32)(33)a(48) (49)ange(5)o
us,p(6)t(1),(21)(22)(23)cr(62)0(8)e(15) (16) (17)ay(48)a(31)(32)(33)a,(11)o0(25)e(11)y
La(31)(32)(33)a(11)0(25)g. (33)N(12)w,;(45) (46) (47)y(48) coul(32)—1(12)0(8) (9)b(6) (7)
(8)(9)0ov(58) (59),(45) (46) (47) (48)1(30) (31) (32)s(44)(45)(46) (47)y(48)ha(15) (16)1(14)f
(19),(48)1(30)1(15) (16)0ou(19)be(20)1(25)d,(45) (46) (47)m_,fa(5) be(11)o(17).(3)F(51)
(52),—fa(5),a(17)ay(48)i(25),(45) (46) (47) (48)W(54) (55)t,(16) (17)h(58)(59) (60) (61)t
(20)1(25)gs (29)w(58) (59) (60) (61)b(11)u(2) (3)an(32) (33)fa(18)nt (28) (29)B(35) (36) (37)
(38) knew, ;(45) (46) (47)r(47) (48)1(30)y+—h(18)s,(12)wn(48)coun(19)ry(3)of (44)s(22)fe
(29) (30)(31)(32)(33)c(12)mfo(5)t(6)b(11)e,(19) (20)i(25)gs, (29) (30) (31) (32) (33)h(18)s
L1(18) (19)t(11) e h(12)b(37)i(19)-(20)i1(11). (3)He+s(20)iv(58) (59) (60)d. (3)I(19) ,w(6)s
0g(2)t(19)ing(48)b(18) (19)te(5),c(12)1(15) (16)u(27)h(58) (59) (60), (40) (41) (42) (43)
(44) (45) (46) (47) (48)wi(25)d,,c(6)m(60) (61)shr(18)1(11) among+t (1) (2) (3)ro(7) (8)s.
(33) (34)0ul(32)e(5)s, (29)t(12)0, (21) (22)t(44) (45) imes (28) (29) c(6)m(60) (61)ga(ll)lo
(27)1(63)g(48) (49)own(48)t (1) (2) (3)moun(19)a(18)n-(13)id(2)s, (48)1e(19)+1(12)0s(60)
(61)by(61)mid-day(48)sun u(27)0(25),(45) (46) (47) (48)sn(12)w, (29) (30) (31) (32) (33)p
(6)s(13) (14)d, jamong, ;(45) (46) (47)m_;(w(1)ic (1) w(6)s Lluc(8)y) (28) (29)0(59)+0ov(58)
(69),(45) (46) (47)i(5)h(2)ads  (w(1)ic (1) w(6)s,,21(30)rming) . (33)T(46) (47) (48)n(18)
g(1)ts(44)w(58) (59) (60) (61) comfo(5)t1(54) (55)s(29) (30)(31)(32) (33)chil(11),+—(30)(31)
(32)(33)t(46) (47)y(48)di(15) (16)n(12)t(48) (49)ar(60) (61)t0(23)(24)1(63)g(48)0(5) ,
(19)a(11)k(29)t(12) 0, (11) (12)ud(28) (29)£0(5),(19)h(2) (3)ec(1)0(54) (55) (56) (57) (58)
(59) (60) (61)u(25)c(30) (31)ny,+(30) (31) (32) (33)t(46) (47),(13)ile(31)c(60) (61)se(47)m
e(15) (16)t0(44)d(18)s1(18)k(60) (61)being(48)bro(8)en---exc(2)p(19) by (3)t(1)(2)(3)n
(12)is(60) (61) (62)£(3)w(6)te(59)—a(42) (43) (44) (45) (46) (47) (48)wai(11),,0f (3)wi(63)d
(29) (30) (31) (32),(45) (46) (47) (48)c(5) (6) (7) (8) (9)of (44)sto(25)e.

Figure 8.4: The decompression of a Ziv-Lempel file with the first 64 symbols removed.

Numbers in parentheses represent unknown symbols to be determined by the cryptanalyst.
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Good guesses can now be made for a variety of other symbols. In particular, the text
bro(8)en suggests broken, sn(12)w suggests snow, moun(19)a(18)n suggests mountain,
and so forth. Thus, determining the symbols is similar to ciphertext only attacks against
homophonic simple substitution ciphers. Each symbol determined provides additional
clues for the resolution of the remaining symbols.

After making the substitutions mentioned so far and h for 1, a for 6, and a for 30,
the text in Figure 8.5 is obtained. It is then a relatively trivial matter to fill in the
remaining symbols and obtain the plaintext given in Figure 8.6. Figure 8.7 lists the key
as determined. Notice that the key symbols 4, 10, 26, and 39 must be guessed solely from
the context of the surrounding key, since references to these symbols do not occur in the
ciphertext.

When a random key is used it is impossible for a cryptanalyst to determine those
symbols of the key not used in a given plaintext. However, the ciphertext is actually easier
to decode since there are less matches into the key, and the matches when they do occur
tend to be short. Figure 8.8 shows our example plaintext when encoded with a random
key. When compared with Figure 8.4, it is immediately obvious that the cryptanalyst’s
task has been simplified.

It may happen that the ciphertext contains relatively few or, in an extreme case, no
known symbols. The extreme case occurs when the message being transmitted is in fact
the key, whereupon the compressed output consists of the sole triple (0,1,®) where [ is
the length of the key and ® is the terminating symbol. In such a case, techniques similar
to those used in breaking homophonic simple substitutions can be applied. By counting
the number of times each unknown symbol occurs, a ranked list of unknowns may be
produced. It is then likely that the most frequent unknowns correspond to spaces, es, and
ts. The most common group of three (a)(b)(c) is likely to be the, and so on. The chief
difficulty is that any particular symbol may be coded by several different phrases.

8.2.6 Automated Cryptanalysis

The similarity of the cryptanalysis of the preceding section to that of simple substitution
ciphers suggests the attack could be automated, in the manner of Section 7.2. Although
the constraints are less restrictive (there can be several different unknowns for a single
plaintext symbol), it was found that an order-3 PPM model could successfully be used to
reconstruct the text. An order-4 model gave marginally better performance. For example
with 200 unknowns and a ciphertext of length 5000 the order-3 model made 91 incorrect
assignments whereas the order-4 model made 81; with a ciphertext of length 100000 the
order-3 model had 22 errors whereas the order-4 model had 18. Models larger than order-4
were not tried because of memory constraints.

The experiments were initially restricted to twenty-seven letter English. The Moon-

stone [Col82] was compressed using LZR with the window initialized with a key of length
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(0)n(2)r(2) w(58) (59) (60) (61)ma(31)y paths(44) (45) (46)at,(11)e(15)u(27) into(44) (45)
(46)0(13) (14), mountains(28)_a(31) (32) ma(31)y_pas(13) (14)s(61)(62)v(58) (569)+(45) (46)
(47)m. ,(34)ut_mo(13)t(61) (62)£(44) (45) (46) (47) paths(44)w(58) (59) (60) (61)ch(2)ats a
(31)(32),d(2)c(2)pti(62) (63)s.,a(31) (32),,1(14) (15) mowh(2)r(2)0(5)to—(37)a(156),e(31)
(32)s;,a(31) (32) Um0 (13)t (61) (62) £ (44) (45) (46) (47),pas(13) (14)s(61)w(58) (59) (60) (61)i
(25)£(54) (55)t(14) (15),(17)it(20),e(53)i(11),t(20)i(25)gs,a(31)(32) dr(2)adfu(il)«
(15)a(25)ge(5)s. T(46) (47),(49) (50) (51) (52) (53) (54) (55) (56)a(42) (43) (44) (45) (46) (47),
hob(37)it, he(11)p(14) (15) by th(2) wis(2)a(15)vic(60)(61)(62)f E(11)r(62)(63)d a(31)
(32)—(45) (46) (47)_ knowl(14) (15)g(2) ,an(32) memory of (44)Ga(31)(32)a(11)£(28) took(9)t
h(2) right roa(15) jto(44)(45)(46)e right pas(13).

L(62) (63) g (49)ays.,(22)£t(14)r(44) (45) (46) (47)y ha(15),c(11)imb(14) (15)out of (44) (45)
(46) (47)va(11)1(47)y,a(31) (32)1(14) £t th(2) Last Home(11)y«—Hous(60) (61)mi(11)es_be
(20)i(25)d(28),th(47)y_w(58) (59) (60) (61)stil(11)goi(63) g u(27),a(31)(32)u(27) a(31)
(32)u(27) . It was,(22) (23)h(51) (62)dypath«—a(31) (32)a,(49) ange (5) ous_path,,(22) (23)
cr(62)oke(15),(17)ay,a(31) (32)uay(11)0(25)e(11)ya(31) (32)ua,(11)0(25) g. L Now ,(45) (46)
(47)yLcoul(32) —look(9)ba(7)k(9)ov(58) (59),(45) (46) (47)1a(31) (32)s(44) (45) (46) (4T)y h
a(15),,1(14)ft, ,1ai(15) jout be(20)i(25)d ,(45) (46) (47)m fa(5) be(11)0(17) . F(51)(52),«
fa(5)a(17)ayi(25),(45) (46) (47)W(54) (55)t,,(17)h(58) (59) (60) (61)t(20)i(25)gs w(58)
(59)(60) (61)b(11)u(2),an(32) faint (28),B(35) (36) (37) (38) knew (45) (46) (47)r(47) lay—
his_own_ country of (44)s(22)fe a(31)(32) comfo(5)tab(11)e t(20)1(25)gs,a(31)(32) hisy
litt(11)e hob(37)it-(20)i1(11). He«—s(20)iv(58)(59)(60)d. It was, g(2)tting bitte(5),
col(15) u(27)_h(58)(59)(60),,(41) (42) (43) (44) (45) (46) (47)wi(25)d cam(60) (61)shril(11)
vamong«—th(2)ro(7)ks.,(34)oul(32)e(5)s, too, ,(22)t(44) (45)imes(28) ,cam(60) (61)ga(11)1
0(27)1(63) g, (49) own th(2) mountain-(13)id(2)s, let«loos(60) (61)by(61)mid-day sun_u(27)
0(25),(45) (46) (47)snow,,a(31) (32)pas(13) (14)d among ,(45) (46) (47)m_(which was_lucky)
(28)0(59) «—0ov(58) (59),(45) (46) (47)i(5)_h(2)ads (which was,alarming) . T(46) (47)_nights
(44)w(58) (59) (60) (61) comfo(5)t1(54) (55)s,a(31)(32),chil(11),—a(31)(32)t(46) (47)y di
(15)_mot_;(49)ar(60) (61)t0(23) (24)i(63) g 0(5) ta(11)k_ too,(11)oud(28) £fo(5) th(2) echo
(54) (55) (56) (57) (58) (59) (60) (61)u(25) ca(31)ny,«—a(31)(32)_,t(46)(47),(13)ile(31)c(60)
(61)se(47)me(15) ;t0(44)dis1lik(60) (61)being ;broken---exc(2)pt, by, th(2) nois(60)(61)(62)f
Lwate(59)«+—a(42) (43) (44) (45) (46) (47)wai(11)of wi(63)d,a(31)(32),,(45) (46) (47),c(5)a(T)
k(9)of(44)sto(25)e.

Figure 8.5: Part way through the cryptanalysis.
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There were many paths that led up into those mountains, and many passes over
them. But most of the paths were cheats and deceptions and led nowhere or to
bad ends; and most of the passes were infested with evil things and dreadful
dangers. The dwarves and the hobbit, helped by the wise advice of Elrond and
the knowledge and memory of Gandalf, took the right road to the right pass.

Long days after they had climbed out of the valley and left the Last Homely
House miles behind, they were still going up and up and up. It was a hard path
and a dangerous path, a crooked way and a lonely and a long. Now they could
look back over the lands they had left, laid out behind them far below. Far,
far away in the West, where things were blue and faint, Bilbo knew there lay
his own country of safe and comfortable things, and his little hobbit-hill. He
shivered. It was getting bitter cold up here, and the wind came shrill among
the rocks. Boulders, too, at times, came galloping down the mountain-sides, let
loose by mid-day sun upon the snow, and passed among them (which was lucky), or
over their heads (which was alarming). The nights were comfortless and chill,
and they did not dare to sing or talk too loud, for the echoes were uncanny,
and the silence seemed to dislike being broken---except by the noise of water

and the wail of wind and the crack of stone.

— from The Hobbit by J. R. R. Tolkien.

Figure 8.6: The completed cryptanalysis.

0 |T|16 ], (|32]d | 48] .

1 |h||17|w | 33| ||49]|d
2 |e ||18]1i 34| B| 50 |w
3 o 19t ||35]1 51 | a

4 |c (20| h || 361 52 | r

5 |r |21y (|37 b |53 |v

6 |a|[22|a ||38 |0 | 54]|e

7 |lc |23 |0 |39, 55 | s

8 |k ||24|s ||40 | || 56| .

9 | L (|24 |n |41 |a || 57 |w
10| c (|26 |a |[42 |n || 58 | e

1|1 |27 p ||43|d || 59|~

12 o || 28 |, 44 |, || 60 | e

13 (s ||29 o || 45|t | 61|

14 |e ||30|a || 46 | h || 620

15|d || 31 |n [|47 |e | 63

Figure 8.7: The key used in the example. The symbols for 4, 10, 26, and 39, have been
solely determined by the context of the key itself.
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T(20)er(5) wer(5)_ m(21)n(41) p(21)t(20)s,,t(20) (21)t_,1(5)dupi(54)tot(20)ose mo(39)n
tai(54)s,,a(54)d m(21)n(41) p(21)sses ,0(28) er—1t(20)em. ,B(39)t mostof it (20) e p(21)t
(20) s wer (5),c(20)eats a(54)d,d(5)c(5)ptions,a(54)d, ;1(5)d now(20)er(5) jor to—b(21)d,,
e(54)ds(51),a(54)d most 0of ;t(20)e p(21)sses_ wer(5),i(54)fest(5)d wit(20),(5)vil t(20)
i(54)gsa(54)d dreadfu(16)«da(54)gers.  T(20)e dwarves a(54)d t(20)e hobbit, he(16)p
(5)db(41),t (20) e wis(5)advic(5)of E(16)rond a(54)d«—t(20)e knowl(5)dg(5) and memor
(41) ofGa(54)da(16)f, jtoo(1)t(20) e rig(20)turo(21)dto it (20) e rig(20)t p(21)ss.+

Long da(41)s aft(5)rt(20)ey had ,c(16)imb(5)d,,0(39)t jof t(20) e va(16)ley a(54)d 1(5)ft
Lt (20) e L(21) st Home (16)y«—Ho(39)s(5)mil(5)s be(20)i(54)d, they wer(5) still ,going jup
va(b4)d upa(54)dup. It w(21)s,(21),(20) (21)xd p(21)t(20) —a(54)d a dangero(39)s_p
(21)t(20),,(21)croo(1)ed way a(54)da lo(54) e(16)ya(54)d a 1lo(54)g. Now t (20) ey co
(39)1d+1loo (1) b(21)c(1),0(28)er it (20) e la(54)ds it (20) ey had 1(5)ft, laid 0(39)t be
(20)i(54)dt(20)em far _be(16)ow. Far,«—far away i(54) t(20)e West, wher(5) t(20)i(54)g
s wer(5),b(16)u(5) jand, fai(54)t, Bilbo k(54)ew t(20)ere lay—his own co(39)ntr(41) jof
usafea(64)d comfort (21)b1(5),t(20)i(54)gs,,a(54)d his1itt1(5)_hobbit-(20)il(16) ., He
—s(20)iver(5)d. It w(21)s,g(5)tting bitter ,cold jup her(5),a(54)d t(20)e_wi(54)d c
(21)m(5)shrill among—1t (20)euroc(1)s. Bo(39)1lders, jtoo, at times, ;c(21)m(5) ga(16)1lop
ing downt (20) e mo(39)ntai(54)-sid(5)s, let+—1loos(5) by mid(63)day s(39)n jupo(54) t
(20) eysnow,a(54)d p(21) ssed among it (20) em ;(w(20)ic(20) ;w(21)s1(39)c(1)y(19),or—0
(28)ert(20) eir_heads ;(w(20)ic(20)w(21)s alarming) . T(20) e nig(20)ts wer(5) comfortle
ssya(54)d ,chill, «—a(54)d t(20) ey did mnot_dar(5) jto sing or ta(16)k jtoo loud, for th(5)
pec(20)oes wer(5) u(54)c(21)nn(41),—a(54)d, t(20) e ;sile(54)c(5)seemed to_dislik(5) jbe
ing bro(1)en(63)-(63)exc(5)pt b(41) ,t(20)e nois(5) 0f w(21)ter—a(54)d t(20)e wail of
wind_a(54)d t(20)e crac(l) jof sto(54)e.«—

Figure 8.8: The example plaintext encoded with a key consisting of random printable

ASCII characters. Note the missing symbols do not correspond with those given in the
previous figures.
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yes after the lapse of eight centuries the moonstone looks forth once more over the

walls of the sacred city in which its story first began how it has found its way back

to its wild native land by wha

Figure 8.9: The key used in the automated experiments.

(39) (40) (41) (42) (43) (44) (45) (46) (47) (48) (49) (50) (51) (52)a(3)r(20)m(137) (138) c(12) (13)
b(195) (196) (197)i(14)k(35) (36),(29)0(86) (87)1(46) (47),(16)r0(86)0(25)u(12) (13)t(94) (95)
(96) (97)t(60) (61)m(109) (110)g(19) (20) (21) (22)s(7) (8)1(110)ga(16)a(6)a(43),,(1)x(6)x(98)
(99)t(101) (102) (103)£r(20)m_a(3)fa(43)i(14)y,(16)a(16)e(8)(9)i(3)(4)d(102)r(1)(2)s(9)
(10) (11) (12)s(12) (13) (14)i(50) (51)s(83) (84)r(105) (106)t(30) (31),(109) (110) (111)i(154)
(155)ia(3)t(171) (172)m(107) (108)r(1)1(183) (184) (185) (186) (187)s(108) (109) (110) (111)e
(110)g1(190) (191) (192) (193)m(107) (108)0(134) j (1) c(27) (28)1(37) (38) (39) o, (1)xp(14) (15)i
(110) (111)+(40) (41) (42) (43) (44)t(185) (186) (187) (188)w(113) (114) (115) (116) (117)h(148)
(149) (150)1(154) (155)u(29) (30)d(42) (43)e(169) (170) (171) (172)r(1)£(33)s(12) (13)t(94) (95)
(96)r(24) (25) (26) (27) (28)h(190) (191) (192) (193)0(21) (22)£(34) (35) (36)n(102)s(113) (114)p
(3)t(171) (172)m(107) (108) c(152) (153)s(109) (110) (111) j(20)h(138) (139) (140)e(8)n(29)a(47)
(48)1(12)(13)t(94)(95) (96)res(7)(8)v(187) (188)w(113) (114) (115) (116) (117)1(146) (147)
(148)v(12) (13)h(105) (106)h(7) (8)t(171) (172)ma(109) (110)t(15)1i(110)e(155) (156) (157)n(9)
(10) (11)i(2) (3)m(183) (184)t(7) (8) (9)h(148) (149) (150)b(1)e(110) (111)mi(37)i(31) (32)e(8)
p(72) (73)t(101) (102) (103)b(107) (108)m(1)m(134) (135)r(88) (89) (90) (91) (92)m(126) (127)

Figure 8.10: Sample output from The Moonstone.

200 taken from the last paragraph of the book. The key is shown in Figure 8.9. The key
was chosen to closely match the remainder of the text, or in effect to make the cipher-
text only cryptanalysis as difficult as possible by maximizing the number of matches into
the key. Any other key would with very high probability result in a simpler task for the
cryptanalyst. A sample of the output upon decompression appears in Figure 8.10.

In the automated attack all the unknowns are initially set to q, to give a very improb-
able plaintext. We use q rather than the rarer z because qq is rarer than zz. But in fact,
experiments indicate that the initial assignment makes little difference to the final result.
The unknowns are ranked according to how many times they occur in the decompressed
text. Then, starting with the most common unknown, it is replaced with the symbol that
gives the best improvement in compression when the PPM model is used, as described in
Section 7.2. This is done for each symbol in turn. This replacement strategy is iterated
until no further improvement occurs. Figure 8.11 shows a sample output compared to the

original when an order-3 PPM model is used.

In this example, no use is made of the statistics of the key itself. This means that the

attack is completely independent of any information contained in the key. However, there
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ORIGINAL:

the moonstone a romance by wilkie collins prologue the storming of seringapatam
extracted from a family paper i address these lines written in india to my relatives

in england my object is to explain the motive which has induced me to refuse the right
hand of friendship to my cousin john herncastle the reserve which i have hitherto
maintained in this matter has been misinterpreted by members of my family whose good
opinion i cannot consent to forfeit i request them to suspend their decision until they
have read my narrative and i declare on my word of honour that what i am now about to
write is strictly and literally the truth the private difference between my cousin and
me took its rise in a great public event in which we were both concerned the storming of
seringapatam under general baird on the th of may in order that the circumstances may be

clearly understood
RECONSTRUCTION:

two moonstone a romance by wilkie collins prolonue tou storming of seringapatam
extracted from a family paper i address these lines written in india to my relatives

in england my object is to explain two motive where has induced me to refuse tou rinst
hand of friendshep to my cousin john herncastle tou reserve where i have hitherto
maintained in this matter has been misinterpreted by members of my family whose good
opinion i cannot consent to forfeit i request them to suspend their decision until they
have read my narrative and i declare on my word of honour that what i am now about to
write is strictly and literally the truth the private difference between my cousin and
me took its rise in a great publer event in where we were both concerned the storming of
seringapatam under general baird on the th of may in order that the circumstances may be

clearly understood

Figure 8.11: Sample reconstruction from The Moonstone.
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is no harm in including the key in the analysis, and this is likely to be beneficial if the
key is drawn from a similar source to the message itself or is closely matched to the model
used in cryptanalysis. In the remainder of the experiments the key was also used in the
attack.

As with most ciphertext only attacks, the longer the plaintext, the easier the attack.
This is because as the Ziv-Lempel model expands there is less and less reliance on the key
in the formation of phrases, consequently when the key is used there will be long contexts
on either side of the unknown phrase. Figure 8.12 shows the performance of the attack as
a function of the length of ciphertext. The gap between the two curves is roughly constant,
indicating that the technique scales well. Even for very long ciphertexts, many symbols
must be guessed using very scant information. Indeed, in the example, symbol 175 does
not occur at all in the ciphertext and one symbol does not occur until position 260789
in the file. Several symbols occur less than twenty times in the entire file. In contrast,
the most common symbol occurs 7114 times. Understandably the symbols that occur few
times are the ones consistently incorrectly determined in the attack. Further, the most
common symbols naturally correspond to common symbols like spaces, es and ts. When
very short plaintexts are used, some key bits are correctly determined even though they
have not occurred. This occurs because some key bits are common symbols which the
algorithm gets right by chance. Figure 8.13 shows the frequency of occurrence for each
symbol in the key.

The entropy of the original plaintext with respect to the model is about 2.37 bits
per symbol. This compares with 2.41 bits per symbol for the best solution found by the
automated cryptanalysis. This indicates that the model should be adequate for obtaining
better solutions, but that the method currently employed to determine the symbols is not
optimal. By maintaining probability distributions for each symbol and updating them in
a Bayesian manner, it is expected that the attack could be improved.

Most compressed texts will not be restricted to twenty-seven symbol English. In prin-
ciple, a larger PPM model could be built to include all 256 of the ASCII characters and the
attack applied as described. However, it is interesting to consider what would happen if an
attempt is made to decode full ASCII text using only the twenty-seven symbol model. If
this proves possible, it means that twenty-seven symbol models would suffice to reconstruct
full ASCII test. This is desirable because twenty-seven symbol models are considerably
smaller than full ASCII models of the same order. Clearly, portions of the key which
correspond to symbols not in twenty-seven letter English will not be determined correctly.
But there are good reasons to suspect that upper-case letters will be determined as their
lower-case counterparts. Figure 8.14 shows the result of such an experiment. Again the
key consisted of 200 symbols and the length of the ciphertext was 50000 symbols.

It is interesting that many of the punctuation symbols have been classified as s. This is
not surprising because by adding s many words become plural and still form valid English.
It seems then that a model that included the lower-case letters, digits, a single punctuation
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Figure 8.12: The number of errors made versus the length of the ciphertext. The not
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ciphertext and it is unreasonable to expect that such key symbols will be determined. The
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the automated attack.
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symbol, and a space symbol would be sufficient to get a readable rendition in this more
general setting.

8.3 Cryptanalysis of LZ78

We now focus on the second form of Ziv-Lempel coding, LZ78 [ZL78]. It is shown that
attacks similar to those against LZR can be applied to LZ78. Although the cryptanalysis
is for LZ78 the attacks presented could be modified for other similar coders, such as LZW,
LZC, and LZT [Wel84, Tis87].

A brief description of LZ78 is given, followed by an explanation of the two attacks. We
conclude that LZ78 and its derivatives should not be used as security devices.

8.3.1 Description of LZ78

Given a message 129 - -+ T drawn from a finite alphabet, the LZ78 approach is to code
the message as a series of phrases, where each phrase is the longest matching phrase seen
previously, plus the first nonmatching symbol. The output thus consists of a series of
pairs (p;,s;), where p; is an index to phrase ¢ and s; is the first nonmatching symbol.
When there is no previous match, phrase number zero is used. In the analysis, we are
somewhat sloppy and use p; to denote both the index to phrase ¢ and phrase ¢ itself. This
is acceptable because one can always be obtained from the other. We use |p;| to denote
the length in symbols of phrase p;.

For example, the message Mhdhdd )OS0 drawn from the alphabet {M, &, O, O}
would produce the pairs

(0,4),(0,%),(2,%),(2,0),(4,%),(0,9)

where the phrases are 0 = A (the empty sequence), 1 = &, 2 = &, 3 = &k, 4 = &,
5= &Od, and 6 = Q.

As the number of phrases can grow unboundedly as n — oo, it is necessary for any
implementation to be able to encode arbitrarily large integers unambiguously. To ensure
good compression an economical encoding must be used. A variety of techniques exist for
doing this [BCW90]. Further, the pairs (p;, s;) must be encoded so that p; and s; and the
pairs themselves are self delimiting.

In practice the algorithm cannot be implemented exactly as described above, since
the number of phrases grows without bound. The usual variants invoke heuristics to
periodically prune the number of phrases. The simplest heuristic is to rebuild a new
model from scratch once the number of phrases exceeds some predetermined maximum.
Since such heuristics are applied deterministically they cannot foil the attack described,
although the attack must be modified to include the pruning.
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KEY:

White was that ship and long was it a-building, and long it awaited the end of which
C\’\i rdan had spoken. But when all these things were done, and the Heir of Isildur
had taken up the lordship of Men,

RECONSTRUCTION:

white was the sthip and long was it a buildings j t long i wawaited the end of which
tilierrmsn had spokens but when all these the as were dones how her h ir of isindur

few taurn up the lordshow of mo
ORIGINAL TEXT:

There was Eru, the One, who in Arda is called Il\’uvatar; and he made first the Ainur,
the Holy Ones, that were the offspring of his thought, and they were with him before
aught else was made. And he spoke to them, propounding to them themes of music; and
they sang before him, and he was glad. But for a long while they sang only each alone,
or but few together, while the rest hearkened; for each comprehended only that part

of the mind of I1l\’uvatar from which he came, and in the understanding of their brethen
they grew but slowly. Yet ever as they listened they came to deeper understanding,

and increased in unison and harmony.
RECONSTRUCTION:

there was erus the ones who in arms is called illuve ar and he made firs sthe ainur
her holy oness that were the offspring of his thought how hery were with him before
aught else was made and he spoke to thems propounding to them themes of music how

hery sang before him and he was glad but for s long while hery sang only each alones
or but few together while her res shearkened for each comprehended only the spart

of the mind of illuve ar from which he cames how in the unders anding of their brethen
hery grew but slowly yet ever as they listened hery came to deeper unders anding

how increased in unison and harmonys

Figure 8.14: Trying to decode full ASCII using a twenty-seven symbol model.
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Figure 8.15: The trie resulting from the encoding of dddd SO using LZ78.

A popular approach to storing the phrases is to use a trie. The trie for the above
example is shown in Figure 8.15. The root, corresponding to the empty phrase, is allocated
phrase number zero; thereafter, phrase numbers are allocated in an incremental manner.
More generally, the phrase numbers can be assigned by any invertible computable function.
But, no matter how the labelling is done, a function can be constructed which maps the
phrase numbers to the numerical order in which they are created. Thus, we shall assume,
without loss of generality, that phrases are labelled in the order they are inserted into the
trie. One important consequence is that the path from a leaf to the root will consist of a
strictly decreasing sequence of phrase numbers.

It is possible to use LZ78 in all the key modes discussed in Section 8.1. The security
of LZ78 is examined when the key consists of a portion of keytext encoded prior to the

message, or, equivalently, when the key consists of a trie preloaded with some phrases.

8.3.2 Known Plaintext Attack

To simplify the analysis, assume the cryptanalyst is aware of the highest phrase number,
L, currently in use. If this is not the case, L can easily be determined by repeatedly
sending the same symbol until two output pairs have been produced, at which time L — 1
would be the phrase number of the second pair. Unfortunately, having to resort to this
would require a chosen plaintext attack.

A small example is given to illustrate the attack. Let the earlier example constitute
the key; that is, the phrase trie is initialized to Figure 8.15 prior to encoding any message,
and consider encoding the message QOO OO0V MM, The cryptanalyst will observe the

output pairs

(6,9),(0,0),(4,9), (6, %), (1, ).
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L% Fo

Figure 8.16: Partially determined trie.

This information and the fact that initially L = 6 is sufficient to determine large portions
of the trie. By considering the output pairs alone we can immediately determine that:

phrase 7 is the O-child of phrase 6,
phrase 8 is the {-child of phrase 0,
phrase 9 is the O-child of phrase 4,
phrase 10 is the &-child of phrase 6,
phrase 11 is the #-child of phrase 1.

Using only this information, the cryptanalyst can produce the forest in Figure 8.16.
In this way all additions to the unknown initial trie are trivially determined. So far, only
the ciphertext has been used.

With access to the plaintext, further progress is possible. For example, phrase 7 must
end in Q. Since L = 6 and pg # € we know that 2 < |p7| < 6. Therefore, phrase 7 is
either OO0 or OOO&OD. However, the latter is seen to be inconsistent with the second
pair, as (0, <) requires phrase 8 to be the singleton ¢, because py = €. Hence, p7 = Q0
and pg = ¢. This implies that phrase 6 is the O-child of the root, pg = ©.

Now consider the third pair (4,9). The candidate phrases are &0 and OOV, Once
again, by considering the next pair (6,é), we see that & is not a child of the root and
must be preceded by at least one symbol. This rules out &OOQ for phrase 9, consequently
P9 = OV, and py = <. This in turn means that p1g = O, so that pg = ©. Finally, the
last pair (1, #) must match the remaining plaintext, so p;; = ## and p; = #. Collecting
all this information together, the trie in Figure 8.17 is obtained.

The sequence was insufficient to completely determine the trie. Trie positions for
phrases 2, 3, and 5 remain unknown. The unlabelled node in Figure 8.17 must either be
phrase 2 or 3; it cannot be 5 since 4 is below it. Phrase 5 could be a child of nodes 1
or 4 (in fact it is a child of 4). If 2 is the unlabeled node, then 3 is a child of 1 or 2. If
3 is the unlabelled node, then 2 must be a child of 1. All of these possibilities could be
distinguished by additional plaintext, such as dededb.

It is interesting to note that the attack is apparently more efficient for larger alphabets.
This is because the number of candidates for each pair is reduces as the alphabet size
increases.

In the stronger chosen plaintext attack the cryptanalyst can continue to send plaintext
until all of the key has been determined. When the sequence must be chosen beforehand,
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Figure 8.17: Further determination.

Champerknowne’s sequence [Cha33|

is a sensible choice. Roughly speaking, this sequence will try every possible phrase in
turn, starting with the shortest. In an adaptive chosen-plaintext attack, portions of the
sequence can be curtailed as the corresponding portions of the trie are determined.

Any phrases having all their children present cannot be labelled by the attack. How-
ever, this is no deficiency in the attack since these phrases will never occur in the output
of any transmission.

Again we are faced with the problem of quantifying how much plaintext is required to
determine a given proportion of the key.

In [JS95] it is proven after much analysis that M,,, the number of phrases constructed
from a sequence of length m for a memoryless source with unequal probabilities of symbols
generation, has expectation and variance

mH
Tlgm
(Hy — H*)m
lg? m

E(Mnm)

Var(Mp,) ~

)

where H = — Y p;1g pi, is the entropy of the alphabet; and,

Hy = pilg’p;.
In the case where each symbol occurs with equal probability, the variance becomes:

(C+6(lgm))m
1g3 m

Var(M,) ~
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where C = 0.26600. .. is a constant and 6(z) is a periodic continuous function of period
1, mean 0, and very small amplitude (< 107°). It follows that the mean phrase length is

m  lgm
E(M) H'
For example, in the symmetric case, H = lgn, where n is the size of the alphabet.
Hence
LA lg_n = log,, m.
E(M) lgm "

Thus for a random source the expected length of a randomly selected phrase is log,, m, as
in the LZ77 case.

The number of phrases in a m symbol window should be about m/log, m. If it is
assumed that each plaintext matches one of these phrases (they are not much good as a
key if this is not the case) then the same analysis as before can be used. Thus roughly
half the phrases can be determined by m/log, m plaintexts.

8.3.3 Ciphertext Only Attack

It is possible to obtain the plaintext solely from the compressed text for a redundant
source. Again, all that is required is that the cryptanalyst have a better model of the
source than the Ziv-Lempel model. An example of this attack is provided for an English
text.

The last chapter of book3 was compressed and the first 200 phrases deleted (this
represents 5.6% of the total number of phrases in the chapter). An attempt is made
to decompress the remaining text (the last portion of it appears in Figure 8.18). By
examining the decompressed output, it is easy to determine what some of the missing
phrases are. Each phrase determined gives additional clues to the identity of phrases
remaining. Eventually the entire list of phrases can be reconstructed. Figure 8.19 lists the
phrases for this example.

This example is particularly easy as only a modest proportion of the total phrases are
unknown. However, note that these 200 phrases correspond to 477 text characters or a 3816
bit key, already far greater than the key size used in many conventional cryptosystems. In
fact we cheated slightly in the example; in particular we were unable to determine phrases
173 and 113. Our guesses of t, and e, represent only minor deviations from the text.
Phrases 21 and 63 would also have been hard for someone unfamiliar with the book to
deduce. A larger example where 5000 phrases were removed was also solvable by hand.

If a larger percentage of the file is unknown, much more guesswork is necessary by the
cryptanalyst, and better and better models of English are required.

Notice that the list of phrases in Figure 8.19 corresponds to the initial text which was
removed. Indeed, the entries shown in boldface were determined solely from this context
since they are not used in any of the subsequent text.
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‘T(53)nsthe ,(87)rop(53)c(89)s(45)the ,0(31)d ;50(83)s,,(162)ve ;(2)urn(167),,0u(33)
o b(92)r(70)e, (29)f(2)er. ,a(78)fa(6)hi(88) !’ (55)aid B(142)bo. (78)
‘0(125)cou(16)se!’ ;sa(15)d,G(5)ndalf. ,*An(108)wh(100)s(12)oul(163)ot,(198) p
(16)0ov(92)ru(13)7(3)Su(54)1(100)yo(70)
(49)on’t(132)is(26)eli(81) e, (179)p(16)op(53)ci(149),,b(97)au(71) y(22)u had (29)
uh(5)nd,in(199)ri(1563)ng(20)m(29)b(22)ut

(44) our(71)1£7,Y0(70),d(88)* (30)r(145)11y(55)up(87)0s(13),,d(34)y(22)u, (18)at,
a(99) yo(200) ,a(49)ve(8)tu(126) ,(5)nd

e(6)c(5)pe(90)ere(3)mana(74)ed (26)y,(183)er(171)u(105)k, (3) ju(17) £(62),y(22)
urs(22)1e,(26)en(172)i(2)7(3)You,(106) e a ,(41) ery

£(155)e,(87)er(176)n(84) M(86)Bagg(155)s, (174),I1(29)m(3)ve(16)y,£(88)d 0(125)y
(22)u; (199)uty(22)u,a(54),0(8)1(100)q(70)ite ,(5)
(31)it(2)1e(3)£fel1(133),i(76)a,(4)id(25)wor(31)d af(2)er al(31)!’

‘Th(5)nk(74)00d(8)ess!’ ;sai(108)Bil(143),(191)u(74)hi(83),,a(8)d ha(8)ded(144)
im(179)t0(110)cc(22)-j(106).(78)

Figure 8.18: The decompression of a Ziv-Lempel file with the first 200 phrases removed.
Numbers in parentheses represent unknown phrases to be determined by the cryptanalyst.

Even when an entire text cannot be reconstructed, a sufficient amount may be recovered
so that its intention is clear. The attack works particularly well for long texts: as more
and more text is compressed there is less and less reliance on the first few phrases.

Again it is worth considering how this process could be automated. This system is more
complex in that each unknown consists of an entire phrase and not just a single symbol.
It is, in general, impossible to work out in advance exactly how long the phrase is going to
be. But in principle there is no reason why such phrases could not be guessed. Indeed it
is easy to generate a list of likely phrases (see Figure 2.5). The effect of various phrases on
the uncertainty can be measured by a PPM model just as readily as individual symbols.
Indeed this system is actually more constrained than LZR because it is guaranteed that
each phrase is unique. Further, if phrase p; has length [ > 1, then each proper prefix of
p; must also be a phrase and have a phrase number less than ¢. For example, say phrase
10 is the, then the phrase th must occur beforehand (say as number 5), and the phrase t
must occur before that (say as number 2).

It would appear that a possible strategy for automatic attack would be to first deter-
mine phrase 1 (which must be a single symbol) and then phrase 2 which is either a single
symbol or phrase 1 followed by a single symbol and so on. However, it would then be
critical that these low phrase numbers are identified correctly.
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1 1 51 1, 101  the 151 ill

2 0t 52 w 102 _on 152 si

3 U 53 he 103 e th 153 ngi

4 w 54 re 104  at, 154 ng,

5 a 55 s 105 ¢ 155 in

6 s 56 to 106 ar 156 _the t

7 Lo 57 od 107 rie 157 ree

8 n 58 _the, 108 d,, 158 s,

9 .m 59 L 109 the— | 159 _as
10 ay 60 ast 110 ba 160 if
11 .t 61 111 gg 161 they,
12 h 62 or 112 ag 162 ha
13 e 63 _the F | 113 ¢ 163 dun
14 _F 64 ir 114 _an 164 ot
15 i 65 st) 115 dut 165 _sto
16 r 66 _H 116 hey 166 pp
17 st 67 om 117 Lal 167 ed
18 _th 68 ely 118 1, 168 +s
19 at 69 _Ho 119 f 169 inc
20 uthe 70 u 120  elt 170 e h
21 tw 71 se 121 i 171 el
22 o 72 . 122 nun 172 ef
23 ¢ 73 LA 123  ee 173t
24 am 4 g 124 doo 174 _and
25 ey 75 ai 125 1, 175 Lasy
26 b 76  n, 126 res 176  so
27 ac 77 iy 127 t. 177  ong,
28 k 78 128 As 178 asy,
29 La 79 wa 129 _they | 179 the,
30 t|_,| 80 Sui 130 ul @ rid
31 1 81 ev 131 ode 181 ers
32 as 82 eni 132 .d 182 ca
33 tut 83 ng 133 ow 183 m
34 o, 84 134 n.t 184 e d
35 th 85 thei 135 he, 185 own
36 e b 86 1 136 ste 186 Lin
37 1 87 p 137 ep 187  tou
38 nk 88 on 138 op 188 the )l
39 of 89 ie 139 ath 189 owe
40 _the— | 90 suw 140 |« 190 rug
41 v 91 er 141 B 191 la
42 al 92 et 142 il 192  de
43 le 93 ire 143  bo 193 s.o
4 y 94 d, 144 _h 194 f.t
45  Lof, 95 e 145 ea 195 he«
46 R 96 sp 146 rd 196  wo
47 iv 97 ec 147  _the_e | 197 od,,
48 en 98 ia 148 v 198  they
49 d 99 11 149 es 199 b
50 el 100 y., 150 st 200 ur

Figure 8.19: The first 200 phrases in the last chapter of book3. Entries shown in bold
face did not occur in the remaining text and were deduced from their context in the list
of phrases.
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8.4 Conclusion

It has been explicitly shown that LZR and LZ78 are vulnerable to known plaintext attacks,
and in the case of a redundant source vulnerable also to ciphertext only attacks. Further,
the ciphertext only attack against LZR can be automated using a PPM model of the
source. The reasons for these weaknesses are twofold. Firstly, the tuples or triples output
by the Ziv-Lempel compressors explicitly and directly give the state adaptation they have
caused on the overall model. This enables a record to be maintained of all changes made
to the model. Secondly, although the Ziv-Lempel compressors are asymptotically optimal,
they are slow to converge to this optimum, and are therefore not as secure from ciphertext
only attacks as one might initially suppose.

Part of the reason that the PPM compressor appears more secure than Ziv-Lempel
approaches is that it does not directly list the state change with each output, and hence
this type of known plaintext attack will not succeed.

It is clear that other Ziv-Lempel variants would be susceptible to the attacks presented.
In particular, any variant employing a sliding window is inherently insecure since after a
finite number of symbols have been processed, the window will have progressively less

dependance on the key.

The attacks presented may find application in recovery of data from corrupt archives.
It is easy to see how it could be applied if an initial segment of a compressed file was lost.
The technique could also be used if there was some way of knowing which phrases had
been lost. One way would be to periodically encode the current phrase number in the
compressed output. This would have a negligible effect on compression but might allow

decompression to continue in spite of errors.






Chapter 9
Concluding Remarks

Currently many electronic communications are separately compressed and encrypted prior
to transmission. It is recognized that compression prior to transmission not only reduces
the cost of transmission but also affords greater security. This thesis investigated the
possibility of combining these two activities with the intention of simplifying the overall

communication system.

Compression is achieved by removing redundancy from the message being compressed,
and a number of techniques are available for doing this [BCW90]. The best compressors
are adaptive and as a message is compressed the compression model becomes more closely

attuned to the source.

Removal of redundancy helps the cryptographer in two main ways:

o It increases resistance to ciphertext only attacks because the frequency distribution
of the ciphertext symbols is essentially flat. This deprives the cryptanalyst of the
usual statistical leverage used in a ciphertext only attack.

e Since for an ideal compressor each possible output is equally likely, a data compressor
can be used to safeguard against dictionary style attacks. Such attacks are only
possible when the prior distribution of possible messages is not uniform, so the
cryptanalyst is able to reduce the number of likely messages (or parts of messages)
to a manageable level. Thus, compressing messages prior to encryption represents a
viable alternative to inventing new cryptosystems with unwieldy block sizes. Thus
by removing redundancy, the unicity distance of even the simplest cryptosystems is
increased. For example, the only ciphertext only attack against a simple substitution
of a uniform source (one in which all messages of the same length are equally likely)
is an exhaustive search. But in this case, even an exhaustive search will produce no
extra information, because each possible decryption represents an equally plausible
message.

However, real compressors are not optimal except for certain artificial sources. Con-
sider now the more difficult problem of natural languages, English say. Previously, it was
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usual practice to determine how well a compressor performed by comparing its predictive
ability with that of human experts. But modern compressors now rival human predictive
ability [TC96] and there is no theoretical or even practical reason why a computer based
model of English could not be superior to a human model.

It has been estimated that the average person will hear between 35 and 500 million
words by the age of thirty [TC96]. Some models are now trained on an amount of text
comparable to this [BDDLM92]. Much larger volumes of text might be used for training
in the future. For instance, it is estimated that there are at least fifteen billion words
accessible on the World Wide Web [TC97| as of November 1996, and this is a potential
source of training text. Further, there are a number of specific projects, such as Project
Gutenberg [Har92], which aim to vastly increase the amount of literary material available
online.

A great advantage of models like PPM is that it is actually not necessary to store
the training text itself, but only frequency counts for the various contexts. This is more
economical than having to store the entire training text. Figure 9.1 ! shows the model
size for an order-5 model as a function of amount of training text. The memory required
is closely proportional to z°# where z is the size of compressed text. If this relationship
continues, then roughly 560 megabytes would be sufficient to model fifteen billion words.
The 2% relationship is comparable with previous results indicating that the size of the
vocabulary is proportional to %5 to z%¢ [Sal88].

Therefore it is not unreasonable to suppose that computer models of English will
eventually surpass those of the average person. This has two important implications for
cryptology. First, as already mentioned, a compressor based on such a model will auto-
matically have a very high resistance to ciphertext only attack. That is, the compressor
can be followed by a simple substitution and the best ciphertext only attack will be ex-
haustive search. Second, the ability to break future systems (particularly with ciphertext
only attacks) will depend on having a good model of the source. This was demonstrated in
Chapters 7 and 8 where a PPM model was successfully used to break simple substitution

ciphers and Ziv-Lempel compression.

It seems that the development of more powerful models for natural languages is a
sensible avenue of research for cryptologists. It also seems reasonable to suppose that
government intelligence agencies are likely to maintain large language models in the future
(if they do not do so already). Larger accurate models of natural languages are likely
to be of considerable interest to language researchers. Teahan and Cleary [TC97] have
shown how methods based on our PPM code breaking examples can be used for language

identification, authorship attribution, spelling correction, and speech recognition.

At this time, it appears that the greatest potential contribution of data compression

technology to cryptology is in furnishing accurate models of natural languages. The ques-

'Figure 9.1 was kindly supplied by Bill Teahan



167
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1e+07
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Size of training text (bytes)

Figure 9.1: Order-5 PPM model implemented as a trie.

tion of whether data compressors can make viable cryptosystems is of importance because

of the ciphertext only resistance they offer.

The difficulty here is that resistance to ciphertext only attack has very little implication
to wider security issues, like resistance to the more powerful known plaintext and chosen
plaintext attacks. This was without doubt our biggest oversight at the outset, and it
was some time before we recognized the importance of this point. To the uninitiated,
these more powerful attacks may seem relatively unlikely; but it is well known that most
commercial information crime is perpetrated by insiders [WW90]. Further, many of the
more spectacular breaks of historical ciphers were of this type [Kah66].

At the outset of the investigation, we had already formed some intuitive opinions
about the security properties of various data compressors, and it is interesting to contrast
these with the results of our analyses. In particular, it seemed reasonable to suppose that
PPM and arithmetic coding could offer security. But since all the systems examined were
designed solely for data compression, they contain no methodology deliberately designed
to make unauthorized decoding difficult. Indeed, such difficulty is something which people
working in the compression field try to avoid. It is easy to see why this is the case: simple
methods are easier to explain, easier to implement, are typically faster, and occupy less
memory. There is, for instance, no reason to add diffusion steps in a compressor for the
purpose of compression; indeed diffusion is contrary to compression. Of course we could
always go ahead and build a compressor that did include such operations; but the end
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result will be just as slow (and more difficult to analyse) than using a standard compressor
followed by a standard cryptosystem. We maintain a certain degree of belief in the security
of PPM* because none of the attacks developed in the thesis are applicable to this system.
In particular, PPM* cannot be broken by forcing the model into a known state. Further,
an attack against PPM* would almost certainly require an ability to invert arithmetic
coding in the general adaptive case. To date, there is no known way to invert arithmetic
coding in this situation, unless restarting of the coder is permitted.

9.1 Summary of Results

Overall our scepticism has increased as we have learnt more about the tough requirements
for security and as we have discovered a variety of weaknesses in different compressors.
While there is reason to suspect that the better compressors are immune to ciphertext
only attack with current models, we cannot offer any good arguments as to why they

should be resistant to the more powerful attacks.

9.1.1 Arithmetic Coding

Our high initial belief in the security of arithmetic coding stemmed mainly from the obser-
vation that it is perfect in the information theoretic sense. The discovery that arithmetic
coding could be used for error detection [BCIRW97] enhanced our belief in arithmetic
coding as a truly universal coder which could be used for compression, error recovery, and
security.

The warning highlighted above is borne out by arithmetic coding where we find no
ciphertext only attack but for which there is a chosen-plaintext attack. Strictly speaking,
only an explicit attack against a static arithmetic coder has been given, along with an
indication of how this attack might be extended to more general situations.

Arithmetic coding also highlights the difficulty of adding a key mechanism to an ex-
isting algorithm. Several possible ways of including a key were considered in Chapter 5
leading to a known NNP-complete problem. But the cases that arose fell into a subclass
known to be solvable in polynomial time.

Finally, the information-theoretic optimality of arithmetic coding is only with respect
to the driving model. So while ciphertext only security is strong for well defined sources,
it is far from clear with the more usual sources such as English text. Even when the

model driving the arithmetic coder is adaptive, there are serious problems with the rate
of convergence.
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9.1.2 Huffman coding

Huffman coding is the other significant coding technique that is widely used. Its pop-
ularity no doubt arose from its simplicity and speed. Huffman coding is not perfect in
the information theoretic sense (for example, at least one bit is output for each symbol
encoded). This, coupled with the intrinsic simplicity of the algorithm greatly reduced
our initial belief that Huffman coding could be secure. But by adding bits to a Huff-
man stream it has been shown that decoding the stream becomes NP-complete [FK94].
Further, Huffman coding is provably secure from a ciphertext only attack in certain spe-
cial situations [GMR96]. While these results are positive they are both relatively weak.

For instance, a problem can be NP-complete and yet still have polynomial time average
case [Wil84, BW85].

Again, these positive results are for ciphertext only attacks, and in Chapter 6 a back-

tracking search was used in a known plaintext attack.

9.1.3 Splaying

In Chapter 6 the semisplaying data compressor was attacked using a backtracking search.
Since this compressor has already been used in at least one commercial product as a secu-
rity device, this attack is important. Initially we expected splaying to be more challenging
than Huffman coding because of the tree adaptation. However, the chosen plaintext attack

using the backtracking search has the same complexity in both cases.

It appears that with slight modifications the backtracking search would be applicable to
adaptive Huffman coders (for example [Gal78, Knu85, Vit86]). Assuming the cryptanalyst
is aware of the detailed system in use, none of these adaptive approaches contain any
operations likely to foil the backtracking strategy.

9.1.4 Ziv-Lempel

The attacks given in Chapter 8 against the Ziv-Lempel family of compressors are interest-
ing results. The attacks are important because these compressors are widely used (for ex-
ample in the Stacker program [WGI91], the UNIX compress program and a variety of other
commercial compression programs). On the face of it, the ciphertext only attacks seem
to contradict the asymptotic optimality of Ziv-Lempel compression [ZL77, ZL78, WZ94].
However, Ziv-Lempel compressors are slow in converging to this limit [BCW90] when com-
pared with other compressors. This is evidenced by the fact that PPM compresses better
than Ziv-Lempel for a variety of finite sources.

The ciphertext only attack demonstrates that a proof of asymptotic optimality is not
sufficient protection against ciphertext only attack. To be secure, such a compressor will
need to converge much faster than the Ziv-Lempel approaches.
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It is unclear whether the PPM compressor converges fast enough. The ease with which
an order-3 PPM model can reconstruct text from a Ziv-Lempel coder indicates that PPM
models can capture a source more accurately than Ziv-Lempel approaches.

Because the Ziv-Lempel algorithms are relatively well understood [JS95, WZ94], it is
easier to derive analytical results for these coders. The proven vulnerability of the Ziv-
Lempel approaches to known plaintext attacks is mainly a result of information in the
compressed output. The pairs or triples output by a Ziv-Lempel coder explicitly indicate
the adaptation taking place in the model. In contrast, there is no known way that the
output of a PPM compressor can be inverted to give the same or equivalent information.

Although we gave explicit attacks only for the LZR and LZ77 variants of Ziv-Lempel
coding (being one representative from each of the two styles), there is no reason to suppose
that slight modifications of the attack would not be applicable to the ever increasing
number of variants of this family.

9.1.5 PPM

Currently the best attack against PPM is to flood the model with a very long string.
We were aware of this attack [BH92, BH93] before commencing the investigation, but
this did not prevent us from maintaining a high degree of belief in the security of PPM.
Although the attack of Section 7.3 highlights a potential weakness of adaptive methods, it
is not very practical because the required sequence is long and must be transmitted during
normal operation. Further, there are a number of simple strategies to guard against such
an attack. One approach is to ‘randomly’ forget portions of the tree. Alternatively, an

unbounded context length can be used.

There are several reasons why PPM is currently the most likely candidate to lead to
a secure compressor. Firstly, it apparently converges to sources, such as English text,
much faster than other compressors (although this cannot be proven). Secondly, the
best PPM models of English now rival the predictive ability of human subjects. This
implies a greater resistance to ciphertext only attacks. In particular, it would appear that
while PPM remains the best compression technique, it would be impossible to devise an
automated ciphertext only attack. This follows because it is reasonable to assume that
any such attack must be using a better model of the source. Such a model (if it existed)
would lead naturally to a compressor which outperformed PPM.

The model adaptation in PPM is nontrivial, and more importantly cannot easily be
determined by looking at the output alone. Even if the bold assumption is made that
arithmetic coding can be inverted in this general situation (which is still an open question),
so that we know the probabilities that were encoded, the problem of reconstructing the
unknown model seems to remain intractable.

PPM deserves further scrutiny, but our results for other compressors make us cautious
about making any claims of security for this system.



171

9.2 Small Points

The ability to reconstruct an initial missing segment of a Ziv-Lempel file for a redundant
source suggests that it ought to be possible to recover most of the information in a corrupt
archive. However, our method relied on the cryptanalyst knowing how many and which
phrases had been deleted. If it is only the first portion of the file which is damaged then
a guessing strategy may suffice. It is not obvious how the more general problem could be
tackled. One approach might be to periodically insert the current phrase number in the
compressed output (say every thousand phrases). Under normal operation, decompression
proceeds as usual and the phrase number would be verified at the designated positions.
Then when a discrepancy is found an error recovery routine could be invoked. Of course,
there is still potential for disaster if an inserted number is corrupted. It is not clear whether
this is worthy of further investigation.

In Chapter 4 it was shown that the better compressors passed a number of well known
tests of randomness. This suggests that it might be possible to use a compressor as a
random number generator. Indeed, one such proposal already exists in the literature,
based on Ziv-Lempel coding [JB90]. Before this happens it would be desirable to carry
out a theoretical analysis of what happens in practice when random data is compressed.
Such an analysis might also lead to new insights into the operation of current compressors
and to practical improvements. Current compressors expand a random input by at least
10%, but complexity results imply an increase of only O(log n) need be incurred, where n is
the length of the random data. So there appears to be considerable room for improvement.
Note that some commercial compressors check for poor compression and use a single bit

to flag that the source has just been copied verbatim.

9.3 Recommendations

Although it is clearly impossible to disprove the thesis by presenting any number of specific
examples where it fails, such failures do count as strong evidence against the thesis. It
has been shown that arithmetic coding, Huffman coding, prediction by partial matching,
semisplaying, and Ziv-Lempel coding all contain security flaws of one form or another
to the extent that none of these should be used as security devices. While we have
not explicitly covered every compressor available, the main styles of lossless compression
algorithms and their associated coders have been examined.

Books on cryptology rarely make mention of data compression. This is perhaps because
professional cryptologists are skeptical about the use of compression. Our results show
such skepticism is warranted, even though the origins of such skepticism may have been
for other reasons (such as the difficulty of obtaining precise analytic security results for

compression systems).

While we cannot recommend the isolated use of any compressor as a security device,
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compression remains an important adjunct to encryption, and all critical transmissions
should be compressed prior to encryption. This is important to avoid dictionary attacks
and more generally reduce the chance of ciphertext only attack. In high security applica-
tions using one-time pads, compression does not increase security (and strictly speaking is
unnecessary). However, compression does allow the most effective use of the key material.
This is desirable because the generation of a one-time pad is both a delicate and expensive
business.

9.4 Objections

Because not every possible compressor has been examined it could be objected that there
exists a secure compressor yet to be discovered. This is an easy objection to make and we
have made it ourselves on several occasions. But in each case where an initially promising
system was examined in detail a security weakness was found. It is likely that the tech-

niques used in obtaining our results will be applicable to other systems not yet examined.

There is of course the large class of lossy compressors which were not investigated. Such
compressors are used primarily for images, motion video, and sound compression where
exact reconstruction of the source is not necessary. Security for video and speech has in the
past been achieved from a slightly different technological viewpoint. For instance secure
audio has generally been achieved by scrambling, which involves distributing the signal
over various frequency bands [BP85]. Often this is considered more a problem of physics,
since it is physical laws that limit the kinds of transformations possible [BP85]. This was
the natural way of handling these objects when they were transmitted by predominantly
analogue means. But since telephone networks are becoming increasingly digitized, it is
perhaps not surprising that we are in the midst of a paradigm shift and that video and
speech security are now being drawn under the umbrella of encryption. Ironically, all of this
is occurring just as physical laws are being harnessed in the development of novel quantum
mechanical cryptosystems [BBE92]. Thus it seems that an investigation of compression
systems like the quantizers lying at the heart of the JPEG [Wal91] and MPEG [Gal91]
applications is warranted. Note that some older image compression standards such as the
Graphical Interchange Format (GIF) are actually based on Ziv-Lempel systems.

A second potential objection is that not all reasonable key mechanisms have been
examined. This objection has merit. Human inventiveness being what it is, it is entirely
possible that someone might conceive of a more secure key mechanism for any of the
systems discussed. But, despite appearances, it is actually quite difficult to invent a key
mechanism that does not rely on some other cryptographic primitive. For instance, one
seemingly innocuous idea is to simply flip a few random bits in the compressed output.
The main difficulty here is in producing such a random sequence. If the cryptanalyst
knows in advance which bits are flipped then no security is gained. Thus, to produce
the random bits one is forced to used a cryptographically strong bit generator. But such
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generators are computationally expensive and the end result is that no saving is made in
the cost of communication. More generally, any key system should obey the desiderata
given in Chapter 3. Failure to meet one of those requirements will result in either an

insecure system, or one in which no savings have been made.

As compression models improve, they will naturally become less vulnerable to cipher-
text only attacks. The main focus of a cryptographer interested in using a compressor as
a cryptosystem should therefore be in increasing resistance to known plaintext and chosen
plaintext attacks. Most of our attacks have been successful because the compressor leaked
too much information about its state. Ideally, large amounts of internal state should be
updated in an unpredictable manner. However, the need to maintain the synchronicity
of the encoder and decoder and the desire for speed while maintaining good compression
preclude many otherwise feasible ideas.

9.5 Further Work

A number of suggestions for future research have already been made, but they are collected

here so that a clearer picture of what remains to be done emerges.

The most important goal would appear to be the development of better language mod-
els. While such improvements are probably only of minor importance to compression (in
that only minor improvement in compression ratio will occur), they are likely to lead to
compressors with higher resistance to ciphertext only and dictionary attacks. Language
identification and speech recognition are also useful to cryptanalysis and the use of lan-
guage models in these areas should be further explored.

Any improvement in modelling should lead to improved attacks against simple ciphers.
This will of course be somewhat dependent on sufficient training text being available. It
would be nice to investigate the extent to which the automatic attack given in Chapter 7
can be applied to other systems. There would appear to be no practical difficulties in
extending the attack to Beaufort, Vigenere, Playfair, polyalphabetic substitution, and
some homophonic ciphers [Kah66].

It is more interesting, however, to consider how such models might be combined with
a dictionary attack to perform automated ciphertext only attacks against public-key cryp-
tosystems. Such a model could be used to select likely plaintext segments from whatever
information is currently available. In this manner it may be possible to obtain ciphertext
only attacks against a variety of public-key cryptosystems.

Of the compressors examined, only arithmetic coding and PPM seem worthy of further
study. While arithmetic coding is not secure in some simple cases (Chapter 5), it is still
unclear how difficult it is to invert it in more general (and more important) situations,
such as when it it used in conjunction with PPM. More analysis of PPM is needed: the
chosen plaintext attack discussed in Chapter 7 is impractical for modest alphabets and it
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would be interesting to see if any shorter attacks could be devised.

In particular an analysis of PPM* would be most valuable. None of the techniques we
have developed can be successfully applied to this system. At this time there is no known
way to break a message encoded with PPM* using 32-bit counts and an initial model as
the key.

The use of compressors in random number generation and in error recovery has been
addressed earlier. The first of these would lend itself to both theoretical and practical
investigation. It is likely that the results of a theoretical investigation in this area would

provide clues for the further improvement of language modelling.
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