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ABSTRACT

Introduction: Datasets, their analytics and their interpretation are key decision support tools for Pacific
communities, with the potential to shape public policy, healthcare and social interventions in the Pacific
“Blue Continent”. However, in the case of numerically small island populations, privacy concerns have
motivated widespread use of data suppression. While suppression safeguards privacy, it also risks
erasing the visibility of these populations, leading to “statistical invisibility” that obscures their social,
health and economic challenges. This study critically reviews the practice of data suppression,
emphasising its rationale in privacy protection, but also highlighting the impacts on resource allocation,
advocacy and equitable policymaking for Pacific populations.

Methods: We explored the rationale behind data suppression and its legal and regulatory context. Using
case studies including the US Census Bureau, Centers for Disease Control and Prevention and the
Behavioral Risk Factor Surveillance System, we assess the impact of suppression thresholds and
privacy-preserving methods on Pacific communities. We present a novel analysis of data suppression
impacts on International Classification of Diseases (ICD) code suppression across different levels of
geographical units in the Pacific to illustrate disproportionate impacts. We review alternative privacy-
preserving methods, including data smoothing, statistical masking and synthetic data generation, that
could mitigate the effects of suppression without compromising individual privacy.

Finding and conclusions: We recommend inclusive and transparent data practices needed to prevent
data suppression compounding systemic marginalisation of small Pacific populations. By critically
evaluating current practices and proposing alternative strategies grounded in Critical Data Theory and
Pacific knowledge epistemology, this paper aims to inform policies that balance protection of individual
privacy with the accurate representation of small, geographically dispersed populations.
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1. Rationale for statistical data suppression

The primary goal of data suppression! is to
protect individual privacy. The emphasis on
privacy in data collection and reporting,
particularly for small populations, stems from a
deep concern for safeguarding individual
identity and protecting against unintended
harms that can arise when private information is
exposed.? Revealing sensitive information, such
as health or income data, can lead to
discrimination, stigma or economic harm. Even
when PII is removed, combining different
sources of data can sometimes reveal an
individual's identity (e.g., census data broken
down by race, gender and location, could
inadvertently disclose information about a
specific person in a small community).13 Re-
identification attacks (the process of matching
anonymized data with other information to
uncover the identities) are motivated by
commercial, political and extortive gains. They
exploit vulnerabilities in anonymised datasets by
linking seemingly non-identifiable information
with external data to reveal individual identities.
Re-identification strategies include record
linkage* (anonymised data matched to
identifiable external sources), attribute linkage
(known information about individuals is used to
infer sensitive attributes) and social network
pattern inference. In response, data holders
employ advanced privacy-preserving techniques
to address these threats (e.g., k-anonymity, 1-
diversity and differential privacy) by obscuring
individual identities while maintaining data
utility. This concern is codified legally and
ethically (e.g., Health Insurance Portability and
Accountability Act [HIPAA] and General Data
Protection Regulation [GDPR] laws mandating
that data must be suppressed or aggregated to
prevent identification when population sizes fall
below certain thresholds). Researchers adhere to
these practices to avoid legal repercussions and
protect vulnerable groups.

2. Risks of data suppression for small
populations

Data invisibility and exclusion

For Pacific people, data aggregation is a well-
understood source of statistical invisibility.5
When Pacific peoples’ data is grouped into
broader racial categories, such as “Asian/Pacific
person”, the distinct health and socio-economic
challenges they face become obscured. In health
research, for example, Pacific peoples’ unique
risk profiles may be masked when their data is
suppressed or aggregated with other groups.
Recent advocacy efforts resulted in US federal
rule changes addressing disaggregation; the
2024 OMB Statistical Policy Directive No. 15
mandates more granular data collection for race
and ethnicity.¢ However, the separate practice of
statistical data suppression is ongoing and
unaffected by this rule change. As an illustration,
in early 2020 the National Center for Health
Statistics (NCHS) applied privacy safeguards
suppressing data in counties with COVID-19
death counts <10. This led to early pandemic
underreporting in counties with smaller
populations or where COVID-19 fatalities were
initially low, and Native Hawaiian/Pacific
Islander (NHPI) death counts were notably
underrepresented. In response, the University of
California Los Angeles DatalLab used Bayesian
imputation techniques to estimate the
suppressed mortality rates, incorporating prior
distributions and leveraging state- and national-
level data to model the likely counts for each
county, informing decision support.7.8

Resource distribution, planning and impact
assessments

Resource allocation decisions (e.g., in healthcare,
education and social services) are based on
population statistics. Suppressed data can make
it appear that certain groups have lower needs
than in reality, resulting in inequitable resource
distribution. Planning in diverse fields from
public health to disaster management,
environmental impacts assessment and election
re-districting is rooted in understanding how
many individuals and their characteristics are
present in geographical units ranging from large
to highly granular. Suppressed data embedded in
decision support datasets is problematic and
may have inadvertent effects in small
populations. For example, redrawing of
county/district lines can sub-divide population
groups leading to apparent changes in disease
prevalence based on new suppression of certain
ICD codes. Data suppression also hampers
advocacy. Without access to disaggregated and
unsuppressed data, advocating for small
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populations becomes challenging, further

entrenching systemic exclusion.

3. Data sets relevant to Pacific people that
practice suppression

US Census Bureau

Data collected by the US Census Bureau (USCB),*-
12 which includes the decennial census as well as
numerous topical surveys, is one of the most
comprehensive datasets available for the United
States and its territories, but data suppression is
frequently applied when reporting data on small
populations. Pacific people are often affected due
to their relatively small numbers both in the US-
affiliated Pacific Islands (USAPI) and in diasporic
contexts in Hawaii and throughout the
continental US. Suppression often occurs at finer
geographic levels (e.g., counties or census tracts)
or in detailed demographic breakdowns. Until
the most recent decennial census, the USCB
relied on data suppression, swapping, and partial
synthetic data for disclosure avoidance in its
tabular summaries.!3 Publications of data from
the 2020 Census of Population and Housing in
the United States use the new 2020 census
disclosure avoidance system (DAS), which uses a
differential privacy TopDown Algorithm!4. The
USCB employs a suppression threshold of fewer
than three households or individuals in its
publicly released datasets. This means that when
a subgroup within a particular geographic area
has fewer than three households or individuals,
the data for that subgroup is either aggregated
with other groups or suppressed entirely to
prevent potential identification. Additionally, for
privacy protection, the USCB applied differential
privacy methods in the 2020 decennial census,
which introduce statistical noise to small
population counts to prevent re-identification.
As a result, small populations like those in the
Pacific can face further data distortion (Figure 1)
and the threshold can lead to their aggregation
with other racial or ethnic groups!! Sasa et al
provided further discussion of NHPI
underrepresentation in the USCB decennial
census.15

American Community Survey

The Census Bureau American Community Survey
(ACS) provides detailed information about US
demographic, social and economic conditions
including diasporic Pacific populations on the US
continent and in Hawai‘i. With some exceptions,
ACS estimates!'¢ are suppressed for any
geographic area with a population <65,000 in 1-
year estimates. ACS suppresses data when the
population in a geographic area (e.g., county, ZIP
codes, census tract) has <three individuals or
households in a category. For data on non-

residence geography (e.g. place of birth), at least
50 cases must be present in the geographic area
in order to be released.16

Centers for Disease Control and Prevention
(CDC)

The CDC houses national public health data (e.g.,
disease prevalence, health behaviors and health
outcomes) and it uses geographic suppression to
ensure that no PII can be traced to individuals in
small and rural populations. CDC data covers
some Pacific locales and the Pacific diaspora in
the US. Datasets such as the National Health
Interview Survey, National Vital Statistics
System, and National Health and Nutrition
Examination Survey use a suppression threshold
of <10 cases or respondents in a specific
category. Notably, Healthy People 2010 used a
50-person threshold for suppression.t?

Behavioral risk factor surveillance system
(BRFSS)

The BRFSS is a widely used source for data on
health behaviors, chronic diseases, and
preventive health practices. It is operated by the
CDC and is used in some Pacific locales and
suppresses data when there are fewer than 50
respondents from a particular subgroup.

4. Alternatives to data suppression

Within the context of valid privacy concerns that
trigger data suppression, there are alternative
approaches!8-23 that can protect privacy while
still providing useful data on small populations:

Data smoothing, swapping and statistical
masking

Data smoothing techniques (e.g., kernel
smoothing, moving averages) apply minor
modifications to dataset values to ensure
individual data points are not easily re-
identifiable  but maintain trends and
distributions. Noise injection introduces small
amounts of random data (or ‘noise’) to sensitive
variables, ensuring the overall statistical
properties remain intact but obscuring
individual data points.22 Similarly, differential
privacy algorithms add statistical noise to the
data, preserving broad patterns but obscuring
individual information.2+25 Bayesian hierarchical
models pool data across different levels (e.g.,
individuals within groups) to produce stable
estimates for small populations. They use partial
pooling and shrinkage to borrow strength from
larger groups, regularizing estimates and
protecting privacy by not overfitting to small,
identifiable subpopulations.26

Microaggregation
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This technique groups individuals with similar
characteristics into small clusters, replacing
actual values within each group with average
values.2” For example, if a dataset has income
data for individuals, microaggregation might
create clusters of people with similar incomes
and replace their individual incomes with the
group average. Multivariate microaggregation is
used when several variables must be protected
simultaneously, reducing risk of re-identification
across correlated attributes. Microaggregation
can be dynamically28 applied to both numerical
and categorical data, making it a flexible tool for
protecting privacy in datasets while maintaining
a high level of data utility. K-anonymity2? ensures
that any individual in a dataset cannot be
distinguished from at least k-1 other
individuals3© by generalizing and suppressing
certain data attributes to make individuals
indistinguishable within a group of k.

Synthetic data

Synthetic data generation creates artificial data
mimicking the statistical properties of real
datasets but with no actual personal information.
Generative adversarial networks (GANs)3132 or
Bayesian networks can generate synthetic
datasets that preserve relationships between
variables while ensuring no real-world
individuals can be re-identified.

Digital twinning

Digital twinning replicates real-world entities
(individuals, communities) in a digital model.33 A
digital twin34 of a population simulates its
demographic, social or health characteristics.
Unlike synthetic data, digital twins dynamically
model the evolution of the population based on
real-world inputs. For instance, a digital twin of a
small Pacific population could allow researchers
to study health trends or simulate policy
interventions while ensuring that no real
individual data is used directly. Application of
Machine Learning (ML) and predictive modeling
to the digital twin then allows sophisticated
forecasting, backcasting and analytics without
privacy issues.

Community-based approaches

Involving community in data governance can
ensure that the collection, sharing and use
processes align with cultural values and privacy
concerns. Indigenous data  sovereignty
movements advocate for communities to control
the collection, access and use of data concerning
their members.3> Pacific communities, which
prioritise  collective  decision-making, can
implement systems where community leaders
have oversight of how sensitive data is managed
(e.g, through community data governance

boards that work with researchers to ensure that
the privacy and values of individuals and
community are respected).

De-suppression

It is possible to access suppressed data through
an administrative process with agencies such as
the CDC. The process is resource-intensive and
presents costs, including personnel time,
application fees for data access, institutional
review board (IRB) fees, ethical and legal advice,
and compliance costs with post-release
requirements for data security and storage.
Formal data access requests and IRB approval
are often required, and processing time plus legal
review (e.g., for CDC WONDER) may be in the
order of months. After gaining access to de-
suppressed data, there may also be significant
limitations on how the data can be used. De-
suppression is therefore resource-intensive and
presents prohibitive barriers to many
stakeholders.

Blockchain

Blockchain technology offers an alternative to
data suppression ensuring data security and
decentralisation. Instead of centralised control,
blockchain distributes individual data across a
decentralised ledger. Individuals (or
communities) maintain control of their data
through private keys. Each transaction (e.g.,
update or access) is securely logged and
immutable, and smart contracts automate access
permissions. Applied to Electronic Health
Records (EHR), for example, health data which is
currently suppressed by centralised data owners
in databases would be part of personalised
individual (or community) based programs of
data access and control.36-38 Blockchain’s
distributed nature mitigates the risk of single-
point privacy failures or suppression by any one
entity. Such decentralisation and autonomy
challenges traditional models of vital statistics
and public health data gathering, requiring
careful evaluation.

Comparing international practices in data
suppression

Data suppression practices are employed
globally but some nations have implemented
alternative models that balance privacy
protection with the need for representative data
on marginalised populations such as Indigenous
and ethnic minorities. In Australia, the Australian
census, Australian Bureau of Statistics and the
Australian Institute of Health and Welfare39 often
aggregate Indigenous populations with other
ethnic minorities and apply thresholded
statistical suppression (e.g., at five persons or
households). More recently these groups have
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applied geographic and microaggregation in an
Indigenous data sovereignty framework to retain
visibility of small Indigenous and Pacific
populations while maintaining privacy and
uses.?041 Similarly, Aotearoa New Zealand’s data
practices for Maori and Pacific populations4243
include efforts to disaggregate and balance data
suppression with privacy. The New Zealand
Integrated Data Infrastructure uses a flexible
threshold based on the size of the population and
geographic unit. This specialised reporting
allows for data disaggregation without overly
strict suppression.

5. Data coverage and suppression practices in
the context of COFA and USAPI states

US suppression practices extend to the Pacific
region

The inclusion of US-affiliated Pacific Islands
(USAPI) and states with Compacts of Free
Association (COFA)#4 in key datasets such as the
CDC and census means that US suppression
practices extend over these locales. The US
Census Bureau conducts censuses and surveys in
US territories (Guam, the Northern Mariana
Islands and American Samoa). However, data
collection and reporting for these territories
differs from the continental US. Guam, the
Northern Mariana Islands and American Samoa
are also part of CDC NNDSS and BRFSS, and CDC
provides limited coverage in Palau, Federated
States of Micronesia, and the Marshall Islands
through its global health programmes.#> Since
these Freely Associated States are not under US
jurisdiction, the CDC works with local health
departments and international health
organisations (e.g. WHO) to support data efforts,
but collection and reporting are less
comprehensive and may be inconsistent as a
result of limited personnel and technology
resources.

USAPI and COFA sovereign data suppression
practices

USAPI and COFA states practice some level of
data suppression on their internal data. COFA
states are independent nations, and data privacy
practices are shaped by their own legal system,
international partnerships, and resource
constraints. However, there is a strong influence
of US standards because as territories the USAPI
are under US jurisdiction, and continental laws
and regulations may apply. The flow of technical
assistance to local actors and tying of grant and
aid funding to US-centric compliance guidelines
contribute to influence data practice in both
USAPI and COFA locales. In addition, partnership
with international organisations (e.g., WHO, UN)
to collect and report data can impose data

suppression standards leading to de facto
suppression of sovereign data. Data may be
collected at a hyper-local level but then is
upward-aggregated to larger geographical units
in response to suppression policies. In these
settings the lack of human and technical
resources (e.g., data scientists,
cyberinfrastructure and information systems)
may limit the capacity of states and territories to
manage large data sets (e.g., electronic health
records) or apply advanced statistical privacy
techniques to ‘un-mask’ suppressed groups.

6. Case study: estimating suppressed health
data in Pacific countries

As an experiment, we evaluated population sizes
and units of breakdown for Hawai‘i’s neighbor
islands, the USAPI and COFA states. We included
commonly applied geographical units (islands,
ZIP codes, counties, districts or municipalities,
census tracts [US Census]) and BRFSS reporting
units (Table 1). We then applied estimates of the
numbers of ICD codes (~6,000) that are
associated with “rare disorders” (i.e. by US
definitions ~1,500%6 individuals affected), and
back-calculated the “prevalence threshold” of
statistical suppression in these units with a
suppression threshold of <10 cases per
geographical units. In this analysis, we looked at
data suppression likelihood across multiple
Pacific regions, accounting for both rare and
common disorders. We then evaluated how likely
data suppression (at the 10-instance level
applied by CDC) would occur for disorders with
prevalence rates of 1:1500 “rare”, 1:10,000 “very
rare” and three example prevalences for
diseases/disorder that we would consider
“common” (1:100, 1:500, 1:1000). Our findings
(Table 2) indicate that larger Pacific population
units, such as whole counties or territories, are
less prone to data suppression even for rare
diseases, as their populations generate enough
cases to avoid the privacy-driven suppression
threshold of fewer than 10 cases. However,
smaller population units including some islands,
and counties, census tracts and districts across
the region are very vulnerable to suppression,
even for relatively common disorders. This
analysis demonstrates how smaller regions face
greater challenges in reporting health data, as a
higher proportion of both rare and common
disorder ICD codes may be suppressed due to the
limited number of cases, highlighting a critical
issue for health data transparency and access in
small, vulnerable populations.

7. Data privacy and suppression through the
lens of pacific epistemology

This review discusses statistical data
suppression practices that primarily evolved
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from Eurocentric Judeo-Christian4’ ethical
perspectives and are lensed through
contemporary American individualism.48-50
Pacific  epistemologies provide relevant
alternative lenses through which we can examine
regional practices of data privacy and
suppression.51-53  Privacy definitions vary,
particularly among Indigenous populations, in
which privacy often includes notions of
“community, sovereignty, and self-
determination”.>45> Within these structures,
Eurocentric concepts of property, ownership and
privacy are unfamiliar, with social and normative
systems prioritising interconnectedness and
openness. This can easily be misinterpreted as
privacy being of little concern to these groups.

Community, reciprocity and knowledge

Pacific epistemology56-58 is a worldview
grounded in community, interconnectedness and
reciprocity. Knowledge is not viewed as an
individual possession but as a collective
resource, held by community and shared in the
context of relationships and responsibilities. This
view contrasts with Western epistemologies,
where knowledge is a commodity that can be
owned, privatised, or controlled by institutions
or individuals (leading to extractive ideas of data
as the “new 0il”).5? In Pacific societies, sharing of
knowledge is intertwined with respect for family,
lineage, and land (vanua, whenua, or aina in
different Pacific cultures), and the concept of
privacy is deeply embedded in the protection of
communal relationships and obligations.¢0 In this
sense, privacy is less about individual autonomy
and more about safeguarding the dignity and
well-being of the community.

Data privacy in the context of collective
identity

Western approaches to data privacy protect the
rights of the individual, ensuring that PII is not
disclosed or misused. For Pacific people, privacy
may operate at the level of the community rather
than the individual. Concerning data, a comment
from the Pacific Data Sovereignty Panelé! at the
2019 Moana Research Seminar Series in
Aotearoa New Zealand, reflects that “Data is our
identity”. Pacific epistemologies emphasise
collective identity and interdependence, which
means that the protection of data privacy
involves safeguarding the integrity of the
community as a whole. When data suppression is
applied to Pacific populations, it is not just
individual privacy at stake but the visibility and
recognition of the community itself. Data
suppression, especially when it aggregates
Pacific people’s data into broader racial
categories, can be seen as a form of epistemic
violence that erases the unique identity,

experiences, and needs of Pacific communities.
Pacific epistemology recognises that privacy is
not simply about withholding information but
about managing the flow of knowledge in ways
that protect the community and enhance its
collective well-being. In this context, data
suppression should not be viewed as an all-or-
nothing proposition. Instead, it must be tailored
to ensure that sensitive information is protected
without compromising the visibility and
representation of Pacific communities.

8. Mitigation of data suppression as a key
component of an emerging ‘critical data
theory’ for the pacific and beyond

In discussions of data suppression and its
impacts on small populations, it is crucial to
understand how power structures shape the
creation, control and dissemination of data.62-65
Critical data theory (CDT)¢ and critical data
studies®7.68 share a common foundation in critical
social theory, emphasising the need to question
the neutrality of data and its role in reinforcing
or challenging existing power structures. CDT is
an emerging field that critiques the role of data in
perpetuating inequalities and explores how data
practices can either reinforce or challenge
hegemonic power structures. Drawing on
insights from critical race theory, feminist theory
and postcolonial studies, CDT examines how data
is not neutral but is instead embedded with the
interests, biases and power dynamics of those
who control it. CDT provides a framework to
analyse how data suppression can reinforce or
challenge existing hegemonies. For small and
marginalised populations, data suppression can
be seen as part of a larger structure of control and
power that limits representation, autonomy and
influence in decision-making processes. Data is
both a powerful tool and a tool of power, and
groups that collect and control data can benefit
from suppressing or shaping it in their interests.
CDT posits that the ownership and control of
data are central to understanding power
relations. In many cases, marginalised groups are
not the primary owners of their own data.
Instead, powerful institutions collect, store, and
use data about these groups without their input
or control. This creates an inherent power
imbalance, where controlling when and how data
is suppressed, power structures maintain control
over whose stories are told and whose are
ignored.

Data suppression and aggregation can be seen as
forms of epistemic injustice®9-7! where certain
groups are systematically excluded from
contributing to and benefitting from knowledge
production.  Pacific people and other
marginalised communities may be excluded from
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representation in datasets, and from influencing
how data is collected, interpreted and used. This
further entrenches marginalisation, as they are
denied the opportunity to shape the narratives
that emerge from the data. Transfer of power
from hegemonic institutions to communities is
central to “critical” movements and in this case a
major goal is to shift the power balance in data
governance. In practice, this means Pacific, COFA
states, and other small populations realising

autonomy to manage data, set privacy
thresholds, and decide how and when
suppression is applied. Resourcing data

collection efforts that are by communities, for
those communities is a key component of data
autonomy, as is the development of autonomous
data science capacity to engage in advanced
practices such as smoothing, microaggregation,
synthetics and digital twinning. Building
awareness of data suppression, its practices,
consequences, and mitigation strategies requires
a holistic wayfinding effort by Pacific
communities and other small populations. Figure
2 offers a framework for communities and
individuals to navigate this field, including
assessment questions, knowledge assets and
associated needs for new tool development, new
open-source data products and further resource
allocation.

CONCLUSION

Data suppression, though intended to protect
privacy, often has negative consequences for
small populations including regional and
diasporic Pacific people. The practice leads to
data invisibility, inequitable resource
distribution, and reduced capacity for advocacy.
While privacy concerns are serious and
compelling, methods such as data smoothing,
microaggregation and community-based
governance offer promising balance that can
ensure both privacy and representation. Moving
forward, researchers, policymakers, data
scientists and statisticians must work together to
find culturally responsive ways to balance
privacy with the need for accurate, disaggregated
data on small populations. Recommendations
include:

e Reevaluating data suppression policies to
ensure that they do not disproportionately
harm small or marginalised populations.

o Generating transparency for communities to
know the extent and impacts of suppression.

o Facilitating data de-suppression pathways for
low resource communities.

e Acknowledging and addressing hidden legal
and technical costs for communities to
request de-suppression or use algorithmic
approaches to.7273

Pacific culture and practice can positively inform
communities outside the region, with the Blue
Continent increasingly positioned as a source of
globally applicable models in sustainability and
social justice rather than a sink for aid and
neocolonialism. Developing Pacific models for
data inclusion will be transferrable and benefit
other ‘small’ populations (such as sex and gender
minorities, ethnic minorities) to mitigate their
masking in critical discussions about health,
education and social policy.

Figure legends

Figure 1: Statistical data
overview

A. Schematic of the practice of statistical data
suppression. 11874 A threshold for visibility is
applied (left panel) to prevent disclosure of
private information about individuals or small
groups when displaying statistics for a given
geographical unit .Strong rationales (center
panel) based on individual privacy and the need
to counter re-identification attack are juxtaposed
with inadvertent consequences such as
population masking and distortion of
information such as disease prevalences or
population composition. Illustrative examples
include the following.

suppression

Suppression in cancer registries: rare pediatric
cancers (e.g., retinoblastoma or Ewing sarcoma)
are particularly vulnerable to suppression in
cancer registries. Data is suppressed at state and
county levels to protect the privacy of affected
families. This suppression makes it difficult to
assess the true incidence of these cancers,
particularly in regions where genetic or
environmental factors may contribute to higher-
than-expected rates.

Early epidemic reporting: early COVID-19
mortality statistics in small populations were
suppressed according to standard practices,
potentially masking impacts and affecting
decision support.

Kauai birth defects controversy: there is ongoing
concern in Kauai regarding the potential link
between pesticide exposure (~17x national
averages) and excess birth defect rates. Agency
statistics (e.g., Hawaii’s Birth Defects Program,
CDC WONDER), are suppressed at the 10
case/year/geographical unit and are at odds
with physician-advocates reports of concerning
birth defect rates. Given Kauai’s population
(~40,000) and the low prevalence of the specific
birth defects, this statistical system is likely
insufficient to identify excess cases that are
numerically few but of profound human impact.
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Cluster masking: data suppression, especially in
small populations, can obscure potentially
concerning disease clusters by preventing the
identification of localised health anomalies.
When data is withheld or aggregated to meet
thresholds for privacy protection, such as the 10
case/year/geographical unit rule, small but
significant increases in disease rates can go
unnoticed. In communities with low population
numbers, even a few additional cases of rare
conditions may indicate an emerging public
health issue.

B. Example: Hawai‘i impacts of differential
privacy practices. This figure presents findings
from the Hawai'i Data Collaborative's analysis of
U.S. Census 2010 Demonstration Data, which
implemented differential privacy techniques to
safeguard individual privacy. The analysis
focuses on the effects of differential privacy on
smaller subpopulations in Hawai'i, leading to the
apparent loss or alteration of population counts,
particularly in minority racial and ethnic groups.

Figure 2. Wayfinding through Pacific Data
Suppression: A Framework

This figure presents a decision-making
framework to guide stakeholders through issues
of data suppression, particularly in Pacific Island
contexts and other small populations. The
framework  provides a  pathway for
understanding and addressing the impact of data
suppression on geographically and
demographically small populations. The steps in
the framework include:

Questions: Starting with the inquiry, the
framework prompts users to consider their
specific data context, focusing on population size
and geographic units (e.g., Census Tract, Zip
Code, County, Island).

Knowledge Assets: Users are directed to relevant
datasets (e.g., CDC, BRFSS, Census, AHS) that
correspond to the geographic unit of interest. A
key decision point is identifying the suppression
threshold in terms of instance size (e.g., 10, 50,
etc.) and determining what privacy protections
are in effect, such as microaggregation,
differential privacy, smoothing, digital twins, and
Bayesian methods.

Development of new impact assessment
workflows: This step is needed for stakeholders
to evaluate impacts of suppression. For example,
an ICD-code suppression Rate (SR) by
Geographical Unit (GU) calculator would be one
impact assessment tool. It would be used to help
quantify the effect of data suppression by
calculating the ratio of ICD codes that fall below
the suppression threshold for a population, with
associated visual tools like gridded SR products

and indices of suppression by location and
demographic.

De-suppression toolkits: These suggested tools
would mitigate the complexity of the processes
that exist for de-suppression including
identification of agency-specific processes,
necessary documentation, and worked examples.

Resource needs: The right side of the framework
highlights  critical resource needs for
communities to successfully navigate
suppression, including curated data resources,
data science technical assistance, legal and
regulatory expertise, and advocacy and feedback
processes to inform decision-making.
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Appendix
Tables and Figures
Table 1
Region ZIP Counties Districts/municipalities Census tracts BRFSS units.
codes Population est., Population est., Population est.,
Hawai‘i neighbour islands
Maui 30 1 County 1 36 1
168,000 164,754 3300-7600/tract 168,000
Lanai 1
7,345
Molokai 1
7,345
Kauai 14 1 County 2 16 1
73,000 Kauai 73,000
72,800
Niihau
200
USAPI
Guam 16 1 Territory: 170,000 19 districts: 1
Dededo: 44,943 170,000

Yigo: 20,539
Tamuning: 18,972
Mangilao: 15,191
Barrigada: 9,676
Chalan Pago-Ordot: 6,822
Agat: 4,915

Santa Rita: 6,084
Sinajana: 2,592
Hagatna: 1,051
Asan-Maina: 2,137
Piti: 1,454

Yona: 6,484
Merizo: 1,850
Umatac: 647
Inarajan: 2,273
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Talofofo: 3,050
Mongmong-Toto-Maite: 6,825
Agana Heights: 3,496
Region YAl Counties Districts/municipalities Census tracts BRFSS units.
codes Population est., Population est., Population est.,
Northern 5 1 Territory: 47,000 4 municipalities: 1
Mariana Tinian: 3,540 47,000
Islands Saipan: 43,385
Rota: 2,527
Northern Islands: 377
American 5 1 Territory: 55,000 5 districts: 18 Tracts: 1
Samoa Eastern District Tract 9501: 1,487 55,000
Western District, Manu’a Tract 9502: 1,158
District Tract 9503: 2,415
Swains Island, Tract 9504: 1,376
Rose Atoll Tract 9505: 2,623
Tract 9506: 3,218
Tract 9507: 1,762
Tract 9508: 2,081
Tract 9509: 3,031
Tract 9510: 1,446
Tract 9511: 6,252
Tract 9512: 3,418
Tract 9513: 2,932
Tract 9514: 2,132
Tract 9515: 1,698
Tract 9516: 4,293
Tract 9517: 1,342
Region ZIP Counties Districts/municipalities Census tracts BRFSS units.
codes Population est., Population est., Population est.,
Compact of Free Association States
Federated 4 Total: 105,000
States of 1 each for | 4 states
Micronesia Yap Yap: 12,000
Pohnpei Pohnpei: 36,000
Chuuk Chuuk: 49,000
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Kosrae Kosrae: 8,000
Republic of the | 1 1 State: 65,000 24 inhabited atolls and islands,
Marshall though no formal county
Islands divisions:
Majuro: 27,800
Ebeye (Kwajalein Atoll): 15,000
Other islands and atolls: ~200-
2000
Palau 1 1 State: 18,000 16 states, which function
similarly to counties or
municipalities
Koror: 11,000
Other states: ~200-4000
Table 2
NS= Not suppressed - = = = = =
= : - - — S i
<) ~— — — Q =)
= 8 i 'y 'S ° = 2
v o 7] ) [} = o = o2
= =] <] = o = =]
O - = = = iz =R O o~
< = <) ) © = - g o = o
Qv i) @ 1] (=} o™ S o
= 92 |5 5 5~ g3 ELS = 8
= =28 o= == oS en 858 S o
= o =) ) S = o oQ Zz S
= <50 S s €3 €3S £ - 520 T N
& | B 5 S : 2 5 & £
=% =9 &) &) &) =] = c
Kauai 73298 7329.8 NS Possible suppression
Maui County 168307 | 16830.7 | NS Possible
suppression
Maui Census Tract 301 4500 450.0 NS Possible suppression
Maui Census Tract 302 6800 680.0 NS Possible suppression
Maui Census Tract 303 5200 520.0 NS Possible suppression
Maui Census Tract 304 6100 610.0 NS Possible suppression
Maui Census Tract 305 3400 340.0 NS Possible suppression
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Maui Census Tract 306 4200 420.0 NS Possible suppression

Maui Census Tract 307 7000 700.0 NS Possible suppression

Maui Census Tract 308 3100 310.0 NS Possible suppression

Maui Census Tract 309 5600 560.0 NS Possible suppression

Maui Census Tract 310 7600 760.0 NS Possible suppression

Maui Census Tract 311 2300 230.0 NS Possible suppression

Maui Census Tract 312 5900 590.0 NS Possible suppression

Maui Census Tract 313 4800 480.0 NS Possible suppression

Maui Census Tract 314 3700 370.0 NS Possible suppression

Maui Census Tract 315 4500 450.0 NS Possible suppression

Maui Census Tract 316 3900 390.0 NS Possible suppression

Maui Census Tract 317 5400 540.0 NS Possible suppression

Maui Census Tract 318 4200 420.0 NS Possible suppression

Maui Census Tract 319 3300 330.0 NS Possible suppression

Republic of Palau 18000 1800.0 NS Possible suppression

Koror 11000 1100.0 NS Possible suppression

Federated States of Micronesia | 105000 | 10500.0 | NS Possible

suppression

Yap (FSM) 12000 1200.0 NS Possible suppression

Chuuk (FSM) 49000 | 4900.0 NS Possible suppression

Pohnpei (FSM) 36000 | 3600.0 NS Possible suppression

Kosrae (FSM) 8000 800.0 NS Possible suppression

Republic of the Marshall | 60000 | 6000.0 NS Possible suppression
Islands

Majuro (Marshall Islands) 27800 | 2780.0 NS Possible suppression

Ebeye (Marshall Islands) 15000 1500.0 NS Possible suppression
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Guam 170179 | 170179 | NS Possible
suppression

Dededo (Guam) 44943 | 4494.3 NS Possible suppression

Yigo (Guam) 20539 | 2053.9 NS Possible suppression

Tamuning (Guam) 18972 1897.2 NS Possible suppression

Mangilao (Guam) 15191 1519.1 NS Possible suppression

Barrigada (Guam) 9676 967.6 NS Possible suppression

Chalan Pago-Ordot (Guam) 6822 682.2 NS Possible suppression

Agat (Guam) 4915 491.5 NS Possible suppression

Santa Rita (Guam) 6084 608.4 NS Possible suppression

Sinajana (Guam) 2592 259.2 NS Possible suppression

Hagatna (Guam) 1051 105.1 NS Possible suppression

Asan-Maina (Guam) 2137 213.7 NS Possible suppression

Piti (Guam) 1454 145.4 NS Possible suppression

Yona (Guam) 6484 648.4 NS Possible suppression

Merizo (Guam) 1850 185.0 NS Possible suppression

Umatac (Guam) 647 64.7 Possible suppression

Inarajan (Guam) 2273 227.3 NS Possible suppression

Talofofo (Guam) 3050 305.0 NS Possible suppression

Mongmong-Toto-Maite (Guam) 6825 682.5 NS Possible suppression

Agana Heights (Guam) 3496 349.6 NS Possible suppression

Northern Mariana Islands | 47329 | 47329 NS Possible suppression
(NMI)

Saipan (NMI) 43385 | 4338.5 NS Possible suppression

Tinian (NMI) 3540 354.0 NS Possible suppression

Rota (NMI) 2527 252.7 NS Possible suppression
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American Samoa (AS) 49710 | 4971.0 NS Possible suppression
AS Eastern District 23030 | 2303.0 NS Possible suppression
AS Western District 19950 1995.0 NS Possible suppression
AS Manu’a District 1100 110.0 NS Possible suppression

AS Swains Island 50 5.0 Possible suppression

AS Census Tract 9501 1487 148.7 NS Possible suppression

AS Census Tract 9502 1158 115.8 NS Possible suppression

AS Census Tract 9503 2415 241.5 NS Possible suppression

AS Census Tract 9504 1376 137.6 NS Possible suppression

AS Census Tract 9505 2623 262.3 NS Possible suppression

AS Census Tract 9506 3218 321.8 NS Possible suppression

AS Census Tract 9507 1762 176.2 NS Possible suppression

AS Census Tract 9508 2081 208.1 NS Possible suppression

AS Census Tract 9509 3031 303.1 NS Possible suppression

AS Census Tract 9510 1446 144.6 NS Possible suppression

AS Census Tract 9511 6252 625.2 NS Possible suppression

AS Census Tract 9512) 3418 341.8 NS Possible suppression

AS Census Tract 9513 2932 293.2 NS Possible suppression

AS Census Tract 9514 2132 213.2 NS Possible suppression

AS Census Tract 9515 1698 169.8 NS Possible suppression

AS Census Tract 9516 4293 429.3 NS Possible suppression

AS Census Tract 9517 1342 134.2 NS Possible suppression

AS Census Tract 9518 1708 170.8 NS Possible suppression
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Figures:

Figure 1: A. Statistical data suppression overview
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Figure 1: B. Example Hawai‘i impacts of differential privacy practices
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Figure 2: Wayfinding through Pacific data suppression - a framework
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