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Abstract

This thesis investigates the challenges faced by migrants in managing and
sharing personal data during migration processes, as well as the potential
privacy, security, and data sovereignty risks that may arise from poor data
management practices or malicious actors. It further examines the difficulties
migrants face in preserving their cultural heritage within their host countries.

Migrants are often required to disclose extensive personal and sensitive
information to immigration authorities and associated organisations, which
raises significant concerns regarding data privacy, data security, and data
sovereignty. These issues may result in adverse outcomes, including mis-
use of data, loss of control over personal information, and the loss of cul-
tural identity. To better understand these challenges, a study was conducted
with twenty migrants to explore their experiences with documentation pro-
cedures, their awareness of potential privacy risks, and their perspectives on
safeguarding cultural heritage information.

Based on insights from existing literature and the findings of the study,
this thesis proposes a Self-Sovereign Identity (SSI) and Verifiable Creden-
tials (VC) based system that enables paperless and secure data sharing and
management in a decentralised manner among stakeholders involved in the
migration process. The proposed solution also includes a mechanism that al-
lows migrants to securely store information related to their cultural heritage
using a decentralised approach and independently issue Verifiable Creden-
tials. The system utilises the Cardano blockchain, Hyperledger Identus, and
the InterPlanetary File System (IPFS) to ensure decentralisation, privacy
protection, data security, data sovereignty, and data integrity. A prototype
was developed to demonstrate the feasibility of the approach and was infor-
mally evaluated by a small group of migrant users to assess the usability and
acceptance of the proposed system.
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Chapter 1

Introduction and Background

1.1 Introduction

Migration has been a fundamental aspect of human survival and expansion
since ancient times. According to studies, anatomically modern humans first
appeared in Africa around 260,000-350,000 years ago and later migrated to
other parts of the world [1]. Throughout history, various groups of people
have migrated from one region to another at different points in time, often
in search of favourable places to live or to escape danger in their current
locations. The importance of migration is further emphasised by the fact
that it is not restricted to humans but is also observed in many other species
on the planet and can be considered an integral and universal process in the
natural world. Today, migration continues for similar reasons, reflecting its
lasting importance in human development.

According to the World Report 2024 by the International Organization
for Migration (IOM), a UN agency responsible for promoting humane and
orderly migration, the UN currently estimates that around 281 million people
live in foreign countries as migrants, which equals 3.6% of the world’s popu-
lation [2]. This figure is about five times higher than five decades ago, em-
phasising both the scale and rapid growth of international migration. In the
present era, the fundamental reasons for migration have not changed signifi-
cantly. Many people continue to migrate to escape threats such as wars and
natural disasters, often as refugees. The UNHCR (United Nations Refugee
Agency) estimates that approximately 117.3 million people worldwide were
forcibly displaced due to persecution, violence, human rights violations, and



other events that threaten public order [3]. Furthermore, a substantial pro-
portion of people migrate for work. According to estimates from the World
Migration Report 2024, there were 169 million migrant workers globally in
2019.

The 2024 International Labour Organization’s (ILO) report, ILO Global
Estimates of International Migrant Workers, indicates that in 2022 there
were 284.5 million international migrants worldwide, of whom 255.7 million
were of working age. The number of international migrants participating in
the labour force was estimated at 167.7 million, representing an increase of
3.1 million from the 2019 estimate of 164.6 million [4]. Migration thus plays
a significant role in the global economy, contributing to the generation of
wealth and the functioning of labour markets.

Another group of migrants, who may not be as numerous as workers
but are still significant, are international students. According to the Global
Migration Data Portal, there were 6.9 million international students globally
in 2022 [5]. Furthermore, from 1998 to 2022, the number of international
students has been steadily increasing, with only a slight decrease during the
COVID period. International student migrants contribute not only to the
educational and cultural environment of their host countries but also play a
vital role in the exchange and distribution of knowledge and technology across
borders. As Wang [6] notes, international student returnees enhance research
capacity and facilitate knowledge transfer, thereby promoting academic and
technological development in both their host and home countries.

1.2 Importance of migrant data security

Article 12 of the United Nations Universal Declaration of Human Rights
states:

“No one shall be subjected to arbitrary interference with his privacy, fam-
ily, home, or correspondence, nor to attacks upon his honour and reputation.
Everyone has the right to the protection of the law against such interference
or attacks.” [7]

Although the UN human rights declaration does not directly speak about
data security, it emphasises the importance of privacy. When we say privacy,
it does not necessarily involve privacy in the physical space, but could also
include data. Any harm, disadvantage, or difficulty an individual or a group
may suffer due to the lack of privacy can often be experienced directly or

10



indirectly due to a lack of security of their private data as well. The breach of
privacy occurs when personal information reaches those who are not supposed
to know it.

For example, consider a student living in a dorm with thin walls who
discusses a new project idea with a trusted friend, only to have a neighbour
overhear and steal the idea. A similar scenario could happen if that student
saves their data online in an unsecured storage space, making it vulnerable
to theft.

In the information age, where data, including personal and sensitive in-
formation, is stored online and across geographical boundaries, data security
plays a vital role in safeguarding the privacy of data owners. Depending on
their circumstances and the nature of the data, inadequate security could also
impact their physical safety, emotional well-being, and financial stability.

When it comes to groups such as migrants, a lot of their personal and
sensitive data is stored by authorities, migration-related organisations, as
well as third-party entities such as immigration consultants, whose services
are sought after by migrants due to the complex nature of certain types of
migration. Sensitive data refers to information that could be used to harm
or exploit individuals. This includes personally identifiable information such
as passport details, biometric data, health-related information, religious or
political beliefs, ethnic or racial background, financial data, and criminal
records. Storing such data is vital not only for the security of the nation host-
ing these individuals but also for the protection of the migrants themselves.
It enables authorities to make evidence-based decisions, whether concerning
a refugee fleeing a dangerous situation or a migrant labourer seeking better
opportunities abroad.

Another issue migrants may face due to a lack of data security is becoming
victims of scams. If entities with malicious intent get hold of an immigrant’s
data, they may try to exploit them. Migrants, especially in the early stages
of settling in a new country, are often unaware of the rules and norms of
the system, which can make them vulnerable to scams. One such example
is the phone scams in New Zealand that targeted immigrants. According
to the National Cyber Security Centre of New Zealand, in the last quarter
of 2023, a large number of calls were made to immigrants on visas in New
Zealand, specifically targeting Mandarin-speaking individuals [8]. The callers
pretended to be from Immigration New Zealand, asking victims to provide
personal and sensitive information and, in some cases, to make payments
to resolve visa issues. This example demonstrates the risks migrants face if
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their personal data, in this case their phone numbers, is leaked.

1.3 Data Storage and Ownership Rights

In the past, data in general was stored within geographical boundaries, of-
ten within the office building of the organisation that collected the data.
However, as the Information Technology (IT) industry evolved and when IT
corporations began offering more flexible and cheaper I'T solutions, such as
cloud computing, and when the cost of the Internet also dropped, organisa-
tions found it more advantageous to use such services and solutions for their
data processing and storage needs rather than handling everything in-house.
Nowadays, cloud providers often store data across multiple geographical lo-
cations, depending on where their servers are located. In some instances, the
owner of the data has a say in which region the data should be stored; in
others they do not. For example, if an individual creates a virtual machine
using Google Cloud, they can specify the region for their server. However, if
someone uses Google Sheets to store data, they have no control over where
that data is stored.

These developments create significant complexities regarding access rights
to data. For instance, the United States government passed the “Cloud Act”
[9] in 2018, which mandates that American companies providing electronic
communication services must grant access to user data if requested by US
law enforcement agencies under certain conditions. While the Act specifies
certain conditions, it effectively means that user data can be accessed by
authorities. Similar laws exist in various countries and regions worldwide,
indicating that personal data is not guaranteed to remain private.

In today’s digital marketing landscape and age of Artificial Intelligence
(AI), data has become an incredibly valuable commodity. Technology corpo-
rations often show a strong desire for data. Individuals’ data can be accessed
by various service providers in multiple ways. One common method involves
the use of bots, which may range from simple programs that supply data
to search engines to more sophisticated systems that provide information to
machine learning models. Major tech companies, including Google with its
Gemini platform and Microsoft with its CoPilot, require vast amounts of data
to train their models and improve their Al platforms. However, the clauses
related to data collection are often buried in lengthy digital agreements, and
options for data sharing are typically enabled by default in the tools and
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technologies provided by companies. As a result, users often give consent to
share their data without properly understanding the terms, which can be a
daunting task in itself. When it comes to collecting and storing migrant data,
significant risks arise if that data is compromised by tyrannical governments
or private corporations. For instance, if the personal data of a refugee fleeing
persecution is exposed, they could become easy targets for those pursuing
them. Additionally, sensitive information related to health, past criminal
records, race, or religious beliefs can lead to discrimination against migrants
in areas such as employment, housing, or access to other benefits.
According to a 2019 article published in Science [10], a significant racial
bias was identified in an algorithm used in the US healthcare system. The
algorithm, designed to allocate additional healthcare resources, consistently
underestimated the health needs of Black patients compared to white patients
with similar scores. In reality, Black patients were sicker than the algorithm
indicated. Similarly, in 2015, it was discovered that a tool developed by
Amazon for reviewing job applications discriminated against female appli-
cants in the hiring process for software development positions [11]. These
cases illustrate how reliance on algorithms that access private data can lead
to biased decisions that disadvantage specific populations or groups.
Indigenous peoples are another group vulnerable to bias. The Mana
Raraunga: Data Sovereignty report, published by the Royal Society Te
Aparangi [12], highlights the importance of establishing strong privacy reg-
ulation standards for Indigenous communities, particularly the Maori popu-
lation in Aotearoa New Zealand. The report notes that, in many Indigenous
worldviews, knowledge belongs to the collective, and responsibility is shared
for transmitting Indigenous ways of being, knowing, and doing through the
generations. Therefore, collective rights and reciprocal obligations are funda-
mental to Indigenous knowledge systems and data sovereignty. Furthermore,
the report notes that Indigenous and other marginalised peoples are more
likely to be profiled through big data, algorithms, and predictive modelling.
Similarly, migrants often encounter comparable challenges, particularly in
terms of data representation, surveillance, and limited control over cultural
or personal information. Both groups share concerns regarding who collects
their data, how it is interpreted and used, and whether it deepens exist-
ing social inequalities. The emergence of digital platforms such as Ahau
(https://ahau.io) demonstrates a growing commitment to community-
controlled data management and cultural preservation. Although such plat-
forms do not directly address indigenous data security concerns, they are
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designed to capture, digitise, and securely store important historical and
genealogical information of Maori tribes in New Zealand.

1.4 Importance of cultural heritage for mi-
grants

Cultural heritage can be described as the ways of life or knowledge that were
passed down from earlier generations. These cultural practices are preserved
because they are believed to enhance the community’s chances of leading a
better life. When populations migrate, they often carry their native culture
and knowledge to their new environments. Each community may have its
unique cultural heritage, which they strive to preserve across generations.

According to Portes & Rumbaut [13], migration has an impact on cultural
heritage and on defining one’s own identity. For a migrant who has moved
from their native place and culture to a new place, everything may seem un-
familiar and overwhelming. Over time, they may adapt to the host culture, a
process that can alter their sense of self and cultural heritage. This transition
can be even more challenging for the immediate descendants of the migrants
who were born and raised in the new place (see pages 218-219 in Portes
& Rumbaut). These second-generation migrants often wander between two
different cultural worlds, one at home and another in their neighbourhoods
or schools. This duality can create confusion and challenges, particularly
during their formative years.

According to a study, “Impact of Migration on Identity Formation: A
Study of Second-Generation Immigrants” by Washington Omole [14], access
to culturally sensitive resources such as educational programmes, commu-
nity organisations, and mentorship helps second-generation migrants navi-
gate the complex identity challenges posed by migration and enhances their
resilience. The study further calls for inclusive policies and initiatives that
affirm the diverse cultural identities of immigrants, fostering cultural inte-
gration and well-being. It advocates for culturally responsive approaches to
second-generation immigrants’ identity development and stresses the need to
recognise and value the diverse contributions of immigrant communities.

Another important aspect of preserving cultural heritage is the continuity
of traditions and knowledge. Masi Sadaiyan and Vadivel Gopal are two In-
dian migrants who were hired by the University of Florida to catch pythons,
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which have become a problem for the state of Florida [15]. They belong to
one of India’s oldest tribes, the Irula, residing in the state of Tamil Nadu.
The Irula tribe is renowned for its generational knowledge and exceptional
skill in snake catching [16]. They are not only experts in capturing snakes
but also have expertise in extracting venom to create antivenom, which can
be quite lucrative. Although the origins of the tribe and their connection to
snakes are not entirely clear, they have a rich and vibrant tradition involv-
ing a deity closely associated with cobras. In India, the Irula community
is often marginalised, facing discrimination, illiteracy, and low-income liveli-
hoods primarily derived from snake catching [16]. Unfortunately, they are
frequently exploited by others. Masi and Vadivel are considered among the
last generations with a profound understanding of reptiles, as many in the
younger generation show little interest in continuing these traditional prac-
tices for various reasons. Despite the challenges faced by the Irula community
in their native lands, preserving the knowledge and skills of individuals like
Masi and Vadivel, while giving them control over how their knowledge is
handled, would benefit not only these migrants but also their entire tribe.

In June 2024, the online community “La Blouse Roumaine”, which is
dedicated to promoting the traditional Romanian blouse known as the “ie”,
criticised the luxury fashion brand Louis Vuitton for violating the cultural
rights of Romanian communities [17]. The controversy arose after Louis Vuit-
ton introduced to the market a blouse strikingly similar to the ie, without
giving due credit or acknowledgement to its roots as a symbol of Romanian
folk culture. The issue gained significant attention, even prompting Roma-
nia’s Minister of Culture to intervene. Later that same month, Louis Vuit-
ton issued an apology for failing to acknowledge the Romanian tradition and
withdrew the blouse from its collection [18]. While it is unclear how Louis
Vuitton first encountered this cultural symbol, the case demonstrates how
easily cultural heritage can be exploited or misrepresented. Similar risks ex-
ist for migrants, whose traditions and cultural expressions may also be taken,
commodified, or misused without proper recognition.

When it comes to cultural heritage, migrant communities often face two
main types of threats. First, their traditions and cultural practices may
gradually fade over time, as they are influenced or overshadowed by the
dominant culture and traditions of the countries to which they have migrated.
Second, their cultural expressions may be taken or used without permission,
often without any acknowledgement of their origins.
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1.5 Blockchain-based technology for migrant
data security and preserving cultural her-
itage

A 1991 article by Stuart Haber and W. Scott Stornetta [19] outlined a method
for timestamping digital documents to prevent users from backdating or
forward-dating them. The paper discussed the use of cryptographic hash
functions to achieve this. It may be regarded as one of the predecessors
to blockchain technology, which later transformed the digital financial world
and peer-to-peer applications. The following year, together with Dave Bayer,
they proposed a system employing Merkle trees in their paper titled “Improv-
ing the Efficiency and Reliability of Digital Time-Stamping” [20]. Building
on the concepts described in these earlier works, Satoshi Nakamoto presented
the idea of the blockchain in 2008 in the paper on Bitcoin [21]. In this paper,
they described an electronic cash system that was decentralised, did not re-
quire the mediation of a financial institution, and could be transferred from
one person to another. They leveraged the use of Merkle trees and digital
signatures, and applied proof-of-work as a consensus mechanism. Although
they did not use the term “blockchain,” they proposed a method of link-
ing blocks to form a continuous chain. The technology gained widespread
popularity with the launch of Bitcoin in 2009, marking its emergence as a
foundational element of digital currencies. Furthermore, blockchain-based
technology provides a key framework supporting decentralised applications
(dApps).

A blockchain can be described as a distributed digital ledger technology
used to record transactions across multiple nodes in a secure, transparent,
and tamper-resistant manner. Transactions are grouped into blocks and
linked to the previous block using cryptographic hashes, forming a chain-
like structure. Within each block, transactions are organised using a Merkle
tree, which allows efficient and secure verification of individual transactions
without requiring access to the entire block. Each node participating in
the network maintains a copy of the blockchain. Once data is recorded,
altering it would require modifying all subsequent blocks and re-achieving
consensus across the network, which is computationally not feasible in large,
decentralised blockchains.

The architecture of blockchain-based technology makes it a promising
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solution for gathering and maintaining data securely, in a tamper-resistant
manner. Blockchains operate on peer-to-peer networks, and a copy of the
data exists across all nodes, reducing the risk of a single point of failure.
Cryptography is a fundamental part of blockchain technology, ensuring data
confidentiality and integrity by preventing unauthorised decryption or modi-
fication. The structure of blocks ensures that altering data requires modifying
all subsequent blocks, making tampering extremely difficult. Blockchains can
be categorised based on access level as public or private. Public blockchains
are open to all, while private blockchains are restricted to authorised par-
ticipants. While public blockchains store data transparently, privacy can be
enhanced through encryption or private networks, mitigating the risk of ex-
ternal access or misuse. Since participants can collectively control access and
manage the network, blockchain can also support data sovereignty, allowing
communities or individuals to retain authority over their own information.
These qualities make blockchain a robust solution for preserving data with
enhanced security, integrity, and participant-controlled governance. This will
be explored in more detail in section 5.4.

1.6 Cardano

Cardano is a blockchain platform designed with a research-driven method-
ology, incorporating principles from formal verification and peer-reviewed
academic research. It is run by a Swiss-based independent not-for-profit
organization, the Cardano Foundation. Like many other blockchain plat-
forms, Cardano includes a smart contract platform. A smart contract is an
automated mechanism within the blockchain environment that enforces the
terms of digital agreements. Its smart contract platform is designed to sup-
port complex and large-scale decentralized applications (dApps). Security
is a core principle in Cardano, and it allows isolated testing of components,
which contributes to the overall stability and robustness of the platform. As
a fully open-source project, it is designed to support diverse financial and
social applications. Cardano uses the Proof-of-Stake consensus mechanism
called Ouroboros, which is the first provably secure Proof-of-Stake protocol
and one of the first blockchain protocols designed using peer-reviewed re-
search. Unlike many other blockchain platforms, which consume substantial
energy, Cardano is considered highly energy-efficient due to its Proof-of-Stake
consensus mechanism [22]. Furthermore, according to the Cardano Founda-

17



tion, Cardano is taking steps to measure and report its energy consumption
and carbon footprint according to the Markets in Crypto-Assets Regulation
(MiCA) guidelines, which are issued by the European Securities and Markets
Authority [23]. A more detailed discussion of Cardano is provided in section
5.4.5.

1.7 Problem Statement

This research addresses two principal issues faced by migrants.

The first concerns the protection of personal and sensitive data, partic-
ularly the vulnerability of migrants to data breaches arising from various
factors, including negligence or errors by authorities, threats from external
entities, and structural weaknesses within immigration systems. Migrants
often have limited or no control over their own data. As discussed in ear-
lier sections of this report, when data is stored within specific geographical
jurisdictions or managed by entities subject to particular governmental reg-
ulations, the migrants to whom the data belongs frequently lose any say in
who can access it. Such circumstances may have serious implications for the
well-being, privacy, and security of migrants.

The second issue relates to the challenges migrants face in preserving their
cultural heritage while residing in host countries. These difficulties may arise
from exploitation by external actors, the lack of effective mechanisms for
safeguarding cultural assets, or insufficient preservation efforts. Over time,
these factors can contribute to the gradual destruction of cultural identity and
heritage across generations. Similar to the handling of personal and sensitive
data, cultural heritage information may also fall under the jurisdiction of
certain governments, thereby limiting community ownership and control.

Current systems that manage migrant data are largely centralised. Al-
though immigration authorities and related organisations have introduced
mechanisms to protect the privacy of migrants, these systems do not always
provide adequate protection in all circumstances. To address these chal-
lenges, there is a need for a system that enables migrants or prospective
migrants to store their personal data securely, share it safely with immi-
gration authorities or other relevant bodies, and minimise the risk of data
breaches or misuse. Such a system should allow migrants to complete immi-
gration and documentation processes without compromising the security or
ownership of their data.
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Furthermore, migrants and migrant communities should have a means to
preserve, share, and, if desired, monetise their cultural heritage information
safely, ensuring that ownership remains with the individuals or communities
concerned.

At present, due to the centralised nature of existing systems, migrants
lack control over their personal data. Likewise, most data management tools
used for preserving cultural heritage are also centralised. Although some
decentralised migrant data management and cultural preservation systems
exist, they do not address the need for a mechanism that allows migrants to
securely share their personal and sensitive data with relevant authorities, or
to preserve, share, and monetise their cultural heritage in a safe and reliable
manner.

In summary, migrants face significant challenges in maintaining control
over their personal and cultural data due to the centralised nature of current
systems. This research therefore aims to explore how the Cardano blockchain
and decentralized technologies can be applied to develop a secure, decen-
tralised mechanism that empowers migrants to manage, share, and preserve
their data and cultural heritage safely.

1.8 Research Aim

The aim of this research is to design and evaluate a decentralised system,
using the Cardano blockchain and related decentralised technologies, that
enables migrants to securely store, share, and manage personal data and
cultural heritage information while maintaining ownership and privacy.

1.9 Research Objectives

To achieve the research aim, the following objectives have been identified:

e Analyse existing research and systems related to migrant data manage-
ment and decentralised technologies.

e Conduct a requirements analysis to identify the data security, privacy,
and cultural heritage preservation needs of migrant communities.
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e Design a decentralised system architecture utilising the Cardano blockchain

and related technologies, with a focus on data sovereignty, security, and
usability.

e Develop and deploy a functional prototype of the proposed system on
the Cardano testnet.

e Gather and analyse user feedback to provide recommendations for fu-
ture improvements and system scalability.

1.10 Thesis Structure

This thesis is divided into ten chapters and an appendices section containing
supporting material. Chapter 1 discusses the background of the study, in-
cluding migrant data security, cultural heritage preservation, and blockchain
technology, and presents the problem statement, research aim, and research
objectives. Chapter 2 reviews relevant literature on national data infras-
tructures, blockchain-based identity systems, the tokenisation of property
rights, and cultural heritage preservation. Chapter 3 outlines the research
methodology, including ethical considerations, participant recruitment, data
collection procedures, and analytical methods. Chapter 4 presents the re-
sults of the questionnaire, covering both open and closed ended responses,
along with insights gained from conversations with participants. Chapter
5 discusses the design of the proposed solution, examining current practices
related to migrant data and documentation handling, identifying limitations
within the existing system, presenting an overview of the proposed system,
and introducing key concepts such as blockchain technology, decentralised
identifiers, verifiable credentials, and InterPlanetary File System (IPFS).
Chapter 6 describes the implementation of the prototype system, including
system components, processes, credential flows, and privacy and security con-
siderations. Chapter 7 evaluates the prototype in relation to the research
objectives. Chapter 8 discusses the limitations of both the research and
the prototype. Chapter 9 provides recommendations and outlines potential
future work, and Chapter 10 concludes the thesis. The appendices supply
supplementary material, including development details, survey documenta-
tion, and a user guide.
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Chapter 2

Literature Review

2.1 National Data Infrastructure Blueprint
for Aotearoa New Zealand

The National Data Infrastructure (NDI) Blueprint for Aotearoa New Zealand
[24] highlights the need for a secure, trusted, and interoperable data ecosys-
tem. The blueprint identifies several problems in current data-sharing prac-
tices, including limited control over data infrastructure, low trust in digital
systems, and frequent duplication and inconsistency of data across organisa-
tions and platforms.

The blueprint proposes a system in which individuals can establish a
verified digital identity, share data in a trusted way, control access to their
data, and decide how their data is processed. It emphasises that the NDI
should be built on existing technologies, open standards, and well-established
protocols, while delivering efficiency, usability, and trust for end users.

For individuals, the blueprint expects the NDI to provide a safe and user-
friendly means to prove their identity online and manage how third parties
access or process their personal information. For organisations, it offers par-
allel benefits and enables them to participate as service providers within the
NDI ecosystem if they choose. A central concept in the blueprint is data
minimisation, which allows users to disclose only the minimal information
necessary to access a service, via standardised and trustworthy mechanisms.

The NDI is not centrally managed by the government or any single or-
ganisation. Instead, it is designed as a distributed ecosystem, operated by
multiple independent providers who comply with the same set of open stan-

21



dards and rules, an architecture analogous to the Internet. The principal
capabilities of the NDI include identity verification, credential issuance and
validation, access management, and providing users with a personal data
store that they control, rather than having digital services retain multiple
copies of their data. The blueprint also describes mechanisms for secure,
privacy-preserving data processing in mutually trusted environments.

The blueprint notes that individuals often lack transparency regarding
whether organisations handling their data follow good practices, meet stan-
dards, or where their data is stored (either geographically or legally). To
address this, the NDI introduces the concept of Trusted Custodians. These
are independent service providers operating under the NDI’s trust framework
and responsible for handling identity and data services on behalf of users. It
also highlights that users frequently must share more personal data than is
strictly necessary, for instance, providing a full identity document even when
only a single attribute needs to be verified.

Technically, the blueprint discusses the use of verifiable credentials and
cryptographic mechanisms for identity verification. Users keep control of
their private keys to assert their identity. The blueprint also adopts con-
cepts from the World Wide Web Consortium (W3C) Verifiable Credentials
model, including verifiable credentials and verifiable presentations, which al-
low users to selectively disclose only the information required by a verifier
while providing cryptographic proof of authenticity.

Furthermore, the blueprint discusses potential implementation approaches,
including blockchain based and Verifiable Data Registry (VDR) based mod-
els for managing decentralized identifiers (DIDs) and verifiable credentials
(VC). However, it warns that blockchains may lead to high computational
cost, reduced efficiency, and environmental impact. It further notes that the
complexity of blockchain systems may prevent broad participation, and that
their public nature requires careful privacy preserving design.

The blueprint acknowledges the concept of a VDR within the W3C Ver-
ifiable Credentials framework, describing how a VDR can provide integrity
services in a multi-issuer, multi-verifier ecosystem (e.g., recording creden-
tials, publishing issuer certificates, and managing revocation lists). While
the blueprint considers decentralised on chain storage via blockchain to be
impractical for some use cases, it suggests alternative approaches, for exam-
ple, JSON Web Key (JWK) / JavaScript Object Signing and Encryption
(JOSE) key lookups for fetching issuer certificates.

In contrast, the prototype developed in this research implements a VDR
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on the Cardano blockchain and utilises Hyperledger Identus as the identity
management framework (see Section 5.3 for details). This design enables
decentralised issuance, validation, and revocation of credentials, while main-
taining alignment with the NDI’s principles of distributed trust, user control,
and data minimisation.

Unlike the more general architectural proposals in the blueprint, the pro-
totype described here makes specific design decisions tailored to migrant
data security and cultural heritage preservation. It is implemented on Car-
dano, selected for its lower energy consumption and reduced operating cost
compared to many other blockchain technologies, thereby minimising envi-
ronmental impact.

The system protects user privacy through encryption and established best
practices, ensuring sensitive data remains secure yet usable. It is in line with
the principle of data minimisation, users can share only the specific informa-
tion required by a service, and all interactions are cryptographically validated
using digital signatures. The prototype application also uses JSON-based
JWT tokens. It supports Decentralised Identifiers, identity verification, cre-
dential issuance and validation, access management, and provides a mecha-
nism for users to securely store their data in a decentralized manner, many
of the concepts recommended by the paper. While the prototype is fully
functional and usable, further improvements could enhance its usability and
accessibility in future versions.

In an immigration context, organisations such as the International Or-
ganization for Migration (IOM) and private companies (e.g., VFS Global)
already verify documents, process data, and issue credentials. In the proto-
type, these parties can act as trusted third parties, an idea similar to the
Trusted Custodians concept mentioned in the paper. They are responsible
for validating credentials, securely storing data in a decentralised manner,
and facilitating verifiable interactions between users and service providers.

2.2 Deployment of a Blockchain-Based Self-
Sovereign Identity
The paper by Stokkink and Pouwelse [25] focuses on Self-Sovereign Identity

(SSI), an identity model that is created, managed, and used by individuals
without relying on a centralised authority. This approach places trust in
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users rather than institutions and enables open enrolment, allowing anyone
to participate in the system without requiring permission. The authors list a
number of core SSI principles, including Existence, Control, Access, Trans-
parency, Persistence, Portability, Interoperability, Consent, and Minimisa-
tion, and additionally introduce the property of Provability. Their proposed
government-level identity system enables users to maintain control over their
identity without depending on institutional validation. They argue that cryp-
tographic mechanisms limit opportunities for fraud by requiring all claims to
be provable.

In their blockchain based model, users are bound to the claims they issue,
ensuring accountability if they attempt to fraud the system. The authors ar-
gue that, unlike traditional blockchain networks, their design prevents a user
from being removed through a 51% attack because each user maintains their
own personalised blockchain. They emphasise the need for strong signature
algorithms and cryptographic keys and propose that users’ digital signatures
should be legally recognised by government authorities. Furthermore, they
state that the global state of the network should remain readable to gov-
ernment institutions to support the detection of malpractice, and that legal
mechanisms should be established to penalise fraudulent behaviour.

The paper also insists that a user’s claims should only be considered valid
if they can be proven and verified by multiple independent attestors. If an
attestor provides an attestation that later proves to be incorrect, the attestor
should also face penalties. To enhance privacy, the authors recommend the
use of zero-knowledge proofs, allowing users to demonstrate the truth of
a claim without disclosing the underlying data. They further propose a
revocation mechanism in which a unique challenge is sent to the attesting
party via the identity holder, ensuring that the holder’s consent is part of
the revocation process. Finally, the authors stress that information disclosed
through claims must be limited to the specific verifier and purpose for which
it is intended, strengthening the principle of data minimisation within the
SSI ecosystem.

The prototype application built for this thesis is based on SSI principles
and, when compared to the principles outlined in Stokkink and Pouwelse, it
follows most of them. The application ensures that users have an independent
existence via DIDs, maintain control over their DIDs, and have access to
their own data. The system and algorithms employed are widely used and
open source. Furthermore, the DIDs created by users are long lived and
transferable, disclosure of claims is selective, and maximum efforts have been
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made to protect users’ rights and privacy. In addition, the identities and VCs
are provable through cryptography.

Although the paper states that users may be vulnerable to a 51% attack in
traditional blockchains, the DIDs in the prototype are based on the Cardano
network. It is reasonable to assume that such an attack is highly unlikely due
to Cardano’s design and security measures (see Section 5.4.5 for details). The
paper suggests that government support for cryptographic digital signatures
would be beneficial, a point that aligns with the prototype. However, its
recommendation that the global state of the network must be readable by the
government is not necessary for migrant data. In this context, a trusted third
party appointed by the immigration authorities of the respective government
is sufficient, and it is reasonable to assume they have the expertise to detect
fraudulent applicants.

In the prototype built for this thesis, verification by the trusted third
party is sufficient because a single VC can contain claims from multiple doc-
uments, and the trusted third party ensures that all documents are valid. For
revocation, the verifier checks the trusted third party’s revocation registry,
therefore, no additional challenge response mechanisms are required.

2.3 Blockchain for Migrants: Promoting Self-
Sovereign Identity and Financial Inclu-
sion

The article by Francoise Vasselin [26] discusses Distributed Ledger Technol-
ogy (DLT), focusing on how blockchain can help address challenges migrants
face related to rights, protection, identity management, and access to finan-
cial services. It explains how blockchain supports SSI and provides the core
infrastructure needed to achieve it. The article argues that combining cryp-
tocurrencies with SSI has the potential to promote the economic inclusion of
migrants. It notes that the absence of reliable and authentic documentation
creates difficulties for institutions interacting with migrants and emphasises
the importance of trustworthy documents for establishing confidence between
migrants and authorities in their host countries. The article highlights that
forced migrants, such as refugees fleeing conflict, are more likely to lack re-
liable documents. Because of this, it stresses the importance of blockchain
based recording as an immutable and trustworthy source of information.
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The article reviews several blockchain based identity initiatives, includ-
ing Sovrin, IBM and Visa’s digital identity system, the ID2020 Alliance, and
BanQu. It emphasises that strong cryptographic algorithms make falsifying
information extremely difficult, and that this level of security is essential
when handling sensitive personal data and financial transactions. It also dis-
cusses how, on today’s internet, individuals have limited control over their
data, consent, and usage, due to the dominance of centralised, corporate
infrastructures. It compares these systems with blockchain based solutions,
arguing that blockchain offers enhanced security, user control, and trans-
parency for SSI. It considers points such as failure risk, data ownership,
security, transparency, and auditability, concluding that blockchain architec-
tures provide significant advantages over centralised or cloud-based models.
The article evaluates systems such as Sovrin, Civic, uPort, Jolocom, On-
tology, Veres One, and Remme, noting that the Sovrin Network stands out
as an open-source, decentralised identity network designed for self-sovereign
identity. It argues that with Sovrin, migrants can securely and independently
manage their identity data, giving them greater autonomy and control.

Furthermore, the article notes that Sovrin is built on Hyperledger Indy
and operates as a public permissioned blockchain, where anyone may submit
transactions, while network validation is performed by a designated group of
trusted nodes. Although Sovrin was an influential early implementation of
SSI principles, the Sovrin Network has since been discontinued due to low
usage, insufficient investment, technical challenges (including issues related
to resource allocation), and limited community engagement [27]. Its closure
highlights the practical, financial, and governance difficulties involved in sus-
taining decentralised identity infrastructures for widespread use, even when
the core concepts remain important within the broader SSI ecosystem.

The prototype application developed for this research also builds on a
project based on Hyperledger technology (Identus), but it uses a public per-
missionless blockchain, Cardano, where validation is carried out by any par-
ticipating node in the network. Although Sovrin was shut down for the
reasons noted above, it is reasonable to conclude that the failure was not
fundamental to blockchain technology itself, but rather related to limited
adoption and ecosystem participation.
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2.4 The digital tokenization of property rights.
A comparative perspective

The paper by Rosa M. Garcia-Teruel and Héctor Simén-Moreno [28] exam-
ines the use of digital tokens to represent and transfer rights over real-world
assets. Their work explores whether the transfer of a token on a blockchain
can successfully represent the transfer of ownership or other property rights
without relying on traditional intermediaries. The authors analyse the legal
implications of such tokenisation within decentralised environments, high-
lighting the challenges posed by existing property law principles. They pro-
pose a model for tokenising the right to enjoy someone else’s asset, known
as a usufruct, over real estate and evaluate its compatibility across different
legal jurisdictions. The paper ultimately recommends adapting private law
rules to accommodate the tokenisation of property rights, while recognising
the practical and legal limitations that must still be addressed.

The authors also discuss the role of smart contracts and computer code
in facilitating the guarantees associated with transferring rights. They em-
phasise that such transactions may increasingly combine natural language
agreements with automated blockchain logic. They provide conceptual ex-
amples where payments or conditions linked to the transfer of rights, such
as obligations associated with land use, could be automatically monitored
or enforced through smart contracts. Furthermore, the paper highlights the
risk that a token may not be directly or legally connected to the underlying
asset. If the legal system does not recognise the token transfer, off-chain
agreements could conflict with the transfer recorded on the blockchain. The
authors therefore stress the need for mechanisms that ensure adequate pub-
licity, legal recognition, and protection of third parties when property rights
are tokenised.

Although the paper focuses on property-related rights, its insights are
relevant to the system developed in this thesis. The prototype application
developed for this research, issues Verifiable Credentials rather than tokens
to establish usage rights over cultural heritage artefacts, such as audio, text,
images, video, and other forms of traditional knowledge. For such a system
to operate smoothly, some degree of legal clarity and regulatory support will
eventually be necessary, and the paper provides useful guidance on this point.
The concern that a token might not be directly connected to its underlying
asset is also applicable to cultural heritage artefacts. In the system proposed
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in this thesis, this is addressed by including the file hash within the Verifiable
Credential, which creates an indirect but reliable link between the credential
and the specific artefact. The file hash is generated using a cryptographic
hash algorithm, which produces a unique output for each file (see section
5.4.1 for details). However, the paper’s discussion of an owner entering into
multiple conflicting agreements is less relevant in this context, since the aim
of the prototype is to grant legitimate usage rights rather than to restrict or
transfer possession of the artefact. This distinction will be explored further
in the future work section.

2.5 Cultural heritage preservation by using
blockchain technologies

The article by Tréek [29] examines how blockchain technologies can be ap-
plied to cultural heritage preservation, particularly in combination with tourism.
The author proposes a multilayered architecture consisting of a ledger layer,
a consensus layer and an incentives layer. A main feature of this model is the
concept of users contributing their mobile phone’s computational resources
and, in return, receiving digital tokens. This incentive mechanism aims to
create a sustainable ecosystem for supporting digital preservation activities.

The author argues that cultural heritage, both tangible and intangible,
should ideally be preserved in its original form for as long as possible, and
that blockchain technologies can support this goal by ensuring immutability
and integrity. Blockchain cryptographic and consensus mechanisms help se-
cure cultural heritage related metadata, promoting transparency, openness
and public accessibility. The paper emphasises the significance not only of
physical artefacts but also of intangible heritage, such as literature, oral tradi-
tions, poetry and mythologies. It also highlights the ubiquity of smartphones
as an enabling factor, since these devices can participate in a peer-to-peer
preservation network.

The paper compares its proposed approach with mainstream blockchain
platforms and identifies several limitations in existing systems. These in-
clude the high energy consumption of proof of work algorithms, the heavy
computational demands of conventional public key cryptography and the vul-
nerability of widely used cryptography algorithms to future quantum com-
puting attacks. In order to address this, the proposed architecture makes
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use of lightweight, hash-based cryptography which provides better quantum
resistance and reduces computational overhead.

The use of smart contracts is also discussed, particularly with regard to
their potential role in automating processes related to heritage documen-
tation and access control. The paper briefly considers non fungible tokens
(NFTs) in this context, although it stresses that the primary focus is not on
tokenisation but on long term integrity and preservation. The architecture
also distinguishes between the metadata stored on the blockchain and the
large cultural heritage files themselves, which may range from text data to
high resolution images, 4K video recordings and detailed 3D models. It sug-
gests storing only the relevant hashes on the blockchain while keeping the
heavy data in cloud storage. The paper argues that this model helps main-
tain verifiability while preventing excessive ledger growth. It claims that
this approach enables the blockchain to grow much more slowly than tra-
ditional blockchains and contributes to system sustainability. Although the
system employs a proof of work style consensus mechanism, it is deliberately
simplified so that it remains computationally feasible on mobile devices. Dig-
ital tokens generated within the incentive layer are stored off chain in cloud
databases so that the blockchain ledger remains lightweight.

This paper discusses several important aspects of blockchain technology
that are relevant to cultural heritage preservation. Although it focuses mainly
on tourism-related heritage, it emphasises the importance of cultural heritage
information, including intangible data, which is highly relevant to this the-
sis. It reinforces the idea that blockchain can be a useful mechanism for
protecting and verifying cultural-heritage-related information. Its discussion
of the weaknesses of mainstream blockchain technology is also informative.
Although the system proposed in this thesis uses Cardano, which employs
a proof-of-stake consensus mechanism and is therefore more energy efficient
than proof-of-work blockchains (see section 1.6 for details), it is important to
acknowledge concerns regarding the computational demands of some cryp-
tographic algorithms and the potential vulnerability of current public-key
schemes to future quantum-computing attacks. Cardano depends on elliptic-
curve cryptography (specifically Ed25519), which, like other classical public-
key algorithms, would be at risk if large scale quantum computers capable
of breaking such encryption were to emerge in the future. According to
publicly available information, the Cardano ecosystem is actively exploring
approaches to mitigate these potential risks [30]. Furthermore, cryptography
and quantum computing experts suggest that there is a growing likelihood
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that quantum computers capable of breaking current public-key algorithms
could appear within the next 20 to 30 years. Some forecasts indicate a 10 to
30 year window, with low probability scenarios pointing to possible successful
quantum attacks as early as 2034 [31]. This shows that the risk is long-term
rather than immediate. Therefore, the use of the Cardano blockchain in this
thesis is reasonable. Any performance limitations associated with the cryp-
tographic algorithms in use can be considered negligible in the context of the
proposed system. Given that Cardano is under active development with a
strong emphasis on sustainability and long-term security, it is reasonable to
expect that future updates will continue to address these considerations.

2.6 Discussion of the Literature

First, the NDI Blueprint for Aotearoa New Zealand [24] was analysed. It
identifies issues such as users having limited control over their data, data du-
plication, and low trust in digital systems. The blueprint proposes a system
in which individuals can have a verified digital identity and share their data
securely, applying the principle of data minimisation. The system is designed
as a distributed ecosystem operated by multiple independent providers who
comply with a set of open standards. Key features include identity verifica-
tion, credential issuance and validation, access management, and providing
users with a personal data store that they control. The blueprint also in-
troduces the concept of Trusted Custodians, independent service providers
operating under the NDI’s trust framework. It discusses VCs and Verifi-
able Presentations, which enable selective disclosure of data with crypto-
graphic proof of authenticity. Furthermore, it examines VDR based mod-
els for managing DIDs and VCs. However, it notes that blockchain-based
approaches may result in high computational cost, reduced efficiency, and
environmental impact. The blueprint also suggests alternative approaches,
such as JWK/JOSE key lookups, for fetching issuer certificates instead of
storing all data on-chain.

Stokkink and Pouwelse [25] discuss SSI and identify a set of core prin-
ciples as the basis for such systems. They are Existence, Control, Access,
Transparency, Persistence, Portability, Interoperability, Consent, Minimisa-
tion, and Provability. The authors note that cryptography can be used to
prevent fraudulent claims. They propose a personalised blockchain model
with strong signature algorithms and suggest that government institutions

30



should have the ability to read the global state of the network to detect mal-
practice and enforce penalties. Furthermore, they state that a user’s claim
should only be considered valid if it can be independently verified by multi-
ple attestors. To enhance privacy, the authors also propose a zero-knowledge
proof mechanism, allowing users to prove the validity of a claim without
disclosing the underlying data.

The next article by Francoise Vasselin [26] discusses the use of SSI and
blockchain for migrants and their financial inclusion. It argues that com-
bining cryptocurrencies with SSI has the potential to promote the economic
inclusion of migrants. The article emphasises the need for reliable docu-
mentation, noting that forced migrants are particularly vulnerable to lacking
such documents. It reviews several blockchain-based identity systems and
highlights that strong cryptographic algorithms make falsifying information
extremely difficult. Since the system handles sensitive personal data and fi-
nancial transactions, high security is essential. The article considers factors
such as failure risk, data ownership, security, transparency, and auditabil-
ity, concluding that blockchain architectures offer significant advantages over
centralised or cloud-based models.

The article by Garcia-Teruel & Simén-Moreno [28] examines the use of
digital tokens within decentralised environments to represent and transfer
rights over real-world assets, particularly in the context of real estate. It
explores the legal implications of tokenisation, highlighting the challenges
posed by differing property laws and jurisdictional constraints. The authors
emphasise the practical legal limitations that must be addressed for tokens
to reliably represent ownership or usage rights. The article also discusses the
use of smart contracts to facilitate and enforce rights transfers automatically,
combining traditional legal agreements with blockchain logic. One important
concern raised is that tokens may not always be directly or legally linked to
the underlying asset. This could potentially cause conflicts between off-chain
legal agreements and on-chain records. The authors highlight the need for
mechanisms that ensure legal recognition, publicity, and protection of third
parties when assets are tokenised.

The final article by Tréek [29] discusses how blockchain technology can
be applied to cultural heritage preservation, particularly in combination with
tourism. The article proposes a multilayered architecture, consisting of a
ledger layer, a consensus layer, and an incentives layer. It describes a system
in which users contribute their mobile devices’ computational resources and,
in return, receive digital tokens as rewards, creating a sustainable ecosys-
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tem for supporting digital preservation activities. The paper emphasises the
importance of preserving both tangible and intangible heritage, including
literature, oral traditions, poetry, and mythologies. It compares the pro-
posed system with existing blockchain technologies, particularly highlighting
the high energy consumption of traditional proof-of-work systems. To ad-
dress these challenges, it employs lightweight, hash-based cryptography that
is also quantum-resistant, thereby reducing computational overhead while
maintaining security. The article further discusses the potential role of smart
contracts and NFT's in automating processes related to heritage documenta-
tion and access control. It proposes storing large cultural heritage files, such
as text, images, video, and 3D models, in cloud storage, while only storing
metadata and hashes on the blockchain to maintain verifiability without ex-
cessive ledger growth. The digital tokens generated within the system are
also stored off-chain in cloud databases, ensuring that the blockchain remains
lightweight and sustainable.

Although prior work has investigated SSI principles and explored blockchain-
based identity and tokenisation, much of this research remains largely theo-
retical or generic. Studies that focus specifically on migrants, such as Vasselin
[26], emphasise the importance of authentic documentation and financial in-
clusion. However, they do not provide detailed privacy-preserving solutions
for migrant data, nor do they address the preservation of migrants’ cultural
heritage. Work by Garcia-Teruel & Simén-Moreno [28] on tokenisation from
a legal perspective highlights the need for legal recognition and warns that
digital tokens may not always be reliably linked to real world assets, yet it
does not propose a privacy focused technical architecture to address these
concerns.

Similarly, the NDI Blueprint [24] and the heritage preservation study by
Tréek [29] offer high level concepts, governance models, and energy efficient
designs, but they do not provide an implementable prototype that integrates
DIDs or VCs with decentralised off chain storage for migrant or cultural her-
itage use cases. This thesis addresses this gap by developing a working proto-
type using Cardano and Hyperledger Identus for DID and VC management.
Furthermore, it combines this with IPFS for off chain storage, demonstrat-
ing a privacy focused, decentralised approach for sharing and storing migrant
documentation and cultural heritage information.
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Chapter 3

Methodology

This chapter describes the purpose of the study, how participants were se-
lected, the data collection methods employed, and the approach used to
analyse the data. Both qualitative and quantitative methods were employed
to provide a thorough understanding of the research problem. In particular,
this chapter explains the research design, sampling techniques, data collec-
tion methods, and the procedures followed throughout the research process.
It also addresses the ethical considerations relevant to the study.

This thesis aims to develop a prototype software application based on
the Cardano blockchain to securely store migrant data and cultural heritage
information. The goal is to provide migrants with greater control over their
personal information, better protection of their data, and a mechanism to
preserve their cultural heritage. As the primary users of this software will be
migrants, it is crucial to understand their perspectives and concerns regarding
data sharing and cultural heritage preservation.

In order to gain this understanding, a structured questionnaire was de-
signed to explore migrants’ views on sharing personal data for immigration
and immigration related purposes, as well as their opinions on cultural her-
itage protection. The questionnaire contains a total of 89 questions, includ-
ing 33 main questions and 56 subquestions. It consisted of 83 closed-ended
(multiple-choice) questions and six open-ended questions. Trust in official
authorities and in the systems and procedures in place to safeguard their
data, concerns about privacy and security, attitudes towards the importance
of cultural heritage information and its preservation, and various factors in-
fluencing these attitudes were some of the topics addressed.

The questionnaire was developed specifically for this study and was not
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directly based on any existing research tools. Instead, it was designed to
collect data that would help identify the requirements and determine the
design considerations for the prototype software application intended for mi-
grants. The goal was to ensure that the future system adequately reflects
migrants’ needs, preferences, and concerns. The questionnaire was available
in English and was distributed in both paper and online formats. A copy of
the questionnaire is provided in Appendix B.3.

The questionnaire seeks to explore the following questions with migrants:

o What data was collected from migrants?

During the migration process, immigration authorities in the destina-
tion country often collect a wide range of information from migrants.
This data is used to assess various factors, such as the validity of the
migrant’s stated purpose for migration, whether the individual poses
or could pose any security risk to the host country, and whether the
migrant has sufficient financial resources to support themselves during
their stay. Although it is possible to make assumptions about the types
of data immigration authorities may require, the specific information
collected can vary from person to person. In order to ensure that no
critical data is missed, correctly identifying the exact details gathered
by immigration authorities is essential for this research.

e How did they feel about providing such data?

When immigration authorities request data from migrants, the mi-
grants often have no choice but to comply, as refusing to provide the
information may negatively impact their migration process. This is es-
pecially true for those who are forced to migrate due to circumstances
such as war, natural disasters, or other crises. Although migrants may
provide their data to authorities, this does not necessarily mean they
are comfortable doing so. Understanding how migrants feel about the
different types of data they are required to share can greatly assist in
the design of the prototype software, as it addresses their concerns and
helps them feel more at ease with the data-sharing process.

o Are they aware of the risks associated with improper data collection and
management?
Data has become a valuable commodity in the modern world. Data
breaches and data theft have become a growing issue globally, affecting
both government and private sectors. In recent years, large amounts
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of data have been shared and sold among nefarious entities. According
to the BBC, in a recent data breach at Oxford City Council (UK), two
decades’ worth of personal data were stolen [32]. Another BBC article
states that in 2023, the DNA testing company 23andMe suffered a
data breach that resulted in the theft of millions of people’s personal
data, including family history and health conditions [33]. This poses
significant risks to data owners. Additionally, rogue employees within
authorities or third parties handling immigration data (e.g., agents,
contractors) may gain access to and mishandle migrant data.

This question attempts to assess two things. First, whether migrants
are aware of how vulnerable their data can be. Second, whether they
are aware of the potential consequences of improper data handling.
Understanding this will help in designing the prototype software, par-
ticularly in determining what safety and control measures should be
implemented when storing or sharing data.

How do they feel about preserving their cultural heritage information?
Cultural heritage information, at first, may not appear as critical as
other types of data, such as personal or sensitive information. However,
preserving cultural heritage can be valuable in many ways, not just
for the migrants themselves but also for their descendants and future
generations [14]. Knowledge of how much importance migrants place on
the preservation of their cultural heritage will provide valuable insights.
This can be used to determine the level of importance this feature
should be given in the design of the prototype software.

Are they aware of the importance of preserving their cultural heritage
information and the potential for exploitation?

Migrant cultural heritage information is often exploited in various ways.
At times, migrants do not even realise that their cultural heritage infor-
mation is being exploited, and it goes unnoticed. At other times, they
are aware, but they are not sure what to do about it, as they may not
know that they have rights related to the preservation of their cultural
heritage. This question attempts to understand how much awareness
migrants have regarding the vulnerability of their cultural heritage in-
formation to exploitation, as this will help in identifying the features
that are needed in the prototype software. Furthermore, understand-
ing this can also reveal the different ways in which cultural heritage
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information is being misused.

Would they be interested in a solution that provides better protection
and control over their data and cultural heritage information?

It is important to understand whether migrants would be interested in
technology that provides greater protection for their personal data and
helps preserve their cultural heritage. Even though many migrants may
be aware of the risks involved with data breaches and the exploitation
of cultural heritage information, they might not see it as an urgent issue
that needs to be addressed. Migration itself can often be a difficult and
stressful process, so migrants may not have the time or capacity to think
about such vulnerabilities to exploitation. However, since the goal is
to develop software specifically designed for migrants, it is crucial to
understand their perspectives and needs.

Do they have any knowledge of blockchain technology?

Blockchain technology has been in existence for some time. However, it
is not as widely recognised as some other technologies, such as Artificial
Intelligence (AI) or Virtual Reality (VR), among the public. Individu-
als with backgrounds in I'T or finance may be familiar with blockchain
technology, but awareness and understanding of it among the general
population are limited. Understanding the level of knowledge that
migrants have about blockchain technology will help assess how much
trust they might place in a system built on this technology. This insight
is important for assessing the likelihood of acceptance among migrants
and the effectiveness of the proposed solution.

3.1 Research Design

This study was conducted mainly through a questionnaire. In some closed-
ended questions, more than one answer was permitted. Clear instructions
were provided next to each question on how it should be answered. The
questionnaire was designed to be completed in 30 minutes or less.

3.1.1 Ethical Consideration

The preliminary ethics committee approval request was submitted on 10
February 2025 by completing the “Preliminary Ethics Application Form”
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and the “Research Consent/Participant Information Form.” The Ethics Com-
mittee requested several modifications to the submitted forms, together with
clarifications and copies of the questionnaire and interview questions. After
these were provided, a few additional changes were suggested. Following the
revisions, the application was approved on 28 April 2025. A copy of the
approval is included in Appendix B.1 of this thesis.

The study collected only the full names and signatures of participants and
no other personally identifiable information. The aim of the study was to
collect information regarding participants’ migration experiences, including
the types of data collected from them by immigration or other authorities
during the migration process, their feelings about providing such information,
and their awareness of the potential risks associated with the data submit-
ted to immigration authorities or agents. Furthermore, the study sought to
determine whether participants were aware of risks such as data loss, data
breaches, or potential threats posed by rogue authorities with malicious in-
tent. As some migrants may have had difficult or traumatic experiences
during migration, the questionnaire was carefully designed to avoid trigger-
ing painful memories or distress.

During the questionnaire sessions, some migrants asked questions or re-
quired minor clarifications regarding the questionnaire, which were addressed
by the researcher. In the course of these conversations, migrants shared fur-
ther experiences and expressed how they felt about the migration process,
data privacy, and the preservation of their cultural heritage. Notes were
taken on paper regarding the parts of these conversations relevant to the
topics covered under the ethics committee’s approval, excluding any personal
or sensitive information.

After the interviews, in certain cases, the researcher had follow-up ques-
tions regarding answers provided in the questionnaire, and the responses
were recorded on paper. Again, these notes did not include any personal
or sensitive information about the participants, and all questions fell within
the scope of the ethics committee approval granted for the questionnaire and
interview questions.

3.1.2 Participants

This study employed a purposive sampling strategy to recruit migrants re-
siding in New Zealand and other countries. According to the IOM, migrants
are defined as [34],
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“A person who moves away from his or her place of usual residence, whether
within a country or across an international border, temporarily or perma-
nently, and for a variety of reasons.”

An international migrant is further defined as [34],

“Any person who is outside a State of which he or she is a citizen or national
or, in the case of a stateless person, his or her State of birth or habitual res-
tdence.”

This study specifically focused on international migrants, as migrants who
move within a country are generally not required to provide personal or
sensitive data, nor extensive paperwork for migration or visa purposes. Fur-
thermore, when individuals move within their own country, the likelihood of
losing their cultural heritage or facing risks to their cultural identity is much
lower. Based on the definitions mentioned above, participants were individu-
als who had migrated from their country of origin for various reasons. These
included work, seeking a better quality of life, family reunification, marriage,
or study. The target sample size was 10 to 20 participants. This was con-
sidered sufficient to gain an understanding of the perspectives of migrants,
while also ensuring feasibility within the timeframe of this thesis. Inclusion
criteria required participants to be at least 18 years old, able to read English,
and to have experience with immigration in the host country, such as having
undergone immigration processes or handled visa-related documentation.
The survey was conducted over a four-week period, from 13 May to 9
June 2025, through campus networks at the University of Waikato and with
migrants personally known to the researcher. Participants came from var-
ious countries, which helped provide a broader perspective on the research
topic. Notably, one participant was both a migrant and someone who works
extensively with other migrants. Participants ranged in age from 18 to 60
years and came from several regions, although most were from Sri Lanka.
Data collection involved only the names and signatures of the partici-
pants; no additional personal information was gathered. The questionnaire,
approved by the University of Waikato Ethics Committee, was distributed
in both paper and online formats. The paper version was administered in
Hamilton, Waikato, including to students from the University of Waikato,
while the online version was shared via email with participants globally.
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In total, 20 participants took part in the study.

3.1.3 Limitations Related to Participants

The sample comprised mainly young and middle-aged adults. Participants
were recruited either on campus premises or were personally known to the
researcher. While the sample size of 20 is relatively small and not statistically
significant, it was deemed sufficient to explore participants’ perspectives in
depth for the purposes of this qualitative study.

However, several limitations should be noted.

e A large proportion of the participants were recruited through university
networks. This might limit how well the findings apply to all migrants,
possibly excluding older migrants or those with lower levels of educa-
tion.

e Most of the participants were from Sri Lanka. Therefore, this over-
representation may mean that the results reflect views specific to that
group (especially regarding cultural heritage), rather than migrants in
general.

e The fact that the researcher was personally known to some participants
may have influenced their answers. This could be due to reasons such
as fear of judgement, reduced anonymity, and similar factors.

e Only individuals who could read English took part, which may have
excluded migrants with limited English skills and affected the range of
views collected.

3.2 Questionnaire Distribution

Privacy, data security, and data sovereignty were among the main considera-
tions of this thesis. Because of this, great importance was placed on how the
study was conducted and how the data was stored. As some participants’
circumstances could be particularly sensitive or vulnerable, it was essential
to ensure that the study was carried out as securely as possible.
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Initially, it was decided that the study would be conducted exclusively
through a paper-based survey. This approach was chosen because it was
considered to provide a higher level of privacy. Paper-based surveys do not
involve storing data online, particularly on third-party platforms. In this
method, the researcher personally distributed the survey to the participant
and collected it upon completion. The completed surveys were then stored
securely in a locked location.

Online surveys were initially ruled out due to concerns about privacy and
data protection. Although various tools such as Qualtrics, Google Forms, and
Microsoft Forms were available, they were not considered suitable, as they
could not fully guarantee the level of privacy and security required for this
study. Efforts to identify a secure platform for conducting the study did not
yield satisfactory results. As a result, a paper-based approach was regarded
as the most appropriate method during the early phase of the research.

3.2.1 Decision to Include Online Questionnaire Distri-
bution

During the questionnaire distribution phase, it was discovered that the study
could reach a wider audience if an online questionnaire were made available.
One reason for this was the realisation that finding participants beyond the
campus premises would provide a broader range of respondents, not limited to
students or staff. Furthermore, many potential participants who were nearby
actually preferred an online questionnaire, as they found it more convenient.

As a result, further research was conducted to find a secure alternative
method for distributing the questionnaire online. During this brief investi-
gation, the following methods were considered:

e Emailing participants a password-protected Word file (stored in the
researcher’s Microsoft OneDrive) with the password included in the
email. Each participant would receive a unique password to open the
file, complete the questionnaire, and then upload the completed file to
a unique shared OneDrive location. This approach ensured that email
providers would not have access to the completed questionnaires, and
Microsoft OneDrive could not access the files without the password.
However, this method proved too technical for many users and was
therefore not pursued.
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e Sharing a custom-made HTML questionnaire file with participants via
email, who would then fill out the questionnaire and click the save
button. The HT'ML page would encrypt the data and save it as a text
file. Participants would then email the text file back or upload it to a
unique OneDrive location. This method was also abandoned because
it presented the same usability issues as the first solution.

During this phase of the research, and following the suggestion of the
researcher’s supervisor, ProtonMail was considered as a potential platform
for distributing the questionnaire. ProtonMail is a secure email service based
in Switzerland, a country known for its strong privacy protections. Article
13 of the Swiss Constitution guarantees the right to privacy in personal
spaces and telecommunications and protects against the misuse of personal
data [35][36]. In addition, ProtonMail ensures that all emails are end-to-end
encrypted, offering an added layer of security [37].

The proposed approach involved the researcher sending a Word docu-
ment containing the questionnaire to participants via ProtonMail. Partic-
ipants would then complete the questionnaire and return it via their own
email (not necessarily ProtonMail) to the researcher. In this scenario, the
outgoing email from the researcher would remain encrypted until it reached
the participant’s email provider, thereby providing at least some level of
encryption and data protection during part of the transmission.

3.2.2 Use of Proton Drive and Proton Documents for
Online Questionnaire Distribution

During this phase of consideration, the existence of Proton Drive and Pro-
ton Documents was discovered. Further research revealed that Proton Drive
encrypts all files by default [38]. According to ProtonMail’s website, all Pro-
ton products are open-source and independently audited [39], which ensures
transparency in how data is handled and how secure Proton Drive and other
products are. Any files shared through Proton Drive, including Proton Doc-
uments, are end-to-end encrypted, meaning that only the document owner
and the intended recipient can access the contents. Files can be securely
shared, with additional protection through passwords, and expiry dates can
be set for each shared link to limit access within a specific timeframe. Due to
these features, Proton Documents were chosen as the platform for creating
the online version of the questionnaire.
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A separate questionnaire document was generated for each participant,
assigned a unique name using a GUID (Globally Unique Identifier), which
is a randomly generated string used to ensure each document has a unique
and unguessable identifier. Each document was password-protected with a
strong password, and a two-week expiry date was set for the sharing link.
The link and password were emailed to the participants. A sample email is
attached in Appendix B.2.

This method ensured that email providers could not access the encrypted
documents. Even if the link were detected, accessing the end-to-end en-
crypted document without the password would be extremely difficult. This
approach provided a reasonable level of security for distributing the ques-
tionnaire. The Participant Information Sheet and instructions were included
in the email, and the Participant Consent Form was embedded within the
questionnaire.

In the questionnaire itself, the participants were again given the following
instructions.

This questionnaire is conducted as a partial requirement for the
Master of Science (Research) in Computer Science. The goal
of this research project is to build a decentralised application to
securely store migrant data and cultural heritage-related informa-
tion.

If you take part in the study, you have the right to:
o Refuse to answer any question and withdraw from the study
within two weeks of your participation.

o Ask any further questions about the study that occur to you
during your participation.

e Receive a summary of the study’s findings once the study is

concluded.

If you have any questions or concerns about the project, either
now or in the future, please feel free to contact us using the contact
information provided in the Participant Information Sheet.
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3.3 Data Collection and Storage of Data

The data collected using paper questionnaires were digitised into PDFs, and
the original paper questionnaires are stored in a locked location. The on-
line questionnaires were also exported into PDFs. The completed digital
questionnaires were encrypted with a strong password and stored on the
researcher’s computer, with a backup kept in the University’s OneDrive ac-
count assigned to the researcher. Since the files were protected with strong
passwords and secure encryption, it is reasonable to assume that they will
remain safe and inaccessible to unauthorised individuals. The data storage
obligations under the ethics application were strictly followed.

3.3.1 Data Transfer

The data captured via paper questionnaires as well as through Proton Docu-
ments was manually transferred into a CSV file using Microsoft FExcel. This
method was chosen instead of automating the process for two main reasons:

e First, the digitised paper questionnaires were scanned as PDFs; and
the Proton Documents were printed as PDF's using the web browser.
Although Proton Documents offered an option to export to PDF, this
functionality disrupted the document’s formatting. Therefore, the doc-
uments were printed as PDFs instead. While text in most PDF files
can usually be selected or copied, the PDF files generated from Proton
Documents did not allow text selection or copying, so the documents
had to be processed with OCR (Optical Character Recognition) to read
the content. Furthermore, the scanned paper questionnaires would also
have required OCR processing. Using OCR would involve third-party
software, and depending on the tool, data might be sent to external
servers. Even if open-source OCR software were used, security con-
cerns would remain, as the original documents contain participants’
full names and other sensitive information.

e Second, OCR processing can introduce inaccuracies, potentially result-
ing in significant additional effort for data cleansing and verification.

Due to these concerns, the data was carefully transferred to CSV manu-
ally, despite the process being time-consuming. In the CSV file, participants’
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names were not recorded; instead, each participant was assigned a unique
number to ensure anonymity.

3.4 Data Analysis

Data analysis is an important part of any study. This is where the researcher
examines the collected data in greater depth to identify patterns and under-
lying rationale. This section briefly describes the data analysis procedures
applied in this thesis. Chapter 4 will discuss the results of the analysis and
the findings in detail.

3.4.1 Data Cleansing

In the questionnaire, none of the questions were mandatory. Participants
were instructed to answer only the questions they felt comfortable with and
could skip any questions or subquestions they wished. Therefore, some ques-
tions and subquestions have missing responses, which were marked as “N/A”
in the results CSV file.

Furthermore, for a few closed-ended questions, some participants pro-
vided their answers in the “Other” field even when similar options were
available in the multiple-choice list. The data cleansing process addressed
these scenarios. The CSV file was cleaned and prepared for further process-
ing. Additionally, during the manual transfer of data into the CSV file, there
were minor errors, such as extra spaces or inconsistent formatting. The data
cleansing process corrected these issues as well.

3.4.2 Tools and Libraries Used

e Microsoft Fxcel is a popular tool originally developed for accounting,
but it is widely used in fields where data analysis, calculation, or pro-
cessing is required. In this study, Microsoft Fxcel was used for updating
and cleansing the data, as well as for some processing tasks.

e Python is a programming language particularly used in data processing
and analysis. Its extensive ecosystem of libraries for data manipulation
and visualisation makes it popular among the scientific community. In
this research, Python version 3.13.3 was used for data cleaning, data
analysis, and visualising data in the form of graphs.
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e Pandas is a Python library used for data manipulation and analysis.
It provides data structures such as DataFrames, which make it easy to
clean, transform, and explore datasets efficiently. Pandas version 2.2.3
was used in this thesis for loading, cleaning, and preprocessing data,
as well as for performing statistical analysis.

e Matplotlib is a widely used Python library for creating visualisations. It
helps users to produce high-quality graphs and plots to represent data
insights visually. In this thesis, Matplotlib version 3.10.3 was used to
generate charts and graphs for data visualisation and presentation of
results.

e VS Code (Visual Studio Code) is an open-source text editor and inte-
grated development environment (IDE) that supports many program-
ming languages, including Python. It was chosen for this thesis because
it is a popular IDE for Python development and simplifies the coding,
compiling, and debugging process.

In summary, the surveys were successfully conducted with 20 participants,
all of whom were migrants originating from a range of countries worldwide.
The study was carried out in strict accordance with the university’s ethical
guidelines, and all data were securely stored both physically and electron-
ically. While the sample size may not be statistically significant and does
entail certain limitations, it was nonetheless considered adequate given the
time constraints and overall objectives of the research.
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Chapter 4

Results

4.1 Overview

The results section discusses the methods used to analyse the data col-
lected from the survey. The analysis involved both quantitative and quali-
tative techniques to provide a comprehensive understanding of participants’
opinions. Quantitative data gathered via closed-ended questions were sum-
marised using descriptive statistics. Qualitative responses from open-ended
questions were carefully analysed to identify recurring patterns and themes.
The analysis was conducted using Excel and Python, ensuring data accuracy
and confidentiality throughout the process.

4.2 Analysis of Closed-Ended Questions

This section presents the analysis of the closed-ended questions. To visualise
participants’ responses, bar charts, stacked bar charts, and pie charts have
been used where appropriate. Some questions deemed less significant for
the analysis have been omitted from this section. For clarity and ease of
interpretation, certain questions have been grouped, and some answer labels
have been rephrased; however, the original context and meaning have been
preserved.
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4.2.1 Age Group Distribution
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Figure 4.1: Age group distribution

The age group distribution was analysed to identify any trends related to par-
ticipants’ ages. Understanding how age correlates with specific preferences
or opinions is essential for interpreting the results and drawing meaningful
conclusions. Among the participants, the majority were middle-aged adults.
There were no participants above 60 years of age. This could be because
participants were mainly recruited on campus or were individuals known to
the researcher, who are in a similar age group.

47



4.2.2 Country of Origin

Country of Origin Distribution
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Figure 4.2: Country of origin distribution

The participants came from nine different countries. Including participants
from diverse countries allows for a broader understanding of the types of in-
formation collected. Sri Lankans made up the largest group at 45%, which
may introduce some bias. Fifteen per cent of participants were from China,
and ten per cent were from Pakistan, while each of the other countries rep-
resented less than ten per cent of the participants.

Except for participants from Vietnam and a large portion of those from
Sri Lanka, most others were located either on campus or in Hamilton city,
having migrated to New Zealand. This group also included a small number of
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Sri Lankan participants. The data collected by immigration authorities could
vary depending on participants’ countries of origin. Since participants from
eight different countries had migrated to New Zealand, it may be possible to
capture all or most types of data collected from migrants, regardless of their
country of origin.

However, one issue is that all participants were from Asia, except for
one individual from Africa. It would be interesting to analyse whether the
findings would differ if the sample included migrants from Western countries.

4.2.3 Reasons for Migration
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Figure 4.3: Reasons for migration

Participants could select multiple reasons for their migration. Education was
chosen by 55% of participants, which may reflect the fact that many were
recruited from campus premises. Nearly 50% of respondents mentioned seek-
ing an improved quality of life as their reason for migrating. Employment
and family were each selected by 20% of participants. Additionally, marriage
or joining a partner was chosen by 5% of participants. Crisis-related reasons
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for migration, such as climate change or natural disasters, war, or persecu-
tion, were each selected by 5% of participants. These results indicate that
most participants migrated for reasons related to improving quality of life,
education, employment, or family connections.

4.2.4 Personal Data
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Figure 4.4: Feeling about personal data

All participants were comfortable sharing their full name. This is likely
because names are routinely used for identification in almost all contexts and
are considered a basic detail that any immigration authority would require.
Most participants (approximately 95%) were comfortable sharing their
date and place of birth. However, a small percentage (around 15%) expressed
concerns about sharing details such as their phone number or address, while
the majority were still comfortable providing this information. This may
be because participants trust immigration authorities to some extent and
recognise that such basic details are necessary for verification purposes.
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Approximately 20% of participants were either not very comfortable or
uncomfortable sharing their former phone numbers or former email addresses,
and about 20-25% were unsure about sharing this type of information. Around
20% marked “Not Applicable,” which could indicate either that the question
was not relevant in their context or that they chose not to answer it. The
lower number of participants who felt comfortable sharing this information
may be because many people no longer have access to their former email ac-
counts or phone numbers and may have even forgotten them. In some cases,
unused mobile numbers or free email addresses are recycled, which can create
confusion if immigration authorities attempt to use outdated contact details
for verification or other purposes.

Only around 15% of participants were comfortable sharing their social
media profiles, while approximately 45% were either not very comfortable
or uncomfortable, and about 20% were unsure. This is understandable, as
people often share personal and family-related content, including photos and
videos, on social media, as well as posts that reflect their social or political
views. Participants may feel uneasy about immigration staff accessing this
information or requiring social media account details. Another 20% men-
tioned it was not applicable to them, which could indicate that they either
do not use social media or were not asked to provide this information in their
context.

Participants were generally comfortable sharing their 1D, passport, or
licence numbers and photographs, although around 10-15% reported feeling
not very comfortable or uncomfortable with sharing this data.

Approximately 60-75% of participants were comfortable sharing their em-
ployment history and educational history, while about 10-15% were not very
comfortable providing this information.
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4.2.5 Sensitive Data
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Figure 4.5: Feeling about sharing sensitive data

When asked about providing gender information, almost all participants re-
ported feeling comfortable. A small percentage (5%) were unsure. This may
be because many people consider gender a basic piece of personal information
that authorities might need for identification and verification purposes.
About 85% of participants were comfortable sharing their race or ethnicity
information. Around 10% did not feel very comfortable, and 5% indicated
that it was not applicable to them. This could mean either that they were
not required to provide this information or that they chose not to answer.
Questions about religious beliefs or sexual orientation saw more varied
responses. Approximately 40-50% of participants were comfortable sharing
this information, while 20-35% indicated they were either not very comfort-
able or uncomfortable. Around 15% or fewer were unsure, and about 25%
mentioned it was not applicable. This could mean they were not required to
provide this information, or they preferred not to answer the question.
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For biometric data such as facial recognition, fingerprints, genetic infor-
mation, or iris scans, the majority of participants reported feeling not very
comfortable. A small number of participants expressed clear discomfort,
while only a few reported feeling comfortable sharing such data. Around
15-25% mentioned it was not applicable to them, possibly because they were
not required to provide this information or chose not to answer. People may
perceive biometric data as highly personal and closely tied to their bodies,
leading to less comfort in sharing it.

When it came to sharing data related to citizenship or residency status,
around 90% of participants felt comfortable. This may be because people
understand that immigration authorities must establish an individual’s na-
tionality or legal status before allowing them to enter or stay in a host nation.

Regarding data related to criminal history or affiliations with political
groups or governments with criminal behaviour, more than 65% of partic-
ipants indicated they were comfortable sharing this information. A small
proportion (5-10%) reported feeling uncomfortable. The majority of par-
ticipants were students or individuals with stable jobs who were not from
crisis backgrounds. This may be one reason they felt relatively comfortable
sharing information about criminal history or political affiliations.

In the case of sensitive data such as medical history, financial status, or
personal wealth, a larger portion of participants (25-45%) reported feeling
not very comfortable or uncomfortable. Around 5-10% were unsure. People
may understandably feel uncomfortable sharing medical history because they
consider it very private. Discomfort in sharing financial or wealth-related
data may stem from concerns about personal risk or security.

About 40-55% of participants felt comfortable sharing information about
their age when conflicts ended in their home country, any support they gave
to liberation organisations, or their history in military or intelligence organi-
sations. Around 10% were unsure. Approximately 25-30% mentioned it was
not applicable to them, possibly because such data was not required from
them or they chose not to answer these questions.

When asked whether they had been a witness to or participated in the
ill-treatment of people, only 30% of participants felt comfortable answering.
About 25% were not very comfortable, 20% were unsure, and 25% indicated
it was not applicable to them. This could be because they were not asked
this question or chose not to respond.
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4.2.6 Marriage or Relationship Data
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Figure 4.6: Feeling about sharing marriage or relationship data

About 656% of participants were comfortable sharing data such as a mar-
riage certificate or information about children they have with their partner.
Around 10% were not very comfortable sharing this information, and about
5% were unsure.

Approximately 60% of participants were either not very comfortable or
uncomfortable sharing photos or social media posts related to their relation-
ship, as well as chat or call logs. This is understandable, as many people
prefer to keep private the conversations they have with family or loved ones,
or photos of personal moments. Only about 10-20% felt comfortable sharing
such information. Around 20-25% indicated that this question was not ap-
plicable to them, which could mean either that immigration authorities did
not ask them for this information or that they chose not to answer.

Around 45-55% of participants were comfortable sharing data related to
joint properties or financial information, while 25-30% were either not very
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comfortable or uncomfortable doing so. This discomfort may stem from the
fact that such information is linked to finances and revealing it could raise
security or privacy concerns.

When asked specifically about sharing jointly held utility bills, 35% felt
comfortable, while another 35% were not very comfortable. Again, the hes-
itation may be due to the financial nature of this information and concerns
about security or privacy.

4.2.7 Concerns and Opinions Related to Access and
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Figure 4.7: Awareness and concern about data handling

Around 30% of the participants were not aware of who has access to their
data or the purposes for which it is used. About 15-25% said they knew,
while 40-55% were unsure.
Between 55% and 75% of participants were worried about misuse of their
data or unauthorised access. Only 10-25% reported not being worried.
More than 85% of participants preferred to know how their data is used
and wanted control over who can access it. Around 75% did not know where
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their data was stored or were unaware that overseas governments might have
legal access to data stored in certain jurisdictions. However, 80% said they
would feel comfortable if they knew where their data was stored.

4.2.8 Access to Internet and Opinion on Data Storage
Mechanism
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Figure 4.8: Access to the internet and opinion on data storage mechanism

All participants responded that they have a device with regular internet
access for browsing. When asked whether they preferred a website or an app
that would store their data and allow them to control access permissions,
65% answered yes, 30% said no, and 5% were unsure. The participants who
answered no or were unsure might have concerns about trusting online data
storage, possibly due to growing fears over data breaches and privacy issues.
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4.2.9 Blockchain Knowledge and Trust in Blockchains
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Figure 4.9: Blockchain knowledge and trust in blockchains

When asked about their knowledge of blockchain, 50% of participants re-
ported having some familiarity with the technology, 35% indicated that they
did not know about it, and 15% were unsure. Although distributed ledger
technologies (DLTSs), such as blockchain are well known among I'T and finance
professionals, primarily in relation to cryptocurrencies or through negative
media coverage, it remains relatively unfamiliar to the general public, despite
having existed for some time. This may explain why a substantial portion of
participants are not familiar with it.

When asked if they would feel comfortable using a solution designed to
help protect their personal data and cultural heritage information, 40% said
they would welcome it, 15% said no, and 5% were unsure. Notably, 40%
of responses were marked as not applicable, which could indicate that these
participants chose not to answer the question. This suggests that a solution
based on blockchains might require some introduction or explanation in order
to be trusted by the general public.
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4.2.10 Having No Control over Personal and Cultural
Heritage Data
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Figure 4.10: Having no control over personal and cultural heritage data

When asked about the risks of having no control over personal data, almost
90% of participants answered “Definitely” and 10% said “Probably.” This
result is understandable, as people often have a general awareness that per-
sonal information can be misused, even if they may not fully understand
exactly which types of information can be exploited or to what extent.

However, when asked the same question regarding cultural heritage data,
only 30% responded “Definitely,” while 50% said “Probably,” and 20% were
unsure. The relatively lower sense of importance may come from the per-
ception that cultural heritage information is mostly public and less personal,
and participants might not realise how it could impact them or future gen-
erations.

Despite these differences, participants clearly recognised that having con-
trol over their data, whether personal or related to cultural heritage, is very
important.
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4.2.11 Importance of Preserving Cultural Heritage In-
formation

Importance of Preserving Cultural Heritage Why Cultural Heritage is Important
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Figure 4.11: Importance of preserving cultural heritage information

Participants were asked whether they believe preserving cultural heritage
information is important. The pie chart summarises their responses. Among
the participants, 30% indicated that preserving cultural heritage is “very
important” to them, while 55% stated it is “important”. Conversely, 10%
said it is “not important”, and 5% were “unsure”. These results suggest that
the majority of migrants consider the preservation of their cultural heritage
information to be important.

Participants were then asked why they believe preserving cultural heritage
information is important. This was a close-ended, multiple-response ques-
tion. The most frequently selected reason (70% of responses) was to preserve
the community’s history. Furthermore, 50% indicated that they wished to
pass down traditional knowledge to future generations. About 45% believed
that cultural heritage contains unique or important knowledge that could
be useful for everyone, while 25% mentioned its potential monetary value.
These findings indicate that while some participants see monetary worth in
preserving cultural heritage information, the majority value it primarily for
historical preservation and intergenerational knowledge transfer.
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4.2.12 Types of Knowledge Intended to Preserve
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Figure 4.12: Types of knowledge intended to preserve

Participants were asked which types of cultural or traditional knowledge they
intend to preserve. This was a close-ended, multiple-response question. A
significant proportion of participants indicated that historical and medical
or herbal knowledge from their cultures should be preserved. Furthermore,
60% of participants believed that artistic and culinary knowledge were im-
portant to preserve. Between 35% and 40% showed interest in preserving
philosophical knowledge and practical skills such as woodwork or masonry.
Approximately 30% of participants indicated that scientific knowledge should
be preserved.

A considerable importance was placed on preserving historical knowledge.
This may reflect the concern that when migrants move from their country of
origin to a host country, there is a high risk of their cultural history being
lost over time, particularly among future generations. This could explain why
85% of participants considered historical knowledge important to preserve.

The importance given to medical or herbal knowledge may be attributed
to the fact that traditional medicines are still widely used, especially within
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Asian communities. Similarly, culinary skills remain part of daily life and
contribute to maintaining cultural identity, which explains their perceived
importance. Traditional arts may also help individuals identify with their
cultural heritage and maintain a connection to their country of origin.

In contrast, scientific knowledge was regarded as less important, possibly
because science and technology evolve rapidly, rendering older knowledge
potentially obsolete. Practical skills may also be considered less essential in
the context of migration, as such skills may not be required or relevant in
the host country.

4.2.13 Vulnerabilities to Exploitation of Cultural Her-
itage Information and the Importance of Preser-
vation

Vulnerabilities to Exploitation of Cultural Heritage Information Importance of Preserving Cultural Heritage
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Figure 4.13: Vulnerabilities to exploitation of cultural heritage information
and the importance of preservation

The pie chart on the left depicts participants’ responses to the question of
whether they believe their cultural heritage information is misused or ex-
ploited by others. The majority (60%) reported that they were unsure, while
approximately 30% said yes and 10% said no.

In contrast, when participants were asked whether they preferred to digi-
tise cultural heritage information and store it securely, with access managed
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either by themselves or their community (as shown in the pie chart on the
right), around 85% expressed support for this approach. About 10% consid-
ered it was unimportant, 5% were unsure.

Although a large proportion of participants were uncertain about whether
their cultural heritage information is being exploited, the findings indicate
that most still consider it important to digitise and preserve this information.
These results suggest that, despite concerns or uncertainties about misuse,
there is a strong preference for secure, digital methods of storing cultural
heritage information.

4.2.14 Preferred Digital Formats for Preserving Cul-
tural Heritage Information
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Figure 4.14: Preferred digital formats for preserving cultural heritage infor-
mation

Participants were asked which digital formats they consider most suitable

for preserving cultural heritage information. This was a close-ended question
allowing multiple responses. The four options provided were video, images,
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audio, and text. All formats received substantial support, with at least 65%
of participants selecting each. Video emerged as the most preferred format,
with 80% of participants choosing it, followed by images, which were selected
by 75% of participants.

4.3 Analysis of Open-Ended Questions

This section presents the analysis of the open-ended questions included in the
questionnaire. It should be noted that some open-ended questions, especially
those posed as sub-questions, were left unanswered by participants. The
analysis in this section focuses only on the responses provided to open-ended
questions that are relevant to the objectives of this thesis.

4.3.1 Personal Information — Any Other Details Col-
lected

As part of a sub-question related to personal data collected by immigration
authorities, participants were asked whether any additional personal infor-
mation had been requested that was not covered in the questionnaire. One
participant indicated that they were asked to provide a copy of their old
passport with visa stamps, as well as an attested copy of all pages of their
current passport.

4.3.2 Desired Features in a Personal Data Manage-
ment System

In response to the open-ended question, “What features would you like in
a system designed to protect and manage your personal data?”, 12 out of
20 participants provided answers. Several responses shared similar points.
Based on their input, the following key features were identified:

e Consent-Based Access — Most participants expressed a strong prefer-
ence for the ability to approve or deny access requests to their personal
data.

e Secure Access Control — Participants emphasised the need for secure
access, ideally through password protection or similar authentication
methods.
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e Data Control and Flexibility — Many participants indicated that they
would like the ability to add or remove personal or sensitive data and
update existing data as needed.

e Update Notifications — One participant suggested that when their data
is updated, they should have the option to send individualised notifica-
tions (based on their preferences) to any organisations currently using
that data.

o Access Notifications — Another participant recommended a notification
feature, preferably via email, whenever someone accesses their data.

o Automatic Data Disposal — One participant proposed a feature that
would allow their data to be automatically destroyed after it has been
used.

e Fase of Use — One participant mentioned that the application should
be user-friendly.

The above responses indicate that participants place high value on se-
curity, control, and transparency when it comes to managing their personal
and sensitive data.

4.3.3 Ideas on Data Privacy and Having Control of
Their Own Data

For the question, “Do you have anything you would like to share about data
privacy, having control over your own data, or any other topics related to
the questions above?”, six out of 20 participants provided responses.

Most participants emphasised that it is important to safeguard data pri-
vacy and maintain control over one’s own data. They expressed concerns
that, without such control, individuals are vulnerable to risks and exploita-
tion, particularly in light of frequent data breaches.

One participant noted that they were aware their data was being shared
more widely than they would prefer, yet they felt they had little control over
this process. Despite this awareness, they often found themselves required
to share personal data in order to access essential applications.
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Another participant mentioned that while studying migrant populations
is a good way to examine data privacy issues, privacy concerns affect every-
one. They emphasised that a system designed to safeguard privacy would
benefit all individuals, not just migrants.

Furthermore, one participant highlighted the need to communicate how
data is stored and managed in simpler language. They noted that many
older individuals may become confused by technical terminology, which can
hinder their understanding of their rights and lead to miscommunication.

4.3.4 Countries or regions the participant would prefer
or not prefer to store their data

Around 25% of the participants mentioned that they had no such preference.
Another 20% left it unanswered or indicated that it was not applicable to
them.

Among the participants who responded, many said they would be com-
fortable if their data were stored in countries with strong data protection
laws in place, such as the General Data Protection Regulation (GDPR). One
participant mentioned that they would not be comfortable if their data were
stored anywhere outside New Zealand, where they currently live. Other par-
ticipants indicated that they were not comfortable having their data stored
in certain countries. Countries such as China, India, Israel, and the US were
mentioned by more than one participant.

4.3.5 How Cultural Heritage Information Is Being Ex-
ploited

Participants were asked the question, “Do you think your cultural heritage
information is misused or exploited by anyone? If yes, how?” Out of the 20
participants, six responded to the open-ended question.

Manipulation of history and cultural misinterpretation emerged as com-
mon concerns among participants. One participant specifically believed that
Hollywood and the film industry are at the forefront of such misrepresenta-
tion and exploitation.

Several participants stated that their cultural information is being ex-
ploited by large industries, such as the medical and fashion sectors, which
use their cultural knowledge without permission or authorisation.
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Another participant mentioned that certain types of knowledge, tradi-
tionally intended for use only within their culture or specific cultural groups,
are becoming universalised. They expressed concern that such widespread
use can harm both their own culture and those who adopt the knowledge
without permission, especially when it is used for profit.

4.3.6 Opinions on Digitally Preserving Cultural Her-
itage Information

When asked, “Do you have any opinions you would like to share about digi-
tally preserving cultural heritage information?”, four participants responded
out of the 20.

The participants expressed the general belief that cultural heritage infor-
mation is important to preserve, particularly historical information. They
highlighted that having such information digitised makes it easier to share
with others and promotes learning. They also emphasised that valuable
knowledge should be protected from damage or loss.

One participant noted that it is crucial for communities to share their own
stories in their own words. They emphasised that community members know
their culture best and should decide how it is shared. While some cultural
knowledge can be made public, other parts might be private or sacred and
should remain within the community. They added that digital tools can help
younger generations learn about their culture, language, and traditions in
new ways, helping them stay connected to their identity.

Another participant observed that cultural heritage can sometimes be
harmful, particularly when individuals unfamiliar with the culture do not
fully understand it. They expressed concern that cultural information is
often treated as a commodity rather than with the seriousness it deserves.
They suggested that there should be mechanisms to restrict access to certain
cultural knowledge. Specifically, they proposed that if even one member
of a cultural group designates certain information as private, it should not
be made public, regardless of how many others consider it public. This
restriction should hold as long as there is some evidence or justification within
the culture for keeping that information private or specific to the group.

One participant also stressed the importance of safe digital access to
cultural information and ensuring its protection. They pointed out that in
past conflicts, physical cultural resources such as libraries and museums have
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been destroyed, and that digital storage can help safeguard this information
for the future.

4.4 Analysis of Brief Conversations That Oc-
curred During the Surveys with the Par-
ticipants

During the survey, it was occasionally necessary for the researcher to clarify
certain questions and answers, as well as respond to queries from participants,
often prompted by their curiosity to learn more. During these moments, short
conversations took place regarding the protection of privacy and the preser-
vation of cultural heritage information. Some of the information shared by
participants was useful for the study. Key points from these conversations
are summarised in this section. The information shared during these con-
versations and included in this study was strictly within the scope of the
questionnaire and interviews approved by the university’s ethics committee.

4.4.1 Participant 4

During the survey process, one participant shared more detailed views in
a brief conversation. They expressed that they were generally comfortable
with sharing personal data, including contact information, education, and
employment history with immigration authorities, mentioning their trust in
the host government as the reason. The participant further stated they were
comfortable disclosing sensitive data, including their religion and sexual ori-
entation, as well as biometric data like fingerprints, facial recognition, and
genetic information. Although they were not entirely comfortable with shar-
ing iris data, they indicated they would still comply if required. Interestingly,
their views were influenced by a dystopian film, which made them reflect on
potential risks despite their willingness to share. The participant empha-
sised that while they were open to sharing a broad range of personal data,
they believed the immigration or government should practise caution and
reconsider the long-term implications, as “things can go wrong.” They sug-
gested that the data should be destroyed once it has fulfilled its purpose. The
participant mentioned that they were not comfortable with sharing political
opinions, private chat history, or family-related information, indicating clear
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limits in their perception of acceptable data sharing.

4.4.2 Participant 8

Another participant mentioned that they were comfortable with sharing bio-
metric information with migration authorities, specifically referencing their
migration to the UK. They mentioned they had confidence because they be-
lieve the UK follows the GDPR and similarly strict privacy laws in other ju-
risdictions. On the contrary, they were uncomfortable sharing such sensitive
information with countries or authorities lacking robust privacy protections.

They further stated that the immigration authorities clearly communi-
cated the purpose of data collection and the duration of data storage, which
contributed to their willingness to share information. They preferred to pro-
vide data only through formal and secure platforms and trusted that the
authorities handling their data were well-trained in privacy laws, reducing
concerns about misuse. Furthermore, they believed that even if someone
intended to misuse the data, the information shared would not be sufficient
to cause harm. Regarding unauthorised access, the participant was not con-
cerned due to their belief in strong security measures protecting their data.
Although open to using mobile applications or websites for data storage with
controlled access, they preferred to provide data manually on a need-to-know
basis rather than continuously storing it online.

The participant also noted that sharing personal data is often mandatory
for migration, leaving little choice but to comply. When asked whether losing
control over their cultural heritage information could be a disadvantage to
them or their community, the participant initially responded “No” but later
changed their answer to “Probably” after some explanation by the researcher.

When asked about blockchain technology, the participant mentioned that
they did not trust cryptocurrencies. However, after a brief explanation of
blockchain technology was given, the participant showed interest in it. Their
background in finance likely contributed to their familiarity with and under-
standing of privacy and data protection issues.

4.4.3 Participant 17

Due to scams reported in certain countries, they were concerned and did
not want their data to be stored there, giving India and Thailand as exam-
ples. However, more than where the data was stored, they cared about who
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had access to it. They were uncomfortable sharing financial, banking, and
property-related information but felt they had no choice.

When it comes to a system, their preference was for one that notifies
them when their data is accessed, provides a reason, and asks for permission,
allowing them to grant or deny access. They preferred that access be granted
on a case-by-case basis, as they were concerned it could be misused by those
handling it. They wanted a system where data is stored in a personal data
vault.

After being informed about blockchain features, they were comfortable
with the idea of storing their data on the blockchain. Regarding cultural
heritage information, they were fine with it being used for personal or non-
commercial purposes but opposed its use for commercial gain.

4.4.4 Participant 18

This participant had a strong understanding of privacy due to their line
of work. They mentioned that if a platform were secure, they wouldn’t
mind providing sensitive biometric details. They cared less about where
data is stored and more about encryption and privacy protocols, feeling more
comfortable with regions where laws such as the GDPR are in place.

They expressed concern about identity theft and were particularly cau-
tious about sharing details of family members, citing frequent data breaches
in New Zealand. They were unsure which third parties might receive their
data, either from immigration authorities or agents handling documents, and
worried it could be sold to unauthorised parties. The participant preferred a
feature that would notify them if their data was accessed.

They shared a negative experience where an immigration consultant pro-
cessing their immigration documents accessed their family’s bank accounts
without consent. They preferred a system allowing them to authorise a third-
party company, ideally involving a human representative and protected by
Non-Disclosure Agreements (NDAs), to manage their credentials.

Initially, they were not concerned about others accessing their cultural
heritage data. However, after learning how communities and cultures have
been exploited for profit, they expressed interest in preserving cultural her-
itage data and having control over its access.

After learning how blockchain works, they showed interest in using it to
store personal and cultural heritage information.
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4.4.5 Participant 19

The participant was a community worker who was themselves a migrant and
had been working extensively with migrants and migrant-related organisa-
tions. They were not comfortable sharing most of their personal and sensitive
data but mentioned that they had no choice but to do so during the migra-
tion process. The same applied to family-related data. The participant was
aware that data stored in the cloud can be accessed by third parties (e.g.,
governments) without the knowledge or consent of the individuals to whom
the personal data belongs.

According to the participant, refugees often do not have documents such
as passports, birth certificates, or licences with them, and these are frequently
reissued during the resettlement process. Additionally, refugees are often
unlikely to use their previous contact details. The participant mentioned
that for migrants, especially refugees who have had traumatic experiences,
going from one government or settlement-related organisation to another and
repeatedly retelling their stories is very difficult.

The participant also stated that resettlement organisations had been dis-
cussing the idea of storing all migrant data in a centralised location, accessible
by various organisations. According to the participant, it is likely that the
data gathered from migrants is not used by just one organisation but can be
accessed by multiple organisations.

Initially, the participant did not understand why there is a risk to migrant
cultural heritage information; however, after explanation, they understood.
They also shared personal experiences that highlighted the value of preserv-
ing cultural heritage information.

They were not aware of blockchain technology or how it worked and were
initially sceptical about it. They asked questions such as how it functions,
where the data would be stored, and whether it could be exploited by others
or even by the developer. After the features of blockchain technology were
explained, along with how it operates and how the research-based prototype
would be built, they became more comfortable with the idea. They were par-
ticularly concerned about all participants in the blockchain network storing
a copy of the data. However, once it was clarified that, although participants
may hold the data, they cannot access it due to measures like encryption,
their concerns were eased.
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4.5 Summary of Results

The findings from both the survey and interviews reveal important insights
into participants’ demographics, motivations for migration, attitudes towards
personal data sharing, and perspectives on cultural heritage preservation.

Most participants were middle-aged, likely due to the recruitment process,
which relied heavily on campus networks and personal contacts. Almost half
of the participants originated from Sri Lanka, with the rest representing a
further eight countries, contributing to a degree of cultural diversity within
the sample. Education and the pursuit of a better quality of life emerged
as the primary motivations for migration, while employment, family, and
crisis-related factors played smaller roles.

The consistent pattern across the survey and interviews was the partici-
pants’ discomfort with sharing personal and sensitive data. Although many
acknowledged that sharing data was unavoidable for the migration process,
they expressed a preference for minimal data collection, destruction of data
after use, and transparency mechanisms such as permission requests or no-
tifications when information was accessed. Several participants mentioned
that they would have greater trust if compliance with privacy regulations
such as GDPR were in place, while others expressed concerns about identity
theft.

A minority of participants stated that they would even consider dele-
gating the supervision of their data to a trusted third party. The comfort
levels varied depending on the type of data in question. Basic identifiers
such as names, dates of birth, gender, and citizenship details were generally
not considered problematic by the participants; however, information relat-
ing to social media, biometric data, financial status, and medical history
caused greater hesitation. Participants were generally more willing to share
educational and employment histories, which may reflect the student and
professional background of much of the sample. Regardless of these hesita-
tions, most participants emphasised the importance of retaining control over
their data and expressed significant concern about misuse or unauthorised
access.

Only half of the participants were familiar with blockchain technology, of
whom most had only heard of it and did not have much knowledge. While
initially they were uncertain, when the technology and its advantages were ex-
plained, the participants were more open to the idea. Participants recognised
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its potential value for protecting personal and cultural heritage-related data.
Cultural heritage was widely recognised as important to preserve, especially
when the risks of exploitation and loss across generations were explained.
Historical knowledge, intergenerational transmission, and the safeguarding of
artistic and culinary traditions were prioritised, while scientific and practical
knowledge was seen as less critical. Participants also expressed concern that
migration increases the risk of cultural destruction, reinforcing their support
for secure, community-managed systems for the digitisation and preservation
of heritage.

The overall results indicate mainly two concerns among participants.
First, the need to strengthen protections around personal data and the paral-
lel desire to preserve cultural heritage. Both the survey and interview findings
point towards the potential for secure, transparent, and community-centred
digital solutions, including blockchain-based systems, to address these con-
cerns effectively.
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Chapter 5

Design

5.1 Overview

This chapter discusses in detail how the immigration process currently works,
how the proposed solution or prototype software operates, and its technical
and usability aspects. Furthermore, it explains how the prototype software
can help migrants securely store and share cultural heritage information.

5.2 Present Process

If someone wishes to migrate to another country, they are usually expected
to submit documents to the immigration authorities of the host country.
Based on these documents, the authorities will determine whether to allow
the individual to migrate. Typically, a visa is granted to a migrant who
is successful in the migration process. The documents required by the im-
migration authorities may vary depending on factors such as the migrant’s
country of citizenship, character, financial status, background, and purpose
of the visit. However, in general, the immigration process usually follows the
steps outlined below.
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Figure 5.1: Present process

Initially, as shown in Figure 5.1, an individual seeking to migrate to a
foreign country submits their documents to a third-party authority recog-
nized by the immigration authority. Organisations such as the International
Organization for Migration (IOM) and private service providers like VFS
Global [40], which manage visa, passport, and consular applications on be-
half of governments, are involved in the handling and verification of docu-
ments that often contain personal and sensitive information. This process
involves verifying the validity of the documents or confirming their details
with the issuing authority. Once the documents are handed over to a trusted
third party, they are stored in the third party’s systems while the verification
process is conducted. These systems could include a private database, cloud
storage, or physical files. After verification, depending on the procedures of
the immigration authority, the trusted third party may either forward the au-
thenticated documents directly to the immigration authorities, as indicated
by the black lines, or return them to the migrant, who then submits them
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to the authorities. This alternative process is depicted in the figure using
dashed purple lines. In cases where the immigration authority has concerns
regarding the authenticity of the documents, it may seek verification from
the trusted third party.

In some cases, there is no third party involved. The migrant submits
their documents directly to the immigration authorities, who carry out the
verification process. However, nowadays, most immigration authorities pre-
fer to rely on a trusted third party for verification rather than conducting
it themselves. This is due to factors such as reduced workload and more
thorough verification by entities with greater expertise in the process.
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Figure 5.2: Present process with immigration consultant

Figure 5.2 depicts an alternative of this process, where an additional
consultant may become involved. This could be an immigration consultant
approached by the person planning to migrate, often students, workers, or
individuals wishing to join their family abroad, in order to navigate the often
complex migration procedures that require extensive verification. In this
scenario, the immigration consultant acts on behalf of the migrant and has
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access to a copy of their documents. In cases where immigration processes are
simple and straightforward, the need for this intermediary can be eliminated.

5.2.1 The Issues in the Present Process and How to
Improve It

There are a number of issues in the present process. One main issue is that
data passes through too many parties, especially in cases where more than
one entity is involved in the verification process (excluding the immigration
authorities). When documents or data pass through multiple entities, it
becomes difficult to track who has access to which information and which
privacy or data protection guidelines are being followed. While it can be
assumed that trusted third parties recognised by immigration authorities
comply with the necessary data protection and privacy requirements, the
same cannot always be said for immigration consultants. Immigration con-
sultants are not necessarily required to be recognised or regulated by the
immigration authorities. During the study, some participants also expressed
concern about their data being handled by too many parties. In particular,
one participant mentioned a negative experience with an immigration con-
sultant in which their family’s private data was at risk of misuse (see Chapter
4, Results). Therefore, eliminating unnecessary intermediaries in the process
could help enhance the privacy and data security of migrants.

Another issue is that when data passes through too many entities, each is
likely to retain a copy. Having multiple copies of the same data increases the
risk for the data owner. The more copies there are, the greater the likelihood
of a data breach or unauthorised access. Furthermore, when several copies
of sensitive information are stored across different systems, it becomes very
difficult to ensure consistency, monitor access, and enforce data protection
policies. This not only raises privacy concerns but also weakens accountabil-
ity, as it becomes unclear which entity is responsible in the event of data
misuse or a security incident. As mentioned earlier, eliminating unnecessary
intermediaries in the process could also help to minimise this risk.

Furthermore, data may be stored in one or multiple locations, depend-
ing on the IT systems used by the entity handling it. Data may be stored
in physical files, within local databases, or, very often, in cloud-based sys-
tems. Depending on the geographical location of the stored data, as well
as the data host provider’s national laws, foreign entities could potentially
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gain legal access to it. This situation places the data owner at significant
risk, as data stored in cloud infrastructures may fall under the jurisdiction
of multiple countries simultaneously. For example, data hosted on servers
located abroad or managed by international providers could be subject to
foreign surveillance or disclosure requests under that country’s legislation.
Such scenarios raise serious concerns about data sovereignty and the pro-
tection of migrants’ sensitive personal information, especially in the case of
vulnerable groups such as refugees. It is worth noting that, in the study,
many participants mentioned that they would be comfortable if their data
were stored in countries or regions where strict data privacy laws, such as the
GDPR, are followed. Some participants also indicated that they were not
comfortable with their data being stored in certain countries (see Chapter 4,
Results). Taking these considerations into account, storing the data securely
using strong encryption and following security best practices, including those
outlined in regulations such as GDPR wherever feasible, and implementing
a decentralised storage strategy could help mitigate this issue by reducing
reliance on centralised service providers who are bound to countries or laws.

Sometimes, data collected from migrants may include information that
is not strictly required by the immigration authorities, forcing the migrant
to disclose personal details that are irrelevant to the migration process. For
example, immigration authorities often need to verify that the person has
sufficient funds to support themselves in the host country, which may re-
quire evidence of maintaining a certain amount of savings over a specified
period. Currently, the only way to prove this is by sharing bank state-
ments, which reveal all income and expenses, including private information.
Similarly, verifying the date and place of birth may require sharing a birth
certificate, which in some countries also contains sensitive information about
the migrant’s parents or grandparents. This over-collection of data infringes
on privacy and is unnecessary for the migration process. The same senti-
ment was shared by many of the study participants. They preferred sharing
only the data that was necessary (see Chapter 4, Results). Such issues could
be mitigated by implementing a mechanism that allows verification of only
the required details, giving migrants the option to share just the specific
information needed rather than entire documents.

Presently, there is no mechanism for the data owner to know if or when
their data is being accessed. This lack of transparency can create uncertainty
and concern for potential migrants, who have no way of knowing how many
times their information has been viewed or by whom. Although the data is
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initially provided for a specific immigration purpose, once submitted it may
continue to exist in the system and could potentially be accessed by others
even after the migrant’s immediate needs have been fulfilled. This raises
significant privacy and accountability concerns, as the migrant loses control
over how their sensitive information is handled. Some participants in the
study indicated that they would prefer a feature notifying them whenever
their data is accessed (see Chapter 4, Results). Implementing such a mecha-
nism could provide greater transparency, build trust in the system, and help
ensure that data is used only for its intended purpose.

The current process involves significant delays when verifying documents
or credentials. For certain countries and visa types, immigration authorities
or their appointed agents often need to contact every institution a migrant
has attended or each organization they have worked for to ensure that the
certificates or letters issued are genuine. Adopting digital credentials that
can be verified for authenticity using digital signatures could significantly re-
duce these delays. This approach could not only facilitate migration but also
benefit the general public who require document verification. Furthermore,
when institutions or organizations are contacted by immigration authorities
or their appointed agents, it informs those organizations that the individ-
ual is planning to migrate, potentially compromising the migrant’s privacy.
Using digital credentials with digital signatures would maintain verification
integrity without compromising privacy.
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5.3 High-Level Overview of the Proposed So-
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Figure 5.3: Proposed solution high level overview

The goal of the proposed system is to provide a mechanism through which
the issues present in the current process can be eliminated or significantly
minimized, while ensuring that immigration authorities are able to verify
a migrant’s data without compromising the quality of verification. In the
proposed system, there will be three primary stakeholders: the potential
migrant, the trusted third party, and the immigration authority. A fourth
stakeholder, the immigration consultant, may also exist in the system and
act on behalf of the potential migrant. The involvement of an immigration
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consultant is often required due to the complex nature of certain immigration
rules and the challenges associated with attesting and submitting documents
to immigration authorities. In the proposed system, since document-handling
requirements are reduced, the need for immigration consultants may be lower,
except in cases where their expertise is required to interpret complex immi-
gration regulations for potential migrants.

The proposed solution, depicted in Figure 5.3, will include a web applica-
tion accessible to all stakeholders. This application is built on the Cardano
blockchain and adopts the principles of Self-Sovereign Identity (SSI). Ac-
cording to Frontiers in Blockchain [41], “Self-Sovereign Identity (SSI) is an
identity management model where individuals maintain control and custody
of their identification attributes.” In this model, individuals can generate
their own verifiable credentials (VCs) or obtain them from trusted issuers,
which can then be presented to verifiers. The paper further explains that
the trust relationship between issuers and verifiers is established through
registered cryptographic proofs.

Each migrant will have their own instance of the application. To run the
prototype, a Preprod Cardano Testnet wallet is required. The application
can be hosted individually for personal use or shared with family members or
friends, provided that the user consents to storing credentials and decentral-
ized identity (DID) information in the wallet. Each individual can create and
publish a DID for themselves and subsequently share their DID, along with
scanned PDF versions of their documents, via the trusted third party’s ap-
plication portal. These documents will be temporarily stored on the trusted
third party’s server. Once the documents are successfully verified, they will
be moved to the InterPlanetary File System (IPFS), a decentralized storage
space. If the document authentication process fails or, for any other reason,
a verifiable credential (VC) cannot be issued, the documents will be deleted
from the server.

The trusted third party is then responsible for performing the necessary
document authentication. They may issue a verifiable credential (VC) to the
individual whose documents were authenticated. The individual can then
share this credential through the immigration portal. It is worth noting
that they do not have to share the whole credential, but rather only the
claims they wish to share (e.g. they can share only the current bank balance
from their bank statement instead of all of the transactions in the statement).
The immigration authority can verify the authenticity of the credential using
digital signatures and, if needed, cross-check with the trusted third party. All
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interactions occur via secure web portals.

Furthermore, using the same concept, the credential issuance process can
also be applied by entities such as universities, employers, and NGOs to issue
digital documents or credentials. In immigration scenarios, migrants often
need to provide education certificates, employment records, or, in the case
of refugees, documentation from organizations such as the United Nations
High Commissioner for Refugees (UNHCR) or the International Committee
of the Red Cross (ICRC). The same application could be used by these
entities to issue digital credentials, which can later be verified by the relevant
immigration authorities.

5.4 How does blockchain technology work?

Although blockchain was introduced in the Introduction chapter, it is useful
to briefly recall its practical applications. Blockchains are commonly used
with cryptocurrencies, with Bitcoin being a notable example, while platforms
such as Ethereum and Cardano provide blockchain infrastructures that sup-
port, cryptocurrencies and decentralized applications. In the introduction of
this report, blockchain was described as a “distributed digital ledger technol-
ogy used to record transactions across multiple nodes in a secure, transparent,
and tamper-resistant manner.”

To understand how blockchain operates, it is necessary to consider three
important IT concepts: hash functions, encryption and digital signatures.
These concepts form the foundation of blockchain security, ensuring the au-
thenticity of transactions and the integrity of the ledger.

5.4.1 Hash Functions

Hashing is the process of applying a mathematical function, known as a hash
function or hashing algorithm, to data in order to generate a much shorter
fixed-length output that uniquely represents the original data. The resulting
value, called the hash or hashed value, typically consists of alphanumeric
characters. An important characteristic of hashing is that applying the same
algorithm to the same data will always produce the same hash. According to
the National Institute of Standards and Technology [42], even a very minor
change in the input data results in a completely different hash. The proba-
bility of two distinct data inputs generating the same hash using the same
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algorithm, known as a collision, is extremely low and generally considered
negligible. Another important feature of hashing is that it is computationally
infeasible to reconstruct the original data from its hashed value, even if the
hashing algorithm is publicly known. Hashing algorithms are widely used in
software engineering, particularly in areas related to security, data integrity,
and database management. Common hashing algorithms include SHA-256,

SHA-1, MD5, and SHA-3.

5.4.2 Encryption

Encryption is the process of protecting data by applying mathematical func-
tions known as encryption algorithms. When data is encrypted, an algorithm
is applied to the data together with an encryption key or a password. The
encryption algorithm then generates a new, unreadable form of the data,
known as ciphertext, based on the key provided. To recover the original
data, the same encryption algorithm must be applied using the same key;
otherwise, decryption will not be possible. A simple analogy is that of a
padlock. A lock can only be opened with the same key that was used to
secure it. Similarly, in encryption, the correct key must be used to retrieve
the original data [43].

There are two main categories of encryption algorithms: symmetric and
asymmetric. The description above refers to symmetric encryption, in which
the same key is used for both encryption and decryption. Symmetric en-
cryption is commonly used in processes such as user authentication, file pro-
tection, and secure data transmission. Examples of symmetric encryption
algorithms include Advanced Encryption Standard-128 (AES-128) and AES-
256.

Asymmetric encryption algorithms, however, operate using two distinct
keys. A private key and a public key. The private key must be kept secret,
while the public key can be shared openly. If data is encrypted using a
private key, anyone with the corresponding public key can decrypt it to
verify the origin of the data. On the other hand, if data is encrypted using
a public key, only the holder of the private key can decrypt it and access the
original content. Asymmetric encryption is commonly used in applications
such as digital signatures and public key infrastructures (PKI). Examples of
asymmetric encryption algorithms include Rivest-Shamir-Adleman (RSA),
Elliptic Curve Cryptography (ECC), and Digital Signature Algorithm (DSA)
44].
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To illustrate this process more simply, an analogy can be made with a
newspaper subscription. Consider a newspaper that is distributed to all of
its subscribers. Everyone who subscribes receives a copy of the newspaper.
Suppose the newspaper includes a crossword puzzle and provides an address
for readers to send their completed entries. When subscribers send their com-
pleted puzzles to that address, only the newspaper organisation can receive
and open them. Likewise, in asymmetric encryption, anyone in possession
of the public key can encrypt data that can only be decrypted by the cor-
responding private key held by the key owner. On the other hand, data
encrypted with the private key can be decrypted or verified by anyone using
the public key.

5.4.3 Digital Signatures

According to the National Institute of Standards and Technology (2023)[45],
“A digital signature is an electronic analogue of a written signature that can
be used to provide assurance that the claimed signatory signed the informa-
tion.” It further states that digital signatures are designed to be resistant to
forgery. A digital signature is used to verify the authenticity of a message
and to confirm that it originated from the intended sender.

In simple terms, the process works as follows: the sender first generates
a hash of the message and signs this hash using their private key. The hash
is signed instead of the entire message, as this minimizes the computational
and transmission cost. The message and the signed hash are transmitted
electronically to the receiver. Upon receipt, the receiver computes a hash of
the received message using the same hash function and decrypts the signed
hash using the sender’s public key. If the resulting hash matches the one
computed by the receiver, it confirms that the message was indeed sent by
the legitimate sender and that the data has not been tampered with during
transmission.

5.4.4 A Brief Overview of the Bitcoin Network

First, the Bitcoin network is studied to explain how blockchain operates. The
network consists of nodes running the Bitcoin software, which are responsible
for creating new transactions and validating existing ones.

In order to initiate a transaction, a wallet is required on the blockchain.
For example, if person A sends 1 bitcoin to person B, the transaction is
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broadcast to the entire network. The nodes then verify the transaction by
checking conditions such as whether the sender has sufficient balance and
whether the sender’s digital signature is valid. Once verified, the transaction
is added to a local pool of unconfirmed transactions, known as the memory
pool or mempool. This is where transactions wait until they are added in a
new block.

Special nodes called miners select transactions from their local mempool
to include in a candidate block, which is a temporary block where trans-
actions remain until they are successfully added to the blockchain. Miners
then compete to solve a computationally intensive puzzle known as Proof-
of-Work (PoW). The purpose of this puzzle is to ensure that adding a new
block requires significant computational effort, making it costly and discour-
aging malicious entities from easily altering the blockchain. This process
also enables the network to achieve consensus in a decentralised environ-
ment. Consensus is the process by which nodes agree on which block to add
to the blockchain. They determine this based on the longest valid chain, in
other words, the one in which the greatest amount of computational effort
has been invested. The first miner to solve the PoW puzzle broadcasts the
block to the network, and other nodes validate the solution. After validation,
the block is added to the blockchain, and all nodes update their copies of
the ledger, ensuring that every participant agrees on the current state of the
blockchain. This is how consensus is achieved.

To solve the PoW puzzle, the miner must find a nonce. When this nonce
is combined with the block’s data and passed through a cryptographic hash
function, it produces a hash that meets the network’s difficulty target. The
network difficulty target is a value that is regularly adjusted to ensure that
block creation is neither too easy nor too difficult, maintaining a consistent
block generation rate. The first miner to solve the puzzle broadcasts their
block to the network, where other nodes verify its validity before attaching
it to the blockchain.

Each node checks the validity of all transactions contained in the block,
as well as the correctness of the PoW. If the block is considered valid, it is
attached to the existing blockchain, forming a sequential chain of blocks. This
distributed ledger is continuously updated throughout all nodes, ensuring
transparency, consistency, and security throughout the network.

Next, the miner who successfully adds a block is rewarded with newly
minted bitcoins and the transaction fees associated with the transactions in-
cluded in the block. This incentive mechanism encourages miners to maintain
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network security and validate transactions honestly. By linking blocks via
cryptographic hashes, Bitcoin ensures that altering the content of any previ-
ous block would require redoing the PoW for all subsequent blocks, thereby
updating the blockchain in a secure and tamper resistant manner.

In this way, the Bitcoin blockchain achieves decentralised consensus, im-
mutability, and security, providing a reliable platform for peer-to-peer digital
transactions without the need for a centralized authority. [21]. Figure 5.4
illustrates the operation of the Bitcoin network.
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Figure 5.4: Bitcoin Network

In order to explain how blockchain operates in a simplified manner, the
following analogy can be used.
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Consider a goods train at a loading station. Several workers are respon-
sible for loading goods into individual compartments and attaching them to
the train.

When the goods are ready to be loaded, the workers are notified. Each
worker receives a set of goods and checks the accompanying documentation
to ensure that everything is valid. However, their task does not end there.
Each worker must also solve a puzzle, in this case, correctly arranging the
goods within the compartment so that they fit perfectly.

Once a worker completes this task, they announce it to the others. The
other workers then inspect the compartment and verify that the job has been
completed correctly. When the majority agree that the loading is accurate,
the compartment is attached to the train. After successful verification, the
worker responsible receives an allowance or reward for their effort.

In this analogy, the train represents the blockchain, each compartment
represents a block, and the goods represent transactions. The process of
arranging the goods represents to solving the Proof-of-Work puzzle, while the
workers represent miners who verify and add new blocks to the blockchain.

5.4.5 A Brief Overview of the Cardano Network

Cardano is another blockchain technology that differs from Bitcoin, which
was explained earlier. In Cardano too a wallet is required to perform transac-
tions. The cryptocurrency of Cardano is called ADA, and one ADA is equal
to 1,000,000 smaller units called Lovelaces. For example, if Person A sends
1 ADA to Person B, similar to Bitcoin, the transaction is broadcast across
the Cardano network to the nodes.

When Cardano nodes receive the transaction, they validate it in a manner
similar to Bitcoin nodes. Validation includes ensuring that the sender has
sufficient funds and that all transaction parameters are satisfied. After this,
the transaction is added to the node’s local mempool [46].

Unlike Bitcoin, Cardano achieves consensus using a protocol called Ouroboros.
According to Cardano documentation, the network divides time into epochs.
Each epoch consists of a number of slots, each lasting one second in theory,
with blocks produced approximately every twenty seconds in practice [47].
At present, a Cardano epoch lasts for five days, which is equivalent to 432,000
slots. For each slot, a number of nodes can be randomly selected as slot lead-
ers using a Verifiable Random Function (VRF) [48]. Sometimes there may
be zero selections due to the probabilistic nature of the selection process.
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This is governed by the network’s active slot coefficient, which controls the
probability that a slot is active, ensuring probabilistic leader selection and
fair distribution of block production among stake pools. On average, one slot
leader is expected to be selected every 20 seconds, resulting in approximately
21,600 selections per epoch. If multiple slot leaders are randomly selected
for the same slot and each produces a block, the block with the longest chain
is added to the blockchain, while the other candidate blocks are discarded
[49]. However, if no slot leader is selected for a particular slot, no block is
produced during that time, and the blockchain simply moves on to the next
slot without adding a new block [50] [51].

The Cardano network supports multiple stake pools, which are reliable
nodes that manage the stake of their owners as well as that of others, called
delegators. Stake pools help maintain the ledger, process transactions, and
produce new blocks using the combined stake of their owners and delegators.
When a stake pool is selected as a slot leader, the corresponding stake pool
operator produces the block [52].

The more stake a pool controls, the greater its probability of being cho-
sen as a slot leader. Slot leaders are responsible for creating new blocks
and adding them to the blockchain. To prevent monopolisation and main-
tain fairness, Cardano implements an incentive mechanism that discourages
delegators from joining pools that already control a disproportionately large
share of the network’s total stake.

The slot leader selects transactions from its mempool and validates them
in a manner similar to Bitcoin nodes. Once validated, the slot leader creates
a new block and attaches it to the blockchain. Unlike in Bitcoin, recent
blocks in Cardano are considered transient. Only the chain that precedes the
prespecified number of transient blocks is considered settled. This mechanism
is referred to as the settlement delay. It allows honest nodes to stay in sync,
even if a slot leader goes offline or a temporary fork occurs. After the slot
leader attaches the new block, it is broadcast to the network, and the nodes
validate it again. This is how consensus is achieved in Cardano. Figure 5.5
illustrates the operation of the Cardano network.

Smart contracts are another feature of the Cardano blockchain network.
Although the prototype application will not utilise smart contracts, it is use-
ful to understand them. Cardano defines smart contracts as “digital agree-
ments defined in code that automate and enforce the terms of a contract
without the need for intermediaries, enabling secure and transparent trans-
actions on a blockchain.” It further states: “By leveraging predetermined
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conditions defined within the smart contract code, the state of a contract
can only be updated in a way that follows the rules defined in that con-
tract.” [53]

Although the term smart contracts might give the impression that some-
thing “smart” is happening behind the scenes, the process is actually not that
complex. Even Vitalik Buterin, the co-founder of Ethereum, the platform
that popularised smart contracts, has stated that he regrets adopting the
term “smart contracts” and believes they should have been called something
more boring and technical, perhaps “persistent scripts” [54].

In reality, on Cardano, smart contracts are simple programs, often re-
ferred to as validator scripts. These scripts contain custom logic defined
by the user and are automatically executed by Cardano nodes to validate
transactions whenever an attempt is made to move funds from the script’s
address. Smart contracts cannot be altered once deployed and are tamper-
proof. Furthermore, Cardano is not the only blockchain platform to offer
smart contracts; other platforms, such as Ethereum, also support them [55].

Understanding the Extended Unspent Transaction Output (EUTXO) model
is useful, as it forms the basis of Cardano’s implementation of smart con-
tracts. Cardano adopts EUTXO, an extension of Bitcoin’s Unspent Trans-
action Output (UTXO) accounting model. In this model, the blockchain
records unspent outputs from previous transactions, each of which can be
used as input for new transactions. A simple analogy is using cash: when
someone uses a twenty-dollar bill to pay for an item costing ten dollars, they
receive change in the form of two five-dollar bills. The original bill is no longer
available, but the two five-dollar bills can be used in subsequent transactions
[56].

Cardano extends the UTXO concept by allowing each UTXO to carry
not only value (such as ADA) but also additional data, providing support for
smart contracts. Each output can be associated with a validator script that
defines the conditions under which it can be spent. This extension enables
more complex logic and programmability while maintaining the deterministic
and tamper-proof properties of the underlying blockchain [56].
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Let’s take the loading station analogy from the previous section to ex-
plain how Cardano works. Consider another loading station run by a different
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company. Here, the process differs slightly. One key difference is that there
is no puzzle to solve, as arranging the goods in the compartments is done
automatically by robots. However, workers are only allowed to check doc-
umentation and load goods if they have a good reputation. The higher a
worker’s reputation, the more likely management is to assign them the task.
Workers can also receive recommendations from their fellow workers, which
increase their reputation. Another difference is that for each workday, man-
agement divides the day into shifts. At the beginning of the day, workers are
assigned to shifts based on their reputation, and in each shift, one worker is
allowed to load goods.

Once a job is completed successfully, the worker announces it to the oth-
ers. The other workers then inspect and verify that the task has been cor-
rectly completed. After successful verification, the worker receives a reward,
a portion of which is distributed to the fellow workers who recommended
them, in proportion to their reputation compared to the total reputation.
However, if verification fails, the worker loses reputation, which is costly and
requires significant effort to rebuild. This incentivizes workers to perform the
task honestly.

Similarly to the earlier analogy, the train represents the blockchain, each
compartment represents a block, and the goods represent transactions. The
staking of reputation represents the Proof-of-Stake (PoS) mechanism, while
the workers represent validators who verify and add new blocks to the blockchain.
Workdays represent epochs, and shifts within each workday represent slots.
The worker assigned to load goods during a shift represents the slot leader.

5.5 Decentralised Identifiers (DID) and Ver-
ifiable Credentials (VC)

Traditionally, data and identity-related information, has been managed through
centralised systems. Decentralised identity technologies offer an alternative
approach by removing the need for a single controlling authority. In ear-
lier sections, the challenges associated with centralised identity management
were discussed, particularly in relation to migrant data security and cultural
heritage management. Decentralised identity systems can help bridge these
gaps and mitigate the vulnerabilities in centralised identity management ap-
proaches. This section discusses the decentralised identity technologies and
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protocols employed in the proposed solution.

The World Wide Web Consortium (W3C) is an international organisation
responsible for developing standards related to the web. It has more than
350 member organisations that contribute to the creation and maintenance
of these standards. The W3C plays an important role in ensuring that organ-
isations and developers adopt consistent, interoperable web technologies. Its
standards are implemented by browsers, search engines, and other software
systems that form the backbone of the modern web. The W3C is widely
regarded as one of the most important bodies in the standardisation of web
technologies. Its members include major public and private organisations
such as Mozilla, Microsoft, and Google, among many others [57] [58].

In addition to its work on core web standards such as HTML, CSS, and
JavaScript, the W3C also heads the development of emerging standards for
decentralised identity and verifiable credentials (VCs). These standards es-
pecially the Decentralised Identifiers (DID) Core and Verifiable Credentials
Data Model specifications, provide the base for secure, user-controlled digi-
tal identity frameworks. W3C, by defining open and interoperable protocols,
supports the creation of decentralised identity ecosystems that promote pri-
vacy, transparency, and trust across different platforms and organisations.

5.5.1 Decentralized Identifiers (DIDs)

Decentralised Identifiers (DIDs) are digital identity instruments that do not
rely on any centralised system or authority for verification. Each DID is
associated with a DID Document, which describes the cryptographic mate-
rial, verification methods, and service endpoints associated with the DID. A
DID can represent any subject or entity, including a person, organisation, or
thing, as determined by the controller (owner) of the DID. The DID Docu-
ment can be resolved using a DID Method, which defines how the DID and
its document are stored and accessed from a Verifiable Data Registry (VDR).

According to the W3C specification, a DID Method is a schema that de-
fines operations such as the creation, resolution, updating, and deactivation
of a DID. A VDR is a system that supports the creation, verification, up-
dating, and/or deactivation of DIDs and DID Documents. The W3C further
states that a VDR can also be used to manage other cryptographically veri-
fiable data structures, such as Verifiable Credentials (VCs). DID resolution
is the process of retrieving a DID Document using the DID as input, allow-
ing the associated cryptographic and service information to be accessed and
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verified. To perform DID resolution, a DID Resolver can be used. A DID
Resolver is a software or hardware component that takes a DID as input and
returns the corresponding DID Document as output [59].

Other parties may assist in providing or verifying information related to
a DID. However, the design ensures that the controller can prove ownership
without requiring permission from others, enabling secure and trusted inter-
actions. DID Documents contain information such as public keys, verification
methods, and service endpoints, which allow the controller to authenticate,
sign, and communicate securely. By being globally unique, decentralised,
and interoperable, DIDs support self-sovereign identity principles, allowing
users to fully own and control their digital identities across multiple systems
and platforms.
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"@contex "https://w3id.org/did-resolution/vl"™, m
"didDocument™: {
"@context™: [

"https://www.w3d.org/ns/did/v1l",

"https://wiid.org/security/suites/jws-2020/v1"
1.
"id": "did:prism:4£94c56203723c3bcocoeade355a00dd9816300181497b0726£38a5d65362064",
controller™: "did:prism:4£94c562038728c3bcoc5eade355a800dd8516300181497b0726£38a5d65362064",
"verificationMethod": [

{
> "id": "did:prism:4f94c56209728c3bc5c5eade355a800dds816300181497b0726£38a5d65362064#assertion-1",
"type": "JsonWebKey2020",
"controller™: "did:prism:4£94c56208728c3bcoc5eade355a004d9616300181487b0726£38a5d653620647,
"publicKeyJwk™: {
"ecrv": "Ed2551%",
"X"r "QroQQgBEVEXipTOH 60XipMyHxGeXvhiLQoDLeM",
"kty": "OHP" <\| Public key of the assertion method
}
i' Signature algorithm |
"id": "did:prism:4f94c56203728c3beSe 2355a00dd9816300181497b0726f38a5d653620644key-1",
"type "JsonWebKey2020",
"controller™: "did:priasm:4f 56209723c3bc5c5eade355a004d9616300181497b0726£38a5d65362064",
"publicKeyJwk™: [
"crv": "Ed2551%",
"x": "ud4YIGEANZAgZdtIShsu-E-zDOtiVNO77BhugglNzhg”,
"ty": "ORD" Public key of the verification method
}
}
i
"authentication”: [
"did:prism:4f94c56209728c3bc5c5eade355a00dd9816300181497b0726f3825d65362064Fkey-1"
1e
“assertionMethod™: [

"did:prism:4f94c56209728c3bc5c5eade355a00dd9816300131497b0726f38a5d65362064¢assertion-1"
1e
“keyAgreement”: [],
“capabilityInvocation™: [],
"capabilityDelegation™: [],
"service™: [

{
"id": "did:prism:4f94c56209728c3bcocoeade3soa00dde816300181497b0726£38a5d653 -£753a07766a2",
"type™: "NotificationService", Notification Endpoint [
"serviceEndpoint™: {
"issuedVCStatus": "https://example.com/notify"
}
e
{
"id": "did:prism:4f94c56208728c3bc5c5eade355a00dds516300181497b07 261 Jeasaioss A Lillallland fad-baa7-bc36737b7b3e",
"type": "CredentiazlStatusService”, Status Endpoint
"serviceEndpoint™: {
"issuedVCStatus”: "https://example.com/status”
}
}

i
"didDocumentMetadata™: {
"deactivated": false,
"wersionld! "4£94c56209728¢c3becS5c5eade355a004d9816300181497!
"created”: "2025-09-24T03:11:132",
"updated”: "2025-09-24T03:11:13Z"

28f3Ea5de5362064",

i
"didResolutionMetadata™: {
"contentType”: "application/ld+j

org/did-resclution”

Figure 5.6: Sample DID document

A sample Decentralized Identifier (DID) Document is shown in Figure 5.6.
This DID Document was generated through a PRISM node, which will be
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explained later in this chapter. The DID generated by the prototype appli-
cation will follow a similar structure. Some important elements relevant to
this report are highlighted in the figure.

Each DID Document contains a DID identifier (id), which is a unique
string that distinguishes it from other DIDs. In this example, the DID is:

did:prism:4£94c56209728c3bcb5c5eade355a00dd9816300181497b0
726£38a5d65362064

Here, “did” represents the URI scheme identifier, “prism” specifies the
DID method, and the final alphanumeric string denotes the unique identifier
assigned according to that method. The DID identifier is used to resolve
DIDs, that is, to fetch DID documents.

Verification Method defines how a proof can be independently verified.
In this DID document, a cryptographic public key is used as a verification
method according to digital signatures. It allows verification that the signer
used the corresponding private key to create a signature. Earlier sections
of this report explain how digital signatures and public-private key pairs
function. In this DID document, the public key is provided in field “x”. This
key can be used to verify any proof signed by the owner of the DID [60].

There are two verification methods in this document. The authentication
method is used to authenticate ownership of the DID by its owner. The
public key associated with this method has the 1D

did:prism:4£94c56209728c3bcbcb5eade355a00dd9816300181497b0
726£38a5d65362064 \#key -1

In this example, the corresponding public key is ud4dYIGGANZAgZdtI5hsu-
E-zDOtjVNO7T7BhuqgLN2hg. If the owner of this DID needs to prove own-
ership, they can sign a nonce, which can then be verified using the corre-
sponding public key. A nonce is a random, one-time value that ensures each
authentication request is unique, thereby preventing replay attacks. By sign-
ing a nonce, the owner demonstrates control over the private key associated
with the public key in the DID document.

The next verification method is the assertion method, which is used to
make a claim about a subject. This functions in a similar manner to the
authentication method.

Verification methods must specify the signature algorithm so that the
verifier knows how to validate the signature. In this document, the signature
algorithm is indicated using the “crv” field. In this case, the Ed25519 digital
signature algorithm is used [59].
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The DID document defines two services: NotificationService and Sta-
tusService. Each service specifies two URLs that can be used to access or
consume the respective service endpoints. These endpoints can represent any
type of service, depending on the implementation and the requirements of
the system.

5.5.2 Verifiable Credentials (VC)

According to the W3C, a verifiable credential (VC) is a credential, a set of
claims made by an issuer about a subject, that can be cryptographically
verified for authenticity and integrity. The subject may be an individual,
an organisation, or any other entity. A verifiable credential is designed to
be tamper-evident, meaning that any modification of its contents can be
detected, and its authorship can be verified through cryptographic means.
Verifiable credentials can be used to create verifiable presentations, which are
cryptographically verifiable collections of one or more credentials, enabling
the selective disclosure of information by the holder [61].

The verifiable credentials data model ensures that credentials are resistant
to tampering and falsification through the use of cryptographic proofs and
decentralised identifiers (DIDs). Three primary roles are defined within this
model:

Issuer: The entity that issues the credential.

Holder: The entity to whom the credential is issued.

Verifier: The entity that requests and validates the credential to estab-
lish its authenticity.

Verifiable credentials can be represented in various formats depending on
the issuer and the system. Common formats include JWT, SD-JWT, and
AnonCreds.

5.5.3 JSON Web Token (JWT)

The Internet Engineering Task Force (IETF), an organisation responsible for
developing internet standards, created the JSON Web Token (JWT) speci-
fication. A JWT is a compact, URL-safe method for securely transmitting
claims between parties over the internet. JWTs use the JavaScript Object
Notation (JSON) format to represent data. The claims in a JWT are en-
coded as a JSON object and included either as the payload of a JSON Web
Signature (JWS) structure or as the plaintext of a JSON Web Encryption
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(JWE) structure. This design allows the claims to be digitally signed and/or
encrypted, ensuring authenticity, integrity, and, if desired, confidentiality of
the data [62] [63].

A JWT consists of three parts that are separated by dots (.), The Header,
Payload and the Signature.

The Header has two parts. One describes the type of the token (E.g
JWT, SD-JWT) and the next describes the signature algorithm. In the be-
low example the type of the token is JWT and the signature algorithm is
Edwards-curve Digital Signature Algorithm (EdDSA).

{ cctypw: “JWT”, ccalgn: “EdDSA” }

The Payload contains the claims. Claims are information about an entity
and additional data. The below is an example of a claim.

“name”: “Ada Lovelace”, “nationality”: “British” }

The signature is generated by first encoding the header and payload sep-
arately using Base64URL encoding, then concatenating them with a dot (.)
separator. The resulting string is then signed using the algorithm specified
in the header, on this instance EADSA. Finally, the signature is attached as
the third component of the JWT after being encoded with Base64URL [64].
This process can be represented as:

signature = EADSA <base64UrlEncode(header)+” . "+base64UrlEncode(payload))

So the JWT would be,

JWT = base64UrlEncode(header) .
base64UrlEncode(payload) .

EdDSA (baseG4UrlEncode(header) +"." 4 base64Ur1Encode(payload))

To verify a JW'T, the verifier performs the same Base64URL encoding and
combining of the header and payload, then uses the public key corresponding
to the signing algorithm (for example, an Ed25519 public key when using
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EdDSA) to verify the signature. If the computed signature matches the
signature included in the token, and not been tampered with, the JWT is
considered valid. This ensures that the data has not been modified and that
it was issued by a trusted party.

5.5.4 Selective Disclosure for JWTs (SD-JWT)

SD-JWT is a specialised form of JWT that enhances user privacy by al-
lowing selective disclosure of claims. For example, a standard JWT might
include claims about a user’s name, date of birth, and salary. If a verifier
only needs to know the name and date of birth, a standard JW'T would re-
quire the user to disclose all claims, including sensitive information such as
salary. However, an SD-JWT allows the user to reveal only the necessary
claims, such as name and date of birth, while keeping other claims, such as
salary, hidden. The verifier can then confirm the authenticity and integrity
of the disclosed claims using the cryptographically signed SD-JW'T, without
learning anything about the undisclosed claims.

The SD-JWT has two main parts. The first part follows the same struc-
ture as a standard JWT. It consists of a header, payload, and signature,
separated by dots (.). The header specifies the signing algorithm used by
the issuer. However, unlike a standard JWT, the payload of an SD-JWT
includes an additional field called _sd, which is an array containing hashes of
the claims as its elements. The _sd_alg field specifies the hashing algorithm
used (e.g. sha-256).The signature is generated in the same way as a standard
JWT and provides cryptographic integrity and authenticity.

The second part of the SD-JWT consists of the disclosures, which are
separated from the core JWT by the tilde (7) symbol. Each disclosure is a
small array containing three elements, which are a random salt, the claim
name, and the claim value. The salt ensures that the resulting hash value is
actually random, even if two claims have identical values, their hashes will
differ. This property prevents correlation or guessing of claims based on their
hash values in the _sd array.

When the user (the holder) chooses to share a particular claim, the verifier
recomputes the hash using the given salt, the claim name, the claim value,
and the specified hash algorithm. The verifier then checks whether the re-
sulting hash matches one of the hashes in the _sd array. If it matches, the
claim is verified as authentic and known to have been issued by the original
issuer [65].
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Below is a sample of the _sd section from an SD-JWT payload:

{
"sd": [
"OLOW12NMhfmYYI6JCcEoqqTIMDxKH6GIyL8nOEyzPKE" ,
"PiB6hj3nDDG5Brrj4-V10caRT1UNS jiitpp7a7ohCol"

1,

"_sd_alg": "sha-256",

"iss":
"did:prism:706c481ad34b17a38a88eaff56671b5c88fcfeace6ade797540e552d£875
eae9",

"iat": 1759183892,

"exp": 1761775892

}

Below is a sample of a disclosure. The first element represents the random
salt value, followed by the claim name and then its corresponding value.

Disclosure; = ["G2EHqjIG651DFHWGBweGYA", "passportNumber", "123"]
Disclosure; = ["ELUDhgVLnCfka yy8KVNiA", "passportAgeAbovel8", "true"]

So the SD-JWT would be,

sd = {sha256(claim1), sha256(claim2), ...}
payload = _sd 4 {"iss" : issuer_DID, "iat" :issued_at, "exp" : expiry}

SD-JWT = base64UrlEncode(header) .
base64UrlEncode(payload) .
EdDSA (base64UrlEncode(header) + "y

baseG4UrlEncode(payload)) ~

disclosure; ~ disclosure, ~ ...

An analogy can be used to explain the difference between a JWT and
an SD-JWT. Imagine a group of people approaching a hotel receptionist to
request five rooms. The hotel has twenty rooms in total, and all the room
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keys are kept together in one bundle. In the case of a JWT, it would be as if
the receptionist handed over the entire bundle of twenty keys to the guests.
In contrast, with an SD-JWT, the receptionist would provide only the five
specific keys corresponding to the rooms that were requested.

5.6 The InterPlanetary File System (IPFS)

The InterPlanetary File System (IPFS) is a decentralised technology. Ac-
cording to the official IPFS website [66], it is “A set of open protocols for
addressing, routing, and transferring data on the web, built on the ideas of
content addressing and peer-to-peer networking”. IPFS itself is not a storage
provider; rather, it is a protocol that enables data to be stored and shared
in a decentralised manner.

Similar to blockchains the participants of the IPFS network are called
nodes and they form a backbone to the IPFS network. Each Node has a
unique identity referred to as the peer identity (Peer Id) [67]. The IPFS
documentation defines a node as “An instance of an implementation of IPFS
that you run on your local computer (directly or via a browser) to store
files and connect to the IPFS network.” In other words, an IPFS node is an
application that runs on a computer and can communicate with the IPFS
network to perform file transfers.

In order to understand IPFS, it is useful first to have an understanding
on how Uniform Resource Locators (URLs) work. According to Mozilla, a
URL is the address of a unique resource on the Internet. When a URL is
entered into a browser, the browser first checks the URL with a Domain
Name System (DNS) server. A DNS server maintains an index of domain
names and their corresponding [P addresses. Using this information, the
browser contacts the server hosting the requested resource and retrieves the
content [68].

www.example.com/images/test. jpg

For example, in the URL above, example.com is the domain name. When
this URL is entered in a browser, the browser first looks up the domain using a
DNS server and then connects to the web server hosting the content. Based
on the rest of the URL, images/test.jpg, the web server and any relevant
applications running on it fetch the appropriate content, in this case, a JPG
image [69].
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When a file is added to IPFS via a node, it is first divided into smaller
chunks, each of which is hashed using a cryptographic hash function (e.g.,
SHA-256). IPFS then organises these chunks into a data structure known
as a Merkle Directed Acyclic Graph (Merkle DAG) [70]. In this structure,
each chunk of the file is identified by its hash and represented as a data node.
IPFS then creates parent nodes that reference the hashes of their child nodes,
forming a hierarchical, linked structure. The root node of this structure rep-
resents the entire file and contains links to all the file chunks, either directly
or through intermediate nodes. The hash of the root node is known as the
Content Identifier (CID), which serves as a unique and permanent identifier
for the file within the IPFS network. One important feature of IPFS is that
the CID is content-dependent. If the same file is added to the network via
two different IPFS nodes, they will generate the same CID. Even a slight
modification to the file will result in a completely different CID. The image
in Figure 5.7 shows the process by which a file is added to the IPF'S network.

Once a CID is created, the IPFS node announces to the network that it
hosts the CID. This process is referred to as providing, where the node makes
the network aware that it can serve that content [71].

In order to locate a file and identity which nodes store its chunks, IPFS
uses a distributed hash table (DHT). It implements a DHT algorithm known
as Kademlia, which organises peers based on their IDs [72]. When an IPFS
node requests a CID, it queries peers whose IDs are closest to the CID. If a
node possesses the requested CID, it delivers the content to the requesting
node. If not, it can provide references to peers whose IDs are closer to the
target. This process continues iteratively until the requesting node reaches
the peer storing the content. This system is fully decentralised, with no
central authority controlling the network. Figure 5.8 illustrates how a file is
requested from the IPFS network.
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Chapter 6

Implementation

6.1 Overview

The previous chapters discussed the background of the study, the migrant
data privacy domain, and the issues present in the current process. They
also reviewed related work in this area, analysing its relevance to the project.
The Design chapter outlined the technologies selected for the prototype and
justified their suitability. This chapter presents the implementation of the
prototype in detail. It explains how the proposed technologies were inte-
grated and how the overall system was built to address the issues identified
in earlier chapters.

103



6.2 System Overview
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Figure 6.1: System Overview

The diagram in Figure 6.1 provides a high-level overview of the proposed
solution. The prototype application is shown within the green boundary and
consists of three main components:

Cardano Bridge API: This API connects to the Identus Cloud Agent
API within the Identus system. It facilitates the transmission and retrieval
of data from the Identus Cloud Agent and, indirectly, from the Cardano
blockchain.
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Web Application: The web application serves as the primary user inter-
face through which users directly interact with the system. It also functions
as the control centre, coordinating the operations of the other components
within the prototype software.

Console Application: The console application is responsible for han-
dling file-processing tasks. It communicates with the InterPlanetary File
System (IPFS) node to send and retrieve files from the IPFS network.

The Identus environment is shown within the yellow boundary. It consists
of two main parts: the Prism Node, which connects to the Cardano network
via the Cardano Node (shown in blue), and the Identus Cloud Agent, which
provides a set of APIs for communication with the Prism Node.

The Cardano Node, represented in blue, is responsible for establishing
and maintaining the connection with the Cardano blockchain network.

6.3 Cardano Node, Hyperledger Identus, IPFS

The following sections of this chapter provide a detailed discussion of each
external component of the application.

6.3.1 Cardano

The Cardano node is the software responsible for communicating with the
Cardano blockchain and serves as a top-level component within the Cardano
network. It is an open-source application maintained by Intersect, a member-
based organisation within the Cardano ecosystem that ensures its continuity
and future development [46] [73].

The Cardano node can be acquired either by downloading and compil-
ing the source code from its official GitHub repository: https://github.c
om/IntersectMB0/cardano-node , or by using the pre-built Docker im-
ages provided there. Docker is a containerisation technology that enables
applications to run within isolated and reproducible environments. This is
achieved by packaging an application together with all its dependencies and
configuration files into a portable unit known as a Docker image [74].

In the prototype application, a Docker image of the Cardano node was
used. Initially, the plan was to download the latest Cardano source code
and compile it locally. However, this approach was changed due to issues
encountered during the setup of the Haskell environment and attempts to
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compile the Cardano source code, as detailed in Appendix A of this report.
Therefore, it was decided to use Hyperledger Identus, for which the Docker
image of the Cardano node was considered sufficient.

The Cardano node setup and the Atala PRISM node setup were based
on examples provided by Ley Lawrence [75] (see section A.1.6 for details)
. The initial Docker setup script was taken from this example; however, it
was modified to meet the specific requirements of the prototype, particu-
larly due to incompatibilities and certain outdated Docker image versions.
The Docker script, docker-compose-cardano.yml, is provided in the prototype
application’s code repository (see Section C for details).

The key components of the docker-compose-cardano.yml script are dis-
cussed in detail below.

Cardano node: The prototype uses the official Cardano node Docker
image (version 10.5.1), configured to run in the preprod network, which is a
testing environment that allows developers to experiment with applications
before deploying them to the main Cardano network. The node operates
within a Docker network named “Cardano” to enable communication with
other Cardano-related containers. Persistent storage is configured through
mounted volumes, with the environment variable SNODE_DB mapped to
/data/db for storing the node’s blockchain data, and the Docker-managed
volume node_ipc mapped to /ipc for inter-process communication. The con-
tainer is configured to restart automatically on failure to improve reliability.
In summary, this configuration ensures that the Cardano node operates reli-
ably and provides a stable environment for development and testing.

PostgreSQL Database (DB Sync): This service provides a Post-
greSQL 14.10 database that supports the Cardano DB Sync module. The
database stores blockchain data extracted from the Cardano node, allowing
queries of transactions, blocks, and other information without directly com-
municating with the blockchain. The container uses the lightweight Alpine-
based PostgreSQL image and is configured to run within the “Cardano”
Docker network. Persistent storage is provided via the postgres-db-sync vol-
ume, ensuring that all database data is retained across container restarts.

Cardano Wallet: This service runs the official Cardano Foundation wal-
let image (version 2025.3.31). The wallet component connects to the Cardano
node through the shared node-ipc volume. It provides a REST API that
allows functionalities such as creating and managing wallets and querying
wallet and transaction related blockchain data. The container is configured
to operate within the “Cardano” Docker network, allowing communication
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with other Cardano services. Persistent storage is managed via the wallet-db
volume, while configuration files for different networks are mounted from the
local . /configs/cardano directory. The API is exposed on port 8090 (mapped
to port 7090 on the host). A wallet UT client application could be connected
to interact with the wallet, however, for the purposes of the prototype, this
was not necessary and was therefore omitted.

Cardano DB Sync: The cardano-db-sync service runs the official Car-
dano DB Sync image (version 13.5.0.2) and serves as the intermediary be-
tween the Cardano node and a PostgreSQL database. Its purpose is to ex-
tract blockchain data from the node and store it in the SQL database, allow-
ing efficient querying of blocks, transactions, and other ledger information.
The service is configured to run within the “Cardano” Docker network and
depends on both the Cardano node and the PostgreSQL database (postgres-
db-sync) being healthy before starting. Persistent storage is provided via the
db-sync-data volume, while the shared node-ipc volume allows communica-
tion with the Cardano node through IPC sockets. This configuration ensures
that DB Sync maintains an updated representation of the blockchain for use
by wallet services or other applications.

The image in Figure 6.2 illustrates how the components described above
interact and how they connect with the PRISM node [75].

Identus Cardano

f saL

1 Cardano DE Sync [———» DE Sync
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h

Figure 6.2: Interaction of Cardano components within the Docker environ-
ment
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6.3.2 Prism (Hyperledger Identus)

The PRISM node, based on Hyperledger Identus, facilitates communication
with the Cardano node. It acts as a bridge between the Cardano node and
the user application. Similarly to the Cardano setup, the components of
the PRISM node are installed via a Docker script named docker-compose-
prism.yml. As with docker-compose-cardano.yml, this script was modified
to meet the specific requirements of the prototype software and to resolve
compatibility issues.

The key components of the docker-compose-prism.yml script are discussed
in detail below.

PostgreSQL Database for PRISM: The postgres-prism service runs
a PostgreSQL 13 container that provides persistent database storage for the
PRISM node components. It is configured to create databases pollux, con-
nect, agent, and node_db. These databases are initialized via two scripts,
init-script.sh and max_conns.sql. Persistent storage is provided through the
postgres-db-prism volume, ensuring that all database data is retained across
container restarts.

pgAdmin: This service runs the pgAdmin 4 container, providing a web-
based interface for managing the PostgreSQL databases used by the PRISM
node. Persistent storage for pgAdmin settings and data is provided via the
pgadmin volume. This configuration allows users to access the databases
conveniently through a web interface.

PRISM Node: The prism-node service runs the official PRISM node
container, acting as an intermediary between the Cardano blockchain and
user applications. The prototype uses version 2.6.1. Although the example
used version 2.2.1, experimentation revealed that the latest version provided
better compatibility with the Identus Cloud Agent and ensured smoother op-
eration of the application. The node connects to the PostgreSQL database
provided by the postgres-prism container, using the node_db database. The
service is configured with various environment variables to specify network
settings, wallet API endpoints, transaction parameters, and ledger connec-
tions.

PRISM Agent: The prism-agent service runs the Hyperledger Identus
Cloud Agent container (version 2.0.1-SNAPSHOT). This acts as a middle-
ware component that interacts with the PRISM node and multiple PRISM
related databases. It connects to the PostgreSQL databases pollux, connect,
and agent hosted by the postgres-prism container. The agent is configured
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with environment variables that specify service endpoints, wallet settings,
Vault secrets management. It also relies on the prism-node and vault-server
services for connectivity and secret management. The prototype applica-
tion doesn’t use a vault server, however when being used in a production
environment, a vault server such as Hashicorp Vault can be used.

Swagger Ul: The swagger-ui service runs the official Swagger Ul con-
tainer (version 5.1.0). Swagger provides a web-based interface for exploring
and testing the PRISM Agent API. This allows to interact with the API
endpoints directly through the browser, facilitating testing and verification
of the agent’s functionality.

API Gateway (APISIX): The apisix service runs the Apache APISIX
container (version 2.15.0-alpine). This functions as the API gateway for the
PRISM Agent and related other services.

The Figure 6.3 depicts how the components described above interact and
how they connect with the Cardano node as well as the prototype application.
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Figure 6.3: Interaction of Identus components within the Docker environment

6.3.3 Notes on the Identus Cloud Agent

During the experimentation phase, it was observed that the Identus Cloud
Agent version 1.28.0 used in the example had several issues that made de-
velopment difficult. One of the main challenges was the lack of online docu-
mentation for this version. The available documentation referenced methods
and functionalities that either did not exist or produced errors when used,
making it impractical to work with this version. Attempts to use Docker
images of later versions also encountered unresolved issues.

According to the documentation, the Identus Cloud Agent supports a
multi-tenant setup, allowing multiple users to interact with the system by
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creating separate wallets. Initial experiments involved creating two users, an
issuer and a holder and then issuing a verifiable credential (VC). However,
this configuration did not produce the expected results, as the system did
not function correctly when both users were on the same node.

Another issue with version 1.28 arose during experiments with Anon-
Creds, an alternative form of verifiable credential supported by Hyperledger
Identus. AnonCreds were not used in the prototype due to their complexity
and because JWT and SD-JWT were preferred for their scalability, partic-
ularly for potential mobile implementations. However, AnonCreds were ex-
plored during the initial development phase. During this process, creating a
credential definition for the VC schema required a JSON file. The generated
JSON, however, was not recognized by the credential definition API, even
though the schema table contained the necessary fields and data. Although
manually bypassing this issue allowed the process to succeed, this approach
was avoided as it did not follow best practices.

Due to these limitations, the source code of the Identus Cloud Agent
was downloaded, and a Docker image was built from the latest version. The
lack of reliable online documentation for earlier versions meant that only the
latest version was adequately supported. Even the latest documentation is
sometimes incomplete or confusing, as it is spread across three sources:

1. Swagger API documentation
2. The Identus tutorial

3. Agent API documentation

The documentation provides generic instructions for multiple authentication
and credential flows, including JWT, SD-JWT, AnonCreds. The parameters
for issuing and verifying credentials differ depending on the flow, but the
documentation does not clearly indicate which parameters should be used in
each case. Therefore, it was necessary to experiment extensively and review
the source code to determine the correct parameters.

During this process, several issues were identified:

e Schema and credential definitions for AnonCreds were not in the cor-
rect format. This issue was resolved by modifying the JSON files and
hosting them in a new location.

e In the multi-tenant setup, attempts to issue invitations to users some-
times failed with errors such as “record already exists.”
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e The Identus Cloud Agent did not support publishing Ed25519 keys,
which are required for SD-JWT functionality.

The issues encountered were investigated using online resources and GitHub
repositories, however, no solutions were found. To overcome these challenges,
the Identus Cloud Agent was compiled from the latest source code, ensuring
that known bugs were resolved and that the prototype could take advantage
of the most recent features and improvements.

6.3.4 Kubo (IPFS)

Kubo is an open-source implementation of the InterPlanetary File System
(IPFS) protocol, used to add and retrieve data from the IPFS network. It
is compatible with all major operating systems, including Windows, macOS,
and Linux. Kubo provides both a Command-Line Interface (CLI) and an
HTTP API, which enable users and applications to upload, download, and
manage files on the IPFS network.

In this project, the prototype application uses Kubo to perform essential
operations such as adding files to and retrieving files from the IPFS network.
The Windows version of Kubo is employed, as the prototype application cur-
rently runs in a Windows environment. It is important to note that all files,
including documents and artefacts, are encrypted using the Advanced En-
cryption Standard (AES-256) algorithm with a strong, randomly generated
key by the prototype application before being handled by Kubo and added
to the network.

IPFES offers a number of advantages over traditional centralised file storage
systems. Due to its decentralised nature, it is resilient to single points of
failure. File downloads can be faster because files are retrieved from multiple
sources simultaneously. Since navigation in IPF'S is based on content hashing,
unlike traditional systems that rely on URLs and are therefore vulnerable to
broken links, this issue is largely avoided. For the same reason, IPFS is also
resistant to tampering, as each file is identified by a cryptographic hash that
verifies its integrity [76].

However, the main reason for using the IPFS network in the prototype
is its decentralised architecture. Since IPFS operates without any central
servers, no single entity, government, or jurisdiction can control the stored
data. The data owner, in this case the migrant, retains data sovereignty.
Furthermore, IPFS is an open-source and community-maintained project,
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which enhances transparency and long-term sustainability [76].

6.4 Prototype Application

The primary objective of the prototype application is to provide a secure
mechanism through which migrants can share their documents with immi-
gration authorities without compromising their privacy. Furthermore, the
prototype enables the safe storage and controlled sharing of cultural heritage
information, thereby preventing potential exploitation. This aligns with the
findings of the study, in which a majority of participants indicated that pre-
serving cultural heritage information across various domains was important
(see Chapter 4, Results). The system aims to achieve these objectives by
offering a suite of software tools that can be used by the various stakeholders
involved in the migration process.

The proposed solution has been developed using technologies from the
.NET 8 ecosystem. This choice was made since .NET is an open-source and
mature technology that has been successfully used in numerous production
grade applications. Furthermore, the researcher’s prior experience with the
platform allows more time to be focused on system design and experimenta-
tion rather than learning a new framework.

In addition, .NET 8 provides cross platform support, high performance,
and robust security features, making it ideal for scalable web and distributed
applications. Its compatibility with RESTful APIs, modular architecture,
and the .NET 8 long term support release further ensure the reliability and
maintainability of the proposed system [77] [78] [79].

In the context of migration, three main parties are typically involved: the
migrant, trusted third parties responsible for verifying documents, and the
immigration authority. Within the proposed solution, each of these parties
hosts an instance of the prototype application on their respective systems.
Figure 5.2 provides an overview of the prototype software’s functionality.

For Migrants:

e The prototype enables migrants to create a Decentralised Identifier
(DID) and publish it on the Cardano pre-production test network.
They can also specify a notification URL, which is used to automatically
send alerts whenever their Verifiable Credentials (VCs) are accessed.
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It allows migrants to issue VCs for their cultural heritage content and
share these securely with others. The related content (such as videos,
images, text, or sound files) is hosted on the InterPlanetary File System
(IPFS) network in an encrypted and secure manner.

The prototype provides a digital wallet for storing VCs and creating
presentations from them, giving migrants the option to share only the
specific information they wish to disclose to another party.

For Trusted Third Parties:

The prototype allows trusted third parties (e.g., the International Or-
ganization for Migration (IOM) or VFS Global) to create their own
Decentralised Identifiers (DIDs) and publish them on the Cardano pre-
production test network. They can also specify a status URL, which is
utilised to check and monitor the status of issued credentials.

It enables these entities to receive documents from migrants and store
them securely in a decentralised manner.

The prototype provides mechanisms for verifying documents and pro-
cessing VC requests submitted by migrants, including the ability to
approve or reject credential requests.

It supports credential revocation, allowing the invalidation of previ-
ously issued VCs when necessary.

It facilitates the retrieval and re-evaluation of stored documents at a
later stage.

For Immigration Authorities and Related Entities:

The prototype allows immigration authorities or related organisations
(e.g., refugee agencies) to verify the validity of credentials by crypto-
graphically validating both the content and its source of issuance.

6.4.1 SD-JWT vs JWT

Sections 5.5.3 and 5.5.4 explain how JWT and SD-JWT function. In the
prototype application, when issuing a VC for migrants based on their immi-
gration related documents, an SD-JW'T is used. This enables migrants to
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selectively share specific claims with relevant authorities or entities, disclos-
ing only the information required for verification. Such selective disclosure
supports privacy preservation, which is one of the primary goals of the pro-
totype application.

However, when issuing a VC for an artefact, a standard JWT is used. This
is because artefact VCs are issued by the artefact owner to ensure that their
property is used in accordance with defined terms and conditions. Using an
SD-JWT in this context could lead to potential misuse. For example, if a VC
is issued for an artefact with a specified validity period, a holder could omit
or withhold the “duration” claim when presenting the credential, preventing
other parties from verifying whether the artefact usage is still valid. To avoid
such misuse and ensure the full disclosure of all relevant claims, the prototype
uses JWTs for artefact VCs.

6.4.2 CardanoBridgeAPI

The API module serves as an intermediate layer between the user-facing ap-
plication (web application) and the Hyperledger Identus decentralised iden-
tity system. It is responsible for handling all communication and data ex-
change between these components. The module has been implemented using
NET 8 Core Web API, adopting a RESTful architecture to ensure interop-
erability, scalability, and ease of integration.

The rationales for implementing a separate Web API layer include:

e Improved flexibility: The communication logic is separated from the
front-end application to enable greater flexibility. This allows future
user interfaces, such as mobile applications or third-party integrations,
to interact seamlessly with the Identus infrastructure through the same
API endpoints.

e Enhanced modularity and maintainability: This modular design
enhances maintainability and supports the independent development,
testing, and deployment of the core identity-management logic.

e Increased security: Isolating the front-end from direct interaction
with blockchain-related operations introduces an additional layer of
security, reducing the likelihood of blockchain-related operations being
targeted or exploited.
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The API follows a two-layer architecture, consisting of a controller layer
and a service layer. The controller layer is responsible for handling incoming
HTTP requests and routing them to the appropriate service methods. The
service layer contains the business logic required to process these requests
and communicate with the Hyperledger Identus system. The API application
contains three controllers:

DID Controller: Handles operations related to the creation, publica-
tion, and resolution of Decentralised Identifiers (DIDs).

Issuance Controller: Manages operations associated with Verifiable
Credential (VC) issuance, such as generating schemas, sending and accepting
invitations for VC offers, and processing VC acceptances.

Key Controller: Signs nonces.
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Application application
""""""""""""""""""""""""""""""""""""""""""""""""""" Identus
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Figure 6.4: CardanoBridge API Architecture

Figure 6.4 illustrates the architecture of the CardanoBridge API appli-
cation. All operations related to Hyperledger Identus are communicated
from the user-facing web application to the CardanoBridge application, which
then invokes the appropriate Identus Cloud Agent APIs. The correspond-
ing endpoints subsequently call the relevant service components to perform
the required operations. These service components implement the necessary
business logic. The DID and Issuance services then communicate with the
relevant Identus Cloud Agent APIs, while the KeyService connects directly
to the Identus Cloud Agent’s database.

The DID Controller has the following endpoints, as shown in Table 6.1.
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Endpoint Name | Type | Description

Create POST | Creates a DID based on the given JSON tem-
plate.

Publish POST | Publishes a DID based on the given long-
form DID.

ResolveDid GET | Fetches a DID document based on the pro-
vided DID.

Table 6.1: Endpoints of the DID Controller

The Issuance Controller has the following endpoints, as shown in Table
6.2.

Endpoint Name | Type | Description
GenerateSchema POST | Generates a JWT or SD-JW'T schema based
on the provided JSON template.

GetCredential GET | Retrieves a Verifiable Credential (VC) based
on the credential record ID.
Invitation POST | Creates a VC offer invitation based on the

JSON template.

Acceptlnvitation | POST | Accepts a VC offer invitation based on the
JWT.

AcceptOffer POST | Accepts a VC offer based on the record ID
and assigns it to the specified DID.

Table 6.2: Endpoints of the Issuance Controller

The Key Controller has the following endpoints, as shown in Table 6.3.

Endpoint Name | Type | Description
SignNonce POST | Signs a given nonce using the specified DID’s
private key.

Table 6.3: Endpoints of the Key Controller

The CardanoBridge API application does not store any data. Its sole
function is to communicate with Hyperledger Identus. It accesses the private
key from the Agent database in the Identus Cloud Agent system solely to
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sign nonces and return the signed values to the CardanoWeb application via
the SignNonce endpoint.

Table 6.4 lists the CardanoBridge API application’s controllers and end-
points, along with the corresponding Identus Cloud Agent endpoints with
which they communicate [80].

Controller Endpoint Cloud Agent Endpoint

DID Controller POST] Create POST] /did-registrar/dids

DID Controller POST] Publish POST)] /did-registrar/dids/{did}/publications

DID Controller GET)] ResolveDid GET] /dids/{did}

Issuance Controller | [GET] GetCredential GET)] /issue-credentials/records/{recordld}

Issuance Controller | [POST| GenerateSchema | [POST] /schema-registry/schemas

Issuance Controller | [POST] Invitation POST)] /issue-credentials/credential-offers/invitation
Issuance Controller | [POST] AcceptInvitation | [POST] /issue-credentials/credential-offers/accept-invitation
Issuance Controller | [POST] AcceptOffer POST] /issue-credentials/records/{recordld} /accept-offer

Table 6.4: CardanoBridge API endpoints and corresponding Identus Cloud
Agent endpoints

6.4.3 IPFS Client

The IPFS Client is a console application responsible for file handling opera-
tions related to the InterPlanetary File System (IPFS). It receives commands
from the CardanoWeb application and, based on these commands, performs
operations such as adding or retrieving files from the IPFS network. The
client is implemented as a .NET 8 console application.

The rationales for implementing a separate application for file operations
include:

¢ Reducing load on the CardanoWeb application: Handling large
files directly within the web application, whether for adding to or re-
trieving from the IPFS network, could negatively impact responsiveness
and overall performance.

e Managing potentially long running operations: File operations,
particularly for large files or in low-bandwidth environments, can be
time consuming. Running these operations in a separate process en-
sures that the web application remains responsive and avoids blocking
user interactions.

e Improved reliability: IPFS operations may fail due to network is-
sues. A separate application can implement retries and error-handling
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mechanisms more effectively without affecting the web application.

e Scalability: As the number of files and processing demands increase,
having a dedicated application allows the system to handle higher work-
loads more efficiently.

e Modularity and maintainability: This design improves modularity,
making the system easier to maintain and test. It also allows for future
extensions, such as parallelised or asynchronous file processing.
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Figure 6.5: IPFS Client Architecture

Figure 6.5 illustrates the architecture of the IPFS Client application. The
application listens for HTTP requests via localhost on port 7575 (config-
urable). When the CardanoWeb application requires a file to be uploaded
or downloaded, it triggers the IPFS Client via an HTTP call. Upon receiv-
ing a request, the IPFS Client starts two separate threads: one for handling
uploads and another for handling downloads.

Upload Thread: The upload thread calls the /api/filejob/FilesToU-
pload API in the CardanoWeb application. If any files require uploading,
the API returns a list of files. The upload thread adds these files to a queue
and communicates with Kubo via the /api/v0/add API running on localhost
port 7575 (configurable). Kubo then uploads the files to the IPFS network
and returns a CID. The IPFS Client’s upload thread then calls the /api/-
document /cid API in the CardanoWeb application to update the files with
their corresponding CIDs.
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Download Thread:The download thread calls the /api/filejob/FilesToD-
ownload API in the CardanoWeb application. If any files need downloading,
the API returns a list of files. The download thread adds these files to a queue
and communicates with Kubo via the /ipfs/ API running on localhost port
8282 (configurable). Kubo then downloads the files from the IPFS network
to the specified path, making them available for access by the CardanoWeb
application.

6.4.4 CardanoWeb Web Application

The CardanoWeb application is the user-facing component of the system. All
stakeholders, including migrants, immigration authorities, and trusted third
parties, interact with the application through this interface. The application
is built using ASP.NET Core Razor Pages on the .NET 8 framework, which is
open-source. ASP.NET Core Razor Pages is a web technology that employs a
simplified Model-View-Controller (MVC) architecture, making it more page-
focused and easier to develop page-centric web applications [81].

The application is structured into three layers: the UI layer, the service
layer, and the data layer. Users interact with the UI layer, which is imple-
mented as a Razor Pages website. The business logic resides in the service
layer, while the data layer handles communication with the database. The
application uses a PostgreSQL database and the Entity Framework Core
(EF Core) Object-Relational Mapper (ORM) to facilitate database access
and operations.

The diagram Figure 6.6 illustrates the design of the application. The
service layer is further organised based on the main functionalities of the
application. The application utilizes the ASP.NET Core Identity framework
for authentication and authorization. Identity is an open-source .NET 8
framework from Microsoft that simplifies the development of authentication
and authorization mechanisms for .NET-based applications [82].

In the diagram, green lines and arrows indicate communication between
the user interface (web pages) and the service layer via the appropriate ser-
vices. Blue lines and arrows represent communication between the service
layer and the CardanoBridge API. All services that interact with Cardano
blockchain functionality go through the HT'TP Service, which communicates
with the CardanoBridge API’s REST endpoints. Purple lines and arrows
represent service connections to the data layer, which in turn communicates
with the PostgreSQL database.
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Figure 6.6: CardanoWeb Web Application

6.5 Authentication and Authorization process

The prototype application is intended to be used by three parties: the mi-
grant (VC holder), the trusted third party (VC issuer), and the immigration
authorities (verifier). The application includes a configuration setting called
Mode, which can be adjusted in the appsettings.json file.

At present, there are two available modes: Issuer and User. The appli-
cation should be set to Issuer mode when it is hosted or used by the trusted
third party (issuer). It should be set to User mode when used by the mi-
grant or holder. The immigration authority (verifier) may also use the User
mode, as the verification functionality is available within this mode. The
verification option is accessible to all users.

121



As this is a prototype application, and there is currently no strict require-
ment for a distinct set of features for the immigration authority (verifier), a
separate Verifier mode has not been implemented, as this also falls outside
the scope of this thesis. Furthermore, individuals or organisations wishing
to host cultural heritage content should also use the User mode. The mode
configuration determines the features that are available within the applica-
tion.

The prototype application currently defines two roles: Admin and Holder.
Any user or entity hosting the application is assumed to have the Admin role.
For instance, if a migrant hosts the application for their own use, they will
be operating under the Admin role. Anyone who requires credentials to be
issued by them can create an account, which will take the Holder role.When
the immigration authorities host the application, they will also operate under
the Admin role.

At present, since this is a prototype, there is only one administrator (Ad-
min role) within the system. However, support for multiple administrators
is implemented at the application level, although a user interface for this
feature has not yet been developed.

When a migrant creates an account within the immigration authority’s
application in order to verify their credentials, their account will also assume
the Holder role.

Figure 6.7 illustrates how roles and modes behave.
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6.6 Application Functionality and Communi-
cation Diagrams

This section describes the key operations of the application using a series of
diagrams.

To illustrate how the prototype application functions and how communi-
cation occurs among its major components, the following sequence diagrams
are presented. Figure 6.8 shows the different arrows used in the diagrams
and their corresponding meanings.

—»  Message
- - Response
_— Asynchrenous Message

[P Asynchronous Response

Figure 6.8: Arrows used and their meanings
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6.7 DID Creation, Publishing and Resolution

Decentralised Identifiers (DIDs) are an important component of the proto-
type application. They serve as a fundamental element of Verifiable Cre-
dentials (VCs), providing a secure and decentralised means of representing
identities. In the prototype application’s workflow, a DID is required for mi-
grants, trusted third parties, and any authority that issues a VC. However,
it is not mandatory for immigration authorities. This workflow takes place
within the DID creator’s (or DID owner’s) application.

In the All DIDs page, all DIDs are listed along with their details, such as
their publication status. The user can either select an existing DID to view
its details or create a new one. If a DID has not been published, the user
has the option to publish it from the details page.

When creating a new DID, the user must provide a unique name, which
serves as a label. This is useful because a user may have multiple DIDs for
different purposes. Optionally, the user can add a description, as well as
notification and status endpoints, depending on the intended use of the DID.

Figure 6.9 illustrates this process.
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Figure 6.9: Flowchart of DID creation and publishing.

During DID creation, publication and resolution, several components of
the system work together to accomplish the operation. Their interactions are
shown in the sequence diagram in Figure 6.10. When a user initiates a DID
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creation request, the CardanoWeb Application generates a JSON template
and sends it via the CardanoBridge API's REST endpoint. The API then
forwards the request to the Identus Cloud Agent through its corresponding
REST API. The Identus Cloud Agent creates the DID and returns it to
the CardanoBridge API, which subsequently shares it with the CardanoWeb
Application.

After creation, the DID details are encrypted using AES-256 (see Section
6.21 for details), stored in the local database, and displayed to the user. If
the user decides to publish the DID, the same routing flow is followed. The
CardanoWeb Application communicates with the CardanoBridge API, which
interacts with the Identus Cloud Agent to publish the DID. Once published,
the DID becomes resolvable on the network after a delay of approximately
15 minutes to one hour, depending on block confirmation times.

The sequence diagrams also show the types of data exchanged between
components and the APIs involved. Further details on the CardanoBridge
API and its mapping to the Identus Cloud Agent APIs are provided in the
CardanoBridge API section.
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Figure 6.10: Sequence diagram of DID creation and publishing.

A sample JSON template used during DID creation is shown below.
{

"documentTemplate": {
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"publicKeys": [
{
"id": "key-1",
"purpose": "authentication",
"curve": "Ed25519"

"id": "assertion-1",
"purpose": "assertionMethod",
"curve": "Ed25519"
}
1,

"services": [

{
"id": "9993d0ae-1cae-434e-93d6-286e64e82e0c",
"type": "CredentialStatusService",
"serviceEndpoint": "https://example.com/status"

"id": "db5b8a9cb-e2f4-4bb2-a634-aaf3a2655d78",
"type": "NotificationService",
"serviceEndpoint": "https://example.com/notify"

6.8 Create Credential Request

Within the scope of this application, in order to obtain a credential, the
migrant must submit a request to a trusted third party that is authorised
to issue credentials, or whose credentials are recognised by the immigration
authorities. This workflow takes place within the trusted third party’s ap-
plication, where the migrant creates a user account in order to obtain a VC.

Initially, the migrant needs to create a credential request by navigating
to the Credential Request page. A nonce text will be displayed on this page.
The migrant must then enter their DID and sign the nonce text using their
private key (this process is explained in Section 6.19, Nonce Signing Process).
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After this, the application attempts to resolve the DID to ensure that
the entered DID is valid and published. The application then validates the
signature of the nonce using the public key obtained from the DID specified
by the migrant. This validation step ensures that the migrant is using the
correct DID that they wish their credentials to be based on.

If either of these validations fails, the process cannot proceed, and the
migrant is notified accordingly. If the validations are successful, the details
are saved, and a credential request reference is generated. This reference is
a randomly generated GUID prefixed with “VC-". It serves as an important
identifier, as it is used during the credential issuance process and subsequently
for tracking the validity status of the corresponding VC.

After this process, the migrant is directed to the Documents screen. If
the migrant has previously uploaded any documents, they will be displayed,
otherwise, they can upload new ones. The migrant can then select the docu-
ments that need to be verified. A single VC may contain information derived
from multiple documents. The documents are encrypted using AES-256 dur-
ing the upload process (see Section 6.21 for details). In the prototype, only
PDF documents are allowed. These may be scanned versions of original doc-
uments (e.g. passport, payslip), compiled into a single PDF file, with each
page of the document corresponding to one page in the PDF.

In the next step, the migrant can provide additional claims, referred to
in the application as extra claims (for example, a claim such as “Salary is
above $1000”). Once all the information is entered, the migrant can review
and submit the credential request.Figure 6.11 illustrates a flow chart detailing
this process.
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Figure 6.11: Flowchart of Credential Request.

The sequence diagram Figure 6.12 illustrates how the components of the
application work together to create a credential request. Initially, when the
user enters their DID and the signed nonce, the CardanoWeb application
contacts the CardanoBridgeAPI to resolve the DID. If the DID is found, the
application retrieves the corresponding public key. The CardanoWeb appli-
cation then verifies the signature. If the signature is valid, the application
stores the request data in the database. The migrant is then allowed to up-
load the documents. The documents are saved in the local file system, while
the associated metadata is stored in the database.
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Figure 6.12: Sequence diagram of Credential Request.
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6.9 Credential Request Processing

This workflow takes place within the trusted third party’s application. When
an officer who is authorised to issue credentials logs into the system and
checks the Pending Credential Requests, they will be shown a list of requests.
The officer can select a request and assign it to themselves. After this, they
can review the documents attached to the request one by one and verify
them. The verification process can be conducted according to the standards
of the trusted third party. This may involve contacting the organisations
that issued the original documents, or using any other verification method
deemed appropriate.

If, after verification, the officer is not satisfied with the authenticity of
the documents, they can reject the application, and the migrant will be
notified. If the officer is satisfied with the verification results, they can issue
a Verifiable Credential (VC) invitation to the migrant. Following this process,
the documents relevant to the VC are added to the IPFS network. Figure
6.13 depicts this workflow in a flowchart.

Update Database (Encrypt Applicable Data)

Show Pending — / Send Rejection
Credential e Selelt;t Credelmlal /——»| Process Request False Message to the
Requests EqueEs| Migrant

|

Create Schema and o |5end VT Invitation to | Add Documents to
Invitation i the Migrant IPFS

Figure 6.13: Flow Chart of Credential Request processing.

h

Figure 6.14 illustrates, in a sequence diagram, how the components of the
prototype application operate during this process. When an officer checks the
pending credential requests, the relevant documents are displayed to them.
When a document is selected, it is read from the local file system, decrypted,
and shown on the screen. The document cannot be downloaded or saved by
the officer. If the credential request is rejected, the migrant will be notified
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when they log into the system. If the credential request is accepted, an
invitation is issued to the migrant in the same way.

In order to generate a credential offer invitation using the Identus Cloud
Agent, a JSON schema first needs to be created to define the claims. This
JSON schema is generated by the CardanoWeb application and then passed
to the CardanoBridge API, which subsequently sends it to the relevant API
endpoint of the Identus Cloud Agent. All communication occurs via REST
APIs.
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| | |
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| |
[If Credential Request Rejected] !
2:2: Rejecli on Message !
DURREEERE [rommTTTTmTT T T [If Credential Request Accepted]
| 2:2: Build VC Schema
|(DID, Reference, Claims meta data)
|
23 Create VC Schema (Schema) 2:3:1: Create VC Schema
| [apilssuence/Gener h N (Schema)
| > h q trya’schsmas
' (. 232 Schema |
| 2:4: Schema
|

2:5: Build VC Invitation
{Schema, Claims)
| 2:6:1: Create VC Offer Invitation
2:6: Create VC Offer Invitation (Schema, Claims) (Schema, Claims)

fapiflssuence/GenerateSchema fissue- fcredential-offers/
invitation

¥

L
| 2:7:2: Send VC Offer Invitation
|

|

I|2:8: Triggerfile IPFS Client 2-8:1: Add File to IPFS
|

|

fapifvl >
2:9 CID | 2:5:2CID
lapifdocumenticid ST TTTTTTTTTTY

|
2:10: Save CID to DB (Encrypt Applicahle Data)
| |
|
| |

Figure 6.14: Sequence Diagram of Credential Request processing.

After creating the schema, the CardanoWeb application uses it to gener-
ate an invitation JSON, which follows a similar process to obtain the creden-
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tial offer invitation from the Identus Cloud Agent. The resulting invitation
is then shared with the migrant.

Below is an example of the JSON schema template. The author field
contains a DID belonging to the issuing authority. The schema section de-
fines the claims. In this example, a single VC combines the passport details
and the migrant’s job contract details. The fields givenName, familyName,
dateOflssuance, passportNo, and nationalStatus represent the passport at-
tributes, while employerName, jobTitle, salary, and salaryAbovel000Dollars
represent the employment-related claims derived from the job contract.

{
"name": "passport-degree",
"version": "1.0.0",
"description": "Passport-Degree Schema",
"type":
"https://w3c-ccg.github.io/vc-json-schemas/schema/2.0/
schema. json",
"author":
"did:prism:50d1adae855831a01a7f017d64688b6b99%aelcba
5fbfbecb77cd6cb5d5££89095",
"tags": [
"passport"
1,
"schema": {
"$id": "https://example.com/passport-1.0.0",
"$schema":
"https://json-schema.org/draft/2020-12/schema",
"description": "passport-salaryslip",
"type": "object",
"properties": {
"givenName": {
"type": "string"
T,
"familyName": {
"type": "string"
+,
"dateOfIssuance": {
"type": "string"
3,
"passportNo": {
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},

"type": "string"
},
"nationalStatus": {

"type": "string"
1,

"employerName": {

"type": "string"
},

"jobTitle": {

"type": "string"
1,

"monthlyPay": {

"type": "string"
1,
"monthlyPayAbovel000Dollars":

"type": "string"
}

"required": [

1,

"givenName",

"familyName",
"dateOfIssuance",
"passportNo",
"nationalStatus",
"employerName",

"jobTitle",

"monthlyPay",
"monthlyPayAbovel000Dollars"

"additionalProperties": true

}

It is worth noting the field monthlyPayAbovel000Dollars. This is not
a field directly taken from the contract. Within the application, migrants
are allowed to create additional claims based on their documents, labelled
as Extra Claims. This is one such example, where the migrant claims to
earn more than $1000 based on their job contract. This information can be
by the officer reviewing the request. If the document supports this
claim, it can be added to the final VC issued to the migrant.

verified
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The JSON shown below serves as a template for creating a VC offer
invitation. The claims and their corresponding values are included in this
JSON structure to generate the VC offer invitation. The claims section
follows the same structure and format as defined in the previously described
schema. The credentialFormat field specifies whether the credential is of
type SD-JWT or JWT. The issuingDID is the DID of the issuer, while the
schemald refers to the unique identifier of the generated schema, typically
expressed as a URL path within the cloud agent application.

{
"claims": {
"givenName": "Ada",
"familyName": "Lovelace",
"dateOfIssuance": "2025-01-01",
"passportNo": "X123456",
"nationalStatus": "United Kingdom",
"employerName": "IT Corporation",
"jobTitle": "Software Engineer",
"monthlyPay": "2500",
"monthlyPayAbovel000Dollars": "True"
3,
"credentialFormat": "SDJWT",
"issuingDID": "did:prism:

did:prism:50d1adae855831a01a7f017d64688b6b99%aelcb6abfbfbec
b77cd6c5d5££89095",
"schemalId":

"http://host.docker.internal :8080/prism-agent/
schema-registry/schemas/9b1aaf75-f06b-3bf2-84bf-74b8cd26b681",
"validityPeriod": 36000

6.10 Accepting VC Invitation and Offer

When a migrant receives a Verifiable Credential (VC) invitation, it is pro-
vided in JWT format. The migrant copies this JWT and pastes it into the
CardanoWeb application they control on the “Accept VC Invitation” page.
Once this step is completed, a VC offer is generated and delivered to the
application under the VC Offer page. The migrant can then choose to ei-
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ther accept or reject the offer. If the offer is rejected, the credential issuance
process ends.

In the prototype application, there is currently no option to update
claims, though this could be implemented in future versions. When the
migrant accepts the VC offer by providing their DID, the acceptance is sent
from the CardanoWeb application to the CardanoBridge API, which forwards
it to the Identus Cloud Agent. The Identus Cloud Agent then generates the
credential offer in JSON format, which is returned to the CardanoWeb ap-
plication. During the stage when the migrant confirms acceptance of the VC
offer, the VC is issued and saved in their Identus wallet.

Behind the scenes, the migrant’s Identus node communicates with the
trusted third party’s Identus node (see Figure 6.16). The first flowchart in
Figure 6.15 shows the process of accepting a VC invitation, and the second
shows the process of accepting a VC offer.

Enter VC S Process VC
Invitation —> Invitation Entered.._—b Invitation

Reject Invitation

Update Database
€ (Encrypt Appli Data)
DB
Update Database(Encrypt Applicable Data)

Show Mofification
on VC Offer

S Get VC Offer

/ SelectDIDand |
Accept / » Accept VC Offer —

Show VC Offers ——' Select VC Offer

T
Update DB
(Encrypt Applicable Data)

Update DB
Reject VC (Encrypt Applicable Data) -

Offer

Figure 6.15: Flow Charts of Accepting VC Invitation.
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The first sequence diagram Figure 6.16 illustrates the migrant receiving
the VC offer invitation from the trusted third party’s application. The sec-
ond sequence diagram depicts the processes that occur within the migrant’s
application. The migrant provides the JWT formatted invitation, and the
Cardano Web Application calls a REST endpoint in the Cardano Bridge
API with this token. The token is then parsed and forwarded to the Identus
Cloud Agent via a REST API. Behind the scenes, the Identus or Prism node
operated by the migrant prepares to communicate with the trusted third
party’s node using the issuer’s peer DID obtained from the invitation. The
trusted third party’s node then issues a VC offer, which will be exchanged
over a secure Decentralised Identifier Communication version 2 (DIDComm
v2) channel and can be retrieved via the Cardano Bridge API, then parsed
to the Cardano Web Application. Once the user accepts the VC offer by sup-
plying their DID, this information is again passed to the Cardano Bridge API
and subsequently to the Identus Cloud Agent. The completed VC is then
returned to the migrant’s wallet following the same sequence. It is worth
noting that the VC issuance process, including the invitation, offer, and
issuance phases, relies on DIDComm v2 messaging as implemented within
Hyperledger Identus.
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Figure 6.16: Sequence Diagrams of Accepting VC Invitation.

DIDComm is a messaging protocol used between two decentralised en-
tities to establish secure, private, end-to-end encrypted communication. It
uses DIDs as the basis for cryptographic operations between these entities.
Hyperledger Identus utilises this protocol during the verifiable credential is-
suance process. The VC invitation, received in JWT format, contains the
information required for the migrant’s Identus agent to establish communi-
cation with the trusted third party’s Identus agent.

6.11 Verification Process

When a migrant needs to apply for a visa or other migration related services,
they can use their VC instead of presenting traditional physical documents.
In the prototype implementation, the immigration authority operates its own
instance of the CardanoWeb Application.
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In order to begin the verification process, the migrant first selects their VC
and selects the claims they wish to disclose. This process is done within the
migrant’s CardanoWeb Application. They navigate to the Credential Wallet
page, where all VCs and their associated metadata are displayed. From
there, the migrant selects the VC they intend to share with the immigration
authority or other relevant entities. On the following page, they can choose
which claims to disclose and then generate a presentation, which is an SD-
JWT containing only the selected information. This presentation is later used
by the immigration authority’s application during the verification process.

The migrant then creates an account in the immigration authority’s Car-
danoWeb Application and navigates to the Create Verification Request page.
At this stage, a nonce is displayed. The migrant enters their Decentralised
Identifier (DID) and their VC (in SD-JWT format) and digitally signs the
nonce using their private key. This process, which ensures the authenticity
of the request and the validity of the DID, is described in detail in Section
5.4.3, Digital Signatures. After completing these steps, the migrant submits
the verification request. This process is illustrated in the first flowchart in
Figure 6.17.

When the immigration authority logs into their CardanoWeb Application,
they can view the list of pending verification requests under the Pending
Verification Requests section. They can then select and assign a request to
themselves. After doing so, the authority can view the claims contained in
the VC. The system also verifies and displays whether the issuer’s signature
on the VC is valid and whether the subject of the VC matches the identity
of the person submitting the verification request. This process is shown in
the second flowchart in Figure 6.17.
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Figure 6.17: Flow Charts of Verification Process.

When a Verification Request is assigned to an officer, a notification is
automatically sent to the migrant to whom the VC belongs. This is carried
out using the Notification Endpoint specified in the migrant’s DID document,
under the Services section (see Figure 5.6). The Notification Endpoint is an
API that forms part of the CardanoWeb Application. When a message is
passed to this API, it appears in the migrant’s notifications.

During the verification process, when the immigration authority reviews a
verification credential request, the CardanoWeb Application first resolves the
requester’s DID by sending the DID details to the Cardano Bridge API, which
forwards the request to the Identus Cloud Agent. The Identus Cloud Agent
retrieves the corresponding DID Document and returns it to the Cardano
Bridge API, which then relays it to the Cardano Web Application. Using
the public key obtained from the DID Document, the application verifies the
SD-JWT token associated with the VC. The sequence diagram in Figure 6.18
illustrates how the modules of the prototype application interact during this
verification process.
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Figure 6.18: Sequence Diagram of Verification Process.

6.12 Document Re-verification

If, for any reason, the trusted third party needs to re-verify the documents
for which a VC has already been issued, they can do so through the pro-
cess. On the page, the VC reference must be entered. Once this is done, the
CardanoWeb Application notifies the IPFS client to fetch the documents as-
sociated with the VC reference. The IPFS client, running in the background,
communicates with Kubo and downloads the relevant files. These files are
then decrypted and displayed to the trusted third party.

When a document re-verification is performed, a notification is automat-
ically sent to the migrant to whom the VC belongs. This process occurs in a
similar way as the notification process described in the Verification Process
section.

The flow chart in Figure 6.19 and the sequence diagram in Figure 6.20
illustrate this process.

141



“ Motify Migrant

A

Fetch from Database (Decrypt Applicable Data)

Get DID Trigger IPFS Client
»' Enfer Ref -~ Get D it (File » 99 " —» Decrypt File |— Show Documents
/. / Detaila) to Download File

¥
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Figure 6.20: Sequence Diagram of Re-verification Process.

6.13 VC Status Check

If an immigration officer needs to check the status of a VC, for example
to determine whether it has been revoked, they can do so using the status
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check feature. During the verification process, the URL for the status check
is displayed on the verification results page. This URL is obtained from the
Status Endpoint listed under the Services section in the DID document of the
VC issuer. The immigration officer can click this URL to access the status
check page of the trusted authority, where they can enter the VC details and
view the results. This process is illustrated in Figure 6.21 and Figure 6.22.
This process occurs within the trusted third party’s application.

Motify Migrant

Y

'::g:\ce »/ VCReference /| Check VG Status »|  Show Result

Fetch from Database (Decrypt Applicable Data)

Figure 6.21: Flow Chart of Status Check Process.
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Figure 6.22: Sequence Diagram of Status Check Process.

When a status check is performed, a notification is automatically sent to

143



the migrant to whom the VC belongs. This process occurs in the same man-
ner as the notification process described in the Verification Process section.

6.14 Artefact Uploading

The artefact related features become available when the application config-
uration in appsettings.json is set to “User”. The individual or community
that owns the artefact can upload content via the Create Artefact page. The
artefact owner can provide a unique title and description, select the content
type, and upload the file. The available content types include text, video,
audio, and image.

During the upload process, the artefact is encrypted using a strong ran-
dom key, and the associated metadata is stored in the local database. Sub-
sequently, the IPFS client is triggered to add the file to the IPFS network.
In the background, the IPFS client communicates with Kubo to perform this
operation. Once the file is successfully added to the IPFS network, a Content
Identifier (CID) is returned to the IPFS client. The client then sends this
CID to the CardanoWeb Application via a REST API call. Before being
stored in the local database, the CID is encrypted to enhance security.

Figure 6.23 illustrates the flowchart of this process, and Figure 6.24
presents the corresponding sequence diagram.

Enter Title, Descritpion, itle Alread: False | Encrypt and Upload Save Data
|/ Artefact Type, Upload file / Exists File (Encrypt Applicable Data

frmn s

|—5ave to Database-
True
Error message 4—|
Add to IFFS [ Update DB with CID | Save to Database,
(Encrypt Data)

Figure 6.23: Flow Chart of Artefact Uploading Process.

144



J Artefact Owner's Application

\

Artefact CardanoWeb
Owmer Application

IPF3S

Client AL

1: Create Artefact
(Enter Title,

Artefact Type, »{ 1:1: Encrypt File

Upload file)

|
|
|
Descritpion, [
|
|
|

- E—

1:2:- 5ave Data to DB {Encryplt Applicable Data)
_

1:3: Triggerfile IPFS C|iE,I.lt

1:3:1: Add File to IPF3

i 1:4: CID

JapitvOl >

1:3:2: CID

| |
1:5: Ea'.rE CID to DB (Encrypt qulicahle Data)

| —

|
|
|
|
|
|
|
|
|
I e
|
|
|
|
|
|
|
|
|
| |

Figure 6.24: Sequence Diagram of Artefact Uploading Process.

6.15 Requesting Artefact

When an individual or organisation requires an artefact, they can create an
account within the CardanoWeb Application hosted by the artefact owner.
Once registered, the user can search for the required artefact via the Cat-
alogue page by entering relevant keywords. When a search is initiated, the
application searches for the specified keywords within the artefact titles and
descriptions to identify matches. The matching artefacts are then displayed

in a list, along with their corresponding metadata.
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The user can then select the desired artefact, which redirects them to a
page where they are required to enter their DID and sign a nonce. This step
ensures that the requester is using the correct DID and allows the artefact
owner to verify that the credential is being issued to the legitimate DID.
Similar to the process used when a migrant creates a credential request (see
Create Credential Request, Section 6.8), the system first checks whether
the DID can be resolved, followed by verification of the signed nonce. The
underlying technical processes and APIs used are identical to those described
in Section 6.8.

If the validations are successful, the request details are stored, and a cre-
dential request reference is generated. This reference is a randomly generated
Globally Unique Identifier (GUID) prefixed with “AVC-". It serves as an im-
portant identifier during the credential issuance process and is subsequently
used to track the validity status of the corresponding VC.

Once the credential request reference has been generated, the individual
or organisation is required to enter additional details related to the request,
such as Duration, Scope of Use, and Territory. After completing these fields,
the requester can submit the artefact request. The process flow is illustrated
in Figure 6.25, and the corresponding sequence of operations is presented in
Figure 6.26.
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Figure 6.25: Flow Chart of Requesting Artefact Process.
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Figure 6.26: Sequence Diagram of Requesting Artefact Process.

It is worth noting that, for migrant related documents, the system allows
a single VC to cover multiple documents, as these are typically issued by a
central authority and are unlikely to change ownership or usage terms over
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time. In contrast, artefacts are often individually or jointly owned (for exam-
ple, by communities), and ownership may change, rights may be transferred,
or heirs may inherit intellectual property. Therefore, each artefact requires a
separate VC. This approach provides detailed access control, enabling arte-
fact owners to manage permissions, validity periods, and VC revocation for
each artefact independently. It also ensures that revoking the VC for one
artefact does not affect access to other artefacts. Furthermore, different
artefacts may require customised validity periods. For example, a song may
have a VC valid for two years, whereas an image may only require a few
months. Individual VCs also facilitate precise auditing and tracking of ac-
cess, which is important for copyright management and legal compliance (for
consideration in future versions). Overall, these considerations justify the
decision to restrict one VC per artefact, while still allowing a single VC for
multiple migrant related documents.

6.16 Artefact Credential Request Processing

When a request for a credential for an artefact is submitted, the processing is
similar to the Credential Request Processing for migrant-related documents.
Upon logging into the CardanoWeb Application, the artefact owner can view
pending requests. The owner may then select a request and either reject
it or issue a VC. The technical procedures are largely the same as those
described in Section 6.9, Credential Request Processing. The main difference
is that, instead of issuing an SD-JWT VC, a standard JWT VC is issued for
artefacts. Figure 6.27 illustrates the flowchart for this process, while Figure
6.28 presents the corresponding sequence diagram.
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Figure 6.28: Sequence Diagram of Artefact Credential Request Processing.
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6.17 Accepting Artefact VC Invitation and
Offer

The process of accepting an artefact VC invitation and offer is similar to
the procedure described in Section 6.10, Accepting VC Invitation and Offer.
There are, however, two minor differences. First, in this case, a JWT-based
VC is used instead of an SD-JWT-based VC. Second, after the credential
offer invitation is issued, when the user logs into the Artefact Owner’s Car-
danoWeb application, they will see a button to download the artefact on the
All Credential Requests page, under their credential request. The user is
expected to download the content after accepting the offer, otherwise, it is
considered unauthorised use.

This approach allows users to access the artefact immediately after the
invitation is issued. Although it would be possible to restrict downloads
until after the offer is accepted, implementing such logic would significantly
increase system complexity. More importantly, the primary purpose of the
application is not merely to manage content, but to manage rights. By
treating downloads without VC invitation and VC offer acceptance as unau-
thorised, the system enforces proper rights management while maintaining a
practical and usable implementation. Furthermore, unless the user accepts
the invitation and offer, they will not be able to present the VC when required
to prove their rights to use the content.

6.18 Verification Process

The process of verifying an artefact is slightly different from the process of
verifying a verifiable credential (VC) related to the migration process. In the
case of an artefact, the VC will be JWT based rather than SD-JWT. Addi-
tionally, there is no verification request flow for artefact verification, unlike
the migration process. However, the technical implementation is similar to
the procedure described in Section 6.11, Verification Process. Therefore, a
detailed explanation is not repeated here.
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6.19 Nonce Signing Process

In certain processes, nonce signing may be required to prove ownership of the
DI. To sign a nonce, the user navigates to the Sign Nonce page, where they
enter their DID and the nonce text. If the DID exists in their wallet, the
signed nonce will be displayed. This process is illustrated in the flowchart in
Figure 6.29.

Ermor Message

h

'. Enter DID, Monce —b Get Private Key

Fetch from database Jv
Show Signed
l ' Monce

Figure 6.29: Flow Chart of Signing Processing.

DID and
Private Key
Exists

True
Generate Signature

During the signing process, the CardanoWeb Application sends the DID
and nonce text to the CardanoBridge API via REST APIs. The CardanoBridge
API then retrieves the private key associated with the DID from the Agent
Database within the Identus Cloud Agent’s database environment. The API
signs the nonce text using the Ed25519 algorithm and returns the signed
nonce to the CardanoWeb Application. The following sequence diagram is
shown in Figure 6.30, which depicts this process in detail.
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Figure 6.30: Sequence Diagram of Signing Processing.

6.20 The Database

The CardanoWeb application uses a relational data model implemented in

a PostgreSQL database (version 17.5). The database is managed through Mi-
crosoft Entity Framework Core (version 9.0.8) and the Microsoft. EntityFramewo-
rkCore.PostgreSQL provider to enable connectivity with PostgreSQL [83].

All fields within the tables that may contain personal or sensitive data
are encrypted before being stored. Figures 6.31 and 6.32 present the En-
tity—Relationship (ER) diagram of the database. Tables 6.5 to 6.31 provide
detailed information about the database tables, including their fields, key
types, and encryption status.
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6.20.1 Details of the database tables

ArtefactClaims: Stores information on artefact claims.

Field Type Encrypted
Id (PK) integer | No
CredentialRequestld (FK) | integer | No
CreditAttribution boolean | No
DerivativeWorks boolean | No
Display boolean | No
Distribution boolean | No
DurationMonths integer | No
Exclusivity text No
ModificationRights boolean | No
PublicPerformance boolean | No
Reproduction boolean | No
ScopeCharity boolean | No
ScopeCommercial boolean | No
ScopeEducational boolean | No
ScopelnternalUse boolean | No
ScopeNonCommercial boolean | No
Territory text No
FileHash text No

Table 6.5: Fields of the ArtefactClaims table
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Artefacts: Contains information on artefacts.

Field Type Encrypted
Id (PK) integer No
Title text No
Description text No
Type text No
Key text Yes
Cid text Yes
Created timestamp with time zone | No
Userld text No
Deleted boolean No
FileExtension | text No
FileName text Yes
Hash text No

Table 6.6: Fields of the Artefacts table

CredentialJobs: Stores information about credential processing jobs.

Field Type Encrypted
Id (PK) integer No
Created timestamp with time zone | No
Completed timestamp with time zone | No
Status integer No
JobUserld text No
CredentialRequestld (FK) | integer No

Table 6.7: Fields of the CredentialJobs table
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CredentialRequests: Contains details of credential requests made by

migrants.
Field Type Encrypted
Id (PK) integer No
Reference text No
Userld text No
DidShort text Yes
Status integer No
Created timestamp with time zone | No
StatusUpdated | timestamp with time zone | No
IssuedBy text No
Reason text No
Artefactld (FK) | integer No
ArtefactRequest | boolean No

Table 6.8: Fields of the CredentialRequests table

DidServiceData: Stores information about DID service details, such as
endpoint information.

Field Type | Encrypted
ID (PK) integer | No
ServiceType text No
Serviceld integer | No
ServiceEndpoint | text Yes

Didld (FK) integer | No

Table 6.9: Fields of the DidServiceData table
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Dids: Contains information on DIDs and related metadata.

Field Type Encrypted
Id (PK) integer No
DidLong text Yes
DidLongHash | text No
DidShort text Yes
DidShortHash | text No
Name text No
Description text No
Created timestamp with time zone | No
Published At timestamp with time zone | No
Resolved boolean No
Active boolean No
Userld text No
Table 6.10: Fields of the Dids table
DownloadFileQueues: Stores information about files queued for download,
including metadata.

Field Type Encrypted

Id (PK) | integer No

FileName | text No

Cid text No

Created | timestamp with time zone | No

Updated | timestamp with time zone | No

Userld text No

Retrived | boolean No

Table 6.11: Fields of the DownloadFileQueues table
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ExternalDids: Stores information about external DIDs (DIDs from external
parties) and their associated metadata.

Field Type Encrypted
Id (PK) integer No
DidShort text Yes
DidShortHash | text No
Created timestamp with time zone | No
Userld text No
Type text No

Table 6.12: Fields of the ExternalDids table

InvClaims: Stores information about individual claims associated with

invitations.
Field Type | Encrypted
Id (PK) integer | No
Title text No
Value text No
Invitationld (FK) | integer | No

Table 6.13: Fields of the InvClaims table
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Invitations: Contains details of invitations sent to users, including
metadata and protocol state.

Field Type Encrypted
Id (PK) integer No
Recordld text No
Threadld text No
CredentialFormat | text No
Created At timestamp with time zone | No
Role text No
ProtocolState text No
MetaRetries integer No
Userld text No
Responded boolean No
Reference text No
Subjectld text No
UpdatedAt timestamp with time zone | No

Table 6.14: Fields of the Invitations table

IssDatas: Stores issued data entries related to offer invitations and claims.

Field Type Encrypted
Id (PK) integer No
Recordld text No
Thld text No
Created timestamp with time zone | No
InvitationData text No
ClaimsData text Yes
ProtocolState text No
Role text No
CredentialRequestld (FK) | integer No

Table 6.15: Fields of the IssDatas table
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IssDocuments: Contains information about migrant documents linked to
credential requests.

Field Type Encrypted
Id (PK) integer No
Title text No
TitleBylssuer text No
Created timestamp with time zone | No
Velssued boolean No
Userld text No
CredentialRequestld (FK) | integer No
Processed boolean No
FileUploaded boolean No

Table 6.16: Fields of the IssDocuments table

IssExtraClaims: Stores additional claims associated with documents
attached to credential requests.

Field Type | Encrypted
Id (PK) integer | No
Title text No
Description text No
IssDocumentld (FK) | integer | No

Table 6.17: Fields of the IssExtraClaims table

IssFields: Contains fields associated with documents attached to credential
requests, including type and value information.

Field Type | Encrypted
Id (PK) integer | No

Name text No
ValueType text No
TextValue text Yes
Category integer | No
Documentld (FK) | integer | No

Table 6.18: Fields of the IssFields table
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IssSchemas: Stores schema definitions for VCs, including the associated

credential request.

Field Type Encrypted
Id (PK) integer No
Guid text No
Name text No
Author text No
Authored timestamp with time zone | No
Self text No
CredentialRequestld (FK) | integer No

Table 6.19: Fields of the IssSchemas table

Notifications: Stores notifications for users, including message content and

read status.

Field Type Encrypted
Id (PK) integer No
Title text No
Message text No
Type text No
CreatedAt | timestamp with time zone | No
IsRead boolean No
Userld text No

Table 6.20: Fields of the Notifications table

TemplateDocumentTemplateField: Links template documents with their

template fields.

Field Type | Encrypted
TemplateDocumentsld (PK) | integer | No
TemplateFieldsld (PK) integer | No

Table 6.21: Fields of the TemplateDocumentTemplateField table
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TemplateDocuments: Stores template documents used in the system (e.g.,
passport, bank statement).

Field Type | Encrypted
Id (PK) integer | No
Document | text No

Table 6.22: Fields of the TemplateDocuments table

TemplateFields: Contains fields for template documents, including the field
type and extra field flag.

Field Type Encrypted
Id (PK) integer | No
FieldName | text No
FieldType | text No
ExtraField | boolean | No

Table 6.23: Fields of the TemplateFields table
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VerificationRequests: Stores verification requests submitted by users,
including credentials, DID information, and validation statuses.

Field Type Encrypted
Id integer No
Reference text No
Credential text No
Userld text No
DidShort text No
Status integer No
Created timestamp with time zone | No
StatusUpdated timestamp with time zone | No
[ssuedBy text No
Reason text No
NounceText text No
NounceValidation boolean No
NounceSignature text No
SubjectValidation boolean No
RevocationValidation boolean No
IssuerSignatureValidation | boolean No

Table 6.24: Fields of the VerificationRequests table

AspNetRoleClaims: Stores claims associated with roles.

Field Type | Encrypted
Id integer | N/A
Roleld text N/A
ClaimType | text N/A
ClaimValue | text N/A

Table 6.25: Fields of the AspNetRoleClaims table
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AspNetRoles: Stores roles used in the identity system.

Field Type Encrypted
Id text N/A
Name character varying | N/A
NormalizedName character varying | N/A
ConcurrencyStamp | text N/A

Table 6.26: Fields of the AspNetRoles table

AspNetUserClaims: Stores claims associated with users.

Field Type | Encrypted
Id integer | N/A
Userld text N/A

ClaimType | text N/A
ClaimValue | text N/A

Table 6.27: Fields of the AspNetUserClaims table

AspNetUserLogins: Stores login information for users.

Field Type | Encrypted
LoginProvider text | N/A
ProviderKey text | N/A
ProviderDisplayName | text N/A
Userld text | N/A

Table 6.28: Fields of the AspNetUserLogins table

AspNetUserRoles: Stores the mapping between users and roles.

Field | Type | Encrypted
Userld | text | N/A
Roleld | text | N/A

Table 6.29: Fields of the AspNetUserRoles table
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AspNetUserTokens: Stores authentication tokens for users.

Field Type | Encrypted
Userld text | N/A
LoginProvider | text | N/A
Name text | N/A
Value text | N/A

Table 6.30: Fields of the AspNetUserTokens table

AspNetUsers: Stores user information for authentication and identity

management.
Field Type Encrypted
Id text N/A
UserName character varying N/A
NormalizedUserName character varying N/A
Email character varying N/A
NormalizedEmail character varying N/A
EmailConfirmed boolean N/A
PasswordHash text N/A
SecurityStamp text N/A
ConcurrencyStamp text N/A
PhoneNumber text N/A
PhoneNumberConfirmed | boolean N/A
TwoFactorEnabled boolean N/A
LockoutEnd timestamp with time zone | N/A
LockoutEnabled boolean N/A
AccessFailedCount integer N/A

Table 6.31: Fields of the AspNetUsers table

6.21 Privacy and Security Considerations

This research focuses on privacy and security, and one of the primary objec-
tives of the prototype application is to implement robust security measures.
Accordingly, the following precautions have been taken to ensure that best
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practices and principles are followed to protect the data privacy of all stake-
holders in the system.

e Authentication and Authorization: The system uses the Microsoft
Identity Framework to manage authentication and authorization. Users
are assigned roles with defined permissions, and claims-based access
control is enforced to limit access to sensitive data. Users are only
granted access to the data and functionality required for their role. Sen-
sitive operations, such as credential issuance or verification, require ap-
propriate role-based privileges. Strong password rules, including mini-
mum length, complexity requirements, and account lockout on multiple
failed attempts, are enforced to enhance account security. Although
dedicated user interfaces for these operations are not implemented in
the prototype, the design and infrastructure already support role-based
enforcement and can be extended to the UI for active use [82].

e Data Encryption: All fields in the database that may contain per-
sonal or sensitive information are encrypted before storage using ASP.NET
Core’s Data Protection API in combination with Entity Framework
Core Value Converters. This approach ensures that credentials, and
sensitive DID information are automatically encrypted when written
to the database and decrypted when read by the application. Due to
this, even if an unauthorized access occurs at the database, still the
encrypted data remains unreadable, while the application continues to
operate transparently with plaintext values in memory. This method
provides a secure, integrated mechanism for protecting sensitive data
at rest without modifying the application logic elsewhere [84] [83].

The encryption keys used by the Data Protection API are automat-
ically generated, rotated, and stored securely. By default, keys are
saved to the file system (protected using the operating system’s crypto-
graphic mechanisms, regardless of the operation system). Key rotation
occurs periodically to limit the risk in case a key is compromised, and
older keys remain available to decrypt existing data. The prototype
application uses the default key rotation interval of 90 days. The Data
Protection API ensures that keys are managed securely, and encryption
or decryption operations are performed smoothly through the Value-
Converters in Entity Framework Core. The application never directly
handles raw encryption keys [85].
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Furthermore, when documents are uploaded by migrants to the trusted
third party’s CardanoWeb application, or when artefacts are uploaded
by their owners or communities on their own CardanoWeb application,
the files are encrypted during the upload process and saved in storage
in encrypted form. The files are encrypted using AES-256 with a ran-
domly generated strong key. This encryption key is then stored in the
database after being encrypted using the same Data Protection API
mechanism described above. This ensures that both the file and the
associated encryption key are protected at all times.

Data Minimization and Masking: Personal identifiers are stored
in hashed or encrypted forms whenever possible to minimize exposure.
For example, full DIDs are either encrypted or hashed to prevent direct
user identification. The application collects only the data necessary for
its core functionality. Specifically, only an email address is required for
the login process; no other personal information is collected or stored.
Any personal or sensitive data that must be collected, primarily for
issuing VCs to migrants, is encrypted or hashed before storage. This
approach ensures that data is used solely for its intended purpose and
reduces the risk of exposure in case of unauthorized access.

Notifications: Whenever a migrant’s documents are accessed for re-
verification by a trusted third party, or when their credentials are ac-
cessed for verification by immigration authorities or other authorized
entities, a notification is automatically sent to the migrant. This also
applies when the status of their credential is checked, ensuring the mi-
grant is informed of any access to their data.

Logging: All critical actions, such as credential requests and re-verifications,
are logged along with the user who performed the action. This ensures
traceability and accountability, allowing administrators to monitor and
review changes in an event of abuse or breach.

Selective Reveal of Information: Unlike the current migration pro-
cess, where migrants must share all the information in their documents
even if only a single detail is required, the prototype application allows
them to selectively share details via VCs based on SD-JWT. This pre-
vents oversharing while cryptographically validating the authenticity
and integrity of the data.
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Chapter 7

Evaluation

The prototype application was informally evaluated by colleagues from the
researcher’s laboratory and department. Two instances of the prototype were
set up, one representing a migrant and the other representing the trusted
third party. The users were informed about how the application functions
and were provided with guidance on its features and the processes involved.

The following application flows were examined:

e Creating and publishing a DID

e Requesting a VC

e [ssuing a DID

e Creating a verification request for a VC
e Verifying a DID

e Creating an artefact

e Requesting an artefact

e Issuing a VC for an artefact

e Verifying the VC for an artefact

Several areas for improvement were identified during the evaluation.
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. Users required guidance regarding the processes involved in the mi-
gration flow. The process flow had to be explained in detail because
migration related procedures are not common and are typically only
used by migrants, trusted third parties, and immigration authorities.
Although the users explored the application from all perspectives and
help text was available on the web pages, more comprehensive docu-
mentation would have been beneficial. The step-by-step wizard-style
flow was seen as a positive feature. However, a dedicated help section or
a chatbot-style assistant would provide additional support, especially
for migrant users.

. Several user interface related issues were identified. It was suggested
that a clearer colour scheme could be used to better indicate the status
of various requests, such as New, Pending, Approved, and Rejected. A
few users found the grid columns confusing due to the absence of visible
column borders. It was also recommended that sorting and searching
functionality be available on all grids and implemented consistently
across the application. In addition, the sidebar, which shifted during
page navigation, was regarded as distracting. A static sidebar was
therefore proposed as an improvement.

. Accessibility options for users who require them were noted as miss-
ing in the prototype. Implementing accessibility features was recom-
mended.

. Users also noted that manually copying and pasting data between appli-
cations during certain flows (for example, copying an invitation from
the trusted third party’s application into the user’s application) was
inconvenient. They suggested enabling direct communication between
the applications to eliminate the need for manual copying and reduce
the time required.

. Finally, some process names were considered too technical, such as “In-
vitation Offer”. Users recommended replacing such terminology with
more user-friendly, non-technical terms.

The following positive observations were noted by the users.

1. From the migrant’s perspective, users appreciated that they only needed

to submit their documents once in order to obtain digital credentials
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that could be reused for any migration related process where VCs are
accepted.

2. Users valued the ability to selectively reveal information, as this pre-
vented them from disclosing unnecessary personal details.

3. The potential time savings were considered significant, since VCs can
be cryptographically verified. This removes the need for authorities to
contact each institution or employer individually to confirm the user’s
credentials. Some users, who were also migrants, mentioned that tradi-
tional manual verification processes were time consuming, frustrating,
and at times privacy intrusive.

4. Users also appreciated the ability to receive notifications whenever their
VC was accessed, as this allowed them to know when their credentials
were being viewed.

5. The capability to protect cultural assets and hold parties accountable
for their use, was also identified as a positive aspect of the system.

6. The users had inquiries about how the data was being stored and
whether it was secure. After the security measures taken to protect
user data were explained to them, the users expressed their apprecia-
tion.

Although the users identified several areas that required improvement,
most of these were related to user experience. The evaluation provided valu-
able insights that can be used in future work to improve the prototype ap-
plication. Overall, the users were positive about the proposed system due to
its privacy-protecting features, the control it gives users over their personal
and cultural heritage data, and the potential time and effort it could save
during migration processes.

172



Chapter 8

Limitations

e Updating and Deactivating DIDs: The prototype system currently
allows only the creation and publication of DIDs. There is no function-
ality to modify or deactivate a DID. Although the underlying infras-
tructure supports these actions, they were not implemented during the
early development and experimentation stages, as they were not iden-
tified as essential features at the time.

e User Control over DID Keys: While the system generates strong
cryptographic keys for creating and managing DIDs, users do not have
the option to use their own keys or view the keys generated for them.
This limits user control and visibility over their digital identity creden-
tials.

e Data Deletion: The prototype does not provide users with the ability
to delete their data. If a migrant wishes to remove their data from a
trusted third party’s system or the verifier’s system, there is currently
no mechanism to do so. Before implementing such functionality in
the future, it will be important to consider the perspectives of other
stakeholders, such as migration authorities and trusted third parties,
to ensure compliance with their data retention policies and regulatory
requirements.

e No option to Update request: Once a migrant submits a request
for credentials, the system does not allow any amendments to be made.
Any errors or changes require the user to restart the process entirely,
which may affect usability and convenience.
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e No download progress shown: When users request a file that needs
to be fetched from the IPFS network, the application does not currently
display real-time download progress. Only a message stating “Fetching
file” is shown. Once the download is complete, the user can refresh the
page to see the download button.

e Clipboard Based Transfer of VC Invitations: In the current pro-
totype, when users receive a VC offer invitation, either as migrants
or as artefact requesters, the invitation must be manually copied from
the relevant third party or artefact owner’s application and pasted into
the user’s own application. This reliance on clipboard-based transfer
creates a security limitation. Although the application clears the clip-
board after five seconds, there is a small risk that malware on the user’s
device, or software on a public computer, could access the clipboard
contents within that time window. The VC offer invitation is encoded
in JWT format, and a malicious program could potentially decode it.
This issue is not addressed in the present implementation, but it could
be mitigated through a more secure method of exchange in future de-
velopment.

e Risk of DID Substitution in the Issuance Process: When a VC
offer is received by a migrant, they accept the offer by providing their
DID. However, if the migrant is a malicious actor, they may provide
someone else’s DID during this stage in order to receive the VC under
a different identity or to commit fraud.

For example, an individual A who holds a computer science degree
could submit their documents (such as their certificate and passport),
but provide B’s DID during the issuance process. The trusted third
party would verify A’s documents, and the resulting claims would be
attached to B’s DID. Person B could then present these claims dur-
ing verification and falsely appear to be the legitimate owner of A’s
credentials.

However, this limitation does not enable misuse for immigration pur-
poses. The VC does not function as a standalone travel document,
and at a border crossing the VC would be checked against the trav-
eller’s passport. Any mismatch between the passport and the identity
associated with the VC would be identified immediately, preventing
fraudulent use. Furthermore, embedding biometric data in VCs, as
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discussed in the future work section, could help prevent such risks of
substitution by ensuring that the VC is cryptographically bound to the
legitimate owner.

Possession of Artefact Without VC Acceptance: When a party
requests an artefact from a migrant or an organisation, and the request
is approved, the issuance process for the VC begins. After this step, the
requesting party can download the artefact. However, if the requester
downloads the artefact but then fails to accept the issued VC, they are
technically in possession of the artefact without an accompanying cre-
dential. At present, this scenario cannot be prevented in the prototype
application. The purpose of the prototype is not to protect artefacts
physically, but to issue credentials that govern their authorised use.
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Chapter 9

Recommendation and Future
work

9.1 Enhancements to the Prototype

e Implement DID Update and Deactivation Functionality: The
underlying infrastructure to support DID updates and deactivation al-
ready exists within the prototype. However, these features were not im-
plemented during the initial development stages. Future work should
focus on enabling this functionality, even if it requires minor adjust-
ments to existing workflows. Adding support for updating and de-
activating DIDs would improve flexibility and align the system with
decentralised identity best practices.

¢ Provide options for users to manage or view their keys: An
option could be introduced during the DID creation stage that allows
users to provide their own cryptographic keys, provided they meet the
required security standards. Additionally, the application could offer
the ability for users to view the keys associated with their DIDs. Any
feature that exposes or handles user keys must follow strict security
procedures to avoid introducing vulnerabilities. The current prototype
already contains the foundational infrastructure necessary to support
such enhancements.

e User-driven data deletion: Future work should explore the feasi-
bility of allowing users to delete their data from trusted third-party or
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verifier systems. This requires careful consideration, particularly when
consulting with immigration authorities and trusted third parties, as
each stakeholder may operate under specific data retention regulations.
One potential approach could be to introduce configurable settings that
allow organisations to enable or disable user driven data deletion de-
pending on their policy requirements. The prototype includes the foun-
dational capability for incorporating such functionality.

e Allow modification of credential requests: Providing users with
the ability to amend credential requests after submission would sig-
nificantly enhance usability. Implementing this feature may require
changes to the current workflow, but the underlying infrastructure to
support it is already present within the prototype. Future work should
focus on integrating a secure and structured method for modifying re-
quests without compromising data integrity.

e Real-Time Progress Indicator for File Downloads: Implement-
ing a real-time progress indicator for file downloads would enhance the
user experience by providing clear feedback on the download status and
reducing uncertainty, particularly for large artefact files.

9.2 Security and Identity Integrity

e Investigate methods to prevent DID substitution: Future work
should explore mechanisms to mitigate the risk of DID substitution
during the credential issuance process. One potential approach is to
incorporate image data or biometric information within the Verifiable
Credential. This would enable a physical or biological link between
the VC and its rightful holder, reducing the likelihood of fraudulent
use. Incorporating biometrics may also support broader use cases, such
as enabling the VC to function as a form of digital travel document.
Further research is required to identify the most secure, ethical, and
privacy-preserving methods for establishing this linkage.

e QR Code, Image, or File Based VC Invitation Sharing: Presently,
VC invitations are manually copy-pasted from one application to an-
other, which introduces potential security risks. To improve the sys-
tem’s security, VC offer invitations, which are currently encoded as
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JWTs, could instead be transferred via QR codes, image files, or en-
crypted temporary files. Using QR codes or secure file transfer would
eliminate reliance on the clipboard, reduce the risk of malware or public
computer exposure, and provide a more user-friendly and standardised
mechanism for transferring invitations. Furthermore, QR codes and
temporary files could be designed with an expiry time and for single
use, further enhancing security and privacy.

Ability to Embed Image or Biometric Data in the VC as a
Selectively Revealable Attribute: In the current prototype appli-
cation, image or biometric data cannot be attached to a VC. In future
work, enabling this feature could be highly valuable. Although the in-
frastructure to support this functionality exists in the prototype, it has
not yet been implemented. Adding this capability in future versions
would allow users to include images or biometric information as part of
their credentials while maintaining the selective reveal and privacy pre-
serving features of the system. In such a scenario, a VC could function
similarly to a digital passport, allowing it to be validated at airports
or other locations requiring identity verification without the need for
a physical passport. This would be feasible provided a standard is es-
tablished and adopted by relevant authorities and entities that require
image or biometric linked credentials.

Preventing Unauthorised Artefact Redistribution: In the pro-
totype application, cultural-heritage-related artefacts are protected by
issuing a VC. Once the VC is issued, the authorised individual or or-
ganisation can download the artefact. However, although any use of
the artefact without a valid VC is considered unauthorised, the system
cannot prevent a legitimately authorised user from sharing the artefact
with others. Furthermore , there is currently no mechanism to iden-
tify how, or by whom, an artefact is redistributed once it leaves the
system. To address this limitation, future work could explore the in-
tegration of techniques such as digital watermarking or steganography.
Watermarking involves writing identifiable information onto an image
or video, with the primary goal of ensuring that it cannot be removed
without damaging the underlying content. Steganography, on the other
hand, is “The art and science of hiding information within ordinary or
unremarkable cover media in a way that avoids attracting suspicion”
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[86]. A steganographic system embeds hidden information inside im-
ages, audio, video, or other media in such a way that the presence
of the concealed data is not detectable to an observer. Investigating
these mechanisms could enhance the system’s ability to detect or trace
unauthorised redistribution while maintaining usability and privacy for
legitimate users.

¢ Quantum Computers and Encryption: According to the Quan-
tum Threat Timeline Report, public key encryption algorithms could
potentially be broken within the next 15 to 30 years. This would pose
a threat to applications that rely on these algorithms, including the
Cardano blockchain, which this prototype is based on. Although the
Cardano organization is actively working on mitigating this risk, further
research and adaptation of quantum-resistant cryptographic techniques
will be necessary to ensure the long term security of the system.

9.3 Stakeholder Engagement and Adoption

e Stakeholder Education and System Adoption: An important
factor in the success of any proposed solution is the acceptance of all
stakeholders involved in the system. Both the formal study conducted
for this thesis and the informal evaluation indicate that users, while
initially sceptical about blockchain and decentralized technologies for
migration related data sharing and cultural heritage preservation, be-
came supportive once the concepts were explained. Users particularly
appreciated features such as transparent data handling, control over
who accesses their information, and the ability to selectively share data.
Therefore, it is recommended that any future implementation include
clear user education and demonstrations of these features to ensure
trust and adoption.

Acceptance from other key stakeholders, such as migration authorities,
is also critical. Their adoption would encourage participation from
trusted third parties, creating a supportive network around the solu-
tion. Future work should focus on educational initiatives to raise aware-
ness of data privacy, security, and sovereignty, and on how decentralised
technologies can address these issues. Workshops or educational pro-
grammes demonstrating the system in practice could further improve
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stakeholder acceptance.

More automation (System to system communication): During
the informal evaluation, one suggestion from users was to automate
the process of copying and pasting the VC invitation related workflow,
or to allow it to occur in the background (for example, the migrant’s
system communicating directly with the trusted third party’s system).
Users noted that the manual copy and paste step was inconvenient and
time-consuming.

However, another user preferred to keep the process manual, as it gave
them a greater sense of control over their actions and their data. While
automation could simplify the workflow, this feedback emphasises the
importance of allowing users to maintain control where they feel it is
necessary. This aspect require further investigation, and the process
could be refined accordingly.
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Chapter 10

Conclusion

The goal of this research was to identify the challenges migrants face regard-
ing the privacy, security, and ownership of their personal data, and to propose
a Cardano-based blockchain solution supported by a working prototype. The
objective was to design and evaluate a decentralised system that enables mi-
grants to securely store, share, and manage personal and cultural heritage
information while maintaining ownership and privacy. In order to achieve
this, existing literature relating to migrant data management, self-sovereign
identity, cultural heritage preservation, and decentralised technologies was
examined. This was then followed by a formal study of migrants, combining
survey data and short interviews. Building on the literature and findings
from the study, a system architecture combining the Cardano blockchain,
Hyperledger Identus, and IPFS was designed and implemented, resulting in
a functional prototype deployed on the Cardano testnet. Informal feedback
and technical evaluation were subsequently collected to assess the system’s
usability, security, and potential for future scalability.

Migrants represent a significant and diverse global population, and migra-
tion has played an essential role throughout human history. Individuals move
across borders for a range of reasons, including the pursuit of better opportu-
nities or the need to escape danger. These movements are shaped by political,
security-related, and economic factors, and are governed by legal frameworks
that vary from one country to another. Such regulations typically require
extensive documentation and data collection. Migrants often have limited
control over how this information is gathered, processed, or stored, yet they
must comply in order to obtain visas or secure legal entry into a host coun-
try. Although host nations typically implement protocols and mechanisms
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intended to manage migrant data securely and protect privacy, significant
risks still remain. These include the potential for data breaches caused by
malicious actors, outdated or insufficient systems, or simple carelessness, any
of which may expose migrants to serious harm.

Existing literature on migrant data management, self-sovereign identity
(SSI), cultural heritage preservation, and decentralised technologies provided
a foundation for this research. Previous work emphasised key principles such
as privacy, data ownership, SSI, Verifiable Credentials (VC), and Verifiable
Presentations with selective disclosure, alongside the use of cryptography.
However, much of this work remained theoretical or lacked practical imple-
mentation. Studies focusing specifically on migrant data or cultural heritage
highlighted the need for secure documentation and protection of sensitive
information, yet did not offer implementable, privacy-focused architectures
or functioning prototypes. Therefore, by addressing these gaps, this research
designed and implemented a decentralised system combining the Cardano
blockchain, Hyperledger Identus, and IPFS, demonstrating a practical ap-
proach for securely storing, sharing, and managing personal and cultural
heritage data while maintaining ownership and privacy.

A formal study was conducted with 20 migrants using online and paper-
based questionnaires, along with short interviews. Participants originated
from various parts of the world and had migrated for diverse reasons. A
large portion of the sample was recruited through university networks, with
most participants from Sri Lanka, which may represent a limitation of the
study. Despite the small sample size and potential biases, the study was
deemed sufficient for the purposes of this thesis. The findings provided valu-
able insights into participants’ demographics, motivations for migration, at-
titudes towards personal data sharing, and perspectives on cultural heritage
preservation. Participants expressed discomfort with sharing personal and
sensitive data, emphasising the importance of minimal data collection, trans-
parency, and retaining control over their information. Although familiarity
with blockchain was limited, participants recognised its potential value in
protecting personal and cultural heritage data once its advantages were ex-
plained. Cultural heritage was widely regarded as important to preserve,
particularly traditions, historical knowledge, and cultural practices, with mi-
gration seen as a factor that increases the risk of cultural loss. Overall, the
study highlighted two main concerns. The first was the need for stronger
protections around personal data. The second was the desire to securely pre-
serve cultural heritage. These findings were taken into consideration during
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the design and development of the system, with maximum effort made to
incorporate measures addressing these valid concerns in the prototype. Key
features implemented based on the study included notification mechanisms
when migrant credentials were accessed, security measures for storing data,
data minimisation and masking, selective disclosure of information, and ad-
herence to good security practices with strong encryption.

The proposed solution was initially planned to be developed directly on
the Cardano blockchain using Haskell. However, due to the challenges asso-
ciated with developing the system within the time frame of this thesis, as de-
scribed in Appendix Section A, alternative options were considered. During
this process, the existence of Hyperledger Identus, an SSI-based technology,
was discovered. Hyperledger Identus could act as a second layer and is sup-
ported by industry leaders. After evaluating all options, it was decided that
this technology would be used for the prototype application. To store mi-
grant documents and artefacts, the IPF'S network, a decentralised technology
was employed. Documents and artefacts were encrypted prior to storage to
ensure security. The main application was built using .NET Core, WebAPI
and Razor Pages and was structured into three modules. The first mod-
ule is the user-facing web application (CardanoWeb). The second module
is an API suite (CardanoBridgeAPI) that enables communication between
the web application and Hyperledger Identus. The third module is a con-
sole application designed to handle file operations and interact with IPFS.
The application uses a PostgreSQL database to store metadata. Only mini-
mal and necessary data were stored, and any personal data were encrypted
prior to storage to ensure security. The application was designed with se-
curity in mind and incorporates multiple measures, including encryption of
files during upload, periodic rotation of encryption keys, authentication and
authorisation mechanisms, and adherence to other best security practices.

The prototype application was informally evaluated by colleagues of the
researcher, representing migrant users, trusted third parties, and verifiers.
Users were guided through the application flows, including creating and pub-
lishing DIDs, requesting, issuing, and verifying VCs, and managing artefacts.
The evaluation identified areas for improvement, mostly related to user ex-
perience, such as clearer or less technical terminology, the inclusion of a help
section, enhanced navigation, accessibility features, and more intuitive in-
terfaces. Users also highlighted positive aspects of the system, including the
ability to submit documents once and reuse digital credentials, selectively dis-
close information, receive notifications when credentials were accessed, and
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securely protect cultural heritage data. Participants appreciated the privacy
protecting features and the control provided over personal and cultural her-
itage data. Overall, the evaluation confirmed that the prototype successfully
demonstrates a decentralised, secure system for managing migrant data and
cultural heritage, while highlighting areas for future enhancement to improve
usability.

Although the goal of the research was achieved, several limitations of the
study and prototype were identified, providing opportunities for future work.
The prototype application currently allows the creation and publication of
DIDs but does not support updating, deactivation, or deletion of DIDs or
user data, limiting users’ control over their digital identity. Users cannot
manage or view cryptographic keys and credential requests cannot be modi-
fied once submitted. While the system issues Verifiable Credentials for arte-
facts, it cannot prevent authorised users from redistributing them outside the
system. In addition, the use of biometric or image data to strengthen iden-
tity verification has not yet been implemented. Future work could address
these limitations by adding DID update and deletion functionality, enhancing
cryptographic key management options, enabling modification of credential
requests, incorporating secure image or biometric attributes, and investi-
gating mechanisms to trace or prevent unauthorised artefact redistribution.
Furthermore, long-term security considerations, such as quantum-resistant
cryptography, and stakeholder engagement strategies to improve adoption
and trust, are important areas for further research.

In summary, this research has investigated the issues faced by migrants
regarding the privacy, security, and control of personal, sensitive, and cul-
tural heritage related data. It identified gaps in the existing research on
this subject and included a formal study with migrants to gather first-hand
insights into these challenges. The findings from the user study and evalu-
ation highlight both the importance of secure, transparent systems and the
potential for decentralised technologies to empower migrants and protect cul-
tural heritage. Based on the existing literature, the identified gaps, and the
findings from the formal study, a prototype system was implemented. The
implementation combined the Cardano blockchain, Hyperledger Identus, and
IPFS, along with an application suite built using .NET Core, WebAPI, and
Razor Pages.

Overall, this research provides practical groundwork for future work in
privacy focused, decentralised identity management systems, with the poten-
tial to influence policy, stakeholder adoption, and the development of scalable
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solutions for migrant communities.
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Appendix A

Development Approach

After the requirements gathering phase, the researcher developed an under-
standing of the knowledge migrants possess regarding their rights related to
personal and sensitive data, as well as cultural heritage information. The re-
searcher also examined their awareness of potential threats to their data and
privacy, along with their ideas about the features a system should include to
support them.

Since it was decided that the prototype software would be built using
the Cardano blockchain, the researcher first developed a preliminary under-
standing of the system’s technical details. The application would be based
on the Cardano blockchain, potentially developed using Haskell, and might
involve the use of smart contracts.

As the researcher was new to the Cardano ecosystem and its development
practices, the following strategy was adopted.

1. Run a Cardano node locally, ideally by compiling it from the source
code.

2. Build a very basic sample application to understand the development
process and gain hands-on experience.

3. Begin development of the prototype application.

The researcher chose to build the Cardano node locally from the sources
provided on the Cardano GitHub page, rather than using precompiled bina-
ries. Building from source ensures access to the latest updates and features,
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provides firsthand insight into the development process, and allows identi-
fication of potential compatibility or system related issues that may arise
later during the prototype development, especially since the researcher was
developing on a Linux environment running on top of Windows. In addi-
tion, experience with compiling from source benefits the future development
of the prototype, as access to the source code can be crucial for debugging,
understanding the overall system. In software development, the approach
of building from the source usually exposes developers to build scripts, de-
pendency management, and coding conventions, which are valuable skills for
future development. In complex projects like Cardano, which have many
interdependent components, building from source helps the researcher un-
derstand how dependencies interact and resolve issues independently, further
preparing them for deeper involvement in the project.

One of the expected challenges in developing the prototype was that the
researcher was not familiar with Haskell or Plutus, the framework used to
develop smart contracts and had no prior experience with blockchain related
development activities. Although the researcher had experience in general
programming, primarily using modern programming languages and develop-
ment tools, the blockchain domain and a new programming language pre-
sented an initial challenge. From personal experience, the researcher found
that theoretical learning alone was insufficient to gain practical understand-
ing, hands-on practice was essential. To address this, the researcher decided
that, in addition to studying the language and associated concepts, build-
ing a few small applications would be beneficial for becoming familiar with
the Cardano development environment and the highly technical aspects of
blockchain development. As famously noted in the book “C Programming
Language” by Brian Kernighan and Dennis Ritchie (1988, p. 9) [87], “The
only way to learn a new programming language is by writing programs in
it,” a principle echoed by many programming experts.

It was anticipated that setting up the development environment, suc-
cessfully building the Cardano source code, and developing a few sample
applications would provide the researcher with sufficient exposure to proceed
with the prototype software development.
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A.1 Development

This section describes how the initial development was carried out, the chal-
lenges encountered during the research and experimentation with the tech-
nology, and the rationale behind certain choices and decisions.

A.1.1 The Development Machine

According to the report by the European Union Blockchain Observatory
and Forum, applications related to blockchains are generally processor- and
memory-intensive, although Cardano is reported to require fewer computa-
tional resources than many other blockchains. Therefore, it was assumed
that the machine used to develop, run, and test the blockchain applications
should possess slightly higher processing capabilities. The development and
testing were conducted locally on a laptop, with the specifications outlined
below [88].

e Operating System - Windows 11 Professional
e Processor - AMD Ryzen 7 (16 CPUs)

e Memory - 32 GB

e Hard Disk - 1TB SSD

A.1.2 Setting up Cardano Development Environment

The development machine was running Windows 11, however the Cardano
development environment had to be done in Linux. According to the Cardano
developer documentation at the time development commenced, Cardano rec-
ommended using WSL2 for development on Windows [89)].

WSL2 (Windows Subsystem for Linux) is an open-source technology that
allows developers to run a Linux environment on their Windows computer.
This enables the developer to run most Linux-based applications and tools on
their Windows machine without the need for dual booting or virtual machines
[90].

WSL2 was successfully installed on the researcher’s Windows machine.
Furthermore, Ubuntu version 24.04.2 LTS was installed, and development
was conducted within the Ubuntu environment.
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A.1.3 Building Cardano from Source

As detailed in the earlier sections of this report, the researcher chose to build
the Cardano node from the source code provided on the Cardano GitHub
repository, rather than using precompiled binaries. According to the Cardano
documentation, there are two primary methods for building the Cardano
node [91].

1. Building via cabal
2. Building via Nix

Building via cabal: Cardano development is based on the Haskell pro-
gramming language. According to the Cardano developer documentation,
the recommended method for installing Haskell tools is GHCup, the pri-
mary Haskell installer. Following the installation instructions from the of-
ficial GHCup page, the script below was executed in the Linux (Ubuntu)
environment [92].

curl --proto =https" --tlsvl.2 -sSf
https://get-ghcup.haskell.org | sh

When the above script was executed, several prompts appeared, for which
the default answers were selected. The Cardano documentation did not spec-
ify which options should be chosen. Although the script eventually displayed
a message indicating successful installation, subsequent commands (given
below) recommended in the Cardano documentation did not execute as ex-
pected.

ghcup install --set ghc 9.6.7
ghcup install --set cabal 3.12.1.0

After several attempts, including reinstalling the entire environment and
restarting the Ubuntu WSL2 instance, the commands eventually executed
successfully. However, running the commands generated the errors below
indicating that they were using an outdated command style.

[ Warn ] This is an old-style command for installing
GHC. Use ’ghcup install ghc’ instead.

[ Warn ] New ghc version available. If you want to
install this latest version, run ’ghcup install ghc
9.12.2”
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[ Warn ] New cabal version available. If you want to
install this latest version, run ’ghcup install
cabal 3.16.0.0"

[ Warn ] New stack version available. If you want to
install this latest version, run ’ghcup install
stack 3.7.1°

[ Error ] [GHCup-07140] Both installation and setting
the tool failed.

L ... ] Install error was: Unable to find a download
for GHC version ’ghc’ on detected platform
x86_64-1linux-ubuntu-24.04

L ... ] Set error was: The version ’ghc’ of the tool
ghc is not installed.

[ Error ] Also check the logs in
/home/vignes/.ghcup/logs

[ Warn ] This is an old-style command for installing
GHC. Use ’ghcup install ghc’ instead.

[ Warn ] New ghc version available. If you want to
install this latest version, run ’ghcup install ghc
9.12.2°

[ Warn ] New cabal version available. If you want to
install this latest version, run ’ghcup install
cabal 3.16.0.0"

[ Warn ] New stack version available. If you want to
install this latest version, run ’ghcup install
stack 3.7.1°

[ Error ] [GHCup-07140] Both installation and setting
the tool failed.

L ... ] Install error was: Unable to find a download
for GHC version ’cabal’ on detected platform
x86_64-1linux-ubuntu-24.04

[ ... ] Set error was: The version ’cabal’ of the
tool ghc is not installed.

The correct command, shown below, was identified with the assistance of
online search resources.

ghcup install ghc 9.6.7
ghcup set ghc 9.6.7

However, the following error occurred after executing the command.
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[ Info ] verifying digest of:
ghc-9.4.8-x86_64-ubuntu20_04-linux.tar.xz [ Info ]
Unpacking: ghc-9.4.8-x86_64-ubuntu20_04-1linux.tar.xz
to /home/vignes/.ghcup/tmp/ghcup-3da9b7235cel16361 [
Info ] Installing GHC (this may take a while) [
ghc-configure ] checking Setting up CFLAGS, LDFLAGS,
IGNORE_LIN... [ ghc-configure ] checking Setting up
CONF_CC_OPTS_STAGEO, CONF_G... [ ghc-configure ]
checking Setting up CONF_CC_OPTS_STAGE1l, CONF_G... [
ghc-configure ] checking Setting up
CONF_CC_OPTS_STAGE2, CONF_G... [ ghc-configure ]
checking C++ standard library flavour... ./conf... [
ghc-configure ] configure: error: Failed to compile
test progra... [ Error ] [GHCup-00841] Process "sh"
with arguments ["./configure", [ ... ]
"--prefix=/home/vignes/.ghcup/ghc/9.4.8"] failed
with exit code 1. [ Error ] Also check the logs in
/home/vignes/.ghcup/logs "ghcup
--metadata-fetching-mode=Strict --cache install ghc
recommended" failed!

This error could not be resolved despite various attempts, including unin-
stalling and reinstalling the entire setup. The issue was investigated ex-
tensively, and multiple approaches were tried to identify and fix the cause;
however, these efforts did not yield any results.

At a later stage, while documenting the implementation process, the re-
searcher revisited the setup. On this occasion, the process progressed slightly
further before failing again. By this time, both the Cardano documentation
and the researcher’s development environment had been updated, which may
have contributed to the partial improvement observed.

The environment variables were configured to install the software ver-
sions specified in the official documentation. These same versions were used
on the assumption that the documented configurations had been verified to
function correctly. Afterwards, depending on project requirements or system
constraints, the versions and configurations could be modified as necessary.

CARDANO_NODE_VERSION=’10.3.1"

TOHKNIX_VERSION=$(curl
https://raw.githubusercontent.com/IntersectMB0/cardano-node/
$CARDANO_NODE_VERSION/flake.lock | jq -r
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>’ . nodes.iohkNix.locked.rev’)
echo "iohk-nix version: $IOHKNIX_VERSION"

Sodium is a cross-platform and cross-language software library that pro-
vides functionality for encryption, decryption, digital signatures, password
hashing, and other cryptographic operations. Cardano uses a customised ver-
sion of libsodium, which must be obtained from the official repository main-
tained by IntersectMBO: https://github.com/IntersectMB0/1libsodium

The Sodium version to be used was identified and selected.

SODIUM_VERSION=$(curl
https://raw.githubusercontent.com/input-output-hk/iohk-nix/

$IOHKNIX_VERSION/flake.lock | jq -r
’.nodes.sodium.original.rev’)

echo "Using sodium version: $SODIUM_VERSION"

Then installed.

${SODIUM_VERSION:=’dbb48cc’}
git clone https://github.com/intersectmbo/libsodium
cd libsodium
git checkout $SODIUM_VERSION
./autogen.sh
./configure
make
make check
sudo make install

Environment variables were added according to the documentation.

export LD_LIBRARY_PATH="/usr/local/lib:$LD_LIBRARY_PATH"
export
PKG_CONFIG_PATH="/usr/local/lib/pkgconfig: $PKG_CONFIG_PATH"

secp256kl: According to the documentation, it was necessary to in-
stall secp256k1, an elliptic curve library used for cryptographic operations in
blockchain systems. The specific version required for this project was iden-
tified and installed in accordance with the recommendations provided in the
documentation.

SECP256K1_VERSION=$(curl
https://raw.githubusercontent.com/input-output -
hk/iohk-nix/
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$IOHKNIX_VERSION/flake.lock | jq -r
’.nodes.secp256kl.original.ref’)
echo "Using secp256kl version: ${SECP256K1_VERSIONZ}"

Then secp256k1 was installed.

${SECP256K1_VERSION:=’v0.3.2°}

git clone --depth 1 --branch ${SECP256K1_VERSION}
https://github.com/bitcoin-core/secp256kl

cd secp256kl

./autogen.sh

./configure --enable-module-schnorrsig
--enable-experimental

make

make check

sudo make install

blst is a cryptographic library that implements the BLS12-381 signature
scheme. This library is commonly used in blockchain systems and applica-
tions requiring efficient pairing-based cryptography. The specific version of
blst required for this project was identified and installed in accordance with
the recommendations provided in the documentation.

BLST_VERSION=$(curl
https://raw.githubusercontent.com/input-output -hk/iohk-

nix/$I0OHKNIX_VERSION/flake.lock | jq -r
>’.nodes.blst.original.ref’)

echo "Using blst version: ${BLST_VERSIONZ}"

The blst library was installed on the development environment according
to the version specified in the documentation, ensuring compatibility with
the Cardano build process.

${BLST_VERSION:=’v0.3.11°}
git clone --depth 1 --branch ${BLST_VERSION}
https://github.com/supranational/blst
cd blst
./build.sh
cat > libblst.pc << EOF
prefix=/usr/local
exec_prefix=\${prefix}
libdir=\${exec_prefix}/1lib
includedir=\${prefix}/include
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Name: 1libblst

Description: Multilingual BLS12-381 signature library

URL: https://github.com/supranational/blst

Version: ${BLST_VERSION#v}

Cflags: -I\${includedir}

Libs: -L\${libdir} -1blst

EQF

sudo cp libblst.pc /usr/local/lib/pkgconfig/

sudo cp bindings/blst_aux.h bindings/blst.h
bindings/blst.hpp /usr/local/include/

sudo cp libblst.a /usr/local/lib

sudo chmod u=rw,go=r
/usr/local/{1ib/{1libblst.a,pkgconfig/libblst.pc},include/

{blst.{h,hpp},blst_aux.hl}}

The Cardano node repository was cloned from GitHub to the local de-
velopment environment to obtain the source code required for the purpose
of building the node. The source code was cloned from this repository:
https://github.com/IntersectMB0/cardano-node.git

A.1.4 Building with Nix

Nix is a package manager commonly used with languages such as Haskell.
It was installed by following the instructions provided on the official Nix
website, using the command shown below. This command is intended for
use in a WSL2 environment.

$ sh <(curl --proto ’=https’ --tlsvi.2 -L
https://nixos.org/nix/install) --daemon

git clone https://github.com/IntersectMBO/cardano-node
cd cardano -node

git tag | sort -V

git switch -d tags/<TAGGED VERSION>

nix build .#cardano-node

However , the following error occurred.
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warning: ignoring the client-specified setting
’trusted-public-keys’, because it is a restricted
setting and you are not a trusted user

In order to resolve the issue described above, several
approaches were attempted, including adding the
following configuration to the nix.conf file as
suggested online.

substituters = https://cache.nixos.org
https://cache.iog.io

trusted -public-keys =

cache.nixos.org-1:

6NCHAD59X43100gWypbMrAURkbJ16ZPMQFGspcDShjY=

hydra.iohk.io:f/Ea+s+dFdN+3Y/G+FDgSq+a5NEWhJGzdjvKNGvO/EQ=

trusted-users = root vignes

However, despite numerous attempts, the issue could not be resolved.
During this phase of the research, the direct development of the Cardano-
based application using Haskell did not proceed as smoothly as expected.
Consequently, alternative approaches were investigated. During this process
the researcher came across the HyperLedger project.

A.1.5 HyperLedger Identus

The main challenge with Identus was that the documentation was somewhat
difficult to navigate. The online documentation typically only supports the
latest version, with limited guidance for older releases. Additionally, the
documentation is not consistently categorised, which can be confusing for
the reader.

The quick start guide was followed, as it provides practical examples. The
first example involved cloning and running the Cloud Agent, which was suc-
cessfully completed. Using this example, a long-form Decentralized Identifier
(DID) could be created, and a credential schema could be defined. However,
the guide did not provide instructions for DID resolution or the configuration
of the Prism node, leaving some critical steps unclear.

The next example involved cloning the TypeScript SDK. According to
the documentation, both Rust and Wasm-Pack were required to compile the
TypeScript SDK. This command was intended to be executed within a WSL2
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environment.

curl --proto ’=https’ --tlsvl.2 -sSf
https://sh.rustup.rs | sh

According to the documentation, Wasm-Pack could not be installed. During
the initial stages of the research, Wasm-Pack had been available; however,
according to its GitHub page, the project is now discontinued. The func-
tionality previously provided by Wasm-Pack has since been integrated into
the wasm-bindgen project, which can be found at: https://github.com/w
asm-bindgen/wasm-bindgen This command had to be run according to the
documentation.

cargo install wasm-bindgen-cli
However the below error appeared.

Updating crates.io index error: cannot install package
wasm-bindgen-cli 0.2.100, it requires rustc 1.76 or
newer , while the currently active rustc version 1is
1.75.0 wasm-bindgen-cli 0.2.92 supports rustc 1.57

To resolve the issue, the Wasm-Pack version was updated by uninstalling and
reinstalling it. However, despite multiple attempts, an error occurred that
could not be resolved within the development environment. The error, related
to an incorrect path, persisted regardless of trying various troubleshooting
techniques.

npm warn cleanup Failed to remove some directories [
npm warn cleanup [
npm warn cleanup
’\\\\wsl.localhost\\UbuntuIdentus\\home\\vignes\\
test\\sdk-ts\\node_modules\\rxdb’,
npm warn cleanup
[Error: EPERM: operation not permitted, rmdir
’\\wsl.localhost\
Ubuntuldentus\home\vignes\test\sdk-ts\node_modules\
rxdb\src\plugins\flutter’] {

npm warn cleanup errno: -4048,

npm warn cleanup code: ’EPERM’,
npm warn cleanup syscall: ’rmdir’,
npm warn cleanup path:

’\\\\wsl.localhost\\UbuntuIdentus\\home\\
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vignes\\test\\sdk-ts\\node_modules\\rxdb\\src\\

plugins\\flutter’

npm warn cleanup }

npm warn cleanup ]

npm warn cleanup ]

npm error code EISDIR

npm error syscall symlink

npm error path
\\wsl.localhost\UbuntuIdentus\home\vignes\

test\sdk-ts\externals\generated\jwe-wasm

npm error dest
\\wsl.localhost\Ubuntuldentus\home\vignes\

test\sdk-ts\node_modules\jwe-wasm

npm error code EISDIR

npm error syscall symlink

npm error path
\\wsl.localhost\UbuntuIldentus\home\vignes\

test\sdk-ts\externals\generated\jwe-wasm

npm error dest
\\wsl.localhost\Ubuntuldentus\home\vignes\

test\sdk-ts\node_modules\jwe-wasm

npm error errno -4068

npm error EISDIR: illegal operation on a directory,

symlink
’\\wsl.localhost\UbuntuIldentus\home\vignes\test\
sdk-ts\externals\generated\jwe-wasm’ ->

’\\wsl.localhost\Ubuntuldentus\home\vignes\test\sdk-ts\
node_modules\jwe-wasm’
npm error A complete log of this run can be found in:
C:\Users\Vignes\
AppDatalLocal\npm-cache\_logs\
2025-08-29T08_25_53_711Z-debug-0.1log

A.1.6 Atala prism setup example

During the search for examples of Prism and Cloud Agent implementation,
the researcher identified a YouTube video and accompanying sample code
provided by Ley Lawrance. This proved to be the most useful example en-
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countered throughout the research, particularly because the official documen-
tation was difficult to navigate. The video clearly demonstrated the process
of issuing verifications from an issuer to a holder. While the example was
highly valuable, it did present certain challenges, which were subsequently
addressed and resolved during the development process.[75]

This setup was executed within two Docker containers, using Docker
Compose files named docker-compose-cardano and docker-compose-prism.

The docker-compose-cardano file contained the Docker images required
to set up and run the Cardano node. The file specified the following images
and their respective versions:

1. Postgres 14.10-alpine

2. Cardano-node 9.1.1

3. Cardano-wallet 2024.9.3
4. Icarus 2023-04-14

The docker-compose-prism file contained the Docker images required to
set up and run the Prism node. The file specified the following images along
with their respective versions:

1. postgres:13

2. pgadmin4

3. prism-node 2.2.1

4. prism-agent 1.28.0

5. Hashicorp vault — latest

The example included a script named cardano-start.sh, which was in-
tended to initialise and start the setup. However, executing this script re-
sulted in several errors.

./cardano-start.sh: line 21: 1z4: command not found
tar: This does not look like a tar archive

tar: Exiting with failure status due to previous errors
./cardano-start.sh: line 21: jq: command not found
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% Total % Received % Xferd Average Speed Time
Time Time Current Dload Upload Total Spent Left

Speed
100 233 100 233 0 0 230 0O 0:00:01
0:00:01 --:--:-- 230

curl: Failed writing body
However, the following error occurred.

./cardano-start.sh
% Total % Received % Xferd Average Speed Time Time
Time Current Dload Upload Total Spent Left Speed
0 3478M 0 7102 0 0 6766Error 44
Unrecognized header : file cannot be decoded
0 6d 05h 0:00:01 6d 05h 6770tar: This does
not look like a tar archive
tar: Exiting with failure status due to previous errors
0 3478M 0 7102 0 0 5233 0 8d 01h
0:00:01 8d 01h 5237

Based on the errors encountered, it was determined that the 1z4 package
was required. Therefore, it was installed along with jq using the following
commands:

sudo apt update
sudo apt install 1z4 jq

Despite executing the commands to install 1z4, jq , the following errors were
encountered.

./cardano-start.sh
% Total % Received Y, Xferd Average Speed Time Time
Time Current Dload Upload Total Spent Left Speed
0 3478M 0 7102 0 0 6766Error 44
Unrecognized header : file cannot be decoded
0 6d 05h 0:00:01 6d 05h 6770tar: This does
not look like a tar archive
tar: Exiting with failure status due to previous errors
0 3478M 0 7102 0 0 5233 0 8d 01h
0:00:01 8d 01h 5237

A manual download and decompression of the snapshot was then at-
tempted. However, the startup.sh script did not execute as expected, and
the snapshot could not be downloaded successfully. Even when the snapshot
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was obtained, the commands in the script required modification. Conse-
quently, a separate script was executed (as shown below) to download and
configure the snapshot correctly.

# Get the snapshot filename

SNAPSHOT=$(curl -s
https://downloads.csnapshots.io/testnet/

testnet -db-snapshot.json | jgq -r .[].file_name)

# Download the snapshot
curl -L

https://downloads.csnapshots.io/testnet/$SNAPSHOT -o
snapshot.tar.zst

# Decompress it
zstd -d snapshot.tar.zst -o snapshot.tar

# Make sure the target directory exists
mkdir -p ./data/db

# Extract the snapshot
tar -xf snapshot.tar -C ./data/db

After this the below modified version of the cardano-start.sh script was
then executed.

#! /bin/bash

set -euo pipefail

set -a; source .env-cardano; set +a
mkdir -p $NODE_DB

if [ "$(1s -A "${NODE_DB}")" ]

then
echo "Node state is present, not downloading the
snapshot ."
else
if [ $NETWORK == "mainnet" ]
then

# download the node-db snapshot, or wait for
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the node to sync for a long time
curl -o -
https://downloads.csnapshots.io/mainnet/$(curl
-s
https://downloads.csnapshots.io/mainnet/
mainnet -db-snapshot.jsonl| jq -r .[].file_name )
| 1z4 -c -d - | tar -x -C $NODE_DB
mv $NODE_DB/db/* $NODE_DB/
rm -rf $NODE_DB/db
elif [ $NETWORK == "preprod" ]
then
echo "Node state is present, not downloading
the snapshot."
elif [ $NETWORK == "sanchonet" ]
then echo "no cache for sancho";
else
echo "NETWORK must be mainnet or preprod or
sanchonet"
exit 1
fi
fi

# start the services

NETWORK=${NETWORK} NODE_DB=${NODE_DB} docker compose -p
cardano -f ./docker-compose-cardano.yml --env-file
.env-cardano up -d

The script then produced more errors. After investigation, it was deter-
mined that the issue was caused by the Cardano node being outdated. Con-
sequently, the node was upgraded to the latest version at the time, 10.5.1.
Following this upgrade, the Cardano node operated successfully.
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Appendix B

Survey
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B.1 Approval Letter from the STEM Ethics
Committee

THE UNIVERSITY OF

WAIKATO

Te Whare Wiinanga o Waikato

Te Wananga Piitaiao = Division of STEM
School of Engineering

Dr Megan Boston
+647 838 4144

Tel: +64 7 837 9459 waiketoiae fiz
Email: megan.boston@waikato.ac.nz
. p Gate 1, Knighton Road
- @ .ac.
stem-ethics@waikato.ac.nz et S48

Private Bag 3105
Hamilton 3240
New Zealand

28 April 2025

RR Vikneswaran
Vignes54@yahoo.com
Cc: Steve Reeves

Dear Vikneswaran

Re: STEM_HREC(2025)#3

Thank you for providing the revised documentation for your project “A Cardano Blockchain
Prototype for Migrant Data Security and Cultural Heritage Preservation”.

I am pleased to advise that your application has now been approved.

We encourage you to contact a member of the committee should issues arise during your data
collection, or should you wish to add further research activities or make changes to your project as it
unfolds.

We wish you all the best with your research.

Regards

Dr Megan Boston, Convenor
Division of STEM - Human Research Ethics Committee

KO TE TANGATA

FOR THE PEOPLE

Figure B.1: Approval from the STEM Ethics Committee
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B.2 Email Sent During Questionnaire Distri-
bution

Hi,
Thank you very much for your willingness to participate in this study!

I’'ve attached the participant information sheet. Please take a moment to read through it.
If you have any questions about the questionnaire, feel free to contact me using the details provided in the information sheet.

The questionnaire will take approximately 20 minutes to complete. You do not need to save anything manually; it will be saved
automatically. After completing the questionnaire, you can close your browser window after a short 5-second delay.

You may skip any questions or answers that are not applicable to you.
Please click the link below to access the questionnaire. When prompted, enter the password provided.

Password - ####H###
https://drive.proton.me/urls/###HHi#H

Kind regards,

R R Vikneswaran.

Figure B.2: Email sent to participants
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B.3 Questionnaire Used in the Survey

WAIKATO

% Te Whare Wananga o Waikato

Research Consent Form

HECS Human Ethics Committee

A Cardano Blockchain Prototype for Migrant Data Security and Cultural Henitage Preservation

Consent Form for Participants

| have read the Participant Information Sheet for this study and have had the details of the study explained to me. My questions about
the study have been answered to my satisfaction, and | understand that | may ask further questions at any time.

1 also understand that | am free to withdraw from the study before 2 weeks from the date of the study, or to decline to answer any
particular questions in the study. | agree to provide information to the researchers under the conditions of confidentiality set out on the
Participant Information Sheet.

| agree to participate in this study under the conditions set out in the Participant Information Sheet.

Signed:

Name:

Date:

Name and contact
Vikneswaran Rengasamy Rajamanikkam
vr141@students. waikato.ac.nz

0226514964

Supervisor's Name and contact information: (if applicable)

Professor Steeve Reeves
steve. reeves@waikato.ac.nz

This questionnaire is conducted as a partial requirement for the Master of Science (Research) in Computer Science. The goal of this
research project is to build a decentralized application to securely store migrant data and cultural heritage related information.

If you take part in the study, you have the right to

« Refuse to answer any question and withdraw from the study within two weeks of your participation.
- Ask any further questions about the study that occur to you during your participation.
- Receive a summary of the study’s findings once the study is concluded.

Figure B.3: Page 1
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If you have any questions or concerns about the project, either now or in the future, please feel free to contact us using the contact
provided in the i i ion sheet.

Questionnaire

1. What is your age group? (choose one)
[18-24
[]25-34
[]35-44
[]45-60
[ | Above 80

2. What s your country of origin?

3. What was your reason for migration? (choose one or more)
|| Climate change / Natural Disasters
[ Conflict / Persecution
[ Gultural [ Religious / Lifestyle Reasons
[ Education
[ Employment
[ ] Family
[ Improved quality of life
[ Marriage / Partner
[ Other (Please specify)

4. How long have you been in your new country? (choose one)
["] Less than 1 year
[]1-3 years
[ ] More than 3 years

5. The list below contains some personally identifiable information. During your migration process, which of the following were you asked
to provide? And how comfortable were you in providing such information? (choose one for each row)

Personal Not Sure Comfortable Not very comfortable Uncomfortable
information

Full name [ | ] O
Date and place of birth ik (i (] a
Address () O ] a
Phone number O = O |
Former phone numbers O a O

Email address [m] g0 L) O
Former email addresses || [ (N O
Social media profiles O 0O 0 a
Passport  Licence / 1D O O ] a
card numbers

Photograph O ] i ad
Employment history = = 0O .

Figure B.4: Page 2
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Educati

nal history O = = =

Any other personal
information?

6. The list below contains some sensitive persenal information. During your migration process, which of the following were you asked to
provide? And how comfortable were you in providing such information? (choose one for each row)

(Sensitive personal ion can be any that has to you and ing you may wish to keep private and

revealing it might result in you being treated in a particular way or can put you at risk or unease).

Sensitive personal Not Sure Comfortable Not very comfortable Uncomfortable
information

Gender (| 8] (] ad
Race / Ethnicity a ] ] a
Religious beliefs a d O O
Sexual Orientation O O O ad
Facial recognition data a O O ad
Fingerprint data £ ] D a
Genetic Data a O O O
Iris Data i @ O O
Citizenships, Residencies || | O |
you hold or previously held.

Medical records B dJ 5 a
Travel history Od O ] O
Bank account numbers O OdJ O a
Financial history i a I a
Salaryl Income detalls [ (] (i a
Tax numbers ] ] O a
Wealth / Asset details a a 0O ]
Criminal / conviction history ] i T} ad
Affiiations or associationto [ | O | O

governments or other
organizations that were
involved in criminal

Figure B.5: Page 3
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behaviour or advocated
criminal behaviour

Affiiations or associationto [ | O ] a
the govemment or political
parties
Age when the conflictin | | @ || a
your country ended
History of support forany [ ] ()
liberation groups
Information on being O O 0O a
witnessed or participation
of il treatment of people
Mitary / Law enforcement [ | (| O O
I Intelligence service
istory
Any information related to
your marriage or
relationship?
« Mariage Certificate | ad ]
« Information on g g O O
children together
« Evidence of fime = O 0 O
spent together (Travel
/ Mestings /Events)
« Photos / social media [ O 0O (]
posts together.
« Chatltext/email/ [ ] (] N O
call history
« Joint property / assat, [ d ] O
rental agreements
+ Bank account O d (] ad
information
« Utilty bill information [ O B

Any other sensitive
personal information?

7. Did you have to provide any personal information of your family members? (choose one)

[Yes
[[INo

8. If you answered “Yes" to question no 7, Which of the following were you asked to provide on your family members? (choose one for
each row)

Personal Not Sure Comfortable Not very comfortable Uncomfortable
information

Figure B.6: Page 4
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behaviour or advocated
criminal behaviour

Affiiations or associationto [ | O ] a
the govemment or political
parties
Age when the conflictin | | @ || a
your country ended
History of support forany [ ] ()
liberation groups
Information on being O O 0O a
witnessed or participation
of il treatment of people
Mitary / Law enforcement [ | (| O O
I Intelligence service
istory
Any information related to
your marriage or
relationship?
« Mariage Certificate | ad ]
« Information on g g O O
children together
« Evidence of fime = O 0 O
spent together (Travel
/ Mestings /Events)
« Photos / social media [ O 0O (]
posts together.
« Chatltext/email/ [ ] (] N O
call history
« Joint property / assat, [ d ] O
rental agreements
+ Bank account O d (] ad
information
« Utilty bill information [ O B

Any other sensitive
personal information?

7. Did you have to provide any personal information of your family members? (choose one)

[Yes
[[INo

8. If you answered “Yes" to question no 7, Which of the following were you asked to provide on your family members? (choose one for
each row)

Personal Not Sure Comfortable Not very comfortable Uncomfortable
information

Figure B.7: Page 4
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Full name =] ] O ad
Date and place of birth O O ) O
Address a &l ) a
Phone number O ] O 0
Email address (| O [ ad
Social media profiles @A [} Iy a
Passport / Licence / ID O O O |
card numbers.

Photograph ] d0 O ad
Employment history a & 0 ad
Educational histery ] a 0O a

Any other personal
information?

9. Do you know who or which organizations have access to your information? (choose one)
[Yes
[No
[] Unsure

10. Do you know who or which organizations have accessed or used your information? (choose one)
[ Yes
[INo
[ Unsure

11. Do you know how, or for what purpose, your information will be used by the organization or each organization that has access to it?
(choose one)

[¥es
[INo

[ Unsure

12. Are you worried that your information could be misused by those who have access to it? (choose one)
[IYes
[INo
[] Unsure

13. Would you prefer to know who accessed your data and how your information will be used by each party? (choose one)
[ IYes
[[JNo

[ unsure

14. Would you prefer to have the ability to grant access only to the organizations you trust with your data? (choose one)
[Ives
[[INo

[ Junsure

Figure B.8: Page 5
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6.

Do you know how and where your information will be stored? (choose one)
[ves
[INo
[ Unsure

Are you worried that your information could be accessed and misused by unauthorized entities? (choose one)
[I¥es

[ INo
[ ] Unsure

. Did you know that your data could be stored anywhere in the world, and that in certain regions the government or specific entifies have

legal right to access your data? (choose one)
[ ves
[[INo

. Would it make you comfortable if you knew how and where your information is stored? (choose one)

[ ves
[INo
[ JUnsure

Are there any countries or regions where you would prefer or not prefer your data to be stored?

. Do you use a smartphone / tab / laptop / pe regularly? (choose one)

[ es
[INo

. Do you have access to intemet regularly? (choose one)

[Yes
[[INo

. Would you prefer having a mobile application or a website where you could store your data and grant access to others? (choose one)

[ Yes

[[INo
[ Unsure

. What features would you like in a system designed to protect and manage your persenal data?

. Do you know about blockehain technolagy? (choose one)

[“Yes
[No

[ unsure

. (If you answered “No” or “Unsure” to question no 24, you can skip this question.) Would you be comfortable in having your data stored

in a blockchain based system? (choose one)
[¥Yes
[INo

[ ] Unsure

Figure B.9: Page 6
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26. Do you think having no control over your personal or sensitive data could put you at risk or make you vulnerable to exploitation?
(choose one)
[ Definitely
|| Probably
[ No
[ ] Unsure

27. Do you have anything you would like to share about data privacy, having control over your own data, or any other topics related to the
questions above?

28. How important is it for you to preserve your cultural heritage information? (chaose one)
[ Not important
[ Impertant
[] Very important
[ ) Unsure

29. If your answer to question no 28 is “Important” or “Very Important”, it is because, (choose one or more)
[ It contains unique or impertant knowledge or traditions that could be useful for all.

[ 1t contains unique or important knowledge or traditions that could be of monetary worth.

[_] This information can be passed down to your future generations.

|:\ The community’s history should be preserved.

|| Of Other reasens (Please specify).

30. What type of unigue or important knowledge do you intend to preserve? (choose one or more)
|| Artistic / Creativity
[ Culinary
[ Historical
[ Medical [ Herbal
|| Philosophical
[ scientific
[ Skills (E.g. Woodwork, masonry)

[ Others (Please specify)

31. Do you think your cultural heritage information is misused or exploited by anyone? (choose one)
[¥Yes
[JNo

[ Unsure

32. If you answered “Yes" to question no 31, how?

33. Would you prefer if you or your community can store cultural heritage information digitally and control access based on your or
community's preferences? (choose one)

[Ives
[[INo
[ Unsure

Figure B.10: Page 7
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34. If you answered “Yes" to question no 33, storing in which formats do you think would be useful? (choose one or more)
[ Audio
[ |images
[ ] Text
[ Video
[ Others (Please specify)

35. Do you think having no control over your cultural heritage information could put yourself and your community into disadvantage?
(choose one)
|| Definitely
[ Probably
[[INo
[ Unsure

36. Do you have any opinions you would like to share about digitally preserving cultural heritage information?

Figure B.11: Page 8
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Appendix C

Setting up the prototype

The source code of the prototype and supporting applications can be down-
loaded from the following repositories:

e https://github.com/vignes5454/Test — Contains the Cardano and
Prism setup packages, including the CardanoWebAPI and the Cardano
Web Application.

e https://github.com/vignes5454/IPFSClient — Contains the IPFS
client (Console Application).

e https://docs.ipfs.tech/install/ipfs-desktop/#windows - IPFS
Desktop client

The CardanoWebAPI, CardanoWeb, IPFS Client, and IPFS Desktop Client
must be run in a Windows environment. The CardanoWebAPI, CardanoWeb,
and IPFS Client can either be built from the source code or installed from
precompiled binaries from the Application folder.

C.1 Running the Cardano Node and Hyper-
ledger Identus

The Cardano Node and Hyperledger Identus must be run inside an Ubuntu
environment in WSL2. Instructions to install WSL2 and Ubuntu 24.04.2 can
be found here: https://learn.microsoft.com/en-us/windows/wsl/inst
all .
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After setting up the WSL2 environment, follow the steps below.

1. Download the repository https://github.com/vignesb5454/Test.

2. Navigate to the preprod directory. This is where the Cardano setup is
located.

3. Run the following commands (Figure C.1):

chmod +x download-testnet-snapshot.sh
./download-testnet-snapshot.sh

4. Once the script finishes, install Docker. Instructions to install Docker
can be found here: https://docs.docker.com/engine/install

5. Then, run these commands :

chmod +x cardano-start.sh
./cardano-start.sh

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
103 packages can be upgraded. Run 'apt list --upgradable' to see them.
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
jgq is already the newest version (1.7.1-3ubuntu®.24.04.1).
zstd is already the newest version (1.5.5+dfsg2-2buildi.1).
1z4 is already the newest version (1.9.4-1build1.1).
curl is already the newest version (8.5.0-2ubuntuil0.6).
© upgraded, 0 newly installed, 0@ to remove and 183 not upgraded.
Downloading snapshot testnet-db-109659589.tar.zst...
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 3970M 100 3970M 0 0 12.7M 0 0:05:10 0:05:10 --:--:-- 12.9M
Decompressing snapshot...
snapshot.tar.zst : 16719441920 bytes
Extracting snapshot to ./data/db...
Snapshot setup complete!

Figure C.1: Running download-testnet-snapshot.sh
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This will run the Cardano node and synchronise it with the Cardano net-
work. This process may take some time (potentially several hours, depending
on the internet speed and the computer’s performance).

Once the Cardano node has fully synchronised, run the following com-
mands to start the Prism nodes for the Issuer, Holder, and Verifier. Note
that running only the Issuer and Holder nodes is sufficient to perform a full
cycle of the features.

Important: Ports can be changed if needed. However, any changes must
also be reflected in the appsettings of the CardanoWebAPI and CardanoWeb
applications.

Issuer:

./prism-start.sh -e .env-issuer -d host.docker.internal
-n issuer -p 8080 -b

Holder:

./prism-start.sh -e .env-holder -d host.docker.internal
-n holder -p 8090 -b

Verifier:

./prism-start.sh -e .env-issuer -d host.docker.internal
-n verifier -p 8092 -b

Once the nodes are up and running, you can create Cardano wallets using
the API below. This can be done by sending a POST request. A sample
request is provided:

Endpoint: http://localhost:7090/v2/wallets

Headers: Content-Type: application/json

Payload:

{

"name": "HolderWallet",
"mnemonic_sentence": [

"repeat", "install", "device", "milk", "canal", "slam",
"merry", "weasel", "poverty", "mnorth", "correct",
"whip", "document", "junk", "hundred"

1,
"passphrase": "xxxxxxx"

}

A mnemonic sentence can be generated using the following tool: https:
//iancoleman.io/bip39
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The wallet details generated above must be added to the respective envi-
ronment files .env-holder, .env-issuer and .env-verifier (if the verifier node is
used). Each component requires a separate wallet, so ensure that a unique
wallet is created and correctly configured in each file (Figure C.2).

PRISM_AGENT_VERSION=1.28.8@
PRISM_NODE_VERSION=2.6.1
PORT=2898
VAULT_DEV_ROOT_TOKEMN_ID=root
PG_PORT=5438

PGADMIN_ PORT=5852

WALLET TD=xx3x
WALLET_PASSPHRASE=2000¢x
WALLET_PAYMENT_ADDR=30000x

Figure C.2: Example Environment File

C.2 Running the CardanoWebAPI

To run the CardanoWebAPI, CardanoWeb, and IPFSClient console applica-
tions, you need the .NET 8 runtime installed on your system. This can be
downloaded from https://dotnet.microsoft.com/en-us/download/dot
net/8.0 . Ensure that it is installed and available in your system PATH.

The CardanoWebAPI can be started using the following command from
its published folder:

dotnet .\CardanoBridgeAPI.dll

C.3 Running the CardanoWeb Application

The CardanoWeb application can be started from its published folder using
the following command:

dotnet .\CardanoWeb.dll
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C.4 Running the IPFS Client Console Appli-

cation
The IPFS Client Console Application can be started by double-clicking the

[PFSClientConsole.exe file in the published folder.
Alternatively, you can run it from the command line using:

dotnet .\IPFSClientConsole.dll

C.5 Running the IPFS Desktop Client

After downloading the IPFS Desktop Client, it must be installed. Once the
installation is complete, the application can be launched.
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Appendix D
User Guide

A demonstration video of the application can be downloaded from the OneDrive

link below.

https://1drv.ms/f/c/a28ebb2c74013744/IgAneYUeb5SiqSZZPzx73£Q6
rAbhLAoMjmtHKFEM5zmEFs6A7e=z1C1DI

D.1 Immigration Related Data Handling

D.1.1 User Registration and Login

The login page (Figure D.1) enables users to access the application by en-
tering their username and password. Entering the correct credentials will
successfully log the user into the system (Figure D.2). If a migrant doesn’t
have an account, for example when a migrant seeks to have their documents
verified and to receive a VC from the Trusted Third Party, they may visit
the login page of the Trusted Third Party’s application and select Register
as a new user in order to create an account (Figure D.3).

The registration page (Figure D.3) allows the user to provide an email
address and a chosen password that will be used to create the account. Once
the registration form has been submitted, an email containing an activation
link is sent to the user. Access to the account is enabled when the user clicks
this link.
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Email
admin@example.com

Password

Remember me?

Forgot your pa ssword?

&gister as a new user

Figure D.1: Login Page

Migrant Data Application

Decentralized platform for managing migrant information.

(Prototype)

Figure D.2: User Successfully Logged In
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Create a new account.

Email
Password

Confirm Password

Already have an account? Log_in

Figure D.3: User Registration Page

D.1.2 DID Creation and Publishing

From the side menu, the user can navigate to DID Management and then
to the All DIDs page (Figure D.4). This page displays all DIDs owned by
the user. It also presents the DID metadata, including the name and the
resolution status. Users can edit any DID by selecting the edit button next
to the DID they wish to modify.

If the user wishes to create a new DID, they can select Create New DID
(Figure D.5). On the next page, the user can enter a DID name, which acts
as a label that helps to identify the DID. The user may also add a description
that explains the purpose of the DID, for example how it will be used. After
this, endpoint details can be provided. One endpoint is used to validate any
credentials that are issued using this DID. The notification endpoint is used
to inform the DID owner when their Verifiable Credentials or documents
have been accessed.

After entering the required information, the user can select Create button
to generate the DID. Once the DID has been created, both the long DID and
the short DID are displayed at the bottom of the page. Selecting the publish
button will publish the DID on the Cardano Testnet (Preprod).
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All Dids

Search
Name Description  Short DID Created Published At Resolved  Active Actions
Main Main did:prism:706c481ad34b17a38a88eaff5667 1b5c88fcfeacebade797540e552df875eaed [a‘ 2025-09-29 12:51 pm  2025-09-29 12:51 pm  Yes Yes
Issuing DID dick:prisr 1e0f31b5706c26 7a0842129235405458009¢10c722 ‘K‘ 2025-11-0505:46 pm - No Yes
Testing DID did:prism:a4f84aa3ba2c90b745076797a9517f2c05661 f3eb14f5ad2c12076ed454c5c1 ‘Tp/‘ 2025-11-0505:46 pm - No Yes
Showing 1to 3 of 3 entries « < |1

@® Create New Did

Figure D.4: All DIDs Page

DID Management

DID Name

Issuer DID

@ A label to identify each DID.
Description

This DID is used to issue credentials.

@ Optional description for your DID.

Credential Status Endpoint Notify Endpoint
https://localhost:7700/status https://localhost:7700/api/Notify

@ This endpoint allows verification of the credentials you issued. @ Alerts you whenever your issued credentials are viewed.

Publish Back

Long DID

did:prism:85c5aded7 721$76ddag0f29141c8ad 1bb63026907022b2444e3fSbTeach4d6d: CgADCPODE]YKEWtIeSOXEARKKwo HRWQyNTUXORIGEXSVSXewBeC_Yn75Rr4bzXqdgZ1cxe3m9-K7dexNXs | Copy

Short DID

did:prism:85c5aded7721876ddab0f29141c8ad 1bb6302690f022b2444e 3ffSbTeachdded Copy ‘

Figure D.5: DID Creation Page

If the DID has been successfully published to the Cardano Preprod net-
work, the transaction hash from the publication process can be tracked using
Cardano monitoring websites, such as Cardano Scan (https://preprod.cardanoscan.io).
In Figure D.6, the transaction hash is highlighted in yellow. In Figure D.7,
this hash was queried on the Cardano Scan website, and its successful pub-
lication was confirmed.
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[2025-11-21 04:04:55,34 UTC] Send AnyMessage MsgsubmitTx (HardForkGenTx {getHardForkGenTx = S (S (5 (S (5 (5 (Z AlonzoTx {body = TxBodyConstr ConwayTxBody
{ctbrSpendInputs = fromList [TxIn (TxId {unTxId = SafeHash "0eS9e1148800d2a303918ada221267c62c1c23e70ea75b1a76e6620463bdebco" }) (TxIx {unTxIx = 0}),TxIn (TxId {unTxId = SafeHash "efc18
91510768733ac68a3632360b82¢1ae041a78d346911a1472F109374"}) (TxIx {unTxIx = 0}),TxIn (TxId {unTxId = SafeHash "efc182aaf91510768733ac68a363a360b82c1ae041a78d346911a1472F109374"}) (TxIx
nTxIx = 1})], ctbrCollaterallnputs = fromList [], ctbrReferencelnputs = fronList [], ctbrOutputs = StrictSeq {fromStrict = fromList [Sized {sizedValue = (Addr Testnet (KeyHashObj (KeyHas
{unkeyHash = "aa7efad4aacOe61d1aaf49268d3F43bd71fc85F9f2ca27d7cd23bee3"})) (StakeRefBase (KeyHashObj (KeyHash {unKeyHash = "12011fa76497bcc6fe3dee8c529728eb1bce626455410F5e0ccf0499"}))),
yValue (Coin 1000000) (MultiAsset (fromList [])),NoDatum,SNothing), sizedSize = 65},Sized {sizedValue = (Addr Testnet (KeyHashObj (KeyHash {unKeyHash = "c3b41e0d43d12d50091c1a892005d3db
ba3bbdfa7115d001cad863"})) (StakeRefBase (KeyHashObj (KeyHash {unKeyHash = "12011fa76497bccefe3deeBc529728eblbce626455410f5e0ccf0499")))) , MaryValue (Coin 3182104) (MultiAsset (fromList [
),NoDatum,SNothing), sizedSize = 65}]}, ctbrCollateralReturn = SNothing, ctbrTotalCollateral = SNothing, ctbrCerts = OSet {0sSSeq = StrictSeq {fromStrict = fromList []}, osSet = fronList
1}, ctbriithdrawals = Nlthdrawah [unk‘ithdrawals = fromList []}, ctbrixfee = Coin 205761, ctbrVldt = ValidityInterval {invalidBefore = SNothing, invalidHereafter = SJust (SlotNo 10802189
). ctbrreqsignerHashes = fronList [], ctbriint = MultiAsset (FromList [1), ctbrScriptIntegrityHash = SNothing, ctbrAuxDataHash = SJust (AuxiliaryDataHash {unsafeAuxiliarybataHash = Safet
Lh “49A/BJSCLb7e7ﬂ>au44816b874d33f40d0d6%d2cfdf785d552c57f1fa907\>d0"}) ctbrTxNetworkld = SNothing, ctbrVotingProcedures = VotingProcedures {unVotingProcedures = fromList []}, ctbrPropos
= StrictSeq {fromStrict = Froml []), osSet = fromList []}, ctbrCurrentTreasuryValue = SNothing, ctbr'rreawrynonatwn = Coin 0} (blake2b_256: SafeHash "3d@49c
LonzoTxWitsRaw {atwrAddrTxWits = fromList [WitVKeyInternal {wvkKey = VKey (VerKeyEd25519DSICN "149f818a0165f03d1bdfeb7
), kas\g SlgnedDSlGN (SigEd25519DSICN ”dcaeﬂeas105!‘0653:5Qb650b33be51ﬂerade/1fSOE755c4543d3ed622c7240f3572:a74278bs9f63527dda586914d7ccd1"9f9f7e
h {unKeyHash = "6adcf971b7246b7bbed03573deBcd6701a9eb03e9b731F73e5b81e54" ], w il
\DC1\256\251\130F\210\2391\195qT\SOH"} , WitVKeyInternal {wvkKey = VKey (VerKeyEd25519DSIGN "9203b702ca05ae@ecf7d723315e4a6f99115F fbsb2751c3137dde74aa3167baz" ), wvksig = SigneddSIGN (St
d255190SIGN "3a71b97a8727431c5F4cobdf 7 1d0e9elee245b9985796 f80a0f687dfOcdSden1cebIac3cIe140dcee3Ba6e92078dd8dddbSCT65h37ddccaBACA21cF 7aBBCE0S" ) , wvkKeyHash = KeyHash {unkeyHash = "aa7efa
haacoe61d1aaf49268d3F43bd71fc85F9F2ca27d7cd23bee3"}, wvkBytes = "\130X \146\ETX\183\STX\202\ENQ\174\50\207}r3\NAK\228\166\249\145\NAK\ 255\181\178u\F517\221\2313\ 163\ SYN{\ 170X@:q\1852\135"
FS\159L\\223\DEL\GS\0\158\RS\ 226E\ 185\ 1524\ 150248 \n\ 159h}\ 240\ 196]\224\ 5\ 235\148\ 195201\ 225€\ 220\ 238\88\ 166\233 x\221\141\221\181\199e\179}1\202\132\196!2672\136\198\ENQ"} ], atwrBo
fronList [], steratsT\mts = TxDatsConstr TxDatsRaw {unTxDatsRaw = fronList []} (blake2b_256: SafeHash “25777ac5%43/3dAsfcub4f961d3»sbesd4
RedeemersConstr fromList [] (blakezb Safetash "d36a2619a672494604e11bb447cbcf5231e9f2ba25c2169177edc941bds0ad6c”)} (blake2b_256: Sa

c1b5bce5@87;rdd5e94d1b97cb5edfc1573991r"), isValid = al'\d True, auxiliaryData = SJust (AlonzoTxAuxDataConstr AlonzoTxAuxDataRaw {atadriMetadata f ronList
), (S EA[Bl; \“\251\ETX\DCZ\2-!8\ETK\n\amasterO\DCZGGE\ST)«‘\NUL\175m\ESL:$ \235+\241\136\ 188\ 206\ 192\ 163\ 142\ 222\ 233L\ ESC\ 193\194G) 223\ 212\ 225\ 166\ 1570T\ 215\ 160\
B \srx sH\NQ\MZl\Z}E\NAVI‘ 8’ “\163\&;\DC4\’30N\1u1\229\r\ZlJm\rJ\Z34\156\’3;\151\’4 \156\131_\203\224\192\&5\SUB\ 163\ ETX\n\ 160\ ETX\n\157\ETX\DC26\n\ENQkey - 1\DLE\EOTJ+\n\aEd25519\DC2 \DC
DC4\137U%\222\192",B_"\ETB\130\253\137\251229\SUB\ 24805\234\226\ACKUS \F$\247\155\223\138\237\215\&15{\DC2<\n\vasser tion-1\DLE\STXJ+\n\aEd25519\DC2 \DC1Y\227T\262 \SUB@\ETX",B "(\140e\15
238\161\211\255\248/G\ 144\ 211\b\ 166\169C\ 2231180\ 154)\177\206\DC2; \n\amasterd\DLE\SOH]. \n\ tsecp256k1\DC2! \STX4\ 234\ 195\&3\ 246*w\ 15311561134\ 230\ 244" ,B"\ETX\186\ 144\ fV0\a8\SOH\250_\174\
b7° \DELPG-\134\5UBs\n$dedasddd- feBb-4aa7-bfae-e9043144cabb\DC2\ETBCr "B "edentialStatusService\SUB2{\ "issuedVCStatus\":\"https://localhost: 700" ,B "/status\"}\SUBS\n$a74d1075-695e-415e-81
- 362a17dad240\DC2\DC3Not i ficationS” B "ervice\SUB6{\"issuedVCStatus\":\"https://localhost:7760/api/Notify\"}"]1)])], atadrTimelock = StrictSeq {fromStrict = fromList []}, atadrPlutus = fr

List []} (blake2b_256: SafeHash "4947845ccb7e7f6ac44846b874d33f40d0degbd2cfdf785d562c57f1fa9076d0"))}))))))})

2025-11-21 04:04:55.35 UTC] Recv AnyMessage MsgAcceptTx

Figure D.6: Transaction Hash

( Cardanoscan

Transaction Details

Timestamp
Total Fees

Assurance Total Output

Epoch / Slot Certificates

Absolute Slot
1

Summary

Figure D.7: Transaction Found In Cardano Scan

D.1.3 Requesting a Credential

After the migrant creates an account in the Trusted Third Party’s applica-
tion, they can request a credential by navigating to the Credentials menu and
selecting Create Request (Figure D.8). On this page, the migrant is required
to provide their short DID. They must then sign the nonce to confirm that
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they are using the correct DID for this process. It is recommended that mi-
grants use the copy and paste buttons provided on the page, as this reduces
the risk of errors and ensures secure handling of the data.

Credential Request

Enter your DID (Short)

[ ]

© The DID must be published to the Cardano blockchain and be resolvable.

Nonce

EXEjOEBL7UYSEEZ97qJptiveWQRATFFECOWmCDBocdl= Copy |

@ This s a unique value generated for you to sign.

Signed Nonce

Paste the signed nonce here
Paste
4 )

@ Paste the signature of the nonce here after signing with your private key.

L el

Figure D.8: Creating a Credential Request

After completing these steps, the migrant can select Submit to proceed
to the next stage of the credential request process. If the signed nonce is
correct, the migrant will be able to move to the a stage (Figure D.9). If
the signed nonce is invalid, the migrant will not be able to proceed (Figure
D.10).

Your Credential Request has been saved.
Please attach docuuments.

5
Credential Request

Enter your DID (Short)
didkprism:4f94c56209728c3beSc5eade355200dd9816300181497b0726f38a5065362064 Paste J

@ The DID must be published to the Cardana blackehain and be resolvable,

Nonce
ZHUGSUTFrtkyEBShgSUGMETMOTW2VUOBso6ZawmyjYk= Copy ]
@ This is 2 unique value generated for you to sign.

Signed Nonce

2w 167KOPgZjnclHgmmNJ If1Y)pCbtTpeljozYGaUllb6dtgBdHD6QRENkQt7KDAOQN SXMZi+te15ha5clURTCQ==

Figure D.9: Creating a Credential Request - Valid Nonce
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Credential Request

Enter your DID (Short)
i 62097, 0dd9816300181497b0726f38a5d65362064 Paste ‘

Nonce
ZHU IMOTW2 = Copy ‘
@ This i  unique value generated for you to sign.
Signed Nonce
2W167KOPgZjnclHqmmNJIf1Y)pCbtTpeJjozYGaUllb6dtqBdHX6QRNkQI7TKDAOQNSXMZi+te15ha5clURTCQ==
Paste

Figure D.10: Creating a Credential Request - Invalid Nonce

After successfully submitting the nonce, the migrant will land in the At-
tach Documents page (Figure D.11). On this page, the migrant should attach
the documents they wish to have verified. If they already have documents
that have not been verified, these will be displayed on this page. If not, the
migrant can select Create New Document.

Attach Documents

Credential Issued Created Select
No 2025-11-22 04:19 pm

No 2025-11-22 04:20 pm

Figure D.11: Attach Documents Page

If the migrant selects Create New Document, they will be taken to the
Upload Document page, where they can choose a file to upload (Figure D.12).
The file should be in PDF format. Once the file is selected, the migrant can

click Submit to complete the upload process.
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Upload Document

Document Title

Passport_New

Upload Document

[ Choose File | Passport - Test.pdf ]

@ All pages of the document must be scanned into a PDF file. You may omit any pages that
do not need to be verified.

Figure D.12: Upload Documents Page

Once the migrant has uploaded the documents they wish to have verified,
they can select the relevant documents and click Next to proceed to the extra
claims page (Figure D.13).

Extra Claims

Title Description Based on Document

Age above 18 Age above 18 Passport New i

ao;
g

Balance above 1000 Balance above 1000 Bank _Statement_New v

Figure D.13: Extra Claims Page

On the eztra claims page, the migrant can enter the claims they wish to
have verified and then select the document on which those claims should be
based. After doing so, the migrant should click the Save Claims button, after
which they will be directed to the confirmation page (Figure D.14). Here,
the migrant can either confirm or cancel the credential request. Once the
request is confirmed by clicking the Submit button, it is sent to the trusted
third party for verification.
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Are you sure you want to submit the credential request?

Figure D.14: Confirmation Page

D.1.4 Processing Credential Requests

The trusted third party is responsible for verifying migrant documents and
issuing VCs based on this information. When the trusted third-party officer
logs into their application, they can access the pending credential requests
under the Credential Issuance menu by selecting the Pending Credential
Requests option. This will open the pending requests page (Figure D.15).

Pending Requests

Search:
Reference status Created Status Updated v Process
VC-9eb09d28-12de-42b6-2974-d27bBabe3b68. 2025-11-22 04:18 pm 2025-11-22 0420 pm
VC-c3eb8d2e-7e67-43c4-afdf-8c6d3eab1b52 Approved 2025-11-22 03:47 pm 2025-11-22 03:55 pm [ e ]
VC-e7e16{72-110e-4333-092¢-84a76344ect4 Approved 2025-11-22 03:26 pm 2025-11-22 03:30 pm [ e |
VC-bbc5937d-4935-4130-a777-74a9cf73a82d Approved 2025-11-22 02:33 pm 2025-11-22 02:37 pm
VC-7f140e4f-6230-442¢-8711-be6e6db43e99 2025-11-22 02:23 pm 2025-11-22 02:27 pm Edit
VC-e724fecf-1a76-47b9-89ae-277b381ac718 Approved 2025-11-22 12:30 pm 2025-11-22 01:07 pm
VC-092677eb-c539-476f-befc-8asfcatafase Approved 2025-11-2101:51 pm 2025-11-2101:52 pm [ e ]
VC-31602¢06-054c-41d9-ab05-ae18ec2e8454 Approved 2025-11-02 04:22 pm 2025-11-02 04:22 pm B
VC-6ad7086d-457-46ad-9102-61070fb24cd7 Approved 2025-11-02 04:13 pm 2025-11-02 04:13 pm
VC-26403fd0-ddd1-45be-a829-7ff7bdesa274 Approved 2025-11-02 04:04 pm 2025-11-02 04:05 pm Edit

Showing 1 to 10 of 31 entries 12 3 4

8 eus et cocument ol it hactheee et s vt v,

Figure D.15: Pending Credential Requests Page

Under Pending Requests, the trusted third-party officer can view all out-
standing credential requests. The first column presents the request refer-
ence, and the second indicates the current status, which may be Pending, In
Progress, Approved, Rejected, or Revoked. The interface also displays the
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date and time the request was created and the most recent status update.
The officer may assign a request to themselves by selecting Assign to Me.

Once a request has been assigned, the application displays all documents
associated with that request (Figure D.16).

Documents in this Credential Request

Title Actions
Passport_New
Bank_Statement_New

Showing 1 to 2 of 2 entries « € 1

Figure D.16: Documents for the Credential Request

The officer can then select the Check button. Upon doing so, the respec-
tive document will be displayed. In this example, a passport and a bank
statement have been provided. Figure D.17 illustrates the passport being
processed.

The officer is required to enter the title of the document and subsequently
type the fields contained within the passport. Common fields that appear in
migration-related documents are automatically suggested as the officer types
(autocomplete). If any fields need to be removed, the officer may select the
Remove button.

Once all fields have been entered, any extra claims related to the partic-
ular document are displayed below as check boxes. If a claim is confirmed to
be true according to the document, the officer can select the corresponding
check box. After completing this process, the officer may click Next.

The same procedure should be followed for all documents. Figure D.18
illustrates the processing of a bank statement.

229



View Document

Title
Passport
Surname
Other Names
Sex
Date of Birth
Place of Birth
National Status
Profession
1D Number
Passport Number

Date of lssue

Date of Expiry

Extra Claims
Age above 18

Document Preview

Surname: Johnson

Other Names: Maria Claire
National Status: German
Date of Birth: 14 March 1991

Sow: Famala

Johnson

Maria Claire
Female

14 March 1981
Springfield
German

Soeftware Engineer
838472615
D56473529

02 January 2023

02 January 2033

Figure D.17: Passport Being Processed.
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View Document

Title

Bank Statement

Account Holder Maria Claire Johnson Remaove

Account Number 1234567590 m

Closing Balance 81685 Remove

Account Type Savings

Branch Dewntown Branch

Statement Period 01-08-2025 to 30-08-2025 Remove
Extra Claims

Balance above 1000

e JEEE

Document Preview

Bank Statement — Global Bank

Account Holder: Maria Claire Johnson
Account Number: 1234567890

Account Type: Savings

Statement Period: 01-08-2025 to 30-08-2025
Currency: USD

Branch: Downtown Branch

Bank Contact: +1-555-987-6543

Transaction  Debit Credit Balance Reference
Type (USD) (USD) (USD) No.

0.00 - -

Date Description Branch

01-08- Opening

annc Talancn

Figure D.18: Bank Statement Being Processed

After all documents have been processed, the officer may click Next on the
Documents in this Credential Request page. A confirmation message will then
be displayed (Figure D.19). If the officer is satisfied with the information,
they may select Yes to confirm the credential issuance. Once confirmed, the
application will send the invitation for the verifiable credential (VC) offer.
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Are you sure you want to issue this credential?

Figure D.19: Confirmation Message for VC Issuance

Credential Request Rejection : If, for any reason, the officer decides
to reject a credential request, they may select the Reject button. The officer
is then required to provide a reason for the rejection during the confirmation
process (Figure D.20). Once the rejection is confirmed, the credential request
is formally rejected, and the migrant is notified accordingly.

Are you sure you want to reject this credential request?

Reason

The passport number was illegible.

Figure D.20: Credential Request Rejection

Revoking a Credential : If the trusted third party needs to revoke a
credential at any point, they should navigate to the Pending Requests page
(Figure D.21).
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Reference 4 Sstatus Created Status Updated Process

AVC-04446368-1504-4b59-a897-818e464f0ffd Approved 2025-09-30 01:08 am 2025-09-30 01:09 am Edit
AVC-Oee28e9b-2ec2-45ed-a767-82c0c00b0328 Approved 2025-11-22 09:45 pm 2025-11-22 09:46 pm Edit
AVC-29c0f63e-4e05-4231-b733-62c77858ede2 Approved 2025-09-29 11:39 pm 2025-09-29 11:40 pm Edit
AVC-3c0foc2e-6e83-45d7-b165-acd685a15d93 Approved 2025-09-30 10:13 am 2025-09-30 10:14 am Edit
AVC-4be1855b-1649-4126-9cbb-fb0737c24d1d Approved 2025-09-30 11:18 am 2025-09-30 11:19 am Edit

AVC-4df3eal7-3b2b-42a5-b68c-9e362d311066 Approved 2025-09-30 10:15 am 2025-09-30 10:16 am Edit

Figure D.21: Approved Credential Requests
They must then click the Edit button next to the credential they wish to

revoke. This will display all documents related to that request, along with a
Revoke button (Figure D.22).

Documents in this Credential Request

Title Actions
Passport
Bank statement
Showing 1 to 2 of 2 entries « < 1 >

Figure D.22: Revoke Option

Clicking the Revoke button prompts the officer to confirm the revocation.
The officer is required to enter the reason for revocation and then click Yes
to complete the process (Figure D.23).
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Are you sure you want to revoke this credential request?

Reason

Falsified information.

Figure D.23: Confirmation

D.1.5 Accepting a VC Invitation and Offer

When the migrant logs into the trusted third party application, they will be
notified of the outcome of their credential request. The notification screens
are presented in Section D.1.11.

To accept a VC offer, the migrant should navigate to the Credentials
menu and select Credential Requests. They will then be presented with all
their credential requests, including the status, creation date, and most recent
status update (Figure D.24). The migrant can identify a specific credential
request either by its reference number or by the creation date.

All Credential Requests

Search:

Reference Status Created Status Updated Action

VC-9eb09d28-12de-42b6-a974-d27b8abe3b68 Approved 2025-11-22 04:18 pm 2025-11-22 04:21 pm a E
VC-c3eb8d2e-7e67-43c4-afdf-8c6d3eab61b52 Approved 2025-11-22 03:47 pm 2025-11-22 03:55 pm B
VC-e7e16{72-110e-4333-992e-84a76344ec64 Approved 2025-11-22 03:26 pm 2025-11-22 03:30 pm E
VC-bbc5937d-4935-4130-a777-74a9¢f73a82d Approved 2025-11-22 02:33 pm 2025-11-22 02:37 pm B
VC-f661ea26-6a38-4bd2-bcfb-3382219945f5 New 2025-11-22 02:28 pm
Showing 1 to 5 of 26 entries « < 1 a 3 4 5 6

Figure D.24: All Credential Requests
To view the details of a credential request, the migrant may click the
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View button (eye symbol), which will display the full request details (Figure
D.25). If the migrant chooses to accept the credential request, they may click
the Credential Request Invitation button (file symbol) to get the invitation
(Figure D.26).

Credential Request Details
Reference:
VC-9eb09d28-12de-42b6-a974-d27b8abe3b68

DID Connected to:

did:prism:4f94c56209728c3bc5c5eade355a00dd9816300181497b0726f38a5d65362064

Status:

Approved

Created On:

2025-11-22 04:18 pm

Associated Documents

Title Extra Claims
Passport_New * Age above 18
Bank_Statement_New s Balance above 1000

Figure D.25: Credential Request Details
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Invitation To Accept Credential

Reference:

VC-9eb09d28-12de-42b6-a974-d27b8abe3b68

Invitation:

eylpZCI6NIZjk2NThhLTESZDgtMGIxNS1iMNzcyLTdkZ Tg0ZDoyZGY 2YylsinRScGUiCilodHRwezov L2 RpZ GRvEWIOL
dXIQZzg4MnBSZ2SvbmhvZnZONmpYYXZYLIM e UowSWpvaVpHMGIMQOpeSWpwMNOIuVnihUDKk25W1 oMGRIG
bnRzljpbey)pZCIe jUSNJUTYmUT LTEXMDIRMDcANIOSZ DgOLWEYM DALY 2RIYZEZNESISIm 1 EZGIRX3R5cGUIOIINCH
diGlhbClsimivZHKIOnsiZ29hbFajb2RIjoiT2ZZmZXIg Q3 NZGVud GIhbCls Im My ZWRIbnRpYWxfcHI ldm lIdyl6eyldeX]
9z¥2hibWEtcmWnaXMNOcnkvcZNoZW 1 hoy 9 ZjgwOWRINyIE NTNILTMEM]KE Y NEYSOwMk 2 INZDM20TAX Swic 2
OcmlidXRicyleW3sibmFtZ5I16InBhc3Mwb3IJ0ZGFIZUSmOm lyd GgilCI2YWi 1 25161 ECIET hcm Mol DESOTEIfSx7ImS

Copy paste the above in your application's accept credential page.

Figure D.26: VC Offer Invitation

To accept the VC offer invitation, the migrant must copy the invitation
from the trusted third-party application and paste it into their own applica-
tion. This can be done by navigating to the Invitation menu and selecting
Accept Invitation. The Accept Credential Offer Invitation page will then be
displayed (Figure D.27). After pasting the invitation, the migrant should
click Accept Invitation.
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Accept Credential Offer Invitation

Invitation:

yOjIuRXa2TFNmZE, £50:7,
UOK25W 10MGRIQTZMETIVYNOMExtUZZMn

SInRSGLIDI o Rwezov 2RpZGABWOUBIRL2STdC 1V ZHIVWSkLZIuhICS FrwiZnkvbS Il

5Z25vbmhwZnZONmMEYYXZYLINIeUowSWpvapHIGIN QDpES
30ijph

=
E
=
£

a4 @)

Accept Invitation m

Figure D.27: Accept Credential Offer Invitation

Once the VC offer invitation has been accepted, the migrant will receive
the VC offer within their application. This can be accessed under All Cre-
dential Offers in the Invitation menu, which displays all credential offers
received by the migrant (Figure D.28). To accept a VC, the migrant should
click the View button (eye symbol) to display the details of the offer. The
credential offer will show all claims contained within the VC, as well as the
migrant’s DID in a drop-down list. The migrant can select their DID and
click Accept Claim to accept the VC (Figure D.29).

Al Credential offers

Reference Created

VC-58509G28-120e-4208-2974-G27o8abe3068 20251122 0428 pm -]

Showing 110 1of T entry

Oveucn

Figure D.28: All Credential Offers
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Credential Reference - VC-9eb09d28-12de-42b6-a974-d27b8abe3b68

Select DID to accept the credential

Test - did:prism:4f34c56209728¢3bc5c5eade355a00dd9816300181497b0726f38a5d65362064 .

Claims:

referenceissueddate : 2025-11-22
passportdateOfBirth : 14 March 1991 .
passportageAbovels : true

passportotherMNames : Maria Claire

passportidNumber : 938472615 v
passportplaceOfBirth : Springfield

@ Only accept if the claims are correct. Othewise you can reject from the issuer's portal

Accept Claim

Figure D.29: Accepting the Offer (Claim)

After accepting the claim, the migrant will receive the verifiable creden-
tial. To view their VCs, the migrant should navigate to the Credential Wallet
menu. On the All Verifiable Credentials page, the migrant can view all cre-
dentials they have received. On the list of VCs, migration document related
VCs can be identified either by the type Documents or by the reference pre-
fix VC. By clicking the View button (eye symbol), the migrant can access
the details of each verifiable credential (Figure D.31).

Al Verifiable Credentials

search:

Reference lssued for DID Type Created At Claims Actions
VC-92b03028-12de-4266a9T4- G2 TokbeSort s Documents 2025-11.22 0628 pm passportdsteOfinth, paspora. OB
VC-<ebtte-TedT-43ck s Eciceasos? Documents 2025-11.22 04602 paspondsteOfinth, paspora. o8
VC-<Te672-T106-4333 9526 SdaTE4decd e 20251122 0340 pasportiateOith, paspora. (-]
VCbbcS937d-4935.4120-4TT7-T4a0crT 3082 Documents 202511220306 pm passpordateOfBith,passporta a
\C-<T2ec1476-4769-65ne 21T acT 18 Documents 202511220217 pm pasportagetbovels banStatem.. (-]}
VC-03867Teb-c535-4T6-bcc Bt Documents 202511210153 pm pasportageAboveTs, reference (-]}
VC-31602605-054c-4108-5505-se1 ec2eisd Documents 202511020423 pm sotinaing [-]
VC-T086-4557-48-902-510T0 24T s 5 Documents 202511020814 pm oy [-]:]
VC-2540360-d-450m-5629 T TS24 5 Documents 2025-11.02 0408 pm No dsims o8
\C-67C30201-6c83-4267-6b98-fod61c17206 5 Documents 2025-11.020357 pm No daims (-]
Showing 1o 10of 22 entries R

Figure D.30: Credential Wallet

238



Credential Reference - VC-9eb09d28-12de-42b6-a974-d27b8abe3b68

Claims:

passportdateOfgirth : 14 March 1991
passportageAbovels : true .
passportotherMames : Maria Claire
passportidNumber : 938472615
passportplaceOfBirth : Springfield
passportdateOfissue : 02 January 2023

Figure D.31: VC Details

D.1.6 Creating a VC Presentation

To create a VC presentation, the migrant should navigate to the Creden-
tial Wallet page in their application by selecting Credential Wallet from the
menu. They should then click the Create Presentation button (file symbol)
on the VC they wish to use. The application will display all claims contained
within the selected VC (Figure D.32).

The migrant can choose which claims to include in the presentation by
selecting the check boxes next to the relevant claims. After making their
selections, they should click Create Presentation, which will generate a pre-
sentation containing only the selected claims.
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Claim Reference - VC-9eb09d28-12de-42b6-a974-d27b8abe3b68
Select Claims to Reveal:

passportdateOfsirth - 14 March 1991
passportagefbovelE - true
passportotheriames - Maria Claire
B passportidMumber - 938472615

passportplaceOfBirth - Springfield
passportdateCfissue - 02 January 2023
passportsurname - Johnson
passportprofession - Software Engineer

bankStstementaccountHolder - Maria Claire Johnson

B bankStatementaccounthlumber - 1234567500
passportnationalStatus - German
passportdateOfExpiry - 02 January 2033
paszportzex - Femals
bankStstementbalanceAbove1000 - true
bankStatementaccountType - Savings
bankStatementbranch - Downtown Branch
passporthumber - DE6473820
bankStstementstatementPericd - 01-08-2025 to 30-08-2025
B bankStatementclosingBalance - 51655

] e ity waint 1o revesl, then dick Generste. Y can copy the generated IWT and share # with
Create Presentation m
Generated Credential:

eylhbGeidiFZERTOS)G ey  fe2QiCIsiLWdsaWIHakea MWW H MNAVKVUSY o TZHIN201 MEY YIRpRm A4 Siod dVpCUSIE Y3 TVFyOFEwNZZZRKRVTHps TIANHZMURIdIFEL M
VVWRVIMRGoSMEIKQWMILCI3525y ZFUIQj kdalBFOXdVQIRDSZVFRERN U1 VuY20zNTN KTkVINmxEdGFnliwi M1hAWUSIT] 2V FgzZ 3Qwil 1 NPWFVpeXBrOFIOT3p1 SIFkdn .
B1dU51MEZUSIslfhdcnZivjBPN3VFeZSUEsxckISSHp 1 ck1:MTVIUNozaTk 1501 QMW 1 MaWsiLCIDTUFTZKNGMTA2 Smo2ZVg3 SGEXVOpVODIQcmMIVWhVELHVI BG

V1VgnlriwiRFdVaZKMnRINXFrmUmb Y TRIGZM2ROMNQRGYRVEFQdkSzMjdIbHMILXdIMCI sl kRIEQWNGczFGe GdtSmwy N TMkdmVECQWSWWWizRnWMY2Fza3EtMG
NEWG pdWMILCIKVEQy 53k 1 KpVUTFMeTd YbUDSaVQOMS 1 0SHMOMERwWU EhOLWI Sdmty THZZ liwi TV3s VB BOWIVOZhTekFmMOtDSDFHTIBWMFIKRGQebIIVYVp

Figure D.32: Create VC Presentation

The migrant can then copy the presentation and use it as required. To
review the claims included in the generated presentation, the migrant may
click the Check Generated Presentation button (Figure D.33).
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Claims from your presentation

pazsportageAboveld - trus
pazssportotherMamess - Maria Claire
passportidMumber - 938472615

referenceissusddate - 2025-11-22
bankStatementaccountMumber - 1234567800

bankstatementclosingSalance - 8168.5

Cop
Copy

Figure D.33: Check Generated Claims

D.1.7 Creating a Verification Request

To create a verification request, the migrant must first create an account in
the immigration application. They should then navigate to the Verification
menu and select Create Verification Request.

On the Verification Request page (Figure D.34), the migrant is required to
provide their DID and sign a nonce, as described in Section D.1.3. They must
then paste the VC presentation into the Credential field and click Submit.
Once submitted, the immigration authority will receive the VC verification
request.
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Create Verification Request

Enter your DID (Short)
did:prism:4f94c56209728c3bc5c5eade355a00dd9816300181497b0726f38a5d65362064

@ The DID must be published to the Cardana blockchain and be resolvable.

Nonce
FTvbi+9TZF1K9adP9Bvum/20+jRWNgXnZfv1D/CQjHM=

@ This is a unique value generated for you to sign.
Signed Nonce

xHwnAIDJwLibsBv/NKTEI XcdRrud)30JKObcl1 7AddIroWhXaOP3 1EspEYv26) QWAIBNWkrQMNTTnhol ATlwBw==
@ Paste the signature of the nonce here after signing with your private key.

Credential

eyJhbGciOFZERTQSI.ey)fc2QiOlsilWdsaWiHaktaNWVTUHN4VkVUSY90T2tfN201MELYIRpRm44SkxUdVpCUSIs|Y3TVFyOFEwNZZZRk
VWRVIMRGo5SMEIKQWMILCI3525yZFLIQjk4alBfOXdVQIRDS2VFRERNU 1VuY20zNTNKTKVINmxEdGFnliwiN ThfWUSITjI2VFgzZ 3QwU 1NF
dU51MEtZUSIsljh4cnZiYjBPN3VFejZ5UEsxcklSSHp1ck 1xMTVIUNRozaTk 1501 QMW 1MaWsiLCIDTUFTZKNGMTA2S mo2ZVg35GaXV0pVOL
gVnJrliwiRFdValZKMnRINXFmUmMxYTRIQZN2RONQRGVRVEFQdk5zNjdIbHNILXdIMCIsIkRkQWNGezFGe GdtSmwyNTNkdmVEQW SvW

@ Paste your credential here. Make sure it is in the correct format.

Figure D.34: Creating a Verification Request.

D.1.8 Processing a Verification Request

The immigration officer can access pending VC verification requests in their
application under the Verification menu by selecting Pending Verification
Requests. On this page, all pending verification requests are displayed (Figure
D.35). The officer may assign a request to themselves by clicking the Assign
to Me button.
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Pending Verification Requests

Reference Status Created Status Updated
V-B82f7800-T036-4003-b41a-1f57120csa New 202511220432 pm sign ToMe

VACH02126.2695.4ca2-B160-T3aeS 142840e New 202511220407 pm foMe

V-22164e81-7976-4375-9757- 354363610406 New 202511220317 pm .

V-T22Todab-CTca-4896-8597-61204 7276590 New 202511220316 pm 3

V-62476033-2720-4209-397e-9oe 164016420 New 2025-11-22 0316 pm
V-4feSfcds-dddd-4d2a-8c23-2630a002275. New 2025-11-220315 pm
V-0a131e0e.0450-4212-90¢2-025 ebe35e New 202511220313 pm 3

V-DRGCHo0-0993-4605-9c37-5e35cTS629 New 200511220311 pm

V-c2243002.1da7-4fe-0275- 023985 E6Ce New 2025.0930 114 am

V-30711136.-277-401d-81e1-41cE328C5 1 New 202509301003 am

Figure D.35: Pending Verification Requests

Once a request has been assigned, the officer is taken to the Credential
Information page (Figure D.36). This page displays the claims contained in
the migrant’s VC and indicates whether the VC issuer’s signature is valid
and whether the VC subject is correct.

Credential Information

Issuer Subject (Holder)
did:prism:706c481ad34b17a38a882aff5667 1bScB8icfeacebade797540e552dB7 5eaed did:prismi4f94c56209728c3 beScSeade355200dd9616300181497b0726f38a5d65362064
@ Issuer check passed. © Subject check passed

Credential Reference

Revocation check ur
VC-9eb09d28-12de-42b6-a974-d27b8abe3b68 https/localhostT700/status

@ The status endpoint can be used to check if the credential has been revoked.
Claims

passportageAbove18 - true

passportotherNames - Maria Claire

passportidNumber - 938472615

referenceissueddate - 2025-11-22

bankStatementaccountNumber - 1234567890

bankStatementbalance Above 1000 - true

@
Figure D.36: Credential Information

Next to the credential reference, the officer will find a URL to check the

revocation status of the VC. By clicking this link, the officer is directed to

the trusted third party’s portal, where they can enter the VC reference and
click Check Status to verify the current status of the VC (Figure D.37).
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Credential Status Check

Credential Reference

VC-9eb09d28-12de-42b6-a974-d27b8abe3b68

Check Status

Figure D.37: Credential Status Check

Credential Status Check

Credential Reference

VC-9eb09d28-12de-42b6-2974-d27b8abe3b68

Check Status

@ Cradential is Valid.

Figure D.38: Credential Status Check (Valid)
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Credential Status Check

Credential Reference

VC-9eb09d28-12de-42b6-a974-d27b8abe3b68

Check Status

© Credential is Revoked.

Figure D.39: Credential Status Check (Revoked)

D.1.9 Re-verification

If, for any reason, the trusted third party needs to re-verify the documents
associated with a particular VC, this functionality can be used. The officer
should select Document Verification from the menu. On the Document Ver-
ification page, they can provide the VC to be re-verified. The application
will then display all documents related to the specified VC for verification
(Figure D.40).

Verify Credential

Credential Reference

VC-c3eb8d2e-7e67-43c4-afdf-8c6d3ea61b52

Document Title Actions

New Passport
New Bank Statement

Showing 1 to 2 of 2 entries « « 1

Figure D.40: Re-verification
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D.1.10 Signing a Nonce

To sign a nonce, the user should navigate to the Verification menu and select
Sign Nonce. On the Sign Nonce page (Figure D.41), they must enter the DID
they wish to use for the signing process, along with the nonce text. They
should then click Sign. If the DID exists in the user’s system, the nonce will
be successfully signed.

Sign Nonce

Enter your DID (Short)

did:prism:4f94c56209728c3bc5c5eade355a00dd9816300181497b0726f38a5d65362064 Paste ‘
© Provide the DID whose private key will be used for signing
Nonce

agFwaMAjgZWKIgC42YFMNMreczRrMYasjzBwYjds7mE= Paste ‘
@ Paste the nonce you want to sign.
Signature

EPrxe +XGIN7IMXFk2XG94tPppG2cx8TWWYuo3WWiwDurKdxyWly)/cHtWoRxTgBCHOKayOohFp4GBUzVcKvFDQ==

Cop,

Figure D.41: Sign Nonce

D.1.11 Notifications

Whenever the user logs into the system, the number of unread notifications
is displayed on the bell icon in the top-right corner (Figure D.42). The user
can view their notifications by selecting the Notifications menu. Within this
menu, unread notifications are explicitly labelled “unread”. The user may
click the View button (eye symbol) to read a notification and may delete any
read notification by selecting the Delete button (bin symbol).

A%  admin@example.com

Figure D.42: Bell Icon Showing the Number of Unread Notification
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All Notifications

Title Date Actions

2025-11-10 09:25 pm Unread n n
2025-09-25 05:56 pm Unread u

Credential Request Approved

VC-86a685a8-870a-4b7b-81c9-6eb4579436bb got accessed.

Showing 1 to 2 of 2 entries

Figure D.43: All Notifications

Credential Request Approved

Credential request AVC-7053bde2-ddc2-4cb8-a435-61b8ae2e0077 approved.

Figure D.44: Notification Details

D.2 Artefact Related Data Handling

D.2.1 Creating an Artefact

To create an artefact, the artefact owner should log into the application and
navigate to the Artefacts menu, then select Create Artefact. This opens a
page where the owner can upload the artefact (Figure D.45). An artefact
may be a text file, video, audio file, or image. The owner can provide a title,
description, and type for the artefact before clicking Submit.
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Upload Artefact

Title

Honey Glazed Carrots Recipe

Description

Recipe

Artefact Type

Text

Upload Artefact
Choose File = Recipe.pdf

@ All pages of the artefact must be scanned into a PDF file. You may omit any pages that do
not need to be venfied.

Figure D.45: Create Artefact Page

After uploading, the artefact will be available for users to browse in the
catalogue. The artefact owner can view the artefacts they own by going to
the Artefacts menu and selecting All Artefacts (Figure D.46).

248



All Artefacts

Title Description Created

Folk songs Folk songs 2025-09-23 10:50 am
test document 2025-11-21 03:20 pm
Spiced Honey Glazed Carrots Recipe Vegetarian Recipe 2025-11-22 04:51 pm
Honey Glazed Carrots Recipe Recipe 2025-11-22 04:55 pm

Asian Art 2025-11-22 07:34 pm

Figure D.46: All Artefacts Page

D.2.2 Requesting an Artefact

An individual or organisation that requires permission to use an artefact
must first create an account in the artefact owner’s application. They can
then browse for artefacts by navigating to the Artefacts menu and selecting
Catalogue (Figure D.47). There, they can search for an artefact using key-
words. Once they locate the required artefact, they can click the Request
Artefact button (arrow symbol) and the Artefact Credential Request page
will then appear (Figure D.48).

Catalogue

e

Title Description Type Action
Spiced Honey Glazed Carrots Recipe Vegetarian Recipe text
Honey Glazed Carrots Recipe Recipe text

Figure D.47: Browser for the Artefact

On the Artefact Credential Request page (Figure D.48), the user must
enter their DID and sign the nonce, as described in Section D.1.3, before
clicking Submit. After submitting this information, if the nonce signature is
valid, the Artefact Request Details page will be displayed (Figure D.49).
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Artefact Credential Request

Title
Honey Glazed Carrots Recipe (text)

@ The title of the artefact you're requesting

Enter your DID (Short)
did:prism:706c481ad34b17a38a88eaff5667 1b5c88fcfeacebade797540e552df875eae9

@ The DID must be published to the Cardano blockchain and be resolvable.

Nonce
PIsINR10URZVWnHm 1wz4WFxm TqrT6/jmle8DVOdu3Fc=

@ This is a unique value generated for you to sign.

Signed Nonce
nn/driCCxHWZ2kxQnkXlZHz+//dz5YFzbnzUWj XmWCOu4fl4FNIWOPIWxkPSvKjGPLYWS 1FubjMrE3iip94Bg==

@ Paste the signature of the nonce here after signing with your private key.

)

Figure D.48: Artefact Credential Request Page

On the Artefact Request Details page (Figure D.49), the user can enter
details such as the duration for which they are requesting permission to use
the artefact, as well as any other rights-related information. Once this form
is completed, they can click Submit. The request will then be sent to the
artefact owner.
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Artefact Request Details

Duration (in months) Territory Exclusivity

2 North America Exclusive

@ Eg North America, Europe, Australia, South Asia

Scope of Use / Purpose Other Rights
Commercial Reproduction (making copies)

Non Commercial Public performance (theaters, streaming)
Editorial Distribution (selling, sharing)
Educational Display (posting online, publishing in print)
Internal Derivative works (remixes, adaptations)

Credit / Attribution will be given
Modification rights granted

Figure D.49: Artefact Request Details

The user can view their credential requests under the Artefact menu by
selecting All Credential Requests. On this page, the user will find a list of
all the artefact requests they have submitted (Figure D.50). Each request is
displayed along with its status, creation date, and most recent status update.
They can view the full details of a request by clicking the View button (eye
symbol) (Figure D.51).

All Credential Requests

Search:
Reference Status Created Status Updated Action
AVC-8db3f976-9400-4294-a8a6-57963c7544a5 2025-11-22 04:57 pm 2025-11-22 04:57 pm
AVC-3380c076-63d5-4ae5-8b46-1693deeb65d0 New 2025-09-25 10:12 pm
Showing 1 to 2 of 2 entries |

@ I files are being fetched, please reload the page in 10 seconds.

Figure D.50: All Credential Requests
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Artefact Request Details - Honey Glazed Carrots Recipe (text)

Duration (in months) Territory Exclusivity
2] North America Exclusive
Scope of Use / Purpose Other Rights

Figure D.51: View Artefact Request Details Page

D.2.3 Processing an Artefact Credential Request

The artefact owner can view credential requests by navigating to the Cre-
dential Issuance menu and selecting Pending Credential Requests. This will
display all pending artefact requests (Figure D.52). The artefact owner can
click Assign to me on a request to process it, then they will be able to see
the requested rights for the artefact (Figure D.53).

Pending Requests

Reference Status Created Status Updated v Process
AVC-Oce28e9b-2ec2-45ed-a767-82c0c00b0328 2025-11-22 09:45 pm 2025-11-22 09:45 pm
AVC-beb7f462-c2fe-4674-b543-64832e2a4b76 Approved 2025-11-22 09:24 pm 2025-11-22 09:25 pm [ e |

Figure D.52: Pending Requests Page
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Artefact Request Details - Honey Glazed Carrots Recipe (text)

Duration (in months) Territory Exclusivity

2 North America Exclusive

Scope of Use / Purpose Other Rights

Figure D.53: Requested Rights

Based on the request details, the artefact owner can either reject the
request by clicking the Reject button or approve it by clicking the Approve
button.

If the artefact owner wishes to approve the request, they can click Ap-
prove. A confirmation message will then appear, prompting them to click
Yes to confirm the issuance of the VC for the artefact (Figure D.54). Once
confirmed, a VC offer invitation will be sent to the user who submitted the
request.

Are you sure you want to issue this credential?

Figure D.54: Confirmation Message for Artefact VC Issuance

If the artefact owner chooses to reject the request, they can click the Reject
button and they will be taken to a page where they can provide a reason
for the rejection. This process is similar to rejecting a migrant’s credential
request, as described in Section D.1.4. Similarly, revoking an artefact VC
follows the same procedure as revoking a migrant’s credential, also explained
in Section D.1.4.
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D.2.4 Accepting a VC Invitation and Offer

Similar to how a migrant accepts their VC offer, the user will be notified upon
logging into the artefact owner’s application about the status of their artefact
credential request. The user can then review their request by navigating to
the Artefact menu and selecting All Credential Requests (Figure D.55).

Al Credential Requests

Reference Status Created Status Updated Action

AVC-Oce28e9b-2ec2-45ed-a767-82c0c00b0328 Approved 2025-11-22 09:45 pm 2025-11-22 09:46 pm m
AVC-beb7f462-c2fe-4674-b543-64832e2a4b76 Approved 2025-11-22 09:24 pm 2025-11-22 09:25 pm E
AVC-4be1855b-1649-4126-9cbb-fb0737c24d1d Approved 2025-09-20 11:18 am 2025-09-30 11:19 am m Fetching file.
AVC-4df3eal7-3b2b-42a5-b68c-9e362d311066 Approved 2025-09-30 10:15 am 2025-09-30 10:16 am E
AVC-3c0f9c2e-6e83-45d7-b165-acd685a15d93 Approved 2025-09-30 10:13 am 2025-09-30 10:14 am m Fetching file.

Showing 1to 5 of 7 entries |

Figure D.55: All Credential Requests

If the VC invitation has been issued, a Download button (green download
symbol) will appear next to the relevant credential request, allowing the user
to download the requested artefact. If the file is not found on the server
and must be retrieved from the IPFS network, a message indicating that the
download is being fetched will be displayed. The user may then refresh the
page after a short period to download the file once it becomes available.

The user can view the VC invitation offer by clicking the Credential Re-
quest Information button (file symbol). The remaining steps for accepting
the VC invitation and the VC offer follow the same process as described for
a migrant accepting a VC invitation and offer in Section D.1.5.

D.2.5 Creating an Artefact VC Presentation

Unlike the workflow for creating a presentation in a migrant’s verification
process, where the migrant can select which claims to include, the artefact
presentation workflow does not allow the user to choose individual claims. All
claims must be shared. The user can navigate to the Credential Wallet menu
and, on the All Verifiable Credentials page, select the VC to share (Figure
D.56). They can then click the Create Presentation button (file icon) to copy
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the VC. On the list of VCs, artefact VCs can be identified either by the type
Artefact Usage or by the reference prefix AVC.

All Verifiable Credentials

Search:

Reference Issued for DID Type Created At Claims Actions

Documents 20250925 10:21am DassportageADovels, bankstatem..

eeeeeeeeee

Artefact usage

Figure D.56: Credential Wallet

D.2.6 Creating a Verification Request

The process for creating a verification request is similar to that described in
Section D.1.7.

D.2.7 Processing a Verification Request

The process for processing a verification request is similar to that described
in Section D.1.8.
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