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Abstract

In software engineering testing is an important part of the
development process. In interactive systems human input
introduces the possibility of human error, which increases
the testing requirements. In safety-critical systems user or
system error can result in injury or death to a user. We pro-
pose using interaction sequences as a way of supporting
interactive system testing to help address these issues.
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Introduction

In this research an interactive system is defined as software
or a hardware device with a user interface that requires hu-
man input. Testing interactive systems behave as expected
is an important part of the development process, as with
human input comes the possibility of human error, which
adds to the potential problems that may exist in the sys-
tem. In safety critical situations, which can result in injury or
death to the user of the system (see [3, 6, 7]), it is essential



to ensure that interactive systems behave correctly in order
to help prevent possible incidents from occurring.

An example of a safety critical interactive system is an
infusion pump which is used in medical settings to dis-
perse medicine. The U.S. Food and Drug Administration
(FDA) have received approximately 56000 different reports
from 2005 to 2009 of incidents due to failure with infusion
pumps, several of these incidents resulted in injury or death
[9]. We can conclude from this evidence that current testing
approaches are still inadequate.

One reason for this is that testing interactive systems is
hard. It requires a substantial knowledge of the testing ap-
proach being applied as well as an understanding of how
the system works and an understanding of how users might
interact. While neither of these are impossible to obtain, it
is difficult to decide what should be tested and how, com-
monly safety critical interactive systems have conceptually
infinite state spaces of interactions (in practice this is untrue
as user cannot interact infinitely).

There are some existing approaches which have used inter-
action sequences to support system testing (see [5, 8, 2]).
However, these approaches are incomplete due to the way
they restrict the sequences and lack of test oracles gener-
ation. Test oracles allow us to distinguish correct behaviour
from potentially incorrect behaviour [1]. It is imperative that
test oracles are used to ensure that the system meets its
specifications.

In this research we propose using interaction sequences,
which are sequences of actions that the user can take, as
an abstraction. We are currently investigating useful ways
of constraining them to a finite length to help aid the testing
process and determine coverage metrics.

Research Questions

Our main goal for this research is to create a better testing
approach (when compared with existing approaches) for
interactive systems using interaction sequences. However,
conceptually interaction sequences have the possibility to
be never ending, and also have the possibility for never
ending combinations of those never ending sequences.
Thus we need to discover ways to constrain the sequences
in order to make them tractable, without loss of system cov-
erage. Furthermore, we need to make decisions about what
interaction is, and whether testing a component once is
sufficient as testing it multiple times. This has led to the fol-
lowing research questions:

» Can interaction sequences be used to develop a bet-
ter testing approach for interactive systems compared
to existing approaches?

* How can we automatically generate sequences for
testing purposes?

« How do we limit this state space but still adequately
test the system?

* Is interacting with a component once the same as
interacting with that component a number of times?

Progress

Work on this research has been ongoing for 2 years and
the current focus is on investigating ways of representing
interaction sequences so that they can be automatable
for testing purposes. Current investigations have involved
using regular grammars and finite state automata (FSA).
These allow us to formally describe and reason about the
interaction sequences such that we can generate new se-
quences, experimenting with changing lengths and types.



Furthermore, they allow us to draw on existing theory (see

[4])-

Reducing complexity of the sequences is a significant goal

in this work as this will allow us to constrain them in a tractable
way. By using existing techniques for removing non-determinism
and minimising automata we can reduce the number of

states required to formally describe a sequence. We are
investigating the effect that this has on the sequences.

In addition to this we are also exploring the use of abstrac-
tion to simplify the sequences, such that sequences can

be used in a more modular fashion. We are investigating
this by using equivalence techniques to see if an abstracted
and non-abstracted FSA for the same sequence accept the
same language.

In order to abstract different parts of sequences we have
defined a property called self-containment, this allows us

to identify different parts of the sequences to abstract. For
example, there may be parts of a system which we wish to
ignore for various reasons (such as being non-safety critical
or software defined), abstracting in this way allows us to
hide this information. However, if we discover we need to
investigate this abstracted part of the sequence later we are
able to retrieve this accordingly.

Our current focus is on ensuring that the definitions for self-
containment are broad enough for different types of inter-
action sequences, and consequently proving that these are
true. It is important that we have a reliable way of hiding
and retrieving this information as we could inadvertently
change the meaning of the sequence if information is lost.

However, we have already discovered an issue with the
self-containment property for reducing complexity. In highly
connected machines, this property will be true for the ma-

chine as a whole, preventing modularisation. This will not
allow us to simplify the overall sequence for testing pur-
poses and will be particularly problematic for models at the
widget-level.

Should we be successful in using abstraction in this way
it would be interesting to see how this compares with the
abstractions humans automatically make when following
their own interactions sequences. This would be the next
step in finding useful ways of using interaction sequences
for testing purposes.

Open Questions
« Can abstraction be used to modularise sequences in
order to make them less complex, without affecting
the sequence meaning?

» Can existing equivalence theory be used to deter-
mine if two sequences are isomorphically equivalent,
in order to reduce complexity?

» Does the self-containment property hold true for all
machines?

« If all previous questions are true, how does the ab-
straction of the system sequences compare with
actual user abstractions of the same interaction se-
quences?
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