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Abstract

The security offered by symmetric cryptosystems based on the
arithmetic coding algorithm is examined. It is shown that this can
be reduced naturally to the subset sum problem. The subset sum
problem is NP-complete, however, the cases which arise in practical
cryptosystems based on this problem tend to be solvable in polyno-
mial time because the sums formed are either superincreasing or of
low density. Our attack is therefore similar to attacks on public-key
cryptosystems based on the subset sum problem (knapsack systems).



1 Introduction

It is well known that compression of plaintext prior to encryption offers better
protection than encryption alone. In particular it reduces redundancy making
statistical attacks more difficult and prevents dictionary attacks [9, 26]. It
is interesting to consider whether or not compression techniques alone are
sufficient for encryption. Most modern compression techniques consist of a
modeler which attempts to capture statistical regularities and a coder which
codes the message with respect to the model. This paper examines the
security offered by arithmetic coding; an optimal coding technique used by
many compression methods. A good explanation and implementation of
arithmetic coding is given by Witten, Neal, and Cleary [27].

A method of using key information in the arithmetic coding algorithm
is considered. The resulting cryptosystems will be shown to have a close
relationship with the subset sum problem.

Section 2 introduces the subset sum problem and discusses its complexity,
showing that in general it is a hard problem. It is proved that solving the sub-
set sum problem is at least as hard as solving any other NP-complete prob-
lem. Two classes of subset sums which have polynomial-time solutions are
then examined. It is shown that the subset sums produced by the arithmetic
coders discussed in Section 3 happen to form a polynomial-time solvable class
of subset sum problems. In particular, they frequently form superincreasing
sums, or sums which can be solved by the short-vector algorithm [16].

2 The Subset Sum Problem

The subset sum problem is a special case of the knapsack problem and
in the cryptology literature is often referred to as the knapsack problem.
The subset sum problem is hard, its decision problem was shown to be NP-
complete by KKarp [14]. It will be shown that the related search problem of
actually finding a solution, even when a solution is known to exist, is at least
as hard as any NP-complete problem.

DEFINITION 1: Let K = {Kq,K,..., Kk} be a finite set and ¢ be a positive
integer called the target. Associated with each x; € K is a positive integer
s(k;) called its size. The subset sum decision problem asks the question:
Is there any subset C of K such that the sum of the sizes of the elements in



C is precisely t; that is, does there exists a C such that

CCKand ) s(k;) =t?
j€C

The problem can also be stated as a {0, 1}-integer programming problem.
Does there exist a solution to

k
Z s(ki)z; =t where z; =0 or z; = 17
i=1

In addition to the decision problem there are the related search problems
of finding a particular solution and of finding all solutions.

As defined the sizes can only be positive integers, but the problem can
be generalized to allow for any integer sizes. Any element with size zero
does not affect the decision problem, but if a solution does exist then the
presence of size zero elements implies the existence of additional solutions.
Allowing negative sizes cannot result in a simpler problem since an algorithm
that could solve this problem over all the integers could definitely solve the
problem over the positive integers.

THEOREM 1: The subset sum problem is NP-complete [14].

THEOREM 2: Finding a solution to subset sum problems, even when a
solution is known to exist, cannot be done in polynomial-time unless P=NP.
PROOF: The existence of a polynomial-time algorithm for this problem is
postulated, such an algorithm could be used to solve the subset sum decision
problem in polynomial time. Thus the postulated algorithm cannot exist
unless P=NP.

In detail, let A be a polynomial-time algorithm that computes a solution
to a subset sum problem known to have at least one solution. Since A is a
polynomial-time algorithm, there must exist a polynomial upper bound p in
the cardinality of the set.

Given an arbitrary subset sum problem, S, run A on S. If A halts within
the time p check the output (checking takes polynomial-time since the subset
sum problem is in NP). If the output is not a solution then S does not have
a solution. Alternatively, if A fails to halt within the time p then S does not
have a solution. In either case we have decided in polynomial-time whether
or not S has a solution.

Since the subset sum decision problem is NP-complete it follows that if
A exists then P=NP. A



The subset sum problem has previously been suggested for use in public-
key cryptosystems [11, 19, 23]. These first proposals were broken because of
special structure present in the subset sums used [24, 25]. These results were
subsequently summarized in [21, 22]. Since the original system was broken
many variants have been proposed. Many of these have also been analyzed
and broken. Overviews of these systems and their cryptanalysis can be found
in [3, 4, 5, 8]. The Chor-Rivest knapsack [7] is currently unbroken, but is
computationally expensive.

Theorem 2 is a worst case bound, it proves there is at least one subset
sum problem which is hard to solve. Such a result is not sufficient grounds
on which to rest security claims. Security requires nearly every case to be
hard. However, complexity theory has not yet evolved far enough to obtain
these stronger results. The best alternative is to show a system does not
produce cases known to be solvable in polynomial time. We emphasize again
the absence of such cases does not guarantee security.

Two classes of subset sums having polynomial-time algorithms are now
examined: superincreasing subset sums (solvable with a simple greedy algo-
rithm in linear time) and low-density subset sums (solvable with the short-
vector algorithm in polynomial-time).

2.1 Superincreasing Subset Sums

In a superincreasing subset sum s = (s(x,), ..., s(ki)) each term s(k;) is
bigger than the sum of all the preceding terms; that is

i—1
S(h’:,') > Z; S(Kj).

For example 1,2,4,8,16 is a superincreasing subset sum, as is 1, 3,9, 30, 102
whereas 1,3,9, 30,40 is not. Superincreasing subset sums can be solved by a
simple greedy algorithm (Figure 1) in linear time. The algorithm starts with
the largest number in the sum, if this number is smaller than the current
target ¢ then it is in the sum, otherwise it is not. Reduce the target by the
amount of this element if it is in the sum, otherwise don’t change the target.
Iterate on the next smallest element. If the target is reduced to zero on any
iteration then the subset sum has a solution.



superincreasing-solve (s, k,t)

vector s; [k-dimensional vector of sizes]

int k; [number of elements in the vector]
int ¢ [target for sum)]

begin

for (i < k;i>0; i ——) begin
if (s; < t) begin
te—t— 83
output s; is in the knapsack;

end;
end;
if (t=0)
output solution complete;
else
output no solution;
end;

end;

Figure 1: Pseudocode for a greedy algorithm to solve superincreasing subset
sum problems.

Superincreasing knapsacks were used as the basis of the first knapsack
cryptosystems, with the superincreasing structure hidden by the transforma-
tion s'(k;) = s(x;)n mod m for integers n and m, where m > max; {s(x;)} and
ged(n, s(k:)) = 1 for all i. However, this transformation proved insufficient
to hide the superincreasing structure and the system was broken [24, 25].

2.2 Low-Density Subset Sums

DEFINITION 2: The density D of a subset sum with sizes s(x),..., s(Ki)
is given by
S )
log, (max; {s(k:)})’

If the density is low enough (D < 0.645 or D < (2 —¢) [log,(4/3)]~!/k for
any fixed € > 0) then the short-vector algorithm [16] will almost surely
find a solution.

The short-vector algorithm relies heavily on being able to find the shortest




vector in a (k + 1)-dimensional lattice. No algorithm exists which has been
proven to do this in polynomial time. Such a vector is typically found by
first finding a reduced basis for the lattice. The L3-algorithm [15] is a popular
choice for finding the reduced basis and has complexity O (k®[log(max;{s(x:)})]?).
When more advanced techniques are used for the arithmetic operations the
complexity of finding a reduced basis with the L3-algorithm can be reduced

to O(k{log(max;{s(x) ).

3 A Simple Way of Using Key Bits

Arithmetic coding is a technique which converts a given probability distri-
bution into an optimal code and is commonly used in compression schemes.
Arithmetic coding is optimal in that it can encode information arbitrar-
ily close to the entropy of the model. It improves on other codes such as
Huffman codes [13] which are restricted to integral bits per character. The
security of arithmetic coding has been considered previously in [6].

There are several ways in which a key can be added to the coding process
with only a small loss of compression.

Consider encoding the output of a binary source with alphabet {a,b}
using a static model. Let p be the probability used to encode an a and
q = 1 — p be the probability used to encode a b. Neither probability can
be exactly 0 or 1 as we must always allow some probability to each symbol
occurring. The current interval is expressed by [ (lower bound) and h (upper
bound). § = h — [ is the difference between the upper and lower bound.
Initially I = 0, h = 1, and ¢ = 1. Let the input sequence be S = s;59- - 5,,
where s; is either a or b. Let a; be 1 if the ith symbol is an a and zero
otherwise. Let @; = 2;=1 a; denote the number of as and bs in the input up
to and including the ith character. Let h;, [; and §; be the upper, lower, and
width bounds respectively of the arithmetic coder after encoding symbol i.

Interval Narrowing

The following is a simple method of making the result of arithmetic coding
dependent on k key bits zy, ..., . Although insecure, this simplistic model
provides insight into more complicated models. Let n denote the length of a
message chosen from the alphabet {a,b}.



l l
x; =0 zi=1

Figure 2: A simple model for using the key bits which results in polynomials
having only linear terms in the key bits.

Prior to encoding each symbol the current interval will be narrowed. The
narrowing will be accomplished by either increasing the value of the lower
bound [ or decreasing the value of the upper bound h by an amount €8, where
0 < € < 1. To minimize compression loss € should be small. Which of these
operations is applied depends on a key bit, as illustrated in Figure 2. After
narrowing the current interval the actual symbol will be encoded according
to the compression model. This narrowing can also be considered as a two
step encoding process where we first encode a cryptosymbol ¢ using a key
model and then the actual message symbol using the compression model.

The following recursive relationships for encoding with this model are
obtained (expressions for the upper bound h are not given as the results for
the upper bound are symmetric with those for the lower bound):

For encoding ‘pa’:

0 « (1—e)pd
I + 1+ x;¢6

For encoding ‘pb’:

d « (1—¢e)pd
[ < l+4+zied+p(l—¢€)d
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(By letting € — 0 these recurrences degenerate to those for keyless arithmetic
coding.)

For the purposes of the analysis we will assume that p is a constant. If
p is adaptive the results will not be greatly affected since by assumption the
attacker is aware of the value of p even if it is changing. An important aspect
of this cryptosystem is that the width of the current interval is independent
of the key bits. From an analytic point of view this is desirable because the
characteristic polynomial for [ contains only linear terms in the key bits:

b = (1= (1—p

I = Zn:[:n,-eég_l + (1 — a;)p(1 — €)8;1]
i=1

In any implementation of this model € and p will be approximated by rational
numbers. The equation for /, can be normalized to integers, since if ¢ = e/E
and p = f/F then

E"F", =) (EF)" " (E—e)! f%1(F— NV T Ferit (1—a;) f(E—e)] € Z.
i=1

By expanding the sum on the right the coefficients «; for the key bits z;,

0 <2 < k can be determined. Any constant terms on the right can be moved

to the left hand side and we can write:

n
L;= Z ;T
i=1

where L, = E"F"l,, — C (where C is an integer constant) and each «; is an
integer. This is precisely the subset sum problem discussed in Section 2.

Given a finite key xy,29,...,2; and a message of more than k symbols it
is necessary to reuse the key information, otherwise the attacks presented in
[6] can be applied.

Recall that the density of a subset sum is defined by (1). For interval
narrowing the maximum size will be O(E"F"), and the density will be given
by D = k/nlogy(EF). Since the length of the key is fixed this density can
be made arbitrarily small by sending a long enough message (large n). It

8



follows that the short-vector algorithm [16] can be used to determine the key
bits.

Interval narrowing also suffers from chosen-plaintext attacks of the form
b" or a™. In keyless arithmetic coding /,, does not change when the sequence
b™ is used, but [, changes in this system whenever z; = 1, and this extra
information can be used to determine the key. In an extreme case consider

the result when p = %, n=2>5, and e = % with the message b°. Then

s =2°+2°4+ 20 + 22 + 1 4+ 2% + 27y + 2023 + 2324 + 225

and it is possible to directly find the key bits from the odd numbered bits
in 2%5. Note: the coefficients here form a superincreasing sequence and the
density is 0.5.

More generally if the sequence b" is used, then

E!lpuin = ZEn—iFn—i(E _ e)i—-l(F _ f)iuIFG.T{.

i=1
Ignoring the value of the key bits and considering the ratio of two consecutive
terms of this sum we find
(EF)"(E —e)""}(F — f)"-'Fe _ |
Er—itlpn—i+l(E — e){(F — f)iFex; EF(E —e)(F — f)’

Since E>e>1and F > f > 1 we have EF(E —e)(F — f) > 4. This is a
sufficient condition for the coefficients of the sum to form a superincreasing
sequence.

4 Generalizations and Discussion

It is easy to construct more complicated arithmetic coders in which the width
of the coding interval as well as the upper and lower bounds depend on the key
bits. Characteristic polynomials can also be produced for these arithmetic
coders. They are more general in the sense that each term of the polynomial
can contain arbitrary products of the key bits z{'25? - - - 2% € {0,1}, rather
than just linear terms. Analysis in these situations is considerably more
complex.



These generalizations may lead to problems which are harder than the
subset sum problem. The products can take on a wide variety of forms—
although, not every polynomial is possible. Which polynomials can be pro-
duced depends on the way that the key bits are used.

Several people have looked at the solvability of polynomials. In a seminal
paper Matijasevic [18] showed that solvability of Diophantine equations in
several variables is in general undecidable, thus answering Hilbert’s tenth
problem [12]. Later it was shown [20] that Diophantine equations with only
thirteen unknowns are undecidable. Further, solving one quadratic equation
in two variables over N is NP-complete [17]. Other solvability results include
[10, 14]. Linear equations can be solved in deterministic polynomial time.
These results are worst case complexities and only recently has there been
much interest in the average complexity of this type of problem.

However, none of these results apply here because a solution is known
to exist (namely, the result of the encoding) and the indeterminates only
have two values 0 or 1, whereas the more general problems are over infinite
sets. Further, in the case where there is more than one solution, the attacker
must find all (or at least the majority) of the solutions to determine which
solutions lead to likely plaintexts.

In the analysis we were very lenient on the attacker, and assumed the only
unknown was the key. In practice, however, it is extremely unlikely that an
attacker would know exactly the state of an adaptive compression model.
The best current attacks against adaptive models involve flooding the model
with very long chosen-plaintexts in an attempt to reduce the adaptive model
to a known state [1, 2]. More sophisticated adaptive models might not be
susceptible to this type of attack.

Despite the apparent increase in the complexity that is gained by allowing
more general polynomials in the coding intervals it is difficult to see how this
extra complexity could translate into greater security.

Together with the results presented in [6] these results strongly suggest
that if compression is going to be used for encryption then the security must
come from the model rather than the arithmetic coder. To this end we
are continuing our research by investigating the cryptographic properties of
various kinds of models used in practical compression systems.
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