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Abstract
Over the last two decades, online safety education 
has emerged as a new field of research focusing 
on concerns about a myriad of cyber risks. These 
risks range from online sexual exploitation through 
to the reproduction of social inequalities. The main 
assumption underlying this field is that online risks 
can be mitigated via educational interventions, and 
significant discrepancies can be observed between 
the proposed approaches to online safety education. 
In this article, we develop an analytical model based 
on prevalent concepts of digital citizenship and nar-
ratives of technologies to identify four different ap-
proaches to online safety education in the academic 
literature; that is, safeguarding, equipping, empower-
ing and resisting. Each of these approaches draws 
on different assumptions on what constitutes as ‘on-
line risk’ and ‘digital education’. Through a systematic 
literature review, we analyse 75 journal articles and 
examine the approaches to online safety education 
that these studies adopt. Our analysis reveals a dom-
inance of approaches that adopt limited concepts of 
digital citizenship and acritical views of technology.
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INTRODUCTION

With the expansion of Digital Technology (DT) over the last few decades, calls for online 
safety education (OSE) have become widespread, not only in the media and public debate, 
but also in the scholarship.1 This literature, often driven by fears of cyber harms and desires 
for youth protection, has examined a wide range of dimensions related to this topic, from 
educators and students' experiences (Adorjan & Ricciardelli,  2019b; Chiner et  al.,  2023) 
through to skills frameworks (e.g. Walsh et al., 2022), with the aim of informing the teaching 
practice that will improve the mitigating of identified risks. The so-called best practices in 
OSE, however, cannot be considered objective or politically neutral. They are underpinned 
by different ideological worldviews and understandings of the digital world that influence – 
and are influenced by – what is considered safe/appropriate and dangerous in these online 
spaces. Probably the most common critique to the dominant discourse on OSE is being 
related to the distorted portrayals of students as vulnerable or passive victims and the digital 
world as a space full of dangers (e.g. Black et al., 2022; Third et al., 2019). As this critique 
has pointed out, these portrayals have often been used to justify what Third et al.  (2019) 
call the ‘control paradigm’, which requires limiting young people's agency. Some scholars, 
however, have also noticed that this safeguarding discourse on OSE is becoming less and 
less popular (see Third et al., 2019; Third & Collin, 2016). Instead, the literature and policies 
in this regard seem to be embracing more agentic views of citizenship and less fear-driven 
portrayals of the digital world, which have led to more ‘pro-active’ pedagogical initiatives.2 As 
a result, the term digital citizenship has received increased attention within OSE discourses 
with a parallel framing of the digital world as a potential learning space (Black et al., 2022; 
Third et al., 2019). This does not mean, however, that OSE discourses share common un-
derstandings of digital citizenship and/or technologies, nor that they propose similar edu-
cational solutions. To consider the complexities involved in this debate, the first part of this 
article develops an analytical model based on prevalent concepts of digital citizenship and 
narratives of technologies, which allows us to identify four different approaches to online 
safety education: that is, safeguarding, equipping, empowering and resisting. The second 
part of the article uses this model to analyse 75 journal articles and examine the approaches 
to online safety education that these studies adopt.

Context and implications

•	 This article provides an analytical framework that transposes concepts of digital 
citizenship with narratives of technology. This framework is used to identify ap-
proaches towards online safety education in the literature.

•	 The review found a problematic dominance of acritical views of digital citizenship 
and technology, which overlook the socio-political contexts and implications of 
online safety education.

•	 As this framework considers a broader and more politically situated range of on-
line risks (from cyberbullying and digital exclusion through to discriminatory design 
and the tyranny of algorithms) and educational solutions (i.e., safeguarding, equip-
ping, empowering and resisting), it serves to enrich current debates about ‘digital 
risks’ and has the potential to assist policymakers, researchers and educators to 
make critically informed decisions regarding online safety education.
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APPROACHES TO ONLINE SAFETY EDUCATION

In this section, we develop a model that outlines different approaches to OSE based on the 
interlinked portrayals of digital citizenship and technology. The model transposes concepts 
of digital citizenship with narratives of technology, shedding light on different approaches 
to OSE (see Figure 1). In developing this framework, we seek to expound the different per-
spectives on citizenship and DT represented, explicitly or implicitly, in the OSE literature. 
As we explain below, the horizontal axis represents concepts of digital citizenship based 
on the classic distinction by Westheimer and Kahne  (2004) between personally respon-
sible and participatory/justice-oriented citizenship, frequently used in the literature about 
digital citizenship education (Heath, 2018; Krutka & Carpenter, 2017); while the vertical axis 
represents narratives of technology based on the distinction between techno-optimist and 
technoskeptical used by Krutka et al. (2022). The combination of both axes in turn gives rise 
to four different approaches to OSE: safeguarding, equipping, empowering and resisting. 
Each of the approaches are ideal types and, as such, they are the ‘result of abstraction and 
generalisation’ and they will only ever approximate to the ‘complexity of everyday situated 
experience’ (Dahlberg, 2011, p. 856). Yet, they present a framework through which prevailing 
approaches of OSE may be explored. In the coming sections, we explain each of the axes 
in detail.

X axis: Concepts of digital citizenship

As the digital world is consolidated as the main battlefield for the exercise of power 
(Castells,  2011; Panarari,  2022), digital education debates have increasingly turned their 
interest towards discussions about citizenship. This shift has generated a prolific schol-
arly production on the significance and components of this new concept termed ‘digital 
citizenship education’ (see Choi, 2016; Emejulu & McGregor, 2019; Frau-Meigs et al., 2017; 
Ribble, 2015). As a result of this shift, several digital education proposals, including those 
related to online safety, have broadened their scope to not merely teach technical skills, 
but also wider civic values and dispositions that regulate online behaviour. Drawing inspi-
ration from other concepts (e.g., 21st century skills, citizenship education, media literacy), 

F I G U R E  1   Approaches to online safety education.
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the literature on digital citizenship education has also been expanded in scope over time 
(Cortesi et al., 2020).

Despite the growing awareness over the political nature of digital education and the ex-
pansion of its components, the increasing use of the term ‘digital citizenship’ has not always 
implied an open debate over its ideological underpinnings nor a move towards more critical 
understanding of the term. Indeed, not openly addressing this debate has often implied a 
narrow understanding of digital citizenship. For example, as some scholars have pointed 
out, the implicit definitions of digital citizenship promoted by international societies focused 
on technology integration, such as the International Society for Technology in Education, 
are frequently reduced to a ‘safe and responsible technology use’ (Cortesi et  al.,  2020; 
Heath,  2018). A literature review by Heath  (2018) concluded that despite the increasing 
popularity of the term ‘digital citizenship’, prevalent views are still closely connected to what 
Westheimer and Kahne (2004) named as personally responsible forms of citizenship, which 
highlight ‘appropriate’, ‘safe’ and ‘responsible’ behaviours online. Heath (2018) also found 
that participatory and justice-oriented understandings of citizenship, which emphasise ac-
tive engagement and the questioning of the status quo (Westheimer & Kahne, 2004), were 
less common in the literature with some relevant exceptions (Choi, 2016; Gleason & von 
Gillern, 2018). In the literature on OSE, the debate around the kind of digital citizens (Krutka 
& Carpenter, 2017) has also been largely absent and dominated by thin and paternalistic 
views of youth citizenship (Black et al., 2022).

The horizontal axis of our proposed model aims to explicitly address the concepts of digi-
tal citizenship present within existing approaches to OSE. The axis represents the distinction 
between personally responsible digital citizenship and participatory/justice-oriented digital 
citizenship (Krutka & Carpenter, 2017; Westheimer & Kahne, 2004), as it captures the ideo-
logical dimension of digital citizenship education obscured in debates around the elements, 
skills and/or competences. Krutka and Carpenter (2017) describe the first category as a ‘re-
sponsible, obedient and productive netizen’ (p. 52) who is informed and able to ‘distinguish 
between credible and untrustworthy news sources and sites; corroborate information across 
websites or accounts; contextualize stories; and understand the perspectives, methods and 
evidence that authors use in multimodal texts’ (p. 53). As Heath (2018) points out, this un-
derstanding of digital citizenship assumes that ‘good character will solve social ills’ and, 
accordingly, examples of educational technology include ‘responsible online behaviour and 
media literacy’ (p. 5). The participatory/justice-oriented digital citizen questions political, so-
cial and economic structures to fight systemic injustices, organises against oppression and 
engages in democratic dialogues and civic activities, beyond low-commitment ‘slaktivism’ 
(Krutka & Carpenter, 2017, p. 54). This form of citizenship would also align with Emejulu and 
McGregor's (2019) notion of radical digital citizenship that these scholars describe as:

…a process by which individuals and groups committed to social justice critically 
analyse the social, political and economic consequences of digital technologies 
in everyday life and collectively deliberate and take action to build alternative 
and emancipatory technologies and technological practices (p. 140)

The distinction between personally responsible and participatory/justice-oriented digital 
citizenship also encapsulates the components included in other multidimensional models 
of digital citizenship education. This is the case, for example, of Choi's (2016) review that 
identified four categories of digital citizenship: ethics, media literacy, engagement and crit-
ical resistance. Here, the ethics and media literacy components, which include ‘ethical use 
of technology, digital awareness and digital responsibilities & rights’ and ‘digital access, 
technical skills and psychological capability’ (Choi, 2016, p. 584), respectively, are indeed 
essential parts of the personally responsible category. Equally, Choi's (2016) categories of 
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engagement and critical resistance, which include ‘political, economic, cultural engagement 
and personalized participation’ and ‘critique of the existing power structure and political 
activism’ (p. 584), respectively, are intrinsically linked to the participatory/justice-oriented 
digital citizen.

Y axis: Narratives on technology

The idea of technology as a tool of social progress, represented as emancipation or liberali-
sation, has been dominant in Enlightenment-inspired discourses (Andreotti & Pashby, 2013). 
This assumption not only operates when the assumed democratic subject is a rational citi-
zen who makes conscious calculations and choices for their best interest, but also when it is 
understood that citizens are driven by an impetus of social justice (Andreotti & Pashby, 2013; 
Dahlberg, 2011). For the former, technology provides a venue for rational deliberation and 
decision-making; for the latter, technology enables the ‘expressions of voice that have been 
historically marginalised’ (Andreotti & Pashby, 2013, p. 431) and facilitates a platform for 
self-organised participation beyond the state and capitalist systems (Dahlberg, 2011).

As part of the discourse of modernity, the idea of technology as a vehicle for social prog-
ress has also been dominant in educational debates (Krutka et al., 2020) in a narrative that 
could be termed as techno-optimist (Krutka et al., 2022). From this perspective, the affor-
dances of DT are brought to the fore: DT is presented as offering solutions to social problems 
and therefore need to be embraced. As a result, the core of the educational intervention lies 
in the mastery of technologies (e.g., learning how to best use them and learning with them). 
The optimism inherent to this perspective lies in the ‘production’ of technologically literate 
citizens that will utilise these technologies for good. In some cases, ‘good’ means for the 
best interest of the student as an individual-future worker; in others, that ‘good’ refers to 
leveraging social inequalities. In both cases, however, there is an implicit assumption that 
technologies are ‘neutral’ instruments, ready to serve the intentions of the user.

These narratives of technological progress and technologies as neutral tools of the 
techno-optimist perspective have received increasing attention in the past few decades. 
Postman (1992) in their exploration of various technologies throughout history highlighted 
how the immediate benefits of technologies are often more obvious than the long-term, 
unintended or collateral consequences. This is perhaps unsurprising as technologies are, 
by their very nature, designed with a specific purpose in mind. For example, the automo-
bile was developed to facilitate transportation and serves as a very effective solution to 
travelling short distances in a relatively short amount of time. However, the effect that the 
automobile would have on employment distributions, shopping patterns and city planning 
were not immediately apparent (Jackson, 1987). As other technologies have been devel-
oped and adopted, similar patterns associated with long-term, unintended or collateral con-
sequences have emerged. This rippling effect is difficult to foresee and more difficult to 
predict. Within the philosophy of the technology field, technology criticism has served as a 
soundboard through which technological developments and advancements have been cri-
tiqued. Recently, an increasing emphasis has been placed on adopting critical views of DT 
within education rhetoric from a sociological perspective (e.g., Emejulu & McGregor, 2019; 
Heath, 2018; Krutka et al., 2020; Shelton & Archambault, 2022). As Krutka et al. advocate, 
there is a need for educational scholars and practitioners to reject the naïve optimist narra-
tives on technology and embrace a technoskeptical approach, whereby attention is turned 
towards ‘the downsides, constraints, or cultural characteristics that technologies extend, 
amplify, or create’ (2020, p. 111). This approach, as Emejulu and McGregor (2019) would 
add, also implies an examination of the oppressive relations that make digital technologies 
possible, such as the exploitation of natural resources and labour in the Global South.
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An important point of clarification should be made between the techno-optimist and tech-
noskeptical perspectives discussed here and the long-established distinction between in-
strumentalist and determinist views of technology (see Carr, 2011; Feenberg, 2005). To be 
clear, instrumental and determinist perspectives may be found at both ends of the vertical 
axis. For example, within the technoskeptical narrative of technology, instrumentalist and 
determinist views of technology may be observed. On the one hand, from an instrumen-
talist view, individuals may express concerns about the impact of the use of DT on social 
relationships and mental well-being. The effects of social media and digital communication 
on interpersonal relationships, and the addictive nature of DT can contribute to feelings of 
anxiety, distraction and social isolation (Johannessen et al., 2023). The instrumentalist view 
held here emphasises the consequences of human choices and behaviours. A determinist 
view of technology on the other hand raises questions about the role of DT in perpetuating 
‘surveillance capitalism’ (Zuboff, 2020) and exacerbating power imbalances in society. The 
focus here is not on individual ‘consumers’ of DT, instead attention is turned towards the 
collection and monetization of personal data by IT companies, leading to concerns about 
privacy violations, behavioural modification, and the erosion of individual autonomy and 
democracy (Benjamin, 2020; Zuboff, 2020). Although the narrative of technology in both in-
stances were technoskeptical, the concepts of technology, and in turn, solutions to the same 
risks, differ significantly. As will be further evidenced in the following sections, instrumental 
and determinist perspectives of technology can also be identified within the techno-optimist 
approach to DT. In the following sections, we will provide a more detail description of the 
OSE approaches delineated by this model.

Approach 1: Safeguarding

A safeguarding approach adopts what Third et al. (2019) term the ‘control paradigm’ approach 
towards OSE. This approach is driven by fears of online risks and (arguably, paternalistic) 
child protection desires. These fears and desires are often displayed in detailed recounts 
of online threats. While there have been several categorisations of online risks in the litera-
ture, for example the OECD's typology of risk (2021) and Livingstone and Haddon's (2008) 
popular classification, the comprehensive framework provided by the UK Department for 
Education  (2023) distinguishes between the 4 Cs of risk management: context, contact, 
conduct and commerce (see Table 1). In highlighting the risks associated with the digital 
world, a safeguarding approach uses a security rhetoric that focuses on designing policies 
and practices aimed at restricting and/or regulating young people's behaviours. There are 
a variety of different ways in which this may manifest, from adult content control (limiting 
access to a specific website, etc.), surveillance and regulation of access to DT. Limiting and 
controlling the exposure of young people to DT is therefore the aims of this approach.

Narrative of technology

The reluctance to engage students with the digital world stems from a technoskeptical view 
of DT. Rooted in the fear associated with potential risks of DT, technoskepticism can mani-
fest in any number of safety (or security) preventative measures to limit exposure, most often 
by limiting access to DT. While the affordances of DT may be acknowledged, ultimately the 
risks outweigh any potential benefits, and engagement with DT is disparaged or regulated. 
The narrative of technology under this approach has sometimes been described as techno-
phobia (Johannessen et al., 2023).
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What kind of digital citizen?

Within a safeguarding approach, the intention is to reduce the possibility of students en-
countering risks. Digital citizens are therefore understood as those having limited exposure 
to DT and when they have it, they are expected to adopt cautionary attitudes that protect 
them from risk. The surveillance/control measures, as Foucault's panopticon, are expected 
to operate not only to allow adults/supervisors to intervene before harm happens, but also 
to act as a disciplinary mechanism that would discourage students from engaging in ‘risky’ 
activities (Adorjan & Ricciardelli, 2019b). These self-regulatory mechanisms are also highly 
promoted with initiatives such as responsible use agreements. Good digital citizens under 
this approach are therefore obedient, prudent and self-controlled.

Approach 2: Equipping

The equipping approach to OSE seeks to instil in students' the knowledge and skills to 
navigate, and benefit from, our increasingly digitised society in a ‘safe’ manner. This ap-
proach acknowledges both the potentiality and ubiquity of DT. Thus, the competencies ad-
vocated by this approach combine elements to learn from and succeed in the digital world 
with guidelines around how to act in a responsible manner when online. There is often 
an acknowledgement of various arenas in which students operate and several discussions 
have therefore arisen on the components that constitute a comprehensive model from this 
perspective. Perhaps the most pervasive example of equipping as an approach to OSE are 

TA B L E  1   Online safety approaches and associated perceptions of problem/risk and solution/safety.

Approach What is seen as dangerous, risky or unsafe?
What is the solution to the 
problem of online safety?

Safeguarding 4 Cs risks (Department for Education, 2023). 
Content: being exposed to illegal, inappropriate 
or harmful content. Contact: being subjected 
to harmful online interaction with other users. 
Conduct: online behaviour that increases the 
likelihood of, or causes, harm. Commerce: 
risks such as online gambling, inappropriate 
advertising, phishing and/or financial scams

Restriction, limited access (online 
and to digital technologies more 
generally). Monitor, surveillance 
and control (so adult intervention 
can be readily available to stop 
harm)

Equipping In addition to the 4 Cs risks, online exclusion: 
being left outside of the online world, including the 
inefficient or minimal use of digital technologies, 
lack of digital access

Learn how to behave responsibly 
and ethically online (avoiding cyber 
abuse and promoting netiquette). 
Develop understanding of digital 
footprint and learn how to maximise 
digital identity

Empowering The reproduction of social inequalities through 
and within the digital world. e.g., discriminatory 
design (Benjamin, 2020). Alienation or lack of 
critical consciousness on systems of oppression. 
Lack of political participation in online spaces

Critical awareness of social 
inequalities and the power 
dynamics reproduced through/
within the digital world. Digital 
activism or mobilisation

Resisting Loss of privacy (data mining/harvesting/selling, 
‘dataveillance’; Clarke, 1988, etc.). The ‘tyranny 
of algorithms’ (Benasayag, 2021). ‘Filter bubbles’ 
(Pariser, 2011). The power of IT corporations

Disengagement/resistance from 
the digital world. Involvement in 
debates and campaigns to limit 
power of IT corporations and 
protect digital rights at national 
and international scales (Garton 
Ash, 2016, pp. 92–93)
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the 9 elements of Digital Citizenship presented by Ribble and Bailey (2007): digital access, 
digital commerce, digital communication, digital literacy, digital etiquette, digital law, digital 
rights and responsibilities, digital health and wellness, and digital security. The preface to 
Ribble's third edition of the book situates the purpose: ‘learn[ing] the fundamentals of ac-
ceptable use’ (2015, p. 2). Under this approach, the mastering and responsible use of DT in 
dimensions such as the ones described by Ribble and Bailey (2007) are conceived as a sine 
qua non condition for individuals not only to keep themselves safe, but also succeed in their 
lives. For this approach, being online is seen as a necessity and, therefore, being excluded 
from it (due to safeguarding measures or lack of access) is seen as problematic.

What narrative of technology?

In alignment with the commodification of knowledge, skills or competencies equipped by 
students, the view of DT is that of something which can be mastered and harnessed for the 
good of the individual. The slogan of ‘technologies are not good nor bad, it depends on the 
user’ is pervasive in this approach and reflects an instrumentalist view of technology. Within 
this instrumentalist view of technology, DT is used by humans, and discussions around 
digital education centre on providing examples of ways to increase students' technology use 
and to facilitate safe interactions when engaging with DT. While there is an acknowledge-
ment of the potential harms associated with the use of DT (see Table 1), the benefits, as 
stated by the advocates of this approach, far outweigh the risks.

What kind of digital citizen?

For this approach, ‘good’ digital citizens are active users of technology for self-improvement 
(employability, literacy skills, social communication, etc.), yet under the ethical principle of ‘not 
harming others’ and a cautionary attitude to prevent abuse from others. Therefore, in this ap-
proach (as in safeguarding), the leitmotivs of responsibility and self-control are also present, 
yet in here the digital citizen is presented as a subject willing to maximise the online experi-
ence. Aligned with the instrumentalist view of technology explained above, this approach 
places learners as digital citizens through the use of DT. As such, the focus of this approach 
lies in providing students with the skills and values to ‘make the most’ of the online world.

Approach 3: Empowering

In shifting towards a critical concept of citizenship, this approach is concerned with the 
reproduction of inequalities in/through the digital world. The focus, therefore, is no longer 
on the self-realisation of children in the digital world (equipping) or their protection (safe-
guarding), but on empowering individuals to fight against social injustice. In other words, 
students are situated in a broader socio-political framework. While it recognises the role 
of DT in social reproduction, the empowering approach also conceives their potentiality for 
social action. Advocates are usually inspired by the loose concept of ‘critical pedagogy’, 
whereby educators, in an adapted version of the Freirean idea of ‘conscientisation’, are sup-
posed to help students develop a critical awareness of the digital world through reflection 
and action. Such digital critical pedagogy involves using DT to both question established, 
oppressive norms and to engage in consciousness raising dialogues and collective actions 
(Heath, 2018; Krutka et al., 2019, 2022). What is seen as risky/problematic in this approach, 
it is not so much a lack of access and/or technical/ethical skills to use DT (i.e., equipping 
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approach), but the lack of: (a) criticality to reflect on how power dynamics are reproduced 
in society (in and/or through DT), and (b) the skills to organise politically in the digital world.

What narrative of technology?

The empowering approach is clear in acknowledging the downsides of DT, and particularly its 
functioning in the interest of dominant groups in society. It recognises, for example, forms of 
discriminatory design, such as ‘engineered inequity, default discrimination, coded exposure 
and technological benevolence’ (Benjamin, 2020, p. 336), which contribute to the (re)produc-
tion of social inequality. This approach also condemns the material inequalities and socially 
exploitative relations involved in the creation of DT (Emejulu & McGregor, 2019). Yet, in keep-
ing with the techno-optimist narrative of technology, DT is viewed as a potential site for politi-
cal mobilisation and activism to disrupt existing inequalities (Gerbaudo, 2012; Shirky, 2011). 
In essence, DT is viewed as holding the potential to raise awareness, strengthen community 
ties and social capital, and facilitate participatory democracy (Heggart & Flowers, 2019), 
often using an intersectionality lens (e.g., Choi & Cristol, 2021). Therefore, while there is rec-
ognition of some of the political constraints imposed by DT, the advocates of this approach 
still hold, albeit more sophisticated, instrumentalist views of DT, whereby critical citizens and 
social movements can employ these views in progressive and radical ways. The appropria-
tion of DT by social movements to disseminate information and facilitate networking, organi-
sation and mobilisation (Norris, 2001; Treré, 2019) is the evidence used by this approach to 
hold the view of DT as a potential tool to pursue social justice ends.

What kind of digital citizen?

The empowering approach is informed by a critical understanding of citizenship, whereby 
citizens are, in a broad sense, committed to social justice and get organised to fight against 
systems of oppression (Westheimer & Kahne, 2004). In the digital world, citizens challenge 
power asymmetries within and through DT (Krutka & Carpenter, 2017), where they are ex-
pected to critically examine the corporate influences that affect the uses/misuses of DT and 
reconsider the ways in which these technologies can be utilised for the sake of social justice 
and democracy (e.g. Krutka & Carpenter, 2016). An example of this is the development of 
what Treré (2019) calls ‘algorithms of resistance’, which are seen by activists as a means 
to harness the power of algorithms to their own advantage. Emejulu and McGregor (2019) 
call for a ‘collective action for emancipatory technology and technological practice’ that de-
velops ‘independent information platforms, alternative presses, grassroots internet service 
providers (ISPs), and open source software that support dialogue, organisation and mobi-
lisation outside the confines of corporate media infrastructure’ (p. 142). Another example 
is formulated by Longford (2005), who advocates for a ‘democratic politics of code’ based 
on the hacker-inspired open-source software movement through which citizens can design 
the technical codes that govern their lives. From this perspective therefore, digital citizens 
should understand how DT regulates and influences people's behaviours and be able to 
critique existing power structures to envision possibilities for action.

Approach 4: Resisting

In contrast with the previous approaches, the resisting approach is not connected to a particu-
lar pedagogical tradition. It is rather a lose educational route map traced by the contributions 
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of critical philosophers, historians, sociologists and journalists (i.e. Benasayag,  2021; 
Carr,  2011, 2015; Crary,  2022; Han, 2017; Keen, 2015; Zuboff,  2020) that have explored 
the impact of DT on our societies and strongly question the belief that DT can offer a path 
towards more democratic societies. From different perspectives, these scholars argue that 
technologies not only have dangerous consequences that users/consumers cannot escape 
from (no matter the intention), but also that DT is the product of, and cannot operate outside 
of, capitalism. They constitute a form of ‘instrumentarian power’ (Zuboff, 2020) at the service 
of market imperatives that ‘nullify the elemental rights associated with individual autonomy 
that are essential to the very possibility of a democratic society’ (p. 18). For these reasons, 
these scholars advocate for a resistance to using current DT and a de-virtualisation of social 
life. What is seen as dangerous from this perspective are the effects of DT on both individu-
als' abilities and rights (e.g., data mining, commodification of personal information, loss of 
focus and critical thinking) and democratic projects (e.g., surveillance, consecration of free 
market ideologies, political polarisation, increasing inequality, concentration of power by IT 
companies). The sense of agency infused by instrumentalist views of technology and their 
associated calls to close the digital divide and skills gap are also seen as risky from this 
perspective. Their argument is that this instrumentalist view of technology is not supported 
by a sociohistorical analysis of technology (for example, see Carr, 2011). For this approach, 
the role of the teacher is to help students critically analyse how DT shapes our daily lives 
and societies (and its dangerous effects for democracy and equality) and consider whether 
it should be adopted.

What narrative of technology?

This approach is based on a technoskeptical view of technology, which focuses on the 
downsides, constraints and unintended consequences that DT create or amplify. It is also 
highly influenced by a determinist view of technology which considers that users cannot 
merely utilise technology without being, to some extent, used by it. In other words, technolo-
gies ‘impose’ their own modes of social practice, and these modes have profound influ-
ences at both micro and macrosocial levels. Advocates of this perspective are concerned 
with the monetisation of human activity, the architecture of behavioural modification and the 
increasing power accumulated by IT companies from making users their own product at the 
expense of their privacy/data (Clarke, 1988; Keen, 2015; Zuboff, 2020).

What kind of digital citizen?

For this approach, critical citizens should perceive the shaping power of DT, examine the 
social, cultural, economic, political and cognitive effects of their use, and connect these ef-
fects with broader social processes, in particular the development of capitalism and neolib-
eralism.3 As a result of such analyses, critical citizens are expected to refuse engaging with 
DT – or, at least, limit its use – due to ethical and political reasons. The ‘good’ digital citizen 
here is simply one that resists the seductive and attractive uses of DT, and that decides not 
to adapt for the safety of democracy, equality and themselves. Also, this citizen is committed 
to make IT companies accountable for the exploitation of personal information and its ef-
fects. In such an endeavour, this citizen gets involved in debates and campaigns to promote 
legislation at national and international scales that limits the power of these corporations and 
protects citizens' privacy rights (Garton Ash, 2016).

In the second part of this article, we use the model and approaches to OSE outlined 
above to analyse their presence in the educational scholarship related to OSE.
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Research aim

Using the framework developed above, this study aims to analyse what OSE approaches 
underlie the educational scholarship focused on OSE.

METHODOLOGY

To address the aim above, we conducted a systematic literature review on digital safety in 
education. In the following sections we present the methodological approach undertaken, 
from conducting the literature review to how the identified studies were analysed. The re-
view adhered to the updated Preferred Reporting Items for Systematic Reviews and Meta-
Analyses (PRISMA) protocol (Page et al., 2021). A completed PRISMA protocol checklist 
has been included in Appendix 1.

Search strategy

Given the breadth of different stakeholders involved with digital safety in education, we 
began by piloting different search criteria. The final inclusion and exclusion criteria are pre-
sented in Table 2.

We searched for all records, with no start date and the final search on 15 August 2023. As 
shown in Table 3, this search yielded a total of 1245 records from the identified databases. 
The use of Google Scholar® in systematic reviews is somewhat contentious, as the array 
of sources identified can vary significantly in quality and in quantity. Our search of Google 
Scholar® returned 17,600 records, for example. We followed the guidance of Haddaway 
et al. (2015) and included the first 300 records in our initial corpus of literature. It is import-
ant to note at this stage that while some of the inclusion and exclusion criteria could have 
been used as search limiters (for example, publication type), our pilot studies identified that 
databases were not necessarily accurate in their categorisation of publication types. The 
exclusion and inclusion criteria were instead applied at the title/abstract screening and full-
text screening phases, respectively.

TA B L E  2   Inclusion and exclusion criteria for this review.

Inclusion criteria Exclusion criteria

Studies that had digital safety (education) 
as their main focus

Studies where digital safety (education) was not the main 
focus were not considered for inclusion in this study. For 
example, where digital safety formed part of a broader 
construct such as digital literacy but was not explicitly 
defined. In addition, studies that quantified digital safety 
(for example, as a variable), without presenting any explicit 
conceptualisation were also excluded

As the focus of this review was on 
understanding digital safety education, we 
only selected studies on digital safety for 
educational purposes

Studies that focused on digital safety that did not draw 
implications for education were not considered

Peer-reviewed journal articles Theses, conference publications, books, book chapters and 
reports (incl. grey literature)

Full-text article written in English Full-text articles published in any other languages
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Screening

Once all database searches had been run, the identified records were collated and loaded 
into Zotero® reference management software where duplicates were identified. Following 
a manual review of these records, a total of 181 duplicates were removed from the cor-
pus of literature. This yielded a total of 1064 records that were progressed to publication 
type screening. At this stage, our attention turned to records that were not published as 
journal articles. First, the 1064 records were sorted by publication type and all grey lit-
erature (theses, conference papers and proceedings, book and book chapters, reports, 
etc.) were identified based on the source databases categorisation. These records were 
manually reviewed, and if they were confirmed as grey literature, subsequently removed 
from the corpus of literature. Alternatively, in the instances where records were miscat-
egorised, they were returned to the main corpus and progressed to title and abstract 
screening. Concurrently, articles that were categorised as journal articles were reviewed 
to ensure accuracy. These steps resulted in the identification and subsequent removal 
of 428 records from the corpus of literature, yielding 636 records that were progressed 
to title and abstract screening. In a manual review of titles and abstracts, whereby exclu-
sion criteria were used to identify articles, 469 records were identified. The final stage of 
screening coincided with our preliminary analysis. At this stage, inclusion criteria were 
used for the first time to ensure that the 167 full-text articles met all the identified criteria 
for inclusion (Table 2). A total of 75 were selected for inclusion in this study at this final 
phase of screening (Figure 2).

Data extraction

Following the work of educational scholars developing analytical citizenship frameworks 
(e.g. Estellés et al., 2023; Johnson & Morris, 2010, 2012), the model developed above was 
used as a ‘heuristic tool’ that provided a set of four framing questions to identify relevant 
information in the articles analysed; (1) How is DT portrayed in this article? (2) What is a 
‘good’ digital citizen according to this article? (3) What is seen as dangerous/risky? And 
(4) What is the solution proposed for the online safety problem? These questions were 
used to develop an annotated bibliography template that was used in the first instance 
to extract data from the individual sources. During this process, we also used Microsoft 
Excel® to represent the included studies descriptively (see Appendix 2). This process was 
undertaken with two research assistants. Throughout the process we held multiple meet-
ings whereby those studies difficult to analyse were read concurrently, and discussed until 
consensus was reached.

TA B L E  3   Search syntaxes, databases included, and records returned.

Search syntax Database Records returned

‘digital safety’ OR ‘online safety’ OR ‘cyber 
safety’ OR ‘digital risk’ OR ‘online risk’ OR 
‘cyber risk’ AND educ* OR teach* OR learn*

Scopus n = 822

ProQuest Education n = 98

ERIC n = 22

Google Scholar Returned 17,600 records
n = 300 included
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Data analysis

As explained above, the different approaches of OSE are delineated based on the dif-
ferent assumptions of digital citizenship and technology, problem or risk and associated 
solutions to online safety. In our analysis therefore, we explicitly looked at such assump-
tions. To identify these assumptions, we focused on ‘recurrent concepts, meanings and 
relationships formed through regularities both within and between descriptions’ (Fejes 
et al., 2018, p. 465). That is, attention was directed at recurring words, phrases deployed, 
language patterns and statements that reappeared within the analysed texts in relation to 
the elements included in the questions above. The findings of the analysis are organised 
around the overarching approaches of the model: safeguarding, equipping, empowering 
and resisting.

F I G U R E  2   Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) diagram of the 
screening process, showing how records were reviewed through the screening process.
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Research limitations and quality assurance

Like all systematic literature reviews, there are some limitations to this review that should 
be considered. First, this review is limited to English language research published in peer-
reviewed journals. Despite the intention of ensuring that only high-quality research is in-
cluded in the analysis, these decisions will limit the findings as quality work that has been 
completed in different languages and presented in different publication types (book chap-
ters, theses, conference papers, technical reports, etc.) is not considered for inclusion. This 
decision was based on the assumption that studies in peer-reviewed journal articles are 
viewed as being of the highest quality. Although this approach is common within system-
atic literature reviews (Wilson & Anagnostopoulos, 2021), it should be noted that the devel-
opment of the findings presented herein through the inclusion of sources from additional 
sources and language will only serve to further our understanding of OSE.

As the focus of this systematic review was on the OSE approaches underlying the OSE 
literature, sources included a wide variety of forms of scholarship. In other words, we did not 
impose any specific criteria related to study design or characteristics for quality assurance 
purposes. As a result of this decision, we included different types of journal articles (for 
example, empirical and conceptual studies), and ensure our focus on approaches of OSE 
remained the focus of the research.

FINDINGS

Among the articles included in this review, 12 studies investigated the perceptions or ex-
periences of students, (pre-service) teachers, parents, community stakeholders, etc. on 
OSE (e.g., Bacak et al., 2022); five explored children's strategies in the digital world (e.g., 
Hartikainen et  al.,  2019); seven evaluated the effectiveness of educational interventions 
(e.g., Schilder et al., 2016); four reviewed the effectiveness of specific educational resources 
(e.g., Edwards et al., 2020); two examined teachers' practices (e.g., Berger & Wolling, 2019); 
five specifically investigated children at risk (e.g., Hammond et al., 2023); four reviewed arti-
cles on existing research (e.g., Saglam et al., 2023); two developed conceptual frameworks 
for OSE (e.g., Polizzi & Harrison, 2022); one focused on developing a best practice frame-
work (Walsh et al., 2022); and, finally, one article investigated schools' policies regarding 
OSE (Siyam & Hussain, 2021).

This overview of articles reviewed is per se quite revealing, as it illustrates an overwhelm-
ing emphasis of educational scholarship on school-based issues, rather than on wider 
socio-political issues. It is important to note that no contextual analyses, such as histori-
cal inquiries, policy analyses, analyses of media representations, or investigations on the 
role of large IT companies, governments, philanthropies and/or private organisations were 
identified. Perhaps unsurprisingly, the majority of articles point to educators and/or school 
counsellors as the main solution to online safety, although some isolated articles also men-
tion the responsibility of non-profit companies (Saito et al., 2013) or the IT industry in their 
solution to online safety (Agha et al., 2023; Kritzinger, 2017a). Even when the role of key 
stakeholders was considered, parents and other professionals, such as clinicians (Moreno 
et al., 2013), rather than governments or IT companies were identified. By overstating the 
role of school staff in dealing with online safety problems, these articles, in turn, held teach-
ers responsible for their students' safety:

Given how central technology is in children's lives, it is essential to recognize 
and address the host of issues that come along with its usage. School counsel-
lors are in an ideal position to understand online aggression, harassment and 
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cyberbullying as students may approach them with these issues (Choudhury & 
Choudhury, 2023, p. 1095)

This finding is supported by the descriptive analysis of articles analysed using the four 
approaches to OSE (Figure 1), as articles primarily adopt either safeguarding and/or equip-
ping approaches. We have also identified a few articles sharing elements of equipping and 
empowering approaches, yet none of the articles reviewed adopted a resisting approach. 
Also, as Third et al. (2019) noted, there has been a move over time towards more equipping 
approaches and a consequent abandoning of safeguarding approaches.

Safeguarding

The articles included in this category held assumptions around the risks, narratives of tech-
nology, digital citizenship and educational solutions that mostly aligned with the safeguard-
ing approach. Yet, as we explain below, none of these articles can be considered as purely 
safeguarding, since the majority also include elements of the equipping approach.

What risks?

Most of the articles included in this category were very descriptive of the online risks that 
children can encounter, using detailed descriptions and/or categorisations. For example, 
Siyam and Hussain (2021) provide precise definitions of cyberbullying, cybercrime and cy-
bersecurity; Wood and Atkinson's (2015) juxtapose the OECD's typology of risk (2011) that 
distinguishes between internet technology risks, consumer-related risks and information pri-
vacy and security risks with Livingstone and Haddon's (2008) widely adopted classification, 
the 3 C's of online risks for children: content, contact and conduct.

The language of risk is also more exacerbated with ‘vulnerable’ populations. See, for ex-
ample, Caton and Landman's (2022) study on internet safety, online radicalisation and young 
people with learning disabilities, which include an elaborated section describing risks, such as 
‘cyberbullying, financial and sexual exploitation and unwanted messages’, ‘financial and sexual 
exploitation as well as grooming’, ‘types of cybercrime’, ‘grooming for terrorism’, etc., and a 
warning note on the special vulnerability of this group: ‘people with learning disabilities who lack 
understanding of risks engaged in more risk-taking behaviour’ (Caton & Landman, 2022, p. 89). 
Additionally, numerous articles held explicit rationales aligning with equipping approaches; how-
ever their portrayal of lack of adult surveillance/control as risky signalled the existence of safe-
guarding assumptions (Masters & Barr, 2009; Schilder et al., 2016). Masters and Barr's (2009) 
study on the effectiveness of SuperClubsPLUS (a social networking site for children) provides 
an illustrative example of this. As explained, this site is a safe environment because ‘teachers 
and mediators can see everything that their students write or create’ and ‘sophisticated content-
checking tools are used by the mediators to monitor all communications, protecting children 
from bullying or abuse’ (Masters & Barr, 2009, p. 297).

What narrative of digital technology?

While the explicit definitions of DT provided by these articles often combined ‘positive’ and 
‘negative’ elements derived from its use, their emphasis on the risks highlighted above sug-
gests a more technoskeptical view of technology. See, for example, the following rationale 
articulated by Kritzinger:
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ICT has enormous benefits provided that it is used correctly […] If technology is 
used incorrectly, it can lead several cyber-related risks and threats which include 
access to inappropriate material (pornography), personal information being com-
promised (identity theft), and emotion-related threats (cyber-bullying) (2017a, pp. 
16–17).

In addition, as can be seen in the sections below, these articles advocate for a restricted 
use of DT by children, which also signals their scepticism towards them. Either way, and as 
can be seen in the quote above, instrumentalist views of technology are prevalent within this 
approach.

What kind of digital citizens?

Most of the articles adopting safeguarding approaches do not provide explicit definitions 
of digital citizenship. It is however implied that children are ‘good digital citizens’ when they 
use DT cautiously, being able to recognise and keep themselves safe from content, contact 
and conduct risks (e.g., McDonald-Brown et al., 2016) and accept the control/monitoring 
of adults (e.g., Hanewald, 2008). In some articles, this combination of self-regulation skills 
and adult supervision is expressed in the listing of ‘cyber-safety rules’ that students need to 
agree on to become ‘good digital citizens’, which include ‘avoid[ing] opening emails, files or 
web pages from people I don't know or trust’, ‘always check[ing] with an adult before down-
loading’, ‘never respond[ing] to strangers online’, ‘tell[ing] an adult if something or someone 
online makes me feel uncomfortable, scared or confused’ or ‘block[ing] unwanted commu-
nication’ (Kritzinger, 2016, p. 12).

What educational solutions?

The educational solutions advocated in the articles included within this category combined 
elements of equipping (the so-called ‘prevention through education’) with safeguarding meas-
ures. See, for example, the following diagram (Figure 3) developed by Hanewald (2008) that 
summarises the main strategies advocated to deal with cyberbullying, which include, among 
others, the installation of filtering and blocking software, control software to restrict chil-
dren's access to internet content, and punitive action, ‘such as the loss of internet privileges 
for perpetrators, detention or even dismissals from school forever or repeat offenders are 
other measures’ (p. 13). While Hanewald (2008) is explicit in the advocacy of safeguarding 
measures, the majority of the articles included in this category combined elements of both 
equipping and safeguarding approaches and advocated for safeguarding strategies under 
euphemistic terms, such as ‘management strategies’ (Chiner et al., 2021) or ‘electronic pre-
cautions’ (McDonald-Brown et al., 2016).

The use of psychology-informed conceptual frameworks (see, for example, theories of 
adolescent development in McCarty et al. (2011) and ‘psy’ terminology (intervention, ther-
apy, preventive factors, etc.)) is often use in the advocacy of safeguarding strategies. As 
explained by Mishna et al. (2009), their literature review analysed prevention and interven-
tion programmes that included: ‘technological and software initiatives […] to block or filter 
access to inappropriate online content’; ‘Online and offline cyber abuse preventive interven-
tions for parents to protect children from cyber abuse’; and ‘Therapeutic interventions for 
children and youth who have experienced cyber abuse’ (Mishna et al., 2009, p. 14).
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Equipping

Several articles included in this category are based on a critique to safeguarding approaches 
as legitimate models of OSE. The rationale provided by the equipping approach was inspir-
ing for several articles. The most common argument to disregard safeguarding approaches 
referred to the ‘inefficiency’ of their strategies (Bacak et  al.,  2022; Boulton et  al.,  2016; 
Hope, 2010). An example of this argument can be seen below:

… attempts to attenuate risks by means of parental controls, filters and the like 
have been shown to be far from effective, and many young people have negative 
views of parental mediation and often try to avoid it (Boulton et al., 2016, p. 609)

What risks?

The articles included in this category – while recognising the risks central to the safeguard-
ing approach (i.e. 4 C's online risks) – paid more attention to concerns about the lack of 
knowledge/skills to deal with such dangers. As explained by Ey and Cupit:

Just under half of the children indicated they had not been taught internet safety. 
Internet risks for children can be reduced through education in their recognition 
of potential dangers, recall and management strategies, indicating a need for 
schools to incorporate internet safety into curricula (Ey & Cupit, 2011, p. 53)

As per the warning given in some articles (Cranmer, 2013; Hammond et al., 2023), the 
lack of these skills leads to the so-called ‘digital exclusion’, which is seen as a major risk. As 
explained by Cranmer (2013), ‘some of the young people clearly lacked the basic functional 
skills needed to use a computer with the internet, therefore placing themselves at risk of 
digital exclusion’ (p. 82). This exclusion is often related to the labour market, as reasoned 
by Buchanan et  al.  (2017): ‘University admissions and employers are increasingly using 
digital footprints as a means of verifying identity and perceived suitability of candidates for 
positions […] A lack of digital footprint can be as damaging as one badly managed’ (p. 276).

F I G U R E  3   Strategies for dealing with cyberbullying, adapted from Hanewald (2008).
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What narrative of digital technology?

Articles included in this category claim to hold more ‘balanced’ views of DT than their safe-
guarding counterparts, by considering the learning opportunities that it offers. A clear exam-
ple of this narrative is represented by Edwards et al. (2016):

Cyber-safety awareness is a topic of education that attracts attention as a criti-
cal contemporary learning need for all children (Giant 2013). The literature is di-
verse, and ranges from moral panic regarding children's exposure to unsavoury 
aspects of the internet, to more measured responses and arguments regarding 
the pros and cons of children's internet use (p. 326).

What kind of digital citizens?

Unlike the safeguarding literature, these articles provided explicit references to digital citi-
zenship. As explained by Nansen et al., ‘Digital citizenship situates online safety within a 
broader understanding of digital practice by promoting etiquette, literacy and security in an 
effort to empower children, young people and their families with capacities to participate 
safely online’ (2012, p. 239). For many, in alignment with Ribble's limited definition of digital 
citizenship (Örtegren, 2023), a good netizen behaves in an agentic, responsible and ethi-
cal manner (Hipsky & Younes, 2015). Others focus on a single dimension, emphasising, for 
example, the moral/ethical component of digital citizenship (Polizzi & Harrison, 2022; Pusey 
& Sadera, 2011). From more agentic perspectives, the concepts of digital resilience and 
digital identity are embraced (e.g., Buchanan et al., 2017; Choudhury & Choudhury, 2023). 
The assumption behind these perspectives is that the embracement of DT is inevitable and 
digital citizens therefore need to be prepared to navigate the risks and maximise their digital 
identities. Underneath these perspectives, there is also an understanding that citizens need 
to be prepared to be competitive in the digital world. As explained by Buchanan et al., ‘a 
positive digital footprint can be understood as ‘personal brand’ that allows others to see your 
interests, achievements and skills. With the increased reliance on technology, a digital foot-
print allows for a quick ‘google’ identity and competency verification’ (Buchanan et al., 2017, 
p. 285).

What educational solutions?

The educational solutions proposed by these articles lie in the effective development of 
knowledge and skills that children need to succeed in the digital world and avoid its risks. 
Accordingly, some articles focus on the perceived ‘best strategies’ to do so. Examples of 
these strategies include cooperative cross-age teaching interventions (Boulton et al., 2016), 
play-based learning (Edwards, Nolan, et al., 2018), educational materials about social media 
networking sites (Van der hoven et al., 2016), interactive learning environments (Nicolaidou 
& Venizelou, 2020), participatory design approaches with children (Buchanan et al., 2017; 
Edwards et al., 2020), involving industry partners (Edwards et al., 2020) and the use of mo-
bile apps such as MediaKids (Poblet et al., 2017). Other articles provide detailed explana-
tions of the skills on which teachers should focus on, such as digital resilience (Hammond 
et al., 2023), cyberethics (Pusey & Sadera, 2011), cyber wisdom (Polizzi & Harrison, 2022), 
cyber-flourishing (Harrison, 2022), self-regulation (Cummings & Cleghorn, 2022), and digital 
footprint curation (Buchanan et al., 2017).
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Empowering

There were only two articles identified as adopting an empowering approach (Black 
et al., 2022; Chatlani et al., 2023), and, as happened with the safeguarding approach, they 
were not considered as exclusively empowering, since they shared elements with equipping 
approach.4

What risks?

For Chatlani et al. (2023), what is perceived as risky is the exclusion of particular groups in 
society from technological design since it contributes to reproduce social inequalities. This 
risk can be seen in their advocacy of ‘justice-centred design’:

Justice-centered design (JCD), within the context of computing, seeks to 
combat deep societal inequities (e.g., oppression of minorities, labor exploita-
tion and imbalance power dynamics) that have historically been perpetuated 
through the design of technologies…. In this sense, JCD in the domain of 
adolescent online safety focuses on addressing the systemic injustices that 
result from deprioritizing the perspectives and needs of teens in online safety 
solutions (p. 2)

Similarly, Black et al. (2022) consider as dangerous the denial of full online access and 
participation for young people. In this approach, they find it problematic that digital technol-
ogies have become ‘unequal sites for [young people's] political socialisation and practice’ 
rather than ‘a liberating and participatory force” (p. 526).

What narrative of digital technology?

For these articles, DT is perceived as the result of power dynamics, yet it also offers a space 
in which traditionally marginalised groups ‘can have a voice about national or global issues’ 
(Black et al., 2022, p. 526) and contribute to their emancipation. Therefore, they hold techno-
optimistic (and instrumentalist) views of DT. As explained by Black et al. (2022), acts of digi-
tal citizenship ‘enable young people first to ‘critically analyse the social, political, economic 
and environmental consequences of technologies in everyday life’ and then to ‘collectively 
deliberate and take action to build alternative and emancipatory technologies and techno-
logical practices” (p. 526).

What kind of digital citizens?

While not explicitly addressing the question of what digital citizenship means, Chatlani 
et  al.  (2023) implicitly understand it from agentic perspectives, in which the good digital 
citizen is able to participate in the digital world without being subjugated to ‘authoritarian 
control’. From more elaborated definitions, Black et al. (2022) embrace ‘an understanding of 
digital citizenship that encapsulates “young people's rights, responsibilities, conditions and 
opportunities regarding political and civic participation, cultural identity, solidarity, recogni-
tion [and] belonging”’ (p. 526).
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What educational solutions?

Chatlani et  al.  (2023) advocate for the use of ‘a restorative justice approach, working to 
combat the historic inequalities that teens have faced in trying to manage their own online 
safety’ (p. 1), which consists of engaging youth in the design of online safety tools. Yet, no 
further detail is provided, which makes it difficult to gauge the criticality of such tools. Black 
et al. (2022) also support for a co-development of curricula for OSE with young people, yet 
they take a step further by highlighting the importance of drawing on young people's digital 
lived experiences to engage them ‘in a critical analysis of their feelings and experiences of 
membership and identity through the digital’ (p. 534).

DISCUSSION

The findings of this review highlight a dominance of approaches towards equipping and 
safeguarding approaches to OSE. While the equipping approach provides the most inspiring 
narrative for the literature analysed, the widespread combination of skill development tech-
niques with safeguarding measures suggests that the ‘control paradigm’ (Third et al., 2019) 
is still pervasive in OSE debates. Also, this study has found a predominant focus of the 
literature on pedagogical approaches and school-based issues related to OSE, rather than 
on policy and/or IT industry. As we explain below, these findings outline two significant and 
interrelated implications that warrant discussion; that is, the individualisation of social risk 
and acritical views of technology.

Individualisation of social risk

The dominance of equipping, and to a lesser extent, safeguarding approaches towards OSE 
identified in this study mirror a broader trend in education of embracing personally respon-
sible concepts of digital citizenship (Heath, 2018), which are highly depoliticised (Emejulu 
& McGregor, 2019). These views portray the digital citizen as an ethical user of technol-
ogy who uses technology as part of their participation in 21st century society (Boulton 
et al., 2016; Cranmer, 2013). Such views are largely influenced by narratives of ‘inevitability’ 
(Snyder,  2017) regarding the embracement of DT and the capitalist machinery that sus-
tains them. These views are not only problematic because they ignore the disproportional 
impact of online risks on particular social groups (e.g., Benjamin, 2020) and the collective 
struggles that take place online (Castells, 2011), but also because, for them, the individual 
becomes the only locus of potential change, leaving unquestioned the social, cultural, eco-
nomic and political structures in which digital citizens act and behave. When focusing on the 
individual, this literature attributes the responsibility of guaranteeing online safety, initially, 
to teachers and, eventually, to students as ‘grown’ digital citizens who know how to keep 
themselves safe. In other words, this literature portrays (good) digital citizens as responsible 
for their own life choices and risks in the online world. With this individualisation of social 
risk (Bauman,  2001), attention is focused away from the sources of risks, and from the 
responsibilities of governments and large IT corporations. Thus, this literature contributes 
to outsourcing responsibility from governments to protect the rights of citizens online (e.g., 
privacy rights, principle of non-discrimination) and from IT companies to make sure that the 
products they provide respect such rights. Despite recent media debates and judicial cases 
demanding further responsibility from IT companies (Root & Ashford, 2024), educational 
scholarship largely ignores their role in the provision of an online safe environment. Instead, 
this literature contributes to the (re)production of neo-liberal citizen subjectivities that have 
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well-internalised their responsibilities in the digital environment and do not question the 
socio-political, economic and cultural arrangements that maintain it.

In addition to a focus on the individual obfuscating of the role of governments and IT com-
panies, the ‘obsession’ of the literature with what happens or should happen in educational 
contexts prevents researchers from identifying broader developments and trends involved in 
the provision of OSE. We are referring, for example, to the increasing privatisation of OSE. 
There is an expansive array of non-profit and for-profit organisations supplying online safety 
services for ‘saturated’ schools and transmitting their own views of digital citizenship and 
technologies (Örtegren, 2023). This phenomenon, however, is largely going unnoticed. This 
oversight, we argue, is not disconnected from that view of digital citizenship ‘stripped of their 
politics and political implications’ (Emejulu & McGregor, 2019, p. 133). When the focus is on 
individual behaviour modification, the political struggle over what digital citizenship entails 
is simply overlooked.

The dominance of personally responsible digital citizenship concepts in the literature that 
contribute to the individualisation of social risk is also closely connected, as Heath (2018) 
has highlighted, to instrumentalist, acritical views of technology.

Acritical views of technology

Despite many of the articles reviewed highlighting that technology is not value-neutral, and 
an acknowledgement of both the positives and negatives of technology adoption or use, 
considerations rarely develop beyond this recognition. A tokenistic acknowledgement of 
technology as a double-edged sword, without an in-depth consideration of the implications 
of technology adoption or their political nature, reflects what could be considered an acriti-
cal view of technology (Feenberg, 1999, 2006). An example of such a view can be seen in 
Cummings and Cleghorn's (2022) introduction to the internet as a medium of transmission, 
in which the authors emphasise how the internet ‘makes no distinction between good and 
bad, and therefore adolescents are required to exercise judgment as they can be subjected 
to harmful influences and content that may be deemed socially unacceptable’ (p. 566). This 
view was commonly found in the literature reviewed, particularly after acknowledging that 
research has ‘highlighted both the positive and negative effects of digital use on adoles-
cents' development’ (Choudhury & Choudhury,  2023). While this approach may be pre-
sented as a realistic navigation of contemporary society, in that the ubiquity of DT results 
in the need to develop appropriate knowledge, skills and competencies, the unquestioned 
acceptance of DT in tandem with an instrumentalist concept of technology presents a naïve 
view of the relationship that technology has on society and individuals. This view of DT 
overlooks its role in the exercise of power, the spread of dominant worldviews, the reproduc-
tion of economic structures, and the reinforcement of social inequalities (Benjamin, 2020; 
Castells, 2011; Zuboff, 2020). In neglecting to interrogate the implicit values and material 
conditions embedded in digital technology design and development and the impacts of 
its use, the causes of the challenges posed by DT remained unquestioned. As noted by 
Emejulu and McGregor (2019), ‘constructing technology as innocent or neutral misunder-
stands the social relations of technology and its very real material consequences in our 
social world’ (p. 133). In this article, we encourage future OSE research to challenge acriti-
cal views of technology, whether this manifests as Krutka et al.'s (2020) technoskepticism 
or aligns with the field of technology criticism more generally (Carr, 2011; Feenberg, 2005; 
Han, 2017; Postman, 1992). We understand that socially and politically informed critiques 
of digital technology set the foundations for critical forms of digital citizenship education. 
Indeed, critical educational scholars in this field are increasingly advocating for teaching 
about, rather than with, DT to help students rethink their relationship with technology and 
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explore how DT is embedded in the processes of inequality reproduction (e.g., Emejulu & 
McGregor, 2019; Krutka et al., 2020, 2022). Some of these scholars are also using historical 
examples of collective movements against technologies as an inspiration to develop peda-
gogies of resistance (e.g., Logan, 2024). Arguably too, socially and politically informed views 
of technology allow for educational studies on how DT is affecting critical pedagogies (e.g., 
Shelton et al., 2022; Shelton & Archambault, 2022). We would like to encourage researchers 
to engage with and expand this critical work.

CONCLUSION

The framework developed in this article, which transposes views of digital citizenship with 
narratives of technology, provides an analytical tool to identify approaches towards OSE. In 
the literature reviewed, scholars mostly rely on safeguarding and equipping approaches to-
wards OSE. These approaches, however, overlook broader socio-political contexts in which 
calls for OSE take place (a neoliberal context of increasing individualisation of social risk) 
and the hidden dynamics that happen in the background (e.g., acceptance of lack of privacy 
rights, lack of accountability from IT corporations, surveillance capitalism, forms of inequal-
ity reproduced online). As this framework considers a broader and more politically situated 
range of online risks and educational solutions, our hope is that it will assist policymakers, 
researchers and educators to make critically informed decisions regarding OSE.
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Endnotes
	1	The recent proliferation of literature reviews related to this topic is an obvious sign of such interest. See, for ex-
ample, reviews on cybersecurity (Quayyum et al., 2021; Saglam et al., 2023), best practice framework (Walsh 
et  al.,  2022), cyberbullying (Brochado et  al.,  2017; Gaffney et  al.,  2019; Polanin et  al.,  2022), sexting (Krieg-
er, 2017), online child sexual abuse (Patterson et al., 2022), youth pornography use (Raine et al., 2020) and sexual 
solicitation (Wurtele & Kenny, 2016), among others.

	2	See, for example, this change in the policies of the European Union that converted the Safer Internet Programme 
into the Better Internet for Kids Programme (European Commission, 2022).

	3	Here we use the term ‘neoliberalism’ to describe both a theory of political-economic practices that posits human 
well-being can be best improved by promoting individual entrepreneurial freedoms and skills within a strong in-
stitutional framework characterised by secure private property rights and free markets (Harvey, 2005, p. 2) and 
‘a technology of governing “free subjects”’ (Ong, 2007, p. 4) that necessitates free and self-managing individuals 
across various aspects of daily life with expectations of self-responsibility.

	4	It is noteworthy that some articles held elements of empowering, yet they were not included in this category be-
cause of their clear connection with the preparation for the labour market, which does not align with the kind of 
risks and digital citizens underlying this model. This is the case, for example, of Buchanan et al. (2019) with their 
references to digital exclusion.
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APPENDIX 1

PRISMA checklist (Page et al., 2021)
Section and 
topic Item # Checklist item

Location where item 
is reported

TITLE
Title 1 Identify the report as a systematic review. Title

ABSTRACT
Abstract 2 See the PRISMA 2020 for Abstracts checklist. Abstract

INTRODUCTION
Rationale 3 Describe the rationale for the review in the context 

of existing knowledge.
Introduction

Objectives 4 Provide an explicit statement of the objective(s) or 
question(s) the review addresses.

Methodology
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Section and 
topic Item # Checklist item

Location where item 
is reported

METHODS
Eligibility criteria 5 Specify the inclusion and exclusion criteria for 

the review and how studies were grouped for the 
syntheses.

Table 2

Information 
sources

6 Specify all databases, registers, websites, 
organisations, reference lists and other sources 
searched or consulted to identify studies. Specify 
the date when each source was last searched or 
consulted.

Table 3

Search strategy 7 Present the full search strategies for all 
databases, registers and websites, including any 
filters and limits used.

Table 3

Selection process 8 Specify the methods used to decide whether 
a study met the inclusion criteria of the review, 
including how many reviewers screened each 
record and each report retrieved, whether they 
worked independently, and if applicable, details of 
automation tools used in the process.

Screening

Data collection 
process

9 Specify the methods used to collect data from 
reports, including how many reviewers collected 
data from each report, whether they worked 
independently, any processes for obtaining or 
confirming data from study investigators, and if 
applicable, details of automation tools used in the 
process.

Screening

Data items 10a List and define all outcomes for which data were 
sought. Specify whether all results that were 
compatible with each outcome domain in each 
study were sought (e.g. for all measures, time 
points, analyses), and if not, the methods used to 
decide which results to collect.

Data analysis

10b List and define all other variables for which data 
were sought (e.g. participant and intervention 
characteristics, funding sources). Describe any 
assumptions made about any missing or unclear 
information.

Data analysis

Study risk of bias 
assessment

11 Specify the methods used to assess risk of bias in 
the included studies, including details of the tool(s) 
used, how many reviewers assessed each study 
and whether they worked independently, and if 
applicable, details of automation tools used in the 
process.

Annotated bib 
(remove)
Descriptive shown in 
App 1.

Effect measures 12 Specify for each outcome the effect measure(s) 
(e.g. risk ratio, mean difference) used in the 
synthesis or presentation of results.

n/a

A P P E N D I X  1   (Continued)
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Section and 
topic Item # Checklist item

Location where item 
is reported

Synthesis 
methods

13a Describe the processes used to decide which 
studies were eligible for each synthesis (e.g. 
tabulating the study intervention characteristics 
and comparing against the planned groups for 
each synthesis (item #5)).

n/a

13b Describe any methods required to prepare the 
data for presentation or synthesis, such as 
handling of missing summary statistics, or data 
conversions.

n/a

13c Describe any methods used to tabulate or visually 
display results of individual studies and syntheses.

n/a

13d Describe any methods used to synthesise results 
and provide a rationale for the choice(s). If meta-
analysis was performed, describe the model(s), 
method(s) to identify the presence and extent of 
statistical heterogeneity, and software package(s) 
used.

n/a

13e Describe any methods used to explore possible 
causes of heterogeneity among study results (e.g. 
subgroup analysis, meta-regression).

n/a

13f Describe any sensitivity analyses conducted to 
assess robustness of the synthesised results.

n/a

Reporting bias 
assessment

14 Describe any methods used to assess risk of bias 
due to missing results in a synthesis (arising from 
reporting biases).

n/a

Certainty 
assessment

15 Describe any methods used to assess certainty 
(or confidence) in the body of evidence for an 
outcome.

n/a

RESULTS
Study selection 16a Describe the results of the search and selection 

process, from the number of records identified in 
the search to the number of studies included in the 
review, ideally using a flow diagram.

Figure 2

16b Cite studies that might appear to meet the 
inclusion criteria, but which were excluded, and 
explain why they were excluded.

n/a

Study 
characteristics

17 Cite each included study and present its 
characteristics.

Appendix 1

Risk of bias in 
studies

18 Present assessments of risk of bias for each 
included study.

Not completed

Results of 
individual studies

19 For all outcomes, present for each study: (a) 
summary statistics for each group (where 
appropriate) and (b) an effect estimate and its 
precision (e.g. confidence/credible interval), 
ideally using structured tables or plots.

Findings and 
Appendix 1

A P P E N D I X  1   (Continued)
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Section and 
topic Item # Checklist item

Location where item 
is reported

Results of 
syntheses

20a For each synthesis, briefly summarise the 
characteristics and risk of bias among contributing 
studies.

n/a

20b Present results of all statistical syntheses 
conducted. If meta-analysis was done, present 
for each the summary estimate and its precision 
(e.g. confidence/credible interval) and measures 
of statistical heterogeneity. If comparing groups, 
describe the direction of the effect.

n/a

20c Present results of all investigations of possible 
causes of heterogeneity among study results.

n/a

20d Present results of all sensitivity analyses 
conducted to assess the robustness of the 
synthesised results.

n/a

Reporting biases 21 Present assessments of risk of bias due to missing 
results (arising from reporting biases) for each 
synthesis assessed.

n/a

Certainty of 
evidence

22 Present assessments of certainty (or confidence) 
in the body of evidence for each outcome 
assessed.

n/a

DISCUSSION
Discussion 23a Provide a general interpretation of the results in 

the context of other evidence.
Findings

23b Discuss any limitations of the evidence included in 
the review.

Limitations

23c Discuss any limitations of the review processes 
used.

Limitations

23d Discuss implications of the results for practice, 
policy and future research.

Discussion and 
conclusion

OTHER INFORMATION
Registration and 
protocol

24a Provide registration information for the review, 
including register name and registration number, 
or state that the review was not registered.

Not pre-registered

24b Indicate where the review protocol can be 
accessed, or state that a protocol was not 
prepared.

n/a

24c Describe and explain any amendments to 
information provided at registration or in the 
protocol.

n/a

Support 25 Describe sources of financial or non-financial 
support for the review, and the role of the funders 
or sponsors in the review.

Declaration of interest 
statement

Competing 
interests

26 Declare any competing interests of review 
authors.

Declaration of interest 
statement

Availability of 
data, code and 
other materials

27 Report which of the following are publicly available 
and where they can be found: template data 
collection forms; data extracted from included 
studies; data used for all analyses; analytic code; 
any other materials used in the review.

Appendix 1 and data 
availability statement

Note: Page et al. (2021).
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