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Abstract

Although there is increasing academic research on cybersecurity, very few scholars have
investigated the cybersecurity approaches of small states, particularly those in the Asia-
Pacific region. This thesis attempts to contribute to the ongoing discussion by analysing how
New Zealand and Singapore, as two important small states in the Asia-Pacific, are seeking
shelter from cyber insecurity. Drawing upon small state and shelter theory literature, the
thesis begins by outlining the key concepts and arguments that guide small state behaviour in
the international security environment. These theoretical and conceptual understandings are
applied to New Zealand and Singapore’s cybersecurity approaches. It is argued that the small
states face significant resource challenges necessary to address cyber issues. Given the
transboundary nature of the cyber phenomenon, it becomes apparent that domestically
focused foreign policy is insufficient to attain cybersecurity. The thesis then explores the role
of international and regional arrangements of strategic importance to New Zealand and
Singapore to facilitate cyber cooperation. The thesis finds that larger powers, regional and
international arrangements, and the use of internationally recognised rules and norms provide
New Zealand and Singapore shelter from cyber insecurity. Ultimately, the nature and degree
of shelter acquired is informed by New Zealand and Singapore’s existing capabilities and

capacity to respond to cyber threats.
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Introduction

The emergence of the cyber revolution has altered the global security environment and in
doing so, has introduced new complexities to how state governments ensure their national
security. In the contemporary security environment, digital infrastructure is increasingly the
backbone for the proper functioning of the modern state across an array of governmental,
economic, commercial, and social sectors. Disruption to these services in the form of direct
cyber-attacks, espionage or subversion has the potential to have widespread detrimental
effects. While information technology has introduced new opportunities for economic
prosperity, development, and innovation, the global trend of increased dependency on
cyberspace is not without significant vulnerabilities and threats. Additionally, the cyber
phenomenon is transboundary, meaning cyber activity does not respect traditional sovereign

boundaries.

Owing to the growing sophistication of malicious cyber activity by state and non-state actors,
escalating great power competition and obstacles to global governance on cyber security
issues, the stability of the cyber domain is becoming increasingly subverted. Cyberspace has
become an important platform for geopolitical competition, where the most powerful states,
with the most advanced capabilities and expertise, seek to exert international influence.
Given there is no overarching international governance framework to regulate state behaviour
in cyberspace, the exploitation of cyber tools for political or economic advancement is now a
constant. For this reason, small states face some of the greatest challenges in ensuring
cybersecurity as they struggle to respond economically, politically and socially to the
challenges posed by larger powers and the trend towards a more competitive interstate
environment. Although scholars have been investigating these broad cyber challenges to state
security in the past decade, the majority of academic literature focuses on the capabilities of
medium and larger powers, as well as the geopolitical competition for cyber dominance (Van
der Meet, 2016). Those that have explored small state engagement in cyberspace have failed
to consider the role of Asia-Pacific countries. Additionally, there is an evident lack of
comparative perspectives on how small states differ in their approaches to cyber security
issues, particularly between democratic and non-democratic small states. This research gap is
significant and requires attention for several reasons. Firstly, the Asia Pacific region is at the
forefront of cyber insecurity and contains a number of small nations. The region has the

largest number of internet users globally and is home to 40% of global data centres (Iyer &



Misha, 2021). In this context, it is important to expand the knowledge on how smaller
countries are responding to the cyber challenge, given the political, economic and social
dependence in the domain. Secondly, it is useful to compare the approaches of different small
states to establish whether the areas of similarities or differences. There is an opportunity for
lessons to be learned from the best practices of one for others. As such, this paper seeks to
comprehensively examine the domestic and international cybersecurity strategies adopted by
New Zealand and Singapore, as two significant small states in the Asia-Pacific, to identify
how, and to what degree, either state seeks shelter (a major theoretical concept in the small
states literature that is examined in chapter one and utilized throughout the remainder of this
thesis) from cyber insecurity through alliances with larger powers, international and regional
institutions, and/or through adherence to and championing internationally recognised norms
and rules (Thorhallsson & Steinsson, 2018). It also considers how New Zealand and
Singapore, as liberal and illiberal democracies respectively, differ in their need for shelter

from cyber insecurity.

Chapter one forms outlines the theoretical framework of this thesis by utilising small state
and shelter theory to establish specifications for New Zealand and Singapore's foreign policy
approaches to attaining cybersecurity. Understanding small state behaviour will demonstrate
how having fewer resources, expertise and technological knowledge limits the diplomatic
clout smaller nations have to respond to security threats. Despite this, small states do not lack
agency and can leverage concepts (and the unique attributes) of smallness to influence global
affairs. This analysis will adopt shelter theory to argue that given their intrinsic
vulnerabilities, acquiring shelter is by default a significant component of New Zealand and
Singapore's foreign policy approaches to safeguard themselves cyber insecurity. Building
upon this theoretical and contextual foundation, Chapter two expands this analysis by
identifying the perceptions and motivations that guide New Zealand and Singapore
cybersecurity policymaking. This is achieved through an analysis of cyber threats at the
international level that have implications for their national security, identifying the unique
technical and political challenges that small states face in obtaining cybersecurity. It then
examines the cyber landscape in New Zealand and Singapore, respectively, to determine the
challenges both countries face to attain security from cyber issues and how these align with
the common challenges of small states. Chapter three broadens the analytical scope by
examining the ways in which New Zealand and Singapore are responding at the domestic

level to cyber threats. While there are various categorical issue areas to respond to



cybersecurity, this analysis focuses on investigating how these two countries are addressing
the challenges of safeguarding critical information infrastructure and investments in
developing a prosperous cybersecurity workforce. This analysis seeks to highlight the
disparities between the two countries' approaches despite their seemingly similar attributes.
Moreover, these differences inform the degree to which New Zealand and Singapore seek
external shelter from cyber insecurity and it should be noted that seeking and attaining
shelter, in some instances, requires states to cede an amount of sovereignty and to participate
in activities that support the security interests of other states or organisation — it is not entirely

cost free and requires states to balance pros and cons.

As the bedrock of New Zealand and Singapore's foreign policies, chapter four explores the
role of the United Nations (UN) in facilitating cyber cooperation at the international level by
examining the progress made by the UN Group of Government Experts (GGE) and Open-
ended Working Group (OEWG). This chapter argues that New Zealand and Singapore's
extensive involvement as small states in these UN forums has allowed a significant amount
of sheltering through representation in the formation (albeit nascent) of globally recognised
rules and norms in cyberspace; ensuring their interests (and that of a rules-based international
community) are represented and manifested in these groups could go a long way to
improving the cyber security of New Zealand and Singapore. The discussions then considers
regional partnerships of strategic importance to New Zealand and Singapore; in doing so, it
highlights the key ways in which they are acquiring sheltering from cyber insecurity. Chapter
five investigates how New Zealand's membership in the Five Eyes (FVEY) network is a core
historical and contemporary component of the country's strategic approach to providing the
necessary security and intelligence to serve its national interests. Without access to the
highest-quality intelligence and research capabilities afforded by its larger counterparts in the
network, New Zealand could not hope to achieve its current level of security. Furthermore,
this analysis considers how New Zealand attempts to balance relations with its traditional
FVEY partners and the economic powerhouse, China, which is now its largest trading
partner, in a way that does not damage relations with FVEY's nations or Beijing (a balance
that is increasingly complicated given the trajectory towards intensified competition between
China and some of the FVEY nations). As a regional leader in cybersecurity, Chapter six
explores Singapore's positioning in the Association of Southeast Asian Nations (ASEAN) to
facilitate regional cyber cooperation. It looks at the interdependent nature of Singapore's

national aspirations to develop into a Smart Nation and the complexities of the regional



environment. In doing so, this discussion explores the extensive ways Singapore contributes
to securitising the ASEAN cyber landscape. The concluding remarks of the thesis reiterate
the core arguments presented in previous chapters, and considers areas that merit further
investigation related to cybersecurity approaches adopted by New Zealand and Singapore as

small states.



Chapter One: Theoretical Framework

Introduction

This chapter establishes the theoretical framework of this paper through an amalgamation of
small state and shelter theory. It begins with providing an overview of the traditional view of
small states that highlights the ways in which intrinsic characteristics limit the scope of
capabilities small states possess to respond to security issues comparable to its larger
counterparts. The next section turns its attention to the contemporary understandings of small
states that argue new concepts of image, perception and diplomacy have re-shaped their
positioning in the international security environment. Lastly, shelter theory is examined to

demonstrate small states can safeguard from their intrinsic vulnerabilities.

The Traditional View of Small States

Throughout the literature on small state theory, it is apparent that there is no academic
consensus on what defines the 'small state'. Instead, the small state has been recognised
through a 'loosely defined concept' (Maass, 2017) comprising psychological and material
dimensions. While the necessary features of a state to be considered 'small’ vary across the
existing studies, some key recurring specifications offer a suitable basis for the analysis of

New Zealand and Singapore cybersecurity approaches.

Firstly, there is consistent utilisation of terminology referring to the small state's 'lack of
capabilities' and subsequent 'vulnerability'. In early studies of the small state, the
measurement of a small state's relative and absolute power focused on material concepts such
as population, economy (GDP) and/or territorial size (Archer et al, 2014). Scholars have
suggested that small states often have a population size of up to 10 to 15 million (Vital, 1971;
Armstrong & Read, 2000). Researchers argue that New Zealand and Singapore fit this
traditional model. With a population of 5 million people and 0.16% share of global GDP,
New Zealand encompasses a territorial size of 718,218 km? that is borderless to any other
nation, ranging 15,000km of varied coastline (National Geographic, n.d; Stats NZ, 2021;
Stats NZ, 2022). Although the country is rich in natural resources, it is in a remote corner of

the world, remarkably distanced from neighbouring economies. Singapore - located at the
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juncture of the Strait of Malacca - has a similar population size of 5.6 million people, a
0.42% share of global GDP and small territorial size of 724.2 km? with access to virtually no
natural resources (Department of Statistics Singapore, 2022; The World Bank, 2020; World
Data, 2022).

There are unique challenges that arise from having a small population size that states must
compensate for. Those with smaller population sizes have fewer personnel capable of
working in administrative positions and they, therefore, often have smaller bureaucracies.
Limitations on the capacity of states' diplomatic resources mean that governments and
foreign ministries often lack expertise and specialisations across the full range of foreign
policy issues that concern them, and this can restrict their capacity to make informed
decisions (Thorhallsson & Steinsson, 2018). This can disadvantage their ability to project
influence, as their foreign services are generally not as knowledgeable, qualified, and
resourceful as those of larger powers (Vajvainan, 1971; Wivel, 2000). While there are small
states who possess great economic strength, typically, the size of small states disadvantages
them in terms of productivity, investments, resources, sectoral diversity, export dependency
and risks of international economic fluctuations. For example, New Zealand and Singapore
are largely trade-dependent due to the limitations of their domestic markets. The prosperity of
its economies is highly dependent on a free and open trade environment that is characterised
by low trade barriers and open access to capital, labour, and common currencies (Archer &

Nugent, 2006; Katzenstein, 2019).

The limited resources of most small states — including relatively small amounts of finances
and capital, human resources, advanced technologies, and equipment — restrict their capacity
to mitigate threats and respond to security issues comparable to their larger counterparts
(Wivel, 2000). Given these vulnerabilities, small states lack the capacity to exert power
and/or withstand the application of power against them by larger states. This leads to
adopting an 'alliance' security framework where small states seek to build alliances with more
powerful states to compensate for these intrinsic vulnerabilities (Maas, 2017). These can take
the form of temporary alliances that are focused on a specific threat - such as the Global War
on Terror operations - or long-term, formalised and institutionalised security partnerships,
such as the North Atlantic Treaty Organisation (NATO). Due to small states' vulnerabilities
in the international system, issues such as entrapment and concerns for abandonment can lead

to intra-alliance problems. Small states may be compelled to adopt policies and approaches
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on international issues in order not to displease larger trading partners and compensate for
their diplomatic shortcomings (Gaertner, 2001). This draws upon the psychological
dimension of small state theory, which relates to the supposedly more pragmatic views and
behaviour small state leaders are compelled to adopt. In short, since smaller states recognise
that they lack resources and are more vulnerable than larger ones, this forces them to be more
pragmatic in their foreign policy (Keohane, 1969; Rothstein, 1968). Under this framework,

small state foreign policies are entangled with those of greater powers.

By their very nature, small states share specific concerns and common interests. For this
reason, they perceive that through international institutions, there is an opportunity for them
to collectively advocate for norms and rules within the global system that support their
security and to shape and develop an "international political culture" (Keohane, 1969).
Although realist scholars claim that international institutions tend to be dominated by larger
powers seeking to advance their own interests, there have been several cases where small
states have achieved significant institutional influence, such as the United Nations Security
Council (UNSC) agenda. During Estonia's rotating Presidency of the UNSC, a key initiative
for its diplomats was to raise awareness of cyber threats against international peace and
security. In doing so, Estonia successfully organised the first UNSC formal meeting on
cybersecurity held in June 2021, known as the UNSC Debate on Cybersecurity: Maintaining
international peace and security (Bloomberg, n.d). The strong initiative, guided by Estonia's
leadership, represents a good example of how a small state can make an influential impact in
foreign affairs. However, as Baldur Thorhallsson (2012, p.157) explained, "a state's perceived
neutrality is not automatically transformed into an asset for international influence. In order
to become an asset, it must be combined with image-building and factors such as experience
and skills, which take time, leadership and initiative to develop". This connects to the

contemporary understandings of small states, which the following section outlines.

Contemporary understandings of small states

In the contemporary small state studies (considered to be those that followed the end of the
Cold War), new concepts were introduced — including the role of perception and image,
administrative competence, favourable diplomatic multilateral arrangements - which have
been incorporated in the understanding of small state behaviour (Thorshallsson, 2012). To

compensate for their scarcer diplomatic resources, small states often must take a strategic
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approach to prioritise policy initiatives that support their national goals. Small states can
assert influence in pivotal moments and areas that affect aspects of the global order by
upskilling their administrative competence and utilising strategic diplomatic skills in specific
policy areas. In doing so, they can distinguish themselves as a favourable partner to larger
counterparts and gain greater opportunities to make global contributions (Thorshallsson,
2012). For example, New Zealand has demonstrated compelling leadership in several aspects
of international governance for its specialised strengths in Pacific affairs, disarmament, non-
nuclear proliferation, climate change, environmental policies and indigenous rights (Burton,

2019).

Although small states are commonly observed as intrinsically weak, through multilateral and
bilateral networks, the notion of 'smallness' may offer some advantages for these states. Alan
Chong (2010) argues that "smallness, being geographically limited, can be psychologically
tactical in disarming major powers' suspicions of the small state's motives. On the other hand,
as some have argued, the small state's foreign policy apparatus may possess among its human
resources intellectual and propagandistic skills that are disproportionate to its physical size.
These resources function as compensatory symbolic power". Moreover, as these states
usually cannot rely on the exercise of decisive power, they often emphasise the importance of
strong diplomatic relations, favourable global reputations, and multilateral cooperation.
These qualitative and subjective features, if harnessed, allow small states to amass and use
soft power in the international system to overcome issues that they cannot resolve on their
own (Nye, 1990). This relates to the fact that, in global affairs, the way in which states
perceive one another is significant; through diplomacy, there is an opportunity for states to

shape their image and reputation in the international system.

New Zealand's global reputation links to the fact that it is one of the least corrupt countries in
the world, with substantial social capital, a world-class education system, and a committed
social welfare system that underpins social stability and cohesion (Brady, 2019). Despite its
territorial location in a remote corner of the world, New Zealand - as a liberal democratic,
multicultural, post-colonial state - has a significantly high level of international participation
and interest (Brady, 2019). Similarly, Singapore, as an illiberal democratic country, benefits
from a positive image disproportionate to its physical size. The nation is considered a leading
nation in economic globalisation and consistently ranks among the world's top five most

competitive states (Statista, 2021). This reflects its government's strategic decisions to extend
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its international value through soft power measures in regional and global partnerships
(Chong, 2010). Both New Zealand and Singapore rank highly on soft power metrics. The
USC Center of Public Diplomacy's 'Soft Power 30' listed New Zealand as 17th while
Singapore ranked 21st in 2019 (Portland, 2019).

Having discussed the intrinsic structural weaknesses of the small state, this chapter now

outlines how shelter is acquired to overcome these vulnerabilities.

Shelter Theory

Shelter theory is a theory of small state behaviour. Due to the intrinsic vulnerabilities small
states face and their vastly different needs, shelter theory seeks to explain how small states
operate according to different logistics than larger states. To compensate for their
vulnerabilities, small states seek what is referred to as 'shelter' from larger powers,
international institutions, or the use of internationally recognised norms and rules. The
prosperity and survival of the small state depend on the nature and amount of shelter they can
attain. Shelter theory focuses on three interrelated common challenges to small states: "the
reduction of risk before a possible crisis event; assistance in absorbing shocks when risk goes
bad, and help in recovering after such an event" (Thorhallsson & Steinsson, 2018). Small
states seek shelter to address each vulnerability through political, economic, and societal

means.

Political shelter

Given that small states have less political clout than larger states as previously discussed,
regional and international institutions are a means to overcome diplomatic vulnerabilities.
The asymmetry in political and economic power that states face in negotiations can be
reduced by shifting negotiations from the anarchical nature of the international system to
institutions governed by global rules and norms. By giving them formal votes and requiring
their participation in final negotiations to validate outcomes, organisations formalise the say
and opinions of their smallest members (Thorhallsson & Steinsson, 2018). For example, the
UN is considered the centrepiece of global equalising; by indoctrinating sovereign equality
through one state, one vote, where small states theoretically have the opportunity to
contribute and participate in international affairs with a disproportionate influence to its size,

and economic capabilities. Half of UN members are small states. (Brady, 2019; Panke, 2012).
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Robert Keohane and Lisa Martin (1995) argue that international organisations provide access
to information (research and analysis), reduced transaction costs, improve commitments'
credibility, and form focal points for coordination and cooperation that would otherwise be
unattainable for small states. These can help small states to improve the quality of public
goods available to their people and modernise their bureaucracies. Moreover, international
organisations allow small states unique opportunities to build relations with a range of
additional states than possible through bilateral relationships, to obtain recognition of their
independence, and forge a better status in the international community. All of this is
necessary for small states to receive shelter from states with larger diplomatic clout

(Thorhallsson & Steinsson, 2018).

Economic shelter

As Thorhallsson & Steinsson (2018) explain, "economic shelter can take the form of
favourable market access, direct economic assistance, beneficial loans, assistance with fiscal
management, and currency unions etc". Through a unilateral reduction in trade barriers, small
states can reduce some of their vulnerability - but this is dependent on stable access to large
markets and positive relationships with larger states to maintain that access. While the
liberalisation of free markets is beneficial for all states, small states arguably gain the most,
given they cannot rely on the large domestic markets afforded to large states. As heavily-
trade dependent, small states need access to external markets, which is only achievable by
establishing trade relationships with other countries. Access to open and stable foreign
markets is a relatively new development but has eased through government initiatives to form
bilateral and multilateral trade agreements (Thorhallsson & Steinsson, 2018). The General
Agreement on Tariffs and Trade and the World Trade Organisation have played critical roles
in the global liberalisation of the trade environment. Technological advancements in
communications and transportation have also helped small states access more markets by
reducing small state vulnerability, such as the cost of distance to trade (Eaton & Kortum,

2002).

International economic stability is crucial. Since small states are largely trade-dependent and
have low sectoral diversity, they are at greater risk of economic crises from international
fluctuations. The loss of a market or unfavourable price changes can be detrimental for small
states, at least in the short term, until new trade relations are established. Large states do not

carry this burden. If the global economy has a crisis, larger states still have regional and
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sectoral diversity to compensate for these losses and better means to economically recover
relatively on their own. When there is a crisis in the central sector of the small state economy,
the economic consequences are felt on a national scale. In these instances, small states may
need to seek external assistance. Small states that do not have these external insurances are at
risk of more drastic economic busts (Alesina & Spolaore, 2003, p.4). Whether in the form of
loans or direct aid, foreign assistance depends on small states successfully establishing
relations with large states and international institutions. The nature of these relationships
determines the timeliness and conditions for favourable assistance (Thorhallsson &

Steinsson, 2018).

Societal shelter

While small state theory has primarily neglected social and cultural aspects, shelter theory
suggests that society can evolve through interaction with other ideologies, cultures, and ideas.
Removing barriers between the small state and the rest of the world facilitates access to new
technology, innovations, culture, and ideology. This allows old, inferior structures to be
improved or replaced. (Rokkan and Urwin, 1983, p.4). Innovation is facilitated through
connections to external knowledge and expertise. Although the world is becoming
increasingly interconnected, small states face ideational limits. Small states depend on the
free flow of ideas with the outside world to prosper. As explained by Thorhallsson &
Steinsson (2018), "small communities cannot generate the same flourishing bank of
innovative ideas as compared with bigger societies and, thus, need both societal (cultural)

access and cover provided by larger communities".

Conclusion

While the literature on small state behaviour has evolved since World War 11, both traditional
and contemporary understandings provide helpful insight into New Zealand and Singapore's
cybersecurity approaches. In short, small states have limited diplomatic clout, fewer human
resources and economic capacity to mitigate and respond to security issue threats comparable
to more powerful, larger nations. These restricted material concepts are explored in later
chapters to demonstrate how small states continue to fall behind in acquiring the necessary
clout to mitigate and defend themselves from cyber insecurity. Contemporary specifications
of imaging, perception and diplomacy are utilised in the context of small state success in

acquiring favourable partnerships with more powerful states to safeguard from cyber threats.
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Furthermore, shelter theory argues that the recognition of their intrinsic vulnerabilities shapes
small state behaviour in the international security environment. By acquiring shelter from
larger powers, regional and international institutions, or the use of global rules and norms,
small states can compensate for these structural weaknesses. Small state survival is dependent

on the nature and amount of political, economic and social shelter they can acquire.

The importance of the above is to establish the theoretical framing for further analysis of
New Zealand and Singapore policy approaches to cybersecurity in proceeding discussions.
The next chapter turns the attention of this analysis to the extent of the cyber phenomenon on
national security and the challenges small states face in acquiring cyber security comparable

to larger states.
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Chapter Two: Threats of the cyber phenomenon to small states

Introduction

Since the turn of the century, the growing omnipresence of information technology has
become integral to conventional security, nontraditional warfare and societal security.
Growing sophistication of cyber-attacks, escalating great power competition, and diverse
perspectives on global cyber governance have increasingly undermined the stability of
cyberspace. This chapter seeks to provide the reader with a comprehensive understanding of
how the small state's political, economic, and social stability is being threatened by the
emergence of new complex cybersecurity issues. This is achieved by first examining the
power of cyber threats to undermine national security, highlighting the potential for cyber
mechanisms to be leveraged as an influential political tool in global affairs. The second
section considers small states' technical and political challenges to achieve security in the
cyber domain compared to larger counterparts. Lastly, this chapter examines the impact of
cyber vulnerabilities in New Zealand and Singapore, respectively. The overarching argument
of this chapter is that small states are increasingly vulnerable to cyber threats due to the
unique challenges they face in acquiring security. Furthermore, these weaknesses are

apparent in New Zealand and Singapore.

Cybersecurity threats to national security

Central to the world's rising digital economy, the Indo-Pacific region is at the forefront of
such cyber insecurity where New Zealand and Singapore reside. According to the IBM's
annual X-Force Threat Intelligence Index, the Asia Pacific was the most targeted geography
in 2021 with a 26% share of global cyber-attacks against the region. For the first time since
the IBM report began reporting geographic trends, the Asia Pacific surpassed Europe and
North America (IBM Security, 2022). Since the onset of the Fourth Industrial Revolution, the
region has prospered from economic opportunities; however, its increasing dependency on
Information and Communication Technology (ICT) has exposed it extensively to enhanced

threats and vulnerabilities (Segal et al, 2020).

Many modern countries are now highly cyber dependent, with increasing reliance on digital

services and platforms by civil society, business sector and government. Disruption of these
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services can give rise to widespread diplomatic, economic, and societal damages. Diversity of
attackers further complicates cyber affairs and potential effects, state actors and non-state
actors such as terrorists or criminals alike can leverage cyber tools to advance their political
or profit-driven goals further. There is a wide range of cyber threats, including war, terrorism,
espionage, sabotage, disruption, and crime (Lan, 2020). Considering the cyber domain is
imperative to understanding how states formulate their national interests in the contemporary
security environment. Governments are faced with the need to maximise cyber opportunities
— surveillance intelligence-gathering tools, enhancing information infrastructure, societal
connectivity — while mitigating complex threats. As the possibilities for information

technology innovation grow, consequently, so does the prospect of competition and conflict.

In 2009, former United States (US) President Barak Obama said, "it's the great irony of our
Information Age — the very technologies that empower us to create and to build also
empower those who would disrupt and destroy" (Barak, 2009). Due to the cyber
phenomenon's dynamic and expeditious nature, policymakers are often playing catch up in
effectively responding to the risks and threats. Since the US Department of Defense officially
incorporated cyberspace as the fifth domain of warfare (alongside sea, land, air, and space) in
2011, there have been growing concerns that the cyber domain is becoming militarised
(Wagenseil, 2011). Additionally, increasing state investment in offensive cyber capabilities
has led to a new cyber arms race. Adversaries utilising cyberspace for their geostrategic
purposes lie at the heart of governmental concerns as the amount of malicious cyber activity

by or supported by nation-states continues to rise (Manantan, 2021).

Widespread adoption of information technologies underpins the effective functioning of the
modern state. In this, critical infrastructure is profoundly interconnected and interdependent
with ICTs. The cyber threat, which includes the possibility of degrading state functions and
subversion to these systems, is of significant concern to those authorised to establish,
maintain, and secure them. In Singapore's 2021 Cybersecurity Strategy, it is stated that
"growing cyber-physical risks as cyber disruptions can spill over to the physical domain;
ubiquitous digital connectivity that expanded the attack surface; and increasing geopolitical
tensions in cyberspace" (CSA, 2021a, p.7). Cyber threats can virtually instantaneously
transcend traditional state boundaries, unlike conventional domains (the sea, land, and air);
no geographical limit may constrain their effects. Since malware travels through a virtual

medium, it can easily cross numerous jurisdictions and grants an exorbitant degree of
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anonymity to attackers (Kello, 2013). In the absence of overarching governance or legal
framework to regulate state activity in cyberspace, there remains a lack of knowledge, and
threat intelligence sharing that limits transparency among states. The swift sharing of cyber
threat information and data is essential to effective deterrence and policy responses to cyber
incidents (Kearney, 2018). Sophisticated cyber intrusions and attacks against core
infrastructure - to infiltrate critical elements of a state's society and ability to govern - can
inflict significant costs and damage a state's national security and economic prosperity
(Stevens, 2012). Cybersecurity Venture predicts global cybercrime damages will hit $6
trillion annually by 2021, and global ransomware damage costs will reach $20 billion in 2021

- up from $11.5 billion in 2019 and $5 billion in 2017 (Morgan, 2019).

While the financial costs of cyberattacks are often high, indirect costs - loss of life, loss of
public trust and confidence - can be significantly higher. Preserving the public's confidence is
critical to the legitimacy of a government, particularly during the management of the current
COVID-19 pandemic and the rebuilding that follows (Koh, 2020). Political subversion of
political processes to exert influence is a growing concern, that goes beyond the attacks we
see against critical infrastructure. As cyberspace grants a high degree of anonymity and direct
access to targets, cyber tools and technologies facilitate more successful and persuasive
political warfare campaigns. These campaigns represent a significant existential threat that
undermines the independence, beliefs and values of a respected state (Paterson & Hanley,

2020).

Given that democratic processes function on a certain level of transparency, subversion is
particularly damaging to the political legitimacy of democratic nations. Even more
concerning is that some successful campaigns are never discovered or exert influence for an
extended period before being uncovered (Omand, 2018). While cyber-attacks and espionage
can cause significant technological, informational and financial loss, it does not have the

potential to hinder political legitimacy in the way political subversion does.

Small state cyber security: technical and political challenges

Unique challenges face small state policymakers at the technical level of cybersecurity.
During the 2017-2019 period, the 13 countries with the highest percentage of Internet users

per capita were micro or small states: Bahrain, Qatar, Liechtenstein, Kuwait, United Arab

20



Emirates, Iceland, Bermuda, Denmark, Norway, Faroe Islands, Aruba, Luxembourg, and
Monaco (The World Bank, 2019). Having heavy reliance on ICTs that underpin the
operational functions of core infrastructure arguably intensifies risks. A report by McAffee
(2012) suggests that "the less sophisticated and widespread a country's connection to the
internet, the lesser the cyber-threat. The more services are online, the higher the risk of cyber-
attack". Small states with high rates of internet penetration are particularly vulnerable to
threats. According to NordVPN's latest Cyber Risk Index (2020, p. 3), the majority of states
with the greatest vulnerability to cybercrime are small states; New Zealand and Singapore
ranked in the top 10 countries most at risk. Additionally, larger powers have numerous
internet exchange points and/or very large IXPs, whereas typically, smaller states have only
one exchange or no IXP at all. As such, the domestic connectivity of small states is greatly

dependent on international data circuits (Stapleton-Gray & Woodcock, 2011).

On the other hand, it is argued that asymmetry affords small states with particular advantages
in cyberspace to counter the military advantage of more powerful states. Asymmetric
advantage is based on Joseph Nye's (2011, p. 20) assumption that "the barriers to entry in the
cyber domain are so low that non-state actors and small states can play significant roles at
low levels of cost". Nye maintains that the necessary operational and technical expertise to
carry out cyber-attacks are easily accessible by utilising hacking communities, cybercriminal
markets, and commercial satellite imagery (Domingo, 2016). However, an analysis of global
cyber activity suggests that this assumption is relatively inaccurate in practice, as advanced
cyber capabilities so far have enhanced the power of larger states against small states. Most
malicious cyber-attacks have originated from larger, more powerful adversaries. According
to Robinson's research, China is responsible for 28.6% of the world's total cyber-attack,
followed by Russia (27.2%), North Korea (11.6%), Iran (11.2%), and the US (4.3%)
(Robinson, 2021). Some cyber-attacks are extremely sophisticated. For example, the US
developed Stuxnet virus against Iranian nuclear centrifuges. This virus is regarded as one of
the most sophisticated cyber capabilities to have ever been developed, and it demonstrates the
substantial cyber power of the US. The complexity and scope of the attack reflect America's
technological leads across numerous areas of expertise, including covert intelligence
operations, computer science, and electronic and nuclear engineering (Lindsay, 2013). These
types of expertise are not easily accessible for small states, primarily when relevant cyber

knowledge and operational training reside in the most powerful countries (Domingo, 2016).

21



Major powers have increasingly invested in the development of offensive cyber security
capabilities. As expressed by Dr. Mike McGuire (2021a), "nation-states are devoting
significant time and resources to achieving strategic cyber advantage to advance their
national interests, intelligence gathering capabilities, and military strength through espionage,
disruption, and theft". The cyber domain has become a fundamental component of global
influence; a battleground between the greatest cyber powers, China, Russia and the US, is
underway. This strategic rivalry may define the global norms and agreements that are
developed and implemented in the international system. Powerful states are increasingly
developing offensive cyber capabilities to compete for military dominance (Domingo, 2016).
Cybersecurity spending among the major powers is projected to grow between 2019-2021, by
11% in the US, 25% in China through to 2023, and by up to 200% in Russia through to 2023
(McGuire, 2021b). Notably, US President Joe Biden's recent discretionary funding requests
for 2022 outline a 1.5 trillion budget to finance investments in federal technology and
cybersecurity, including $769 billion in non-defence discretionary funding - a 16% increase
from the 2021 approved funding (Executive Office of the President, 2021). It seems plausible
that given that powerful states spend the most on their cyber capabilities and have the greatest

human cyber expertise, small states will continue to fall behind.

Large powers have already demonstrated their willingness to utilise their enhanced cyber
capabilities in disputes and conflicts with smaller, weaker nations. The ongoing Russian-
Ukraine conflict is a crucial example of such claims. A recent report released by Microsoft
found that since Russia invaded Ukraine on 24 February 2022, a multitude of Russian cyber
threat groups has conducted malicious activity in support of its military's tactical and
strategic objectives. It was revealed that military missiles or ground attacks appeared to be
coordinated in tangent with computer network operations against a shared target. These cyber
operations sought to disrupt the Ukrainian government's ability to disseminate intelligence
and secure core infrastructure, further substantiating the disparity in cyber capabilities
between small and large nations (Microsoft, 2022). Even more alarming for small states is the
increasing use of widespread political warfare campaigns by larger powers — notably Russia
and China —to exert influence on the domestic policies of their target state/s. One of the most
well-known examples of political subversion is Russia's systematic success in interfering
with the 2016 US presidential elections. A joint 2017 report by the CIA, FBI and NSA
confirmed that "Russia's goals were to undermine public faith in the US democratic process,

denigrate Secretary Clinton, and harm her electability and potential presidency" (Office of
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the Director of National Intelligence, 2017, p. 7). If we consider the substantial cyber power
of the US, how would small states fare in a similar situation? Arguably, small states lack the
technological resourcing and expertise to withstand influence power comparable to their

larger counterparts.

One of the ways in which small states can overcome the limitations of their intrinsic
vulnerabilities is through regional and international platforms. In theory, these institutions
and organisations afford a higher degree of influence for small states than otherwise
attainable by establishing rules and norms that foster cooperative approaches to international
security issues. Throughout the last decade, regional alliances and international institutions
have worked towards developing cooperative efforts to address cyber security issues. In the
absence of coherent international cooperation, criminal safe havens remain, and gathering
forensic evidence in the aftermath of a cyberattack is difficult (Kello, 2013). Later in this
report, the progress made by the UN, ASEAN and FVEY toward cultivating regional and
international cyber cooperation will be discussed. Furthermore, this analysis will identify
empirical evidence that suggests New Zealand and Singapore have sought shelter from cyber

insecurity through these regional and international efforts.

New Zealand’s cyber landscape

New Zealand is experiencing increasing cyber security incidents against organisations of
national significance or cyber threats that have the potential to undermine New Zealand's
economic wellbeing and national security, with 30% of New Zealand Cybersecurity Centre's
(NCSC) cyber incidents linked to state-sponsored actors during 2019/20 (NCSC, 2020).
While this represents a smaller fraction than the 38% of state-sponsored links found in
2018/19, state-sponsored actors are increasingly looking to obfuscate their malicious online
activity by making it more difficult to distinguish between legitimate cyber activity and

cybercrime (NCSC, 2019).

Figure 1. Cyber security incidents recorded in New Zealand 2011-2020
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Note. Data sourced from the New Zealand National Cyber Security Centre (NCSC). “NCSC incidents either
involve organisations of national significance, or cyber threats that may affect New Zealand’s national security

and economic wellbeing”. (NCSC, 2020, p. 15).

The 2019/20 NCSC Cyber Threat Report (p.15) concluded that "New Zealand's nationally
significant organisations continue to be frequently targeted by malicious cyber actors of all
types." Since the NCSC only reports on nationally significant organisations (NSO), the data
are shown in Figure 1 only represents a small proportion of New Zealand cyber security
incidents. For example, New Zealanders (individuals, small businesses, and large
organisations) reported 7,809 incidents to CERT NZ in 2020, a 65% increase from 2019
(CERT NZ, 2020). In addition, a recent Reserve Bank bulletin reported that the approximate
annual cost of cyber incidents is around NZD 142 million for the New Zealand banking and

insurance industry (Collins et al., 2020).

Additionally, more systems, businesses, and individuals have moved online in response to the
global COVID-19 outbreak. It has created many opportunities for malicious cyber actors to
commit data breaches, perpetrate financial crimes, carry out espionage activity or disrupt the
online services of organisations, specifically those with a pandemic response position. In
August 2020, Government Communications Security Bureau (GCSB) Director-General
Andrew Hampton (2020) warned that "New Zealand domains and organisations could
possibly be added to the net of potential targets owing to increased global media reporting on,
and interest in, New Zealand's response to Covid-19". Since Hampton's speech, several key
organisations, including the New Zealand Stock Exchange (NZX), Reserve Bank of New
Zealand, Waikato District Health Board, and the Health Research Council have been subject

to disruptive ransomware and cyberattacks (NZ Parliament, 2021). During the September
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2020 NZX cyber-attack, its operational website was taken offline over four days, and trading
was severely disrupted. Following the attack, the Financial Markets Authority (2021)

released an obligation targeted review that found:

o NZX did not have adequate technology capability across its people, processes and
platform to comply with market operator obligations and especially in the context of
its systemic importance.

e NZX was aware of the capacity limitations of its core back-end processing system,

particularly as daily trading volumes had increased in the last three years.

Given the national importance of the infrastructure that NZX provides, it is concerning that
the exchange knowingly failed to meet its obligations to have sufficient technological
capabilities, including low levels of resourcing, inefficient processes, and weak risk and crisis
management. However, it is not necessarily surprising given New Zealand's positioning as a
small state with limited human resources and capacity to adequately provide for the necessary
cybersecurity expertise and resourcing. The NCSC cyber security assessment of data
gathered from 250 New Zealand NSO's reported that only 19% of organisations have a
dedicated Chief Information Security Officer, and 39% do not provide cyber security
reporting to senior management (NCSC, 2018). Head of cybersecurity at IT consultancy
Thetha, Jeremy Jones argued that,

There’s a reason why New Zealand is a very juicy target. The country is highly digitized and
so dependent on the internet and cloud services. But historically, we’re at least 10 years
behind the U.K. and Europe on general cyber-security measures in the commercial space”

(Insurance Journal, 2021).

New Zealand faces substantial resource challenges to strengthen its cyber security, which
aligns with the common challenges of small states in the security policy sector. A 2021 New
Zealand survey by ISACA found that: 66% of respondents say their cybersecurity teams are
understaffed (compared to 55% globally); 59% have unfulfilled cybersecurity positions
(versus 55% globally), and 52% say their cybersecurity applicants are not well qualified
(versus 50% globally) (Putt, 2021). In a speech by Andrew Hampton (2019), it was openly
acknowledged that the GCSB operates within legislative and resource constraints that it

operates under.
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There is also difficulty retaining highly specialised ICT specialists in the public sector and
securing ICT professionals in New Zealand when many countries overseas offer competitive
pay. The 2021 Digital Skills Aotearoa report uncovered that almost one in five IT
professionals change roles annually. While all industries expect some staff turnover, this high
rate demonstrates the particularly acute problem for New Zealand (Williams, 2021). Owing
to New Zealand's constraints in terms of cyber capabilities and capacity, New Zealand
continues to rely on its international partners for intelligence. An Independent Review of
Intelligence and Security in New Zealand found that "the benefits New Zealand derives from
its international intelligence sharing and cooperation arrangements by way of the transfer of
technology, skills and expertise is valuable for a country of our size and limited resources"

(Cullen & Reddy, 2016, p.58).

Singapore’s cyber landscape

As a small state with very few natural resources, Singapore has to be innovative to build its
economy and enhance its growth strategy. Despite its physical limitations, the country has
become one of the most developed and wealthiest nations in the world by pursuing its Smart
Nation strategy (Smart Nation Singapore, 2018). The initiative aims to utilise technology and
connectivity to empower the lives of Singaporeans, create greater economic opportunities and
improve the nation's growth prospects in the region. The nation's positioning as a trusted,
secure and transparent global Infocomm hub has accompanied unique global risks in the form
of hacking, cyberattacks, and cyberterrorism. These threats relate to Singapore's ability and
ambition to "attract, process, coordinate and circulate global information and data flow"
(Heng, 2016, p.191). Government leaders consistently engage in speech acts to address the
gravity of security threats. Speaking at the 2018 Singapore International Cyber Week, Deputy
Prime Minister Teo Chee Hean (2018) warned that,

“Cyber-attacks are no longer a question of if, but when and how far or how deep they can get
in our systems. Cyber-attacks are also causing more serious harm, by disrupting essential
services, blocking access to critical information and even shutting down government

agencies.”
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At the Singapore International Cyber Week 2020, UN Under-Secretary-General [zumi
Nakamitsu acknowledged that the UN considers Singapore a global leader in cybersecurity
(The Strait Times, 2020). Despite this, Singapore’s cybersecurity landscape remains fraught
with malicious cyber activities; recent significant growth can be attributed to leveraging the

COVID-19 outbreak.

Figure 2. Cyber threats reported in Singapore 2016-2020
Ransomware Phishing Websites/URLs Cybercrime

2016 19 2512 691
2017 25 24,420 5430
2018 21 16,100 6215
2019 35 47,500 9430
2020 89 47,000 16,117,

Note. Data sourced from Cyber Security Agency of Singapore.

As a result, 2020 saw a sharp rise in the number of malicious ransomware and phishing cases
reported to the Cyber Security Agency of Singapore (CSA); 89 ransomware cases, a
significant increase of 154% from 2019; and 9,080 phishing cases handled by the CSA from
8,491 in 2019 (CSA, 2021a). In addition, a 2018 Microsoft study revealed that the likely
economic damage owing to cybersecurity incidents in Singapore could reach an astounding

US$17.7 billion, 6% of Singapore's total GDP (Singapore News Center, 2018).

Singapore was ranked the country most committed to cybersecurity by the International
Telecommunications Union in 2017. However, the following year SingHealth IT systems -
Singapore's most prominent health database - was the target of a significant cyber-attack.
Personal medical details of 1.5 million patients were illegally accessed and copied,
representing the most severe personal data breach in Singaporean history. Notably, attackers
systematically and repeatedly targeted Singaporean Prime Minister Lee Hsien Loong's
records. The Cyber Security Agency (CSA) of Singapore determined that the attack was the
work of an Advanced Persistent Threat group, which refers to sophisticated cyber attackers,
typically a nation-state or state-sponsored (Iswaran, 2018). The attack's implications were
severe and reinforced Singapore's longstanding concerns that cyberattacks could target
critical infrastructure and essential services. Moreover, the fact that attackers distinctly
targeted President Lee's data adds to the severity of the attack. Following the incident, Mr S
Iswaran (2018), Minister-in-Charge of Cybersecurity acknowledged that,
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We will do our utmost to strengthen our cybersecurity. But it is impossible to completely
eliminate the risk of another cyber-attack. This is an ongoing battle with potential cyber

attackers who are constantly developing their capabilities and seeking out new vulnerabilities.

Solicitor-General Kwek Mean Luck found that iHis staff became aware of unauthorised
access attempts on SingHealth's network over a month before reporting the incidents to
senior management. Moreover, the failure to timely report the data breach to the Ministry of
Health and CSA violated the CSA's National Cyber Incident Response Framework. Despite
extensive investment in Singaporean cybersecurity capabilities and policies, people often
remain the weakest link in any cyber defence. For example, Singapore's Safer Cyberspace
Masterplan 2020 (NCSM2020) found "only 4% of survey respondents could correctly
identify phishing emails from legitimate ones, less than 2 in 5 Singaporeans feel that such
malicious cyber activities would happen to them, and more than half of digital enterprises in

Singapore have no cybersecurity measures in place" (CSA, 2021b)

Singapore is ranked the second-best city globally for cybersecurity professionals in terms of
salary, job vacancies, and cost of living (Walstad, 2021). However, its most significant
challenge to cybersecurity defence subsists in the lack of cyber security professionals and
employees with appropriate skills in the workforce. According to the National Cyber Security
Master Plan 2018 (NCSM2018), less than one percent of Infocomm practitioners work in
cybersecurity. In 2020, (ISC)? Cybersecurity Workforce Study established that Singapore's
currently estimated cybersecurity workforce is 57,765, with the size of the workforce gap at
17,972. To address the human resource challenges, Singapore heavily invests in its domestic
cyber capacity to increase the workforce and cybersecurity progressions in the Infocomm

sector (ISC?, 2020).

Conclusion

Modern countries are becoming increasingly networked. Information technologies underpin
the functioning of core critical infrastructure, and there is heavy reliance on the digital flow
of goods and services for economic prosperity. While the emergence of the cyber domain

represents new opportunities for economic development, transparency, and communication,
the challenges and threats of cyberspace to state security have become profound. These can

degrade state functions, political subversion, or direct financial costs. While attaining
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cybersecurity against complex, evolving threats is a challenge for all countries, why is the

1ssue more acute for small states?

Firstly, given its intrinsic lack of capabilities, cyber expertise, resources, and technical
training are not as easily accessible for small states comparable to larger, more powerful
adversaries. Although there are arguments that suggest the low cost of entry into the cyber
domain facilitates greater participation for small states, there is tangible evidence that
suggests this is not as accurate in practice. As cyberspace becomes increasingly militarised as
a political tool for global influence, major powers lead in the development and investment of
offensive cyber security capabilities. The majority of malicious cyber activity has originated
from larger states with proven sophistication in cyber expertise. Powerful states have not
been shy to exert cyber dominance and advanced capabilities against smaller nations during
disputes and conflicts. Given that larger states have greater human cyber expertise and
financial spending in cyber capabilities, it is plausible that small states will continue to
struggle in comparison. Owing to the transboundary nature of information technology and
cyber domain, these challenges inform cybersecurity policy-making approaches of small

states.

New Zealand and Singapore are experiencing significant growth in the number of attacks
linked to the international environment's increasingly interconnected and interdependent
nature. More worrying, these incidents include sophisticated attacks, increasingly by state-
sponsored actors that target nationally significant organisations that underpin the governing
of New Zealand and Singaporean society. While both nations share similar resourcing
constraints aligned with common challenges of the small state, Singapore has built greater
expertise and reputational standing in the cyber sector than New Zealand. The next chapter
investigates the ways in which New Zealand and Singapore are seeking to address the issues

of cyber threats at the domestic level.

29



Chapter Three: Responding domestically to cyber threats

Introduction

Building upon the previous chapter, this analysis will provide an overview of the domestic
measures New Zealand and Singapore are implementing to mitigate cyber threats. There is a
range of categorical issue areas addressing cybersecurity. For the purposes of this analysis,
priority will be given to investigating how New Zealand and Singapore are respectively
addressing the challenges of safeguarding critical information infrastructure and investments
in developing a prosperous cybersecurity workforce. It is hoped that this discussion provides
the reader with an understanding of how New Zealand and Singapore, as small states, are
implementing domestic measures to mitigate cyber threats. Furthermore, by discussing the
different issue areas parallel to each state, it seeks to highlight some of the key ways the two
countries differ in their approaches despite their relatively similar attributions that will be
discussed in the conclusion. These differences inform the degree to which sheltering is

required from cyber insecurity and will be looked at in the following chapters.

New Zealand

Safeguarding Critical Information Infrastructure (CII)

Former New Zealand Prime Minister Robert Muldoon approved the development of the
GCSB in 1977 as part of the SIGINT intelligence with the FVEY network that will be
explored at length later (GCSB, 2022). In the contemporary security environment, the GCSB
safeguards the cyber and intelligence interests of New Zealand from malicious cyber activity.
This is achieved by gathering, analysing and reporting fundamentally on foreign intelligence
- that aligns with government policies - to support government decision-making (Hampton,
2020). The GCSB administers cybersecurity and information assurances of CII services for
both the private and public sector. It was only in 2011 that the New Zealand's NCSC was
launched to support the existing efforts of the GCSB. Operating within the GCSB, the NCSC
is responsible for providing incident response through advisory services, support and

education to organisations of national significance from cyber threats (Barker, 2021).
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In August 2013, the New Zealand Parliament passed the GCSB and Related Legislation
Reform Bill that reshaped the existing role of the GCSB from its formerly foreign-focused
cybersecurity to the broader domestic environment. The bill established a legal basis for the
agency to intercept digital communication between New Zealand citizens and permanent
residents (NZ Parliament, 2013). These reforms were met with heavy public criticism around
the government's role in accessing private communication between New Zealanders. The
New Zealand Government made efforts to ease concerns, including a personal emphasis by
acting Prime Minister John Key (2013) that "the bill requires GCSB to get a warrant from the
independent Commissioner of Security Warrants and me before it can intercept a New
Zealander's communications. That warrant must be issued for a particular function, in this
case, cyber security. The clear intention of that function is to protect, not spy". Despite these
assurances, the New Zealand public remained sceptical, highlighting the difficulty in finding
the balance between privacy and security in the cyber domain. While this issue cannot be
generalised to all small states, it sets forth a potentially interesting dilemma that liberal

democratic small states may suffer from specifically due to their national values of freedom.

To address the cyber domain's ever-evolving threats, the GCSB developed CORTEX in 2013.
The CORTEX system is New Zealand's central suite of cyber defence capabilities provided
to organisations of national significance to counter cyber threats. The emphasis of the tool is
to counter technologically sophisticated foreign-sourced malware. CORTEX involves the
implementation of defence capabilities by the GCSB to detect and disrupt advanced malware.
While the GCSB does not disclose organisations receiving the CORTEX defences for
security reasons, generally, these include government departments, niche exporters, critical
economic generators, research institutions, and operators of critical national infrastructure in
the public and private sector (GCSB, 2017a). Closely linked to CORTEX, the Malware-Free
Network (MFN) initiative went live in June 2021. The initiative involves the GCSB sharing
cyber threat intelligence with various consenting ClIs to help protect them against cyber-
attacks. The MFN provides near real-time threat information of current malicious cyber
activity targeting New Zealand entities as threat detection and disruption service. Unlike
CORTEX, it is more widely available to organisations of national significance through
cybersecurity providers or network operators (GCSB, 2017b). However, it is important to
note that the use of these governmental tools is not enforced and requires voluntary adoption

by the organisations involved.
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Since 2013, the Cyber Security Emergency Response Plan (CSERP) has informed New
Zealand's response to cyber security emergencies. It is overseen by the Department of the
Prime Minister and National Cyber Policy Office. CSERP is a framework to guide the
government's response to a cyber security emergency - an incident that results in serious or
sustained disruption to digital infrastructures crucial to New Zealand's health and safety,
economic-well being, democratic institutions or international reputation - to ensure
government agencies and officials understand their role in such an event, the private sector
understands the government's approach, a coordinated and effective response, and swift

restoration of operations (Department of Prime Minister and Cabinet, 2021).

In May 2016, then Minister for Communications, Amy Adams, announced an investment of
$22.2 million on a newly established national Computer Emergency Response Team (CERT)
to advance New Zealand's cybersecurity capabilities to tackle cyber-attacks and cybercrime.
CERT NZ resides within the Ministry for Business, Innovation and Employment. The
national CERT has three primary functions: analysing the international cybersecurity
landscape for relevant threats and risks to New Zealand and providing security updates based
on the information ascertained; acting as a central platform to report cyber incidents,
providing expert advice to manage the impacts from the attack, and raise awareness on
cybersecurity best practices. By establishing a national CERT, New Zealand joins a global
network of CERTs - AusCERT (Australia), HKCERT (Hong Kong), and US-CERT (the
United States) - to collaborate on cyber incident reporting and improve the nation's access to

information on potential or real-time cyber-attacks (Adams, 2016; Barker, 2021).

Investing in a strong and capable cybersecurity workforce

Industry-oriented curriculum

In 2014, ICT Graduate Schools were established in Auckland, Wellington, and the South

Island to provide graduates with relevant work experience and business-focused expertise. As
part of New Zealand's Cyber Capability goal under the New Zealand Cyber Security Strategy
(2019), the Cyber Security Skills Taskforce was established in 2016 to address the shortage
of cyber professionals in New Zealand. In response to industry pressure for junior cyber
security employees that could be trained more quickly than with a standard tertiary degree, a
Level 6 Diploma was developed at the advice of the task force (Faafoi, 2018). The NZ

Diploma in Cyber Security aims to provide a pathway for IT graduates or individuals with
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relevant industry experience to broaden their knowledge and technical expertise through
specialised retraining in cybersecurity (NZQA, 2017). Broadcasting, Communications and
Digital Media Minister Kris Faafoi (2018) said that the new diploma "will help address the
shortage of cyber security professionals". Additionally, to help meet the Cyber Capability
goal, the University of Waikato established the Master of Cybersecurity programme, the first

master's degree offered in New Zealand.

Scholarships and funding

Generally, private organisations provide most scholarship opportunities in the cybersecurity
sector; the only current governmental funding is the GCSB Women in STEM Scholarship.
The grant supports female second-year tertiary students and above students studying
computer science, cyber security, technology, mathematics, computer engineering, and data
science at any New Zealand tertiary institution (GCSB, 2021). GCSB Director-General,
Andrew Hampton (2021) expressed that "even if some of the scholarship recipients choose a
different career path from the GCSB, we still have an important role in supporting women
who are studying STEM subjects". While it is an important initiative to support an equal
representation of women in STEM, the scholarship does not go far enough to guarantee
further careers in the cybersecurity sector specifically. Under the New Zealand Government's
Targeted Training and Apprenticeship Fund (TTAF) announced in 2020, a range of training
and apprenticeship programmes at the sub-degree level became free to New Zealand learners.
The funding was expanded in 2021 to include the Information technology sector, such as
cybersecurity, technical support and web development (Tertiary Education Commission,
2020). Successful privately-funded industry programmes such as the Dev Academy and
Summer of Tech have been approved for the TTAF.

Dependence on international talent

The evident challenges that New Zealand faces in training and retaining cybersecurity
specialists is reflected in Immigration New Zealand's long-term skill shortage list (NZ
Immigration, 2021). Since the New Zealand borders have been closed due to the COVID-19
pandemic since early 2020, the government has worked closely with industry partners to
determine the key challenges facing the technology sector. These findings identified a
discrepancy between the domestically available skills and what is required for the sector as
its greatest shortcoming. To address these capability constraints, the New Zealand

Government issued new border exceptions for the technology sector in December 2021
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(Clark, 2021):

We’re carefully targeting areas of the sector where industry has highlighted a clear need for
overseas talent including, software development, product managers, cyber security and

interactive media. Resolving the skills mismatch is crucial for the tech sector to grow.

Although the government has acknowledged that developing domestic talent is fundamental
for the industry to realise its potential, this progress has been painfully slow. In 2019, the
Industry Transformation Plan partnership between the Government and the tech industry was
established to address the skills and talent pipeline necessary to work in the industry. In
addition, progress is underway to develop co-designed Government and industry initiatives to
adjust existing qualifications and form a pilot to bridge the work-ready gap. But - as of right
now, the extent of this has been largely in research with few outputs (NZ Ministry of

Business and Innovation, 2020).

Singapore

Safeguarding Critical Infrastructure

Since the 2000 announcement of the "Infocomm 21 Masterplan", Singaporean officials have
sought to develop Singapore into a leading global Infocomm Capital, underpinned by a
prosperous digital economy. Accordingly, heavy investments were made in the Internet
infrastructure and technology. As a result, cyber-resilient infrastructure reinforced confidence
in Singapore as a dependable and trusted international centre for trade and commerce. (Tong,
2000). This ambition was secured into the Intelligent Nation (iN2015) 10-year Masterplan
released in 2006, which set Singapore on the path to becoming a global leader in harnessing
the Infocomm sector. Emphasis was given to the economic and societal opportunities that
ensue from digital connectivity in an increasingly globalised environment while also
recognising the potential risks that evolve from cyberspace and highlighting the necessity for
these risks to be managed to reap the full benefits of connectivity (Yang, 2006). To this end,
Singapore's first Infocomm security master plan (2005-2007) to secure the Government's
Infocomm environment, and the second masterplan (2008-2018) that built on its predecessor
by expanding inclusion for CII's, were developed to support the iN2015 Secure and Trusted

Hub' initiatives. Thereafter, the Infocomm Development Authority launched a five-year

34



National Cyber Security Master Plan 2018 (NCSM2018) to strengthen existing efforts
through three key strategic pillars: enhance security and resilience of CII to deal with
sophisticated attacks; increase efforts to promote the adoption of Infocomm security
measures among individuals and businesses; and grow Singapore's pool of Infocomm

security experts (Infocomm Development Authority, 2013).

The Singaporean government developed commands, programs, and agencies to provide
administrative guidance and strengthen the implementation of national cyber masterplans and
intelligent nation initiatives. At the 2011 Singapore Global Dialogue, then Deputy Prime
Minister Teo Chee Hean announced that Singapore would be setting up a National Cyber
Security Center (NCSC) to enhance the government's ability to deter potential cyber-attacks
through early detection and prevention. Greater access to cyber information strengthened the
government's capacity to respond to potential cyber-attacks and provide more robust
protection to critical infrastructure and vital communication systems (AsiaOne, 2011). The
NCSC was newly named the Cyber Security Agency (CSA) in 2015 as part of the Prime
Minister's Office, acting as the national body overseeing authority on cybersecurity strategy,
outreach, education, and industry development. It is administratively overseen by the
Ministry of Communication and Information (MCI) (CSA, n.d,a). The Singapore Infocomm
Technology Security Authority (SISTA) and National Cybersecurity R & D (NCR)
Programme, developed in 2009 and 2013 respectively, were merged into the CSA platform
(Ad'ha Aljunied, 2020). The CSA actively regulates and monitors CII sectors; they also
support CII owners to help develop their cyber capabilities and build situational awareness.
There is an authority from each CII sector that works closely with the CSA. (CSA, 2021a).
The Cybercrime Command and National Cybercrime Action Plan (NCAP) established in
2015, and 2016 respectively, function under the Ministry of Home Affairs (MHA). These
initiatives work to investigate cybercrimes and plan out necessary priorities to fight against
cybercrime in collaboration with the INTERPOL Global Complex for Innovation (IGCI)
located in Singapore (CSA, 2016).

The Cybersecurity Act 2018 - a regulatory framework for protecting CII through monitoring
and reporting of cybersecurity threats - was passed into Singaporean law on 2 March 2018.
The Act defines the designation of CII and the lawful responsibilities of CIIs owners to
secure their respective ClIs from the threats of cyber-attacks proactively. Empowerment is

given to the Commissioner of Cybersecurity to investigate cybersecurity threats and

35



incidents, utilise the information gathered to ascertain the impact on Clls and take pre-
emptive measures to prevent further harm or future cybersecurity incidents from occurring. It
also facilitates critical information sharing by providing a framework for the CSA to request
information and share such information (CSA, 2018b). The Cybersecurity Act signified a
shift in the approach taken by the Singaporean Government, from the previously perceived
notation that cybersecurity was the obligation of individual entities to a nationally regulated
sector subject to law. Pursuing a CII focused legislative approach and effectively securitising
the sector represents an acknowledgement that disruption of these services can give rise to

widespread diplomatic, economic, and societal harm.

Investing in a strong and capable cybersecurity workforce

Youth pathways

Led by CSA, the SC Cyber Youth Programme is a national programme that aims to provide
youths with guidance in their cybersecurity journey. Working with academia and industry
partners, the programme connects students from the secondary and tertiary sectors by
providing access to relevant technical knowledge and opportunities to consider a career in
cybersecurity. A key initiative is the Youth Cyber Exploration Programme (YCEP). This
cybersecurity boot camp is designed to cultivate excitement among secondary students about
their career prospects in cybersecurity, provide education on the fundamental cybersecurity
concepts, and offer opportunities to engage in pragmatic assignments and competitions. Since
its launch in 2018, in collaboration with five local polytechnics, the programme has trained
700 students from over 30 secondary schools (CSA, n.d,b). In addition, the Cybersecurity
Career Mentoring Programme, established in 2017, provides a platform for students to gain
invaluable career guidance and support from experienced cybersecurity mentors and industry
experts. Other initiatives include the Cybersecurity Learning Journeys and Student Volunteer
& Recognition Programme (SVRP). These various programmes are utilised to identify
exceptional cybersecurity youth talent, who will be trained under the SG Cyber Olympians

programme in advanced cybersecurity skills and international competitions (CSA, 2021a).

Industry-oriented curriculum

Singaporean universities and polytechnics already offer a wide range of cybersecurity
programmes for those interested in pursuing an education in cybersecurity, including the

Masters in Cybersecurity offered at the Singapore University of Technology and Design
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(SUTD). The Singaporean Government has demonstrated a strong commitment to
collaborating with Institutes of Higher Learning and industry partners to ensure curriculums
and programmes remain relevant to the industry. The CSA is a participating agency in the
Ministry of Education's co-operative degree programme to integrate work experience and
study (CSA, 2016). Additionally, the CSA works closely with industry partners - companies
such as Singtel, Ensign InfoSecurity, and DBS - to provide traineeship opportunities under
the SG United Jobs and Skills package to assist new graduates in gaining cybersecurity

industry experience (Iswaran, 2020b).

Scholarships and funding

In 2013, Singapore launched the National Cybersecurity R&D (NCR) Programme. Its
funding aims to support research projects into human science and technological features of
cybersecurity to attract promising individuals in the field and deepen the development of ICT
expertise in Singapore. Under NCR funding, the prestigious Scholarship in Cybersecurity is
offered to graduate and working professionals looking to further their studies in

Cybersecurity, Artificial Intelligence or other Infocomm Media areas (National Research

Foundation, 2021).

Mid-career professionals

To advocate for gender diversity in the sector, the SG Cyber Women programme was
established to attract more women and mid-year career professionals to pursue a career in
cybersecurity. Programmes under the SG Cyber Women include the Ladies in Cyber
mentorship programme and technical workshops and Capture-The-Flag for Girls competition
(Ann, 2020). Alongside its educational developments, to meet the increasing demand for
cybersecurity specialists in Singapore, the CSA facilitates the training of non-cyber security
graduates and mid-career professionals for cybersecurity employment roles. Approximately
5,000 Singaporeans have participated in cybersecurity training under the Tech Skills

Accelerator programme (Iswaran, 2020c).

Conclusion

While Singapore recognised the significance of cyber threats through its domestic policy
approach as early as the 2000s, New Zealand did not begin to respond to cybersecurity until

the 2010s politically. Singapore has had more leeway as an illiberal democracy to enable

37



tighter restrictions and limitations to the domestic activity of its citizens in the cyber domain
through the enactment of laws, such as the 2018 Cybersecurity Act. Arguably, liberal
democracies like New Zealand would find it more challenging to implement a similar
approach, given the identity of their country and citizens. The 2013 GCSB reforms make a
solid case for this, identifying some of the evident struggles New Zealand face in obtaining

security in cyberspace while preserving public faith in the privacy of its people.

Instead, New Zealand has sought to address the concerns of cyber vulnerabilities on critical
infrastructure through an array of agencies, systems and frameworks. Initiatives such as the
CORTEX system are to be commended for their valuable contributions to securing CII's
against cyber threats. However, New Zealand's approach to cybersecurity is arguably
fragmented, given the myriad of agencies responsible for dealing with cyber security issues.
Netsafe chief executive Martin Cocker says, "the complex web of agencies is needed to
address different aspects of cyber security" but agrees there needs to be better coordination of
data collection (Bradley, 2021). New Zealand lacks a centralised body of authority in
cybersecurity that has been otherwise seen in other small states such as Singapore's CSA.
This coordinated approach is reflected in Singapore's educational and outreach efforts to
strengthen the pipeline for talent and expertise in the sector. Singapore has adopted a bottom-
up approach to securing cyber-security professionals through specialised targeting at different
age groups, levels of expertise and gender which the CSA largely oversees. While the New
Zealand government has implemented educational opportunities to advance the sector, it
remains relatively separate from the industry that informs the necessary skills to do the job.

For this reason, New Zealand depends on international talent to fill the evident skill gaps.

Although New Zealand and Singapore share similar attributions as small states, this analysis
demonstrates that the countries differ in their approaches to cybersecurity at a domestic level.
These differences arguably represent that New Zealand has a greater need for shelter from
cyber insecurity than Singapore. This leads into the following chapters that turn this
investigation's attention toward examining how and to what degree, are New Zealand and
Singapore seek shelter from cyber insecurity through international institutions, regional

alliances, and the use of internationally recognised norms and rules.
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Chapter Four: The United Nations, International law and cyberspace

Introduction

Given the previously discussed cyber phenomenon's transboundary nature, no country is
immune to cyberattacks; these threats do not recognise sovereign boundaries. Without
harmonisation of cyber laws, malicious actors continue to exploit jurisdictional gaps between
states to their advantage. International cohesion and cooperation are pivotal to collective
security due to cyber-activity's scale and transboundary nature. A strong commitment to the
UN and multilateral system serves as the bedrock of New Zealand and Singaporean foreign
policy. To understand the ways in which New Zealand and Singapore are acquiring shelter
from cyber insecurities through international organisations and the use of internationally
recognised norms and rules, an analysis of the United Nation's role in cyber governance,

norms and laws is imperative.

This chapter seeks to firstly establish the role of small states in the UN, highlighting the
importance of the forum to facilitate discourse around cyber cooperation as the only inclusive
international forum that affords equal participation to all its members irrespective of size. To
this end, a comprehensive analysis of the UN's facilitation of cyber diplomacy will be utilised
to demonstrate the history and progress made by the international community to develop a
rules-based cyber domain. Developing on this discussion further, New Zealand and
Singapore's respective positioning and contributions to the cybersecurity agenda at the UN

will be examined.

Small states at the UN

Many small state governments acknowledge that the UN multilateral system works as a great
equaliser. Given the vulnerabilities of small states to defend themselves due to their limited
resources, as previously discussed, participation at the UN allows small states the opportunity
to contribute to global affairs in a manner disproportionate to their size. Embodied in the UN
Charter, the UN General Assembly is administered under the doctrine of sovereign equality,
otherwise known as one state, one vote, so that all member states are represented and given
an equal voice regardless of territorial size, population, or economic capacity. This principle

of formal equality among large and small states is a functional mechanism to level the
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playing field in global affairs (Panke, 2012). Small states can improve their influence in
international affairs through cooperation with international and like-minded partners. While
compliance by most nations to the international rules-based order is fundamental to global
stability and regulating the global commons, there is an essential role that is played by the
great powers in this dynamic. There are concerns about the independence of several small
states at the UN, considering some have formal and non-formal commitments that compel
consultation with larger powers and bear in mind the interests and views of its powerful
partners. Owing to small states' reliance on regional and global powers for shelter, some may
find themselves subject to influence by larger states (Thorhallsson, 2012). However, in the
words of Jim McLay, former New Zealand's UN Permanent Representative, "we know that
the alternative to multilateralism is a world where the small can be marginalised"
(Suilleabhain, 2014). The UN provides small states with a framework of international laws
and treaties that safeguard their sovereignty. Some of the most significant resolutions of the
UN, that support the development of multilateralism and global governance originate from
major ideas put forth by the UN's small-state members, such as the adopted UN Convention
on the Law of the Sea and International Criminal Court (Suilleabhdin, 2013). Without the
international rule of law, small states would not have the opportunity to have their voices
heard on global platforms and participate in international affairs in a way greater than their
comparative size. It is not surprising then that small states, such as New Zealand and
Singapore, highly value upholding the international rule of law, and extensively advocate for
the UN and multilateral system. Many small states share a collective perspective that rules-
based multilateralism and its fundamental doctrine of collective security facilitate the very
means for its survival. As Singaporean Foreign Minister Vivian Balakrishnan reaffirmed at

the 2018 UN General Assembly,

Compliance with the agreed rules by all states is not only essential for global stability and the
governing of the global commons, but is especially important to small states such as
Singapore. The principle that agreements will be respected and implemented is fundamental
for our survival. Without the rule of law, the strong do what they will, and the weak suffer

what they must. Small states like Singapore will not survive in such a world.

Importance of establishing rules and norms in cyberspace
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The regime of principles, rules and norms that govern how nation-states should behave are
found in virtually all aspects of international political activity such as maritime security (in
the form of the UN Convention on the Law of the Sea), trade (with the World Trade
Organisation), nuclear weaponry (Non-Proliferation Treaty), or aviation (guided by the rules
of the International Civil Aviation Organisation) (Keohane, 2005). As expressed by

Singapore’s Commissioner for Cybersecurity, David Koh,

“Cyberspace should not be any different from the physical domain.... Rules underpin our
modern economies and our security. Otherwise, the alternative is a world order where might
makes right, where rules and norms are routinely flouted, and where there is considerable
uncertainty about the sanctity of international agreements and norms. A small state like
Singapore is like an ant in a jungle full of elephants, and we must do what we can to better

secure ourselves, especially when the elephants fight” (Ghosh, 2019).

To achieve comprehensive cyber resilience, there is a need for accountability coupled with
implementing the rules-based international system. To develop a secure, trusted, and open
cyberspace underpinned by international law, “it is important that the efforts to discuss such
[cyber] laws, rules and norms continue to take place at the UN which is the only universal,
inclusive, and multilateral forum, where all States, whether large or small, have a voice”
(Balakrishnan, 2018). As the cornerstone of the multilateral system, the UN has a vital role in
facilitating global cyber cooperation, particularly in the interests of small states. To this end,
a Russian-led initiative concerning the adverse effects of information and communications
technologies on the security of states was passed onto the UN agenda during the 1998 UN
General Assembly. Since then, the pursuit of establishing global cyber stability has occurred
across numerous multilateral frameworks. However, none have been as prominent as the UN

Group of Governmental Experts (GGE).

UN and Cyber Diplomacy

Developing cyber norms

The GGE is the central body tasked to advance cooperation and develop stability in the ICT
environment and includes the participation of 25 participating states; currently these are
Australia, Brazil, China, Estonia, France, Germany, India, Indonesia, Japan, Jordan,

Kazakhstan, Kenya, Mauritius, Mexico, Morocco, Netherlands, Norway, Romania, Russian
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Federation, Singapore, South Africa, Switzerland, UK, US, and Uruguay. Although New
Zealand does not directly participate at GGE’s discussion, it does actively support dialogue

on international cyber law.

While the initial round of meetings in 2004-05 and 2009-10 failed to cultivate crucial
progress, the 2012-13 GGE report was groundbreaking. It represented the first time that there
was significant consensus by all member states - including the major powers China, Russia,
and the US - that international law, specifically the Charter of the United Nations is
applicable and necessary to preserving stability and developing an open, secure and peaceful
cyberspace. Additionally, it was the first time the great powers agreed and acknowledged that
existing international law can be applied to state behaviour in the cyber domain. Political
willingness is fundamental in advancing the development and application of norms to state
behaviour in cyberspace, especially among the great powers that hold greater diplomatic

clout to influence and uphold such agreements.

This progress was further enhanced by the 2014-15 GGE endorsement of 11 informal cyber
norms. These new norms sought to guide state activity in cyberspace during the absence of
conflict, including the norms that “states should not knowingly allow their territory to be used
for internationally wrongful acts using ICTs; states should not conduct or knowingly support
ICT activity that intentionally damages critical infrastructure; states should take steps to
ensure supply chain security, and should seek to prevent the proliferation of malicious ICT
and the use of harmful hidden functions; states should not conduct or knowingly support
activity to harm the information systems of another state’s emergency response teams; states
should respect the UN resolutions that are linked to human rights on the internet and to the
right to privacy in the digital age” (Rdigas & Minarik, 2015). Thus, progress toward
developing universally accepted cyber norms appeared optimistically imminent at that time

but was followed by the unsuccessful stalemate of the 2017 UN GGE.

Roadblocks emerge

For the first time since their establishment in 2017, the group failed to reach a consensus on
their mandate which is required to release a report. The collapse of the 2017 UN GGE
demonstrated the heightened controversy in the cyber domain between the world’s great
powers, originating from their differing ideological perspectives on how states apply their

rights to self-defence, respond to malicious cyber activity, and international humanitarian law
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(IHL) (Grisby, 2017). It also reinforced arguments of the cyber revolution thesis, that argued
as strategic interests of nation-states become increasingly dependent on cyberspace - such as
the economy - there is an opportunity for state actors to exert their influence. This is
particularly relevant for the great powers that seek to pursue objectives that threaten the

cyberspace of their respective rivals (Maness & Valeriano, 2016).

While the US was fundamentally concerned with constraining cyber conflict through
advancing IHL principles of distinction, necessity, and proportionality, Russia and China
perceived the standpoint as an attempt to find justification within international law to use
cyber mechanisms in the event of a conflict or in response to malicious cyber activity,
resulting in destabilising activity (Grisby, 2017). Additionally, the US and their Western
allies advocated for a multilateral approach toward developing and furthering international
rules and norms in cyberspace based on inclusivity and the free flow of information.
However, authoritarian powers, China and Russia, frame information security as a matter of
cyber sovereignty. Their primary interests concern the practice of complete state control over

digital content to maintain regime stability (Kim, 2014).

The deepening ideological divide illustrates the potential Balkanisation of cyberspace - the
emergence of digital borders regulated by global geopolitics - between those who seek to
maintain and enforce cyber sovereignty against democratisation and the open free flow of
information (Hill, 2012). Divergent perspectives on how international law should be applied
to cyberspace activity are particularly concerning small states, such as New Zealand and
Singapore, who share an interest in continuing a global order regulated by and subject to
international law. As previously discussed, small states do not have the capacity necessary to
develop significant offensive capabilities comparable to those of their larger counterparts.
The disparity of cyber power between small and large states makes contested debates and
gaps in norms extremely concerning (Deibert et al., 2012). In recent years, declining
consensus on cyber norms has contributed to global instability in cyberspace, with small

states at the frontline of resulting vulnerabilities.

A Way Forward
Despite the 2017 GGE failure, the 2019-2021 GGE was established and successfully

achieved consensus to produce a report. The 2021 report is significant given the previous

GGE stalemate and it being a time of heightened tensions between key states owing to the
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frequency and severity of malicious cyber activity targeting fellow GGE members - such as
electoral interference and large-scale espionage attacks that occurred during the 2020
SolarWinds incident. This was a major cyber-attack that breached data from multiple parts of
the US federal Government and is suspected of being perpetrated by a cyber group backed by
the Russian government (Schmitt, 2021). Its remarkable success led to US representative
Michele Markoff praising the “political will” of his Russian and Chinese counterparts to “rise
above [our] differences” (Markoff, 2021). Of course, achieving consensus did not come
without compromise, but the willingness and cooperation of the great powers are to be
commended. More broadly speaking, it can be argued that consensus by the great powers
represents an acknowledgement that the effects of aggression in the cyber domain are
becoming more apparent. Thus, to avoid unnecessary escalation of conflict and preserve their
interests, their willingness to cooperate through the establishment of norms is necessary

(Forsyth & Pope, 2014).

The recent report's substantive cause for optimism comes from the mutual acknowledgement
that IHL applies to cyber operations during an armed conflict, which was previously
excluded from the discussion due to objections from China, Russia and Cuba (Efrony, 2021).
This has created a basis for discussion to move forward and potentially agree on how IHL
governs cyber operations during an armed conflict. On the other hand, minimal progress was
made on issues such as sovereignty, due diligence, and countermeasures (Schmitt, 2021).
While not groundbreaking in content, the GGE 2021 is to be commended for overcoming the
setbacks of the 2017 GGE that did not release a report, achieving consensus despite cyber
tensions among member states, and establishing an additional understanding of the 2015 UN

GGE norms. Finally, and most importantly, the GGE acknowledged that,

Continued discussion and exchanges of views by States, collectively at the United Nations on
how specific rules and principles of international law apply to the use of ICTs by States is
essential for deepening common understandings, avoiding misunderstandings and increasing
predictability and stability. Such discussions could be informed and supported by regional

and bilateral exchanges of views between States (Schmitt, 2021).

In parallel to the GGE, the UN General assembly established the Open-Ended Working
Group on Security of and in the Use of ICTs (OEWG) in 2019 to address the same issues.

However, unlike the GGE, this group involves all interested UN member states rather than a
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set selected number of members - the OEWG includes the participation of all 193 UN
member nation-states. Both New Zealand and Singapore are UN member states to contribute
to the OEWG. The 2021 OEWG did not contribute substantially to establishing norms of
responsible behaviour in cyberspace; instead, it is commended for its successful consensus
that represents the first time international security in cyberspace has been an issue discussed
by all UN member states (Council on Foreign Relations, 2021). Mainly, the report addressed
its commitment to the language and previously established 2015 GGE cyber norms
recommendations by many member-states, including voluntary norms and international law.
Fellow Josh Gold (2021) claims that “compromise did not come easily, as the OEWG process
has been marked by long-standing contention. In the end, no country was fully pleased with
the contents of the report”. Although contentious among some states, the report did reaffirm

the possibility of future binding obligations in its conclusion (Garvrilovi¢, 2021).

Success in achieving consensus during the OEWG and GGE processes is a reason for
optimism about future progress by States to define how international law applies in
cyberspace. Consistent commitment to the GGE and OEWG, and other informational forums
fosters networking and relationship building for mutual trust. This is a crucial facilitator as
the international community seeks to develop collectively recognised norms, or as stated by
CSA Chief Executive David Koh (2020), “rules of the road” for responsible State behaviour
in cyberspace. By having these important discussions about cyber issues through the UN
platform, the GGE and OEWG initiatives allow a range of voices into account, particularly
those of small and developing states. Both New Zealand and Singapore have a shared interest
in developing a peaceful cyber domain underpinned by the international rules-based order,
the maintenance of this arrangement is based on a sense of legitimacy that comes from

widespread political support.

New Zealand and Singapore

New Zealand

Internet governance has not historically been at the forefront of New Zealand’s agenda at the
UN. Given New Zealand’s expertise and historic commitment to disarmament and role in
nuclear non-proliferation treaties, there is a solid argument to be made for utilising its strong
background to advocate for international law, norms and regulation in cyberspace (Burton,

2017). New Zealand demonstrates a strong commitment to upholding the international rules-
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based order through global participation. These values are reflected in New Zealand’s Cyber

Security Strategy released in 2019, which states,

“New Zealand’s interests will be advanced and protected through our international activity.
We will continue to champion a free, open, secure internet. New Zealand’s voice in
international discussions related to cyber issues will support the international rules-based
order and promote peace and stability in cyberspace. New Zealand considers that existing
international law applies online as it does offline and supports the development and
implementation of norms for responsible state behaviour to maintain a peaceful and stable
online environment. Cooperation and dialogue on cyber issues is central to building
confidence and understanding to reduce the risk of conflict” (New Zealand Government,

2019, p. 13).

Amid the UN GGE and OEWG discussions at the end of 2020, New Zealand released a
statement outlining its official position on the application of international law to state
behaviour in cyberspace. New Zealand followed several other states that had already done so,
including its close partners Australia and the UK. New Zealand’s report was critically
defining, and significant because it covered contentious issues of international law - such as
sovereignty, due diligence, responding to attacks, international humanitarian and human
rights law - while also acknowledging that further international discourse is necessary to
solidify precise sovereign boundaries in cyberspace and digital specific obligations for due
diligence. As a small state with limited global influence outside of international institutions,
New Zealand recognises and supports the need for cybersecurity to be addressed through
established global forums. New Zealand’s perspective on applying international law to state
behaviour in cyberspace aligns with upholding the international rules-based order. These
norms are interpreted by a Western understanding of the issue that “the openness of the
internet is part of its unique value — allowing for unrestricted participation and the free flow
of information” (NZ Government, 2019). Taking a similar approach to the US at the 2017
UN GGE, New Zealand agreed that in a time of global cyber conflict, international law
would allow the use of defensive cyber means. In New Zealand’s 2020 report it was stated
that “New Zealand considers that the rule of territorial sovereignty as applied in the cyber
context does not prohibit states from taking necessary measures, with minimally destructive

effects, to defend against the harmful activity of malicious cyber actors” (NZ Ministry of
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Foreign Affairs & Trade, 2020, p.3).

Singapore

As a prominent actor at the frontline of international discourse on cybersecurity, Singapore is
considered an international leader in the cybersecurity sector. Enhancing international
cooperation to strengthen rules-based multilateralism in cyberspace is the third strategic pillar

of Singapore’s Cybersecurity Security Strategy (2021). It outlines that,

As a small state, Singapore firmly supports the establishment of a rules-based multilateral
order. Developing and implementing voluntary and non-binding norms are important steps
toward this objective. We must help develop and abide by rules that all States agree to follow,

which in turn guide responsible State behaviour in cyberspace.

Singapore has strategically leveraged its membership at the UN to bring attention to
cybersecurity. During the 2018 UN General Assembly, Singapore’s Foreign Minister, Vivian
Balkrishnan took the opportunity to advocate for the development of rules and norms to

govern cyberspace,

“We urgently need to promote the adoption and implementation of rules and norms in
cyberspace. To reap the full benefits of digital technologies, we must develop a trusted and
open cyberspace underpinned by international law and well-defined norms of responsible
State behaviour. As the only universal, inclusive, multilateral forums, States have always
turned to the UN to develop the rules that govern the global commons. One example is the
UN Convention on the Law of the Sea (UNCLOS), which provides the global legal

framework for all activities in the oceans and seas” (Balkrishnan, 2018).

Singapore actively participates and contributes to international discussions on cybersecurity,
such as the UN GGE where the nation is one of 25 members. Its participation in these
platforms has been an opportunity for Singapore to advocate for international law -
particularly the UN Charter - and how it applies to state behaviour in cyberspace and
emphasise the essentiality of State’s adherence to the cyber normative and stability
framework (UN, 2019). As a GGE member in 2021, Singapore contributed its national
position on applying international law in cyberspace to the UN. It clarified Singapore’s
perspective on state activity that can and cannot be taken in cyberspace to strengthen the

international rules-based order. This position reaffirmed US-led views on self-defence and
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international humanitarian law by asserting: “a State has the inherent right of self-defence if
malicious cyber activity amounting to an armed attack, or an imminent threat thereof, occurs
against that State; and Singapore’s view is that in times of armed conflict, the relevant
principles of international humanitarian law (“IHL”) would apply to the belligerents’ use of
cyberspace. Some examples of such principles would include those of humanity, necessity,
proportionality and distinction” (Cyber Law Toolkit, 2021). While Singapore has adopted its
own domestic laws to regulate free speech and has refrained from terminology associating
cyberspace with the free flow of information, it appears that its interests are informed by the
historical Western perspective when it comes to the international arena. To support the

facilitation of discussions going forward, Singapore will be chairing the OEWG 2021-2025.

Additionally, Singapore co-chairs the UN Group of Friends on Digital Technologies and co-
chairs the UN Group of Friends on e-governance and cybersecurity (Ministry of Foreign
Affairs Singapore, 2022). In October 2020, Singapore strengthened its collaboration with the
UN to build cyber capability by announcing the development of a norms implementation
checklist. This checklist encourages the adoption of the 11 voluntary, non-binding norms for
responsible behaviour in cyberspace outlined in the 2015 UNGGE consensus report. By
considering diverse national interests and capabilities, the checklist is critically refined to be
applicable to a range of UN members. UN Under-Secretary-General and High Representative
for Disarmament Affairs Izumi Nakamitsu emphasised the importance of the checklist to help
countries move forward from statements of principles to the adoption of more practical and

tangible steps of implementation (Iswaran, 2020a).

Conclusion

International organisations provide a substantial level of shelter that is arguably more acute
for small states like New Zealand and Singapore. At the centre of the international-rules
based order, the multilateral nature of UN platforms affords small states security otherwise
unattainable through greater representation and contribution to global affairs alongside its
larger counterparts. Compliance with the agreed-upon rules and norms is security enabling,
and while common behaviour is in the interests of all states, it is particularly imperative to the

survival of small states.
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In the absence of global regulation on state activity in the cyber domain, the GGE and the
proceeding development of the OEWG are to be commended for bringing cybersecurity to
the forefront of discussion among the international community. It has allowed the interests
and perspectives of all states — big and small - to be considered in the efforts to cultivate
norms and rules in the cyber domain. The platforms have also provided the great powers with
a neutral forum to consider and discuss their ideological grievances in cyberspace to
overcome the barriers that currently limit consensus. While it is demonstrated that these
forums have made remarkable progress in cultivating international discourse on
cybersecurity, it is important to keep in mind that consensus on a matter of rules and norms
does not directly translate into implementation in the absence of binding regulation. Despite
this, efforts such as consensus at the 2014-15 GGE to endorse 11 informal cyber norms are
significant in establishing a common baseline to which countries can hold each other
accountable. Furthermore, a shared understanding of acceptable state practices in cyberspace
allows the international community to intervene with critique and diplomatic pressure if

states choose to ignore these norms in their activity.

By having these discussions at the UN, New Zealand and Singapore have acquired shelter
through their participation and contributions to the international cyber agenda. Releasing
official statements on the application of international law in cyberspace have allowed the
interests of New Zealand and Singapore in the cyber domain to be reflected at the UN. These
statements are meaningful contributions to the ongoing development of customary
international law in cyberspace, pivotal to building confidence and shared understanding that
diminishes the risks of conflict. Especially when you consider there remains contested debate
as to how international law applies to state activity in cyberspace between the great powers.
New Zealand and Singapore’s involvement in the international discourse on cybersecurity
issues will reinforce the importance of uploading the international rules-based order in

cyberspace.

Although the international community may seem far away from adopting an agreed-upon
treaty or governance framework to regulate state behaviour in cyberspace, as history
suggests, there is potential for current efforts to evolve into an enforceable agreement. This
was seen during the development of the Treaty on the Non-Proliferation of Nuclear Weapons.
States began acquiring nuclear weapons as early as the 1930s, but addressing non-nuclear

proliferation did not reach the UN agenda until a US-led proposal was presented to the UN
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General Assembly in 1953. Negotiations that ultimately led to the formal signing of the first
international treaty to prevent the spread of nuclear weapons in 1968 were an extensive
process (UN, 2015). As the GGE and OWEG discussions proceed, there are evident hurdles
to overcome. However, despite these challenges, state actors continue to demonstrate a desire
and willingness to progress these issues at the UN. Arguably, regional organisations have
provided a more substantive platform for many small states to seek shelter from cyber
insecurity. In the following chapters, the most prominent regional platforms to both New

Zealand and Singapore will be explored at length to show this.
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Chapter Five: New Zealand and the Five Eyes Network

Introduction

New Zealand is a member of the Five Eyes (FVEY) — a multilateral intelligence-sharing
arrangement with the Anglosphere — that dates back to the Second World War era. The
partnership is central to New Zealand's approach to security and intelligence. Owing to the
limited size of New Zealand's intelligence agencies, the FVEY network affords greater
intelligence, technology and support than otherwise attainable. In the contemporary security
environment, balancing strong security ties with its traditional Anglosphere partners while
maturing its economic relationship with China is New Zealand's greatest foreign policy
challenge. Maintaining this balancing act is strongly in the interests of New Zealand,
particularly in the preservation of its cyber interests with the FVEYs. This chapter explores
how New Zealand, as a small state, has acquired shelter from cyber insecurity through its
membership with the FVEY network. It begins with a brief historical overview of the FVEY
network's development, operational and cultural nature. This is followed by providing an
extensive overview of the significance of the FVEY arrangement to New Zealand's ability to
produce the necessary security and intelligence that serves its national interests. Expanding
on this, an examination of New Zealand's other intelligence arrangements with FVEY
partners is explored. Lastly, this analysis concludes with a discussion of New Zealand's
dilemma in balancing its interests with the FVEY network and economic powerhouse, China.
Moreover, it considers the ways in which New Zealand is preserving its independent foreign

policy to maintain the balancing act.

FVEY Background

New Zealand, Australia, Canada, the United Kingdom (UK), and the United States (US) are
the FVEY intelligence community members, the world's most enduring and exclusive
intelligence network. Originating from the United Kingdom — United States of America
Agreement (UKUSA) of 1946, New Zealand, Australia, and Canada were explicitly named
"UKUSA-collaborating Commonwealth countries" when the agreement was updated in 1955
(Cullen & Reddy, 2016). While no official overarching global agreement governs the FVEY
intelligence partnership, the links that bind the members together are more robust than might

seem the case at first glance, given their far-flung geographies (Cox, 2012).
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The term 'Anglosphere’ is often used to group these five nation-states, unified by their deep
historical and cultural ties to the traditional common law of the Great British Empire
(Wellings & Mycock, 2019). United by shared liberal institutional frameworks, the FVEY
partners' prosperity is based upon common principles of liberal democratic values, language,
and complementary national interests (Hulsman, 2020). Since the late 20th century, the
Anglosphere has acted as a bedrock to "define, order and promote" the values, policies and
multilateral institutions that underpin the liberal international rules-based order (Vucetic,
2010). However, in the contemporary security environment, the FVEY network is bound by
more than their shared history; specifically, the challenges posed to them from similar
national security threats, conventional and unconventional. The extent of cohesion shared
between the FVEY partners is illustrated by their disclosed commitment not to target the
intelligence agencies or citizens of each other. While there is no formal approach to ensure
spying does not occur, the members share mutual trust that each adheres to this 'gentleman's

agreement' (Cox, 2012).

Strategic importance to New Zealand security

Over time, the FVEY partnership has become more important and integral to New Zealand.
GCSB Director-General, Andrew Hampton, and Director-General of Security, NZSIS,
Rebecca Kitteridge, have acknowledged that,

International intelligence-sharing arrangements are fundamental to how GCSB and NZSIS
meet New Zealand’s national interests. New Zealand could not hope to deliver the current
level of security and intelligence activity alone. Our most significant relationship is with the
Five Eyes partnership. The Five Eyes partnership has been central to New Zealand’s approach
to intelligence and security since World War II...We could not do our job without the support

we receive from our Five Eyes partners (NZ Government, 2017).

Given that national security threats stemming from the cyber domain are becoming more
transnational and complex in nature, it would be very costly for New Zealand to establish its
own self-reliant intelligence capability. This is compounded by New Zealand’s relatively
smaller size and material capabilities compared to their FVEY partners. The GCSB website
on the UKUSA partnership emphasises that “it is not possible for an organization the size of

the GCSB to collect intelligence on all threats to New Zealand’s national security interests.
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However, through New Zealand’s long-standing partnerships, we can draw on greater

support, technology and intelligence than would otherwise be available to us” (GCSB, 2022).

Each member of the FVEY network “collects information over a specific area of the globe in
accordance with their national priorities, but their collection and analysis activities are
orchestrated to the point that they essentially act as one” (Cox, 2012). While exact areas
covered are not publicly acknowledged, research suggests that Australia covers South and
East Asia; the UK commits its resources to Europe and Western Russia; the US monitors
China, Russia, and the Middle East; lastly, New Zealand covers the South Pacific and
Southeast Asia (Gee & Patman, 2021). Owing to its unique geographical location, New
Zealand can monitor signals from approximately a quarter of global geostationary
commercial satellites (Cullen & Reddy, 2016). Through the FVEY partnership, New Zealand
has access to a greater information pool, technology capabilities, and skills than would
otherwise be attainable on its own. Additionally, the extensive nature of the FVEY network
and its other foreign partners allow New Zealand to focus and prioritize its intelligence
gathering and assessment resources on its immediate region and on operations that are of
most importance to it, in alignment with its national interests, while averting intelligence

gaps. (Cullen & Reddy, 2016).

Figure 1
National Intelligence Budgeting of Five Eye member states 2010-2020
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Note. Values are given in USD. Data sourced for New Zealand from New Zealand Treasury, for Australia from
Australian Department of Foreign Affairs and Trade, for Canada from Treasury Board of Canada, for the UK

from Government Digital Service, for the US from Office of the Director of National Intelligence.

Figure 2
National Intelligence Budgeting of Five Eye member states 2010-2020

New Zealand Australia Canada
155m 475m 521m

100m 302m 460m
52m 217m 404m

Note. Values are given in USD. Data sourced for New Zealand from New Zealand Treasury; for Australia from
Australian Department of Foreign Affairs and Trade, for Canada from Treasury Board of Canada, for the UK

from Government Digital Service; for the US from Office of the Director of National Intelligence.

Like Australia and Canada, New Zealand’s participation in the FVEY network is unequivocal
as a junior partner to its larger counterparts - the US and the UK - where the exchange of
intelligence and information is generally one-way (O’Neil, 2017); what New Zealand gains
from the network are far greater than what it contributes. For every intelligence report the
GCSB makes available to its partners, they receive access to 99 international reports in return
(Cullen & Reddy, 2016). Occasionally, partners put forward requests to the GCSB for
intelligence collection assistance. However, due to limited capabilities and capacity
constraints at the bureau, very few submitted requests are completed (Cullen & Reddy,
2016). As such, ‘requests are only fulfilled where they align with New Zealand’s
intelligence-gathering priorities and fall within the GCSB’s statutory mandate’ (Cullen &
Reddy, 2016). As shown in Figure 1 and Figure 2, New Zealand is the smallest economy of
all five countries in the network, with a significantly smaller national budget for intelligence
than larger partners. For example, New Zealand’s 2020/21 intelligence community budget
totalled USD 155m, whereas the US budget is approximately 550 times this amount standing
at USD 85.8b (NZ Treasury, 2020; Office of the Director of National Intelligence, n.d).

New Zealand’s membership in the FVEY network is an integral part of its national cyber
security strategy. For example, the aforementioned CORTEX initiative - New Zealand’s
central suite for advanced cyber defence capabilities - is designed to leverage the distinctive
capabilities granted to New Zealand as a member of the FVEY network. Speaking about the
role of the FVEYs in the development of the CORTEX suite at the Aspen Institute Cyber
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Summit Forum in early November 2018, Hampton stated that (2018),

We took a range of standard products and combined them with the unique cyber threat
insights available to us through our Five Eyes relationships. This allows us to deliver cyber
threat detection and disruption capabilities typically not available through commercial
providers. We also contribute unique insights to our Five Eyes partners about the malicious

activity we are seeing on New Zealand networks.

Cooperation among the partners on intelligence does not mean that the five states pursue a
collective foreign policy approach. As a small state, New Zealand has benefited from the
multilateral nature of the FVEY partnership, which has provided shelter during disputes with
other members (Brunatti, 2016). Notably, when US-NZ relations deteriorated at the end of
the 1980s and Washington suspended its obligations to New Zealand under Australia, New
Zealand, United States (ANZUS) Security Treaty, the other members of the FVEY network
encouraged the US to show restraint. British Intelligence Coordinator, Sir Antony Duff,
lobbied for New Zealand in Washington and emphasized that “Mrs Thatcher herself had
stressed to President Reagan the importance of maintaining New Zealand’s intelligence flow”
(Hensley, 2006). Although not in agreement with New Zealand’s anti-nuclear legislation, the
Australians reaffirmed their intelligence cooperation with Wellington and in a memorandum
to the Australian Cabinet reported that “it is in our interest that New Zealand’s isolation from
the broader Western intelligence community be minimized” (Cabinet Minute, 1985). It was

later acknowledged by the US National Security Agency (2007) that,

Most of us remember when the New Zealand government forbade port calls by ships carrying
nuclear weapons in 1985. When the government stood firm, many U.S. contacts at all
government levels were halted or curtailed. On the SIGNIT side, the policy did not splinter

our relationship.

Continued cooperation between the FVEY SIGNIT intelligence organisations after the US-
New Zealand crisis in the 1980s meant that New Zealand did not have to confront the high
costs involved in creating an autonomous intelligence capability. Further, the strong and
independent stance that New Zealand took on nuclear security demonstrates how New
Zealand’s membership in the FVEY network has not limited its ability to have an
independent foreign policy on specific issues. In practice, the Five Eyes network is ‘more of a

cooperative, complex network of linked autonomous intelligence agencies’ (Cox, 2012)
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rather than a centralised body. The intelligence agencies of each member state act in
accordance with their own legislated mandates and operate within their own complex legal

frameworks. Individual intelligence organisations of the partnering states,

interact with an affinity strengthened by their common Anglo-Saxon culture, accepted liberal
democratic values and complementary national interests, all seasoned with a profound sense
of confidence in each other and a degree of professional trust so strong as to be unique in the

world (Cox, 2012).

Cooperating on intelligence outside of FVEYs

As a member of the FVEY network, New Zealand has benefited from closer cooperation in
other areas. In January 2013, the New Zealand government announced a deal with the UK
government that would allow New Zealand to reap the benefits of cyber-related research and
development activities at a new international cyber security facility in the UK (GCSB, 2013).
In November 2018, New Zealand and Australia established the Pacific Cyber Cooperation to
closely work with the Pacific Islands and enhance the cyber resilience of the region (Peters,
2018). In addition, New Zealand is an active member of the annual Five Country Ministerial
(FCM) meeting on home affairs, public safety, interior, security, border and immigration with
Australia, Canada, the UK and the US that commenced in 2013. The FCM is separate from
the FVEY network that focuses on shared national security issues and concerns, covering a
broad range of topics from counter-terrorism and aviation security to countering child
exploitation and online harm (Department of the Prime Minister and Cabinet, 2021). At the
2018 FCM, the attorneys-general from each participating state attended to discuss “emerging
issues and collaboration in countering foreign interference, the challenges posed by
ubiquitous encryption, criminal information sharing and addressing the financing of
transnational crime and terrorism” (Australian Department of Home Affairs, 2020). The
discussion resulted in a commitment by all member states to establish a mechanism to share
developments on each country’s respective approach to tackling the threat of foreign
interference and “in the event of a severe foreign interference incident within our sovereign
nations, we agreed the five countries would coordinate on appropriate responses and
attribution” (Australian Department of Home Affairs, 2020). This commitment was realised

in September 2020 when New Zealand signed the Antitrust Cooperation Framework with its
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FVEY partners to permit the sharing of confidential information and compulsory processes

for investigative assistance to counterparts (Federal Trade Commission, 2020).

Five Eyes and China: New Zealand’s dilemma

Like many small states, New Zealand is at a pivotal point as it navigates the complexities of
the contemporary security environment — out of the shifting balance of power, a new global
order is arguably emerging. While all states must manage the potential dilemmas that arise,
small states reliant on the protection of great powers for their security and open international
trade for economic prosperity are distinctly vulnerable. Historically, New Zealand’s colonial
history and foreign policy interests have drawn the government closer to alliances and
alignments with its traditional partners, the UK, the US, and Australia. While New Zealand’s
robust security relationships remain with the Anglosphere, it has established a strong and
prosperous economic partnership with China’s emerging global economic powerhouse
(Brady, 2019). Since 2017, China has been New Zealand’s largest trading partner, and by
2019 it accounted for $33b of New Zealand’s trade and 30% of its exports (NZ Ministry of
Foreign Affairs, 2019). As such, the continued economic prosperity of New Zealand has been
closely linked to a perceived dependency on China. In the past, New Zealand could rely on
shared values, a common culture and security, military and intelligence cooperation to
smooth interactions with the US and UK. Still, New Zealand does not have this with China
(Steff & Dodd-Parr, 2019). Instead, the model for the New Zealand-China relationship is
based on “seeking common points; facing up to differences” (Brady, 2008, p.1). Since the
early 2010s, New Zealand’s foreign policy approach has focused on maintaining a balancing
act to preserve strong security ties with its traditional partners, particularly the US and
Australia, while maturing its flourishing economic relationship with China in a way that does
not impinge upon New Zealand’s relations with the former. Managing the relationship with
China requires the New Zealand government to consider balancing its economic interests
against its sovereignty and national security. Facing a time of global uncertainty and
mounting geopolitical competition, balancing relations with opposing great powers has
become more complex; getting the relationship with China — and the US - right is arguably

the greatest challenge facing New Zealand foreign policy.

New Zealand’s balancing act with its traditional FVEY partners and China has sparked a

debate. Some claim that New Zealand has become the weakest link among the FVEY owing
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to its extensive political and economic exposure to Chinese influence. Anne-Marie Brady, a
specialist in Chinese politics, has concluded that “In New Zealand, reference to foreign
interference almost always relates to the foreign interference activities of the CCP
government” (Brady, 2021, p. 71). These efforts have granted Beijing access to the political
core of New Zealand. For example, in 2017, it was revealed that former New Zealand
politician Yang Jian had concealed his fifteen years working in China’s military intelligence
sector and Chinese Communist Party (CCP) membership. During his tenure in parliament,
Yang played an influential role in shaping the New Zealand National government’s strategy
with China, promoting engagement with the New Zealand Chinese community and
facilitating fundraising efforts among the Chinese community. In his position alongside
former New Zealand Prime Minister John Key, Yang was granted privileged access to New
Zealand’s China policy briefing notes and positions during diplomatic visits to China and
meetings with senior officials (Brady, 2017). In recent years, New Zealand has received
increasing criticism from the media in FVEY nations, from some academics and the odd
FVEY politician for being ‘soft on China’ and prioritising New Zealand’s economic interests;
as such, Wellington has allegedly taken a cautious approach when it comes to matters that
violate the values of the international rules-based order (Kdllner, 2021; Brady, 2019;
Coughlin, 2021; 60 Minutes Australia, 2021). Anne-Marie Brady has concluded that New
Zealand is valuable to China as the soft underbelly to access Five Eyes intelligence (Brady,
2018). Christopher Johnson from the Center for Strategic and International Studies in
Washington has warned that New Zealand may present as a softer target to Beijing in
comparison to its larger counterparts and thus “it may also be using it as a testing ground for
future operations in other countries” (Angerlini, 2017). This has prompted the FVEY’s to
informally expand its intelligence-sharing remit, specifically around classified information on
China, with other like-minded nations such as Japan and Germany that have similar concerns

(Barkin, 2018).

Maintaining New Zealand’s independent reputation

New Zealand’s security and intelligence agencies have demonstrated their mindfulness
toward potential cyber security threats originating from China. In December 2018, the GCSB
blocked Huawei’s involvement in New Zealand’s 5G network development, citing significant
national security risks. The telecommunications company is closely linked to the Chinese

Ministry of State Security and has been actively involved in attempting to shape public
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opinion in New Zealand (Keall, 2018). It is a significant advertiser in multiple New Zealand
media organisations, including NZME, New Zealand Herald and Stuff, as well as a sponsor
for New Zealand universities and think tanks (Sin, 2017). Additionally, Huawei’s historical
allegations of copyright violations and intellectual property theft, coupled with its links to
Chinese intelligence authorities, have created fears for its involvement in developing and
upgrading 5G network technology. Although company officials have denied its relationship
with the CCP, it is apparent that Huawei is obligated under law to cooperate with Chinese
state intelligence agencies (Yang, 2019). Nonetheless, Andrew Little emphasised that barring
Huawei from the 5G network development was due to a technological risk assessment rather
than the company’s affiliation with the Chinese government (The Strait Times, 2018). Given
New Zealand’s attempts to minimise public disagreement with China over the years, the
Huawei ordeal is unique. It reflects a fundamental divide between Wellington’s democratic
worldview and the assertive nature of China’s centric. Between February to December 2019,
the first inquiry into foreign interference in New Zealand was held by parliament. While
officials and politicians refrained from naming China in discussions, it was evident that the
inquiry intended to investigate the covert actions of the CCP government. Various vectors for
foreign interference were explored, including 1) cyber-enabled threats, 2) the use of
traditional and social media to disperse influential misinformation and 3) building covert
influence and leverage over political officials (Kitteridge, 2019). Changes followed this in
several domestic laws and the signing of the aforementioned anti-trust investigations
cooperation agreement with FVEY partners. In July 2021, Minister for the GCSB and
NZSIS, Andrew Little, issued a statement titled New Zealand condemns malicious cyber
activity by Chinese state-sponsored actors that specifically called out the Chinese Ministry of
State Security (MSS) for its malicious cyber activity both in New Zealand and globally
(Little, 2021). The timing of its release was coordinated with the other FVEY members, the
EU, NATO, and Japan, which represents a potential argument for small states being involved
in the collective attribution of cyber incidents for security. Additionally, the use of unusually
direct language leaves no scope for reinterpretation by explicitly identifying “Chinese state-
sponsored actors” as the perpetrators of the early 2021 Microsoft Exchange cyber-attacks -
directly relating the threat to New Zealand. The firm nature of the statement is perhaps a
diplomatic signal to both China and New Zealand’s Western allies that when it wants to,
“New Zealand can talk tough on China” (Miller, 2021). New Zealand’s willingness to speak

out on malicious state activity in cyberspace is informed by its national interests and values
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as outlined in New Zealand’s Cyber Security Strategy (2019),

We will act bilaterally, regionally and globally to build trust in cyberspace. We will respond
to unacceptable behaviour in cyberspace and we will cooperate with others to prevent and

deter malicious activity that threatens peace and security.

As a key domain of contemporary international relations, the cyber realm is a prominent area
of importance for the FVEY arrangement. As such, there is no doubt that members of the
network will support the outspoken nature of New Zealand’s statement. Furthermore,
suppose New Zealand had not publicly expressed explicit criticism of China’s cyber
activities. In that case, it may have led to growing concerns over New Zealand’s independent
foreign policy from its FVEY partners. In other words, a small state like New Zealand,
despite its independent credentials, still needs to consider the interests — and views — of its

partners.

Conclusion

In the historical and contemporary security environment, it is evident that the FVEY
arrangement remains integral to New Zealand's cybersecurity approach. New Zealand's
participation in the FVEY network is as a junior partner; what New Zealand gains from the
partnership is much greater than it contributes. New Zealand could not hope to achieve its
current level of security and acquire as much intelligence without this arrangement, given its
inherent structural weaknesses. If New Zealand did not have access to the highest-quality
intelligence and research capabilities granted to them by its more powerful partners, it would
be forced to outlay more expenses on protecting its national security. This would be difficult
to attain owing to its relatively small size and limited resources. By having access to
widespread global information from its like-minded partners, New Zealand has greater clout
to contribute towards the formulation of its foreign policy decisions, including those related

to cyber issues.
New Zealand's balancing act to maintain its security ties with traditional FVEY partners and

mature its flourishing economic relationship with China has introduced new complex issues

to foreign-policy makers. In a time of global uncertainty and increasing geopolitical
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competition, New Zealand's exposure to Chinese political influence has sparked a new debate
about New Zealand's position with the FVEYs. Professor Anna-Marie Brady has gone as far
as to label New Zealand as the soft underbelly for the Chinese government to infiltrate FVEY
international security and intelligence. In this context, New Zealand security agencies have
demonstrated their mindfulness of Chinese cyber threats through its governmental decisions
to block Huawei's development of 5G technology, national enquiries into foreign interference
and standing up against unacceptable behaviour in cyberspace. New Zealand's strong stance
on China in the cyber domain supports efforts to preserve its independent foreign policy in
the FVEY arrangement. The next chapter investigates Singapore's most significant regional

arrangement with ASEAN.
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Chapter Six: ASEAN Cybersecurity and Singapore

Introduction

In the contemporary landscape, the Association of Southeast Asian Nations (ASEAN)
provides Singapore with an amalgamation of economic and political shelter by dealing with
traditional and non-traditional security issues. ASEAN forums allow Singapore to have a
voice in regional and international discussions on security challenges that directly relate to its
own strategic interests and survival. In recent years, the ASEAN grouping has given
increasing attention to the relevance of the cyber domain as a critical facilitator of economic
progress. In recognition of the direct links between the security of the economic environment
and the challenges of an evolving cyber domain fraught with new threats, cybersecurity has
become a significant focus of the ASEAN agenda. In this context, Singapore has played a key
role in enabling progress on cybersecurity within the ASEAN grouping and among its wider

international partners.

This chapter seeks to provide a comprehensive analysis of ASEAN's approach to cultivating
cooperation in the cyber domain to determine how these efforts provide shelter to Singapore.
It starts with an overview of Singapore's historical relationship with ASEAN, highlighting the
strategic importance of ASEAN in Singapore's foreign policy. This is followed by examining
how Singapore's national interests as a Smart Nation are intertwined with the well-being of
the ASEAN cyber landscape. The chapter then outlines how ASEAN is making progress in
the cybersecurity sector, with a distinct focus on how these efforts are aligned with
Singapore's interests in the sector. Finally, it concludes with an analysis of Singapore's
contributions to ASEAN's cybersecurity agenda and how the small-city nation has leveraged
its position as an influential leader within the regional grouping to shape this approach and in

doing so, acquiring shelter.

Background of ASEAN

ASEAN consists of Brunei, Cambodia, Indonesia, Laos, Malaysia, Myanmar, the Philippines,
Singapore, Thailand and Vietnam. Singapore was one of the five original signatories of the
ASEAN Declaration upon its establishment in 1967. At the time, ASEAN nations were
among the most impoverished in the world; now, ASEAN is the fifth largest global economy
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with a regional GDP of USD$3.08 trillion and home to 679 million people (Hawksford,
2017; O'Neill, 2021). Since its inception, ASEAN has become a powerful diplomatic
platform to foster regional stability and extend its interests to economic and social
integration. To defend against the challenges of globalisation and economic growth of its
member states, ASEAN leaders recognised that it needed a clearly articulated identity that
represented a sense of "common destiny". In recognition of this, ASEAN adopted the motto

"One Vision, One Identity, One Community" (Mathews & Pereira, 2020).

Importance of ASEAN to Singapore

Since Singapore became an independent state in 1965, the small city-state has had to be
strategically pragmatic in its approach to political and economic policies. Without any natural
resources and hinterland, Singapore's survival and prosperity have been closely linked to
successfully leveraging external opportunities and resources. Singapore is to be commended
for transforming from a Third World to a First World country in only 50 years despite the
limitations of its size and vulnerabilities. In this backdrop, ASEAN has played an essential
and strategic role in shaping an external environment for Singapore to succeed in its domestic
transformation (Lim, 2017). While the character, perceptions, and importance of Singapore's
membership in ASEAN have developed over the years, its membership has remained a
prominent pillar of Singapore's foreign policy and broader economic strategy. The
Singaporean Government seeks active and cooperative membership within ASEAN to
achieve and enhance the state's security, global positioning, economic growth, and
competitiveness. The strength of the regional platform is key to Singapore's engagement with

regional and international partners.

The ASEAN economy is one of the fastest-growing economies worldwide, driven by a
commitment to free, open trade and regional integration through the rules-based multilateral
trading system. The ASEAN Free Trade Agreement (AFTA) opened several strategic
pathways for Singaporean companies to trade freely with other ASEAN countries. Under the
ASEAN Economic Community (AEC), the ambition to integrate the ten economies into a
single market and production base will widely boost ASEAN's capacity toward becoming a
global economic powerhouse. Collaborating through the AEC, it is projected that ASEAN
will become a borderless economic digital community by 2030 (Hawksford, 2020). This

means Singapore's domestic market would amplify from its populated 6.45 million
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consumers to 679 million. Singapore has been a regional signatory to the formation of 10
regional free trade agreements, including ASEAN-China, ASEAN-Australia-New Zealand,
ASEAN-Korea Free Trade Area and ASEAN-India. Trade agreements with these countries
reduce over 90% of all tariffs and shape an attractive perspective of ASEAN states to
international business partners (VietnamNet, 2015). Additionally, Singapore has signed two
internationally significant FTAs, notably the Comprehensive and Progressive Agreement for
Trans-Pacific Partnership (CPTPP) and the European Union-Singapore Free Trade
Agreement (EUSFTA) (Hawksford, 2020).

ASEAN incorporates an open and inclusive attitude to develop friendly international
partnerships and mutually beneficial dialogue. ASEAN Dialogue partners include Australia,
Canada, China, the European Union (EU), India, Japan, New Zealand, Korea, Russia, the US
and the UK. ASEAN state leaders and the leaders of its dialogue partners meet annually to
participate in ASEAN-led forums such as the ASEAN Regional Forum, East Asia Summit
(EAS) and ASEAN Plus Three (China, Japan and South Korea). By providing ASEAN
leaders with a platform to connect with leaders from the world's most prominent countries,
member states are given increased exposure to engage in discussions surrounding regional
security issues and strengthen their cooperation and collaboration with participants (Koh,
2018). Arguably, annual platforms to collaborate with international partners on a range of
international affairs would otherwise be unattainable for small states like Singapore without
ASEAN. In the words of Singapore's former permanent representative to the UN, Tommy
Koh (2018) "Without ASEAN, none of the 10 member states would be able to attract the

leaders of the most important countries of the world to meet annually with them".

ASEAN Cybersecurity and Singapore's Smart Nation strategy

Singapore - located at the juncture of the Strait of Malacca - is a maritime, banking and
aviation hub where a significant portion of global capital and freight travels. The nation has
been acknowledged for its economic stability and corporate-friendly environment, perfectly
placed as a strategic gateway to Southeast Asia and the wider Asia Pacific region. As
Singapore continues its ambitious Smart Nation initiative previously discussed in Chapter
Two and integration into a borderless AEC, the nation must consider how its economic
growth and prosperity are closely linked to the well-being of the ASEAN region. If the region

can manage cyber risks and threats, it can reap the full benefits of digitalisation (Ponti, 2021).
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Speaking about Singapore's leadership on ASEAN cybersecurity, David Koh (2021), Chief
Executive of the CSA conceded,

No man is an island, all more so in cyber issues. The nature of digital is cross border
international. The country must realise that no matter what happens in Singapore, it would not
be sufficient to curtail the widespread cyber threats. Singapore knows that its economic

growth is tied to the ASEAN region thus building up the region’s cyber resiliency is vital.

Owing to the increasing strategic relevance and digitalization of the region, ASEAN
members are becoming prime targets for cyber attacks. While some states have made
significant progress in securitizing their digital landscape, cyber resilience across the region
remains low. This is largely owing to disparities among member-states in cyber capabilities,
governance and policy. Consequently, ASEAN countries are being used as springboards for
cyberattacks, presenting as either vulnerable CII’s that are easily accessible for large-scale
attacks or hubs that only require a singular point of attack to obtain access to its wider
international connections (Chua & Dobberstein, 2020). At the Sth ASEAN Ministerial
Conference on Cybersecurity (AMCC), Minister S Iswaran (2020b) warned,

Many cities within ASEAN serve as key hubs for services spanning the banking and finance,
telecommunications, aviation and maritime sections. Thus, the impact of a cyberattack on a
national CII may not be confined to that country alone, but also felt in other parts of the

region, and even the world.

Recognising that cyber threats do not respect sovereign boundaries and that cyberattacks can
exploit jurisdictional gaps between nations, Singapore acknowledges strengthening
international partnerships, especially among ASEAN members, to address transnational
cybersecurity issues as one of the three strategic pillars of the 2021 Cybersecurity Strategy
(CSA, 2021a).

ASEAN Digital Economy

ASEAN is at the centre of the world's fastest-growing internet region. In 2014, ICT
investment amounted to approximately USD$100 billion, and it is estimated that by 2025
digital spending could raise more than US$200 billion in the region (Hawksford, 2020; Ponti,

2021). As the fastest-growing global economic region, the resilience of cyber economic

65



technology has become a prominent factor in its future prosperity. ASEAN's strong and
flourishing economy, ICT investments and ongoing economic integration underpin the
region's potential to become a global leader in the digital economy (Chua & Dobberstein,
2020). By 2025, ASEAN's digital economy has the potential to contribute $1 trillion to its
GDP (Ramadhan, 2020). Achieving this economic ambition requires all ASEAN member

states' shared effort and vision.

The ambition for digital acceleration is reflected in the ASEAN Digital Masterplan 2025 (and
previous versions) that seeks to propel "ASEAN as a leading digital community and
economic bloc, powered by secure and transformative digital services, technologies, and
ecosystem". The report outlines three key areas for enhancing regional cooperation:
developing innovative ICT infrastructure, inclusive talent ecosystem cultivation, and green

and sustainable development (CIO, 2021).

However, failing to respond to the risks and challenges posed by cyber threats will
undoubtedly impede the resilience of the digital economy, undermine the proper functioning
of markets and withhold the region from recognising its full economic potential. ASEAN's
commitment to regional cybersecurity is heavily founded upon recognition by member states
that for the digital economy to flourish both domestically and internationally, the digital
economy of each member state needs to be secure. At the 13th East Asia Summit held on 15
November 18, ASEAN member states and participating international partners (Australia,

China, India, Japan, Korea, New Zealand, Russia and the US) acknowledged,

“the vital importance of information and communications technology (ICT) security for the
digital economy, given that an open, secure, stable, accessible, and peaceful ICT environment
is critical to connectivity and the economic development of the EAS participating countries,
as well as the digital economy’s increasingly important role as a driver of global economic
growth, and further emphasised our resolve to promote secure and resilient ICT and critical

infrastructure, which can contribute to regional security and stability” (ASEAN, 2018b).

Importance of the rules-based order

ASEAN member states recognise that their national security, stability and economic

prosperity are closely linked to establishing an open, secure and peaceful ICT environment. It
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is not surprising then that ASEAN member states have a shared interest in participating in
cyber norm discussions at the UN. The 2018 Statement of ASEAN and the Russian
Federation on Cooperation in the Field of Security of and in the Use of Information and
Communication Technologies stated that “the UN should play a leading role in promoting
dialogue on the security of ICTs in their use by States and stress the importance of adopting
rules, norms and principles of responsible behaviour of States in the use of ICTs” (ASEAN,

2018a).

Under the ASEAN Chairmanship of Singapore, member states reaffirmed the significance of
the international rules-based order in cyberspace to maintain economic prosperity and better
quality of life. Additionally, member states agreed in principle that practical confidence-
building measures, voluntary and non-binding norms of State behaviour, and international
standards are vital for stability in cyberspace at the 2018 AMCC. To this end, ASEAN
members agreed to subscribe in principle to the 11 voluntary, non-binding norms of
responsible state behaviour in cyberspace that were recommended by the 2015 UN GGE, and
regional capacity building to implement these norms. ASEAN was the first and remains the
only regional grouping to have adopted the UN’s recommendations into their unique

operations (Singapore Government Agency, 2018).

The concept of the rule law has been the cornerstone of ASEAN since its inception in 1967
and remains actively embraced by member states. It was first recognised in ASEAN’s
founding Bangkok Declaration document as a mechanism to maintain regional peace and
stability; today, the concept of the rule of law is enshrined in the ASEAN Charter.
Furthermore, the AMCC’s decision to adopt the UN’s recommendations aligns with
ASEAN’s ambition to implement the global cyber stability framework in the region and

strengthen trust between member states (Singapore Government Agency, 2018).

It is essential to highlight the significance of this shared commitment, given ASEAN member
states pursue individually differing ideological strategies to their domestic cybersecurity, as
well as the fact only two ASEAN member states - Indonesia and Malaysia - had participated
in earlier GGE’s. Benjamin Ang (2018), a Senior Fellow at the Centre of Excellence for

National Security has argued that,
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“The reiteration of the eleven UNGGE 2015 norms, instead of any other set of norms being
proposed around the world, indicates that the region has made its clear choice upon which to
develop policies and operations for cyberspace, in the midst of numerous other options, some

of which are compatible with their values, and of some which are not”.

By focusing cooperation in cyberspace on the UNGGE 2015 norms, ASEAN has established
a clearly defined objective for the region to work towards. Efforts to overcome the challenges
of different cyber capabilities, governance and policy among member-states can thus be
addressed under this framework that aligns with Singapore’s interests for a UN-led effort

toward cyber cooperation.

Challenges to cyber strategy

The most pressing concern for ASEAN to address the evolving nature of cyber threats is the
lack of a legal or regulatory framework on cybersecurity. Without a strict code of conduct or
regulation, ASEAN’s ambitions for a holistic and more coordinated approach to
cybersecurity cooperation are restricted (Ramadhan, 2020). Arguably, the greatest challenge
to establishing regional cyber governance for ASEAN lies within the diverging positions of
its member-states. ASEAN constitutes an array of countries with diverse political regimes,
contrasting degrees of economic development and differing levels of cyber maturity that
frame their perception of cyberspace and its associated threats. As a result, the cyber domain
has become a political arena where states reflect unique strategies and ambitions. With the
challenges of regional heterogeneity in mind, we may consider the varying perspectives of
ASEAN member-states on what constitutes cyberspace in relation to their national interests,
such as the implementation of online content control and censorship policies in some

member-states (Tran & Gomez, 2018).

Although the readiness of ASEAN as a regionally grouping to face the contemporary security
issue remains questionable, this has not prevented the development of implementation road
maps and master plans such as the ASEAN Cybersecurity Cooperation Strategy and ASEAN
Master Plan (previous and current) (Timur, 2017). But - frameworks based on high-level
guidelines for voluntary exchange and non-binding collaboration between government
agencies are unlikely to be effective enough to secure the ASEAN cyber landscape; a tighter

coordination mechanism is necessary (Kearney, 2018). For example, Singapore has
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advocated for the development of a regulatory and policy framework on cybersecurity for
ASEAN that, in turn, would facilitate the integration of the ASEAN economy. This would
require establishing cybersecurity standards and best practices to ensure regional
interoperability (Choudhury, 2021). While ASEAN cannot demand compliance of its
members, this does not mean the grouping is incapable of change. Instead, ASEAN relies on
consensus to move forward, and the nature of this progress can be understood as slow and

steady.

Capacity building measures (CBMs)

While norms require shared beliefs and principles, there is power in flourishing CBM’s given
they are based on a shared and practical interest in averting cyber conflict and/or conflict
escalation amongst nations. Beyond building trust, ASEAN has strategically implemented
specific CBM’s aimed at supporting less developed members to enhance their respective
cyber infrastructures and close the disparity gaps between member-states. The completed
2020 ASEAN CERT Maturity Framework study supported this initiative by identifying the
systematic gaps where capacity-building efforts and training must be targeted (ASEAN,
2021). In doing so, these work to meet ASEAN’s socio-economic objectives. It also
encourages the establishment of shared perceptions in cyberspace and can provide an initial
step toward developing regional norms to support a framework for cyber governance (Tran &

Gomez, 2018).

ASEAN shares a collective focus on capacity building in cyberspace to address the structural
challenges of technological, operational, political and legal disparities among member states.
Capacity-building remains important in providing member states with the necessary capacity
and ability to respond to current and newly emerging cyber threats. Implementing cyber
CBM'’s is also necessary to minimise the threat of misconception and intensification in
cyberspace. ASEAN Cybersecurity Ministers regularly meet and engage in ongoing informal
forums to discuss practical ways to foster greater regional cybersecurity cooperation and

facilitate capacity building (Koh, 2020). These forums include: (Koh, 2020).
e ASEAN Ministerial Conference on Cybersecurity (AMCC), held as part of the

Singapore International Cyber Week (SICW)
o ASEAN Ministerial Meeting on Transnational Crime
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o ASEAN Digital Ministers’ Meeting

o ASEAN Regional Forum Inter-Sessional Meeting on Security of and in the Use of
Information and Communication Technologies

e ASEAN Defence Ministers’ Meeting Plus Experts” Working Group on Cyber
Security

o ASEAN Working Group on Digital Data Governance

ASEAN states are enhancing regional cooperation on cyber capacity building through
initiatives and programmes guided by the ASEAN Cybersecurity Cooperation strategy. These
prominently function to build the region’s capacity in protecting CII’s, such as Industrial
Control Systems, countering the use of ICTs for terrorist purposes, defending from

cybercrime, among others. These initiatives and programs include: (Koh, 2020).

o ASEAN Cyber Capacity Development Project

o Digital Connectivity and Cybersecurity Partnership

e U.S-ASEAN Smart Cities Partnership

o ASEAN-Japan Cybersecurity Capacity Building Center

o ASEAN-Singapore Cybersecurity Center of Excellence

e US-ASEAN Connect Digital Economy Series

o ASEAN-China Partnership on Digital Economy Cooperation
o ASEAN:-India Digital Work Plan

Beyond building the resilience of cyber infrastructure, capacity building programmes for
information and expertise exchange are critical to forging a culture of transparency between
ASEAN member-states. To this end, the 1st ASEAN Digital Ministers’ Meeting held in 2021
approved Singapore-led initiatives on ASEAN Data Management Framework (DMF),
ASEAN Model Contractual Clauses for Cross Border Data Flows (MCCs) and ASEAN
CERT Information Exchange Mechanism. Singapore Minister Iswaran has said, “these
tangible projects will help ASEAN businesses, especially the Small and Medium Enterprises
(SME?), seize the opportunities that the Digital Economy offers and strengthen our collective
cybersecurity cooperation” (Ministry of Communications and Information, 2021). Moreover,
unlike previous initiatives, the inclusion of MCC'’s allows for legally binding agreements

between businesses when transferring intelligence and data across borders.
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Singapore’s role in ASEAN cybersecurity

To understand the imperative of ASEAN’s cybersecurity agenda for Singapore, we need only
examine the extensive ways the nation-state contributes to its facilitation. Singapore is
indisputably a committed leader in strengthening ASEAN cybersecurity efforts and
enhancing the ability of the region to respond to emerging international cyber threats. At the
front line of ASEAN regional cybersecurity, Singapore embodies “the comprehensive
outlook that the city-state is trying to advance in the region with respect to cyber issues,
which blends areas of focus such as capacity-building, norm development, and joint research

and intelligence sharing” (Parameswaran, 2018).

In collaboration with the Singapore International Cyber Week (SIWC) which facilitates
multi-stakeholder dialogues on cybersecurity, Singapore hosts the annual ASEAN Ministerial
Conference on Cybersecurity (AMCC) chaired by Singapore’s Minister-in-charge of
Cybersecurity. The AMCC is a platform that brings together the ASEAN Secretary-General
and ASEAN Ministers of Telecommunications and/or Cybersecurity for non-formal
discussions on cybersecurity concerns affecting the region and beyond (CSA, 2021a).
Singapore also chairs the ASEAN Working Group on Digital Data Governance. Beyond the
facilitation of regional dialogue, Singapore has also made significant monetary investments
in regional capacity-building efforts, including the establishment of the ASEAN Cyber
Capacity Programme (ACCP) in 2016. Singapore created a $10 million ASEAN Cyber
Capacity Fund to improve regional cybersecurity capabilities, aligned with its desire for
greater engagement in broader international discussions. By having within-region
commitments from Singapore, ASEAN member states have had less need for external

investment at the risk of increasing third-party influence (Putra, 2018; Heinl, 2019).

Singapore’s commitment to regional cybersecurity was exemplified during its 2018
Chairmanship of ASEAN, which saw cybersecurity formulated as a key priority of its
regional policy agenda. In recognition of the need for a formal ASEAN cybersecurity
mechanism to enhance regional cyber coordination, the 2018 AMCC tasked Singapore with
proposing a cybersecurity mechanism to guide inter-related cyber diplomacy, policy, and
operational concerns (CSA, 2018a; CSA, 2019). Additionally, Singapore announced the
establishment of the ASEAN-Singapore Cybersecurity Centre of Excellence (ASCCE) as an
extension of the ASEAN Cyber Capacity Programme (ACCP). To strengthen the operational,
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policy, and legislative cyber-capacity efforts of ASEAN members, the S$30 million
investment is based on three pillars: conduct research and provide training in areas spanning
international law, cyber strategy, legislation, cyber norms, and other cybersecurity policy
issues; provide CERT-related technical training as well as facilitate the exchange of open-
source cyber threat and attack-related information and best practices; and conduct virtual
cyber defence training and exercises (Singapore Government Agency, 2019). The ASCCE
reflects a unifying stance by ASEAN member-states that cyber diplomacy efforts must align
with operational issues such as information and data sharing. By addressing the coordination
of regional cyber capacity-building efforts and implementing these measures, ASEAN states
will give greater support to strengthen regional cooperation and position them to exert global
influence with greater strategic clout as a regional grouping (Heinl, 2019). Furthermore to
Singapore’s Chairmanship of ASEAN, through close work with the UN Office of
Disarmament Affairs (UNODA), Singapore announced the formation of a Singapore-UN
Cyber Programme to develop and host annual workshops for building awareness of cyber
norms and cyber policy scenario planning in ASEAN member states (Ministry of Foreign

Affairs Singapore, 2018).

By taking on a leadership position on cybersecurity within ASEAN, Singapore has forged a
favourable perception for itself among its partnering member states and the broader
international community in enhancing cyber resilience. The nation-state has facilitated crucial
cyber cooperative efforts between the UN and ASEAN member-states. Beyond the
aforementioned Singapore-UN Cyber Programme, Singapore will be chairing the UN OEWG
2021-2025 and has already taken the opportunity to seek contributions from its ASEAN
partners in this process. Speaking at the 2021 AMCC, Josephine Teo (2021) stated,

I encourage AMS to actively contribute to the cyber stability framework — and collectively
identify key issues of regional interest to value-add to the UN conversation. As Chair of the
OEWG, Singapore looks forward to your support. We are keen to hear your candid views,
and work with you to move the discussion toward our shared objective of a secure, resilient,

and interoperable cyberspace.

Conclusion
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The ASEAN grouping is a mechanism for security that has afforded shelter in an array of
traditional and non-conventional issues since its inception. Singapore, as a small state, has
benefited from the peaceful and conducive regional environment shaped by ASEAN. Against
this backdrop, ASEAN provides Singapore with a platform to broaden its diplomatic clout by
engaging larger, more powerful nations and entangling them within the ASEAN way that
practises cooperation and dialogue. Singapore's Smart Nation initiative and economic
prosperity are interdependent on securitising the ASEAN cyber landscape. For this reason,
Singapore's strategic vision for a unified, forward and outward-looking approach to ASEAN

cybersecurity has remained at the forefront of its regional ambitions.

Additionally, building the region's cyber resilience may also be a matter of preserving its
reputation for Singapore. Singapore is geographically the smallest nation in the grouping,
with limited natural resources and land space to its ASEAN counterparts. The city-state has
leveraged this seeming disadvantage into strength and earned itself reputational standing as a
regional hub for innovation and technological development "with its openness to trade,
innovation-centric economy and skilled talent" (Hawksford, 2020). However, instability in
the regional cyber landscape can potentially undermine this perception. Given the increasing
strategic relevance of ASEAN, its positioning as key hubs for services, and widespread
disparities in cyber capabilities, governance and policy, the region has become a vector for
cyber-attack. As warned by Marsh's research, "cybercrime is becoming a greater risk in doing
businesses in the Asia-Pacific as compared to the West. Cyber concern around the likelihood
and impact of technological threats has sharpened among business executives in the Asia-

Pacific (MarshMclennan, 2022).

It is acknowledged that member-states are dependent on each other to collectively deal with
cyber issues to reap the full benefits of digital transformation. Moreover, if cyber issues
continue to become more acute in the region without a proactive response, the impact on
Singapore's global reputation and trade interests may be severe. Singapore is an indisputable
regional leader in ASEAN in the sphere of cybersecurity through its facilitation of meetings
on cybersecurity at a ministerial level, financial investments in capacity-building mechanisms
and leadership position in forging closer cyber cooperative relations between ASEAN and the
UN. These efforts will continue to support cybersecurity development in the ASEAN
landscape to acquire securitisation. Additionally, maintaining its leadership position in

regional cooperation on cyber issues will also support Singapore's influence in the
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international security environment. To bring this thesis to an end, the following chapter

provides a comprehensive conclusion outlining the investigation's key findings.
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Conclusion

This thesis has investigated how two important small Asia Pacific nations, New Zealand and
Singapore, are seeking shelter from cyber insecurity and analyse the success made by the

countries. Furthermore, it has sought to identify the similarities and differences in responding
to cyber insecurity. So, how are New Zealand and Singapore, as small states, sheltering from

cyber insecurity and are they being successful?

Firstly, it is evident that New Zealand is struggling to overcome significant resource
challenges and technical obstacles, which are common vulnerabilities and limitations of small
states. Unlike its larger counterparts, New Zealand faces hurdles to building a strong and
capable cybersecurity workforce; cannot financially commit the necessary resources to
successfully strengthen its cybersecurity and to advance technical expertise and knowledge in
the sector to keep up with the evolving cyber landscape. On the other hand, Singapore has
strategically prioritised cyber policy by upskilling its administrative competence and
diplomatic expertise in the cyber sector. To this end, the small-city state has made significant
investments in building a robust cybersecurity ecosystem and enacting regulatory policies to
restrict the impacts of malicious cyber activity. Nonetheless, despite these extensive efforts to
securitise Singapore’s cyber landscape, the small state still faces challenges in adequately
developing the required human resources to mitigate and respond to cyber threats.
Additionally, the increasing disparity of cyber capabilities between small and larger powers
means that small states are at greater vulnerability. While New Zealand and Singapore share
a similar lack of capabilities in the cyber domain, their differing governmental systems
demonstrate that liberal and illiberal democracies do not share all of the same challenges to
acquiring cybersecurity. As an illiberal democracy, the Singaporean government has a greater
capacity to adopt regulatory functions that restrict unfavourable behaviour and activity in the
domestic cyber domain, such as the 2018 Cybersecurity Act. In contrast, New Zealand’s
democratic values of freedom present challenges to achieving a sustainable balance between
privacy and security in cyberspace. These differences inform the degree of external shelter

New Zealand and Singapore require.

Secondly, cyber issues are global in scope. Given the complex, transboundary nature of the
cyber phenomenon, the pursuit of domestically focused foreign policy in cybersecurity

cannot on its own address the external nature of the issue. The evidence in this thesis suggests
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that New Zealand and Singapore recognise this reality by adopting elements of sheltering in
their cyber foreign policy approaches through memberships in regional arrangements and
international organisations. Although the UN GGE and OEWG have made limited progress
on cybersecurity beyond the 2015 implementation of informal norms and rules, there is
potential for these efforts to develop and forge conventional international law in cyberspace.
Evidently, these forums have allowed New Zealand and Singapore’s cyber interests to be
represented and contributed to the albeit informal development of internationally recognised
understandings of cyberspace. As the international community continues these important
multilateral discussions under the UN umbrella, there is an opportunity for small states to
shape the development of global cooperation and the establishment of a regulatory
framework or international treaty on state behaviour in cyberspace. New Zealand has the
potential to leverage its independent status, international reputation in peace and disarmament
and historical contributions to advancing nuclear non-proliferation treaties, to build on recent
efforts at the UN and exercise international advocacy on these cyber issues. Maintaining
Singapore’s influential momentum in regional cyber cooperation and the broader
international community will support Singapore’s positioning to lead in future law-making

processes of a universal legal mechanism for cybersecurity.

Third, developing collective security on cyber issues at the international level appears to be a
slow process that faces challenges due to diverse ideological perspectives among the great
powers and a lack of implementation of norms agreed to at the UN. As cybersecurity
continues to grow in strategic importance in the wider pattern of cooperation, arguably,
countries with more closely aligned strategic interests have made greater progress so far on
issues around cybersecurity. Regional arrangements have provided a more substantive
platform for small states to seek shelter in this context. The evidence in this investigation
demonstrates that New Zealand’s membership in the FVEY network remains integral to the
country’s ability to meet its national interests in security and intelligence. Larger counterparts
in the arrangement provide tools and resources for the defence of the cyber domain, access to
a greater pool of foreign intelligence, and security of the shared values of the liberal
international rules-based order that would otherwise be unattainable for New Zealand. In the
contemporary security environment, the ability of New Zealand to balance its relationship
with the FVEYs and China has come into question. When New Zealand was partially frozen
out of the FVEY arrangement by the US-based on conflicting policies in the 1980s, New

Zealand could still rely on support from its other partners. As Chinese foreign interference
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becomes a greater concern to the stability of the liberal rules-based order, New Zealand needs
to maintain its independent foreign policy credentials not to upset the views of its FVEY
counterparts. A small state like New Zealand needs to be mindful of its partners' views,
particularly as it navigates the complexities of great power competition between its
traditional security partners — US, UK and Australia — while maintaining prosperity in its

most important economic relationship with China.

Fourth, Singapore has established itself as an influential regional leader in cybersecurity
within ASEAN. Continuous progress in facilitating cyber cooperation in the wider ASEAN
region is imperative to the economic prosperity and national aspirations of Singapore. The
regional organisation has afforded cooperation between member-states on cyber issues to
develop capabilities, share technologies and forge collective mechanisms for the
implementation of rules and norms. Singapore has successfully driven small state cooperation
with its regional partners and has coupled these efforts with the wider international
community. While global cooperation on cyber security issues is contingent upon compliance
by larger powers, there is a positive role for small states to work collectively to forge a
positive regional understanding that can, ideally, contribute to the emergence of similar

understandings in other regions and, ultimately, to an international understanding.

Finally, what are promising research opportunities for the New Zealand and Singaporean
cyber security literature in the future? Given that New Zealand has increasingly diversified its
strategic interests throughout the Asia-Pacific region alongside its traditional liberal partners,
the academic research would benefit from assessing new avenues of influence for New
Zealand with other small states, such as ASEAN, and how they can collaborate
diplomatically at the UN to put forward positions on cyber security that both find mutually
beneficial. Strengthening relations around the development of cyber norms between the UN
and Singapore would also be a fruitful route for research, as the latter is maneuvering itself
into a position of influential leadership in the cyber domain internationally and seemingly has

the capacity and expertise to share best practices with New Zealand.
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