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Purpose 
This brief is a part of a series, produced for the Tikanga in Technology (TiNT) research programme, that provides a 

hapū perspective on data sovereignty, data governance and data privacy. In this brief we focus on the Māori Data 

Privacy Framework developed by the TiNT team and assess how useful it is for hapū. To do so, we draw on a case 

study with Ngāti Tiipa, one of the 33 iwi and hapū of the Waikato confederation (Kukutai et al., 2022). This brief 

should be read in conjunction with TiNT Brief #2 Protecting hapū data privacy: A Ngāti Tiipa case study of technology 

considerations. 

Context 
Privacy is a fundamental human right and a gateway right that reinforces other rights such as the right to 

non-discrimination and freedom of expression. In Aotearoa, as elsewhere, legal and regulatory frameworks are 

struggling to keep pace with data privacy challenges. The Māori Data Privacy Framework (the Framework) was 

developed by the TiNT team to offer a tikanga-based approach to data privacy (Kukutai et al., 2025). The Framework 

provides a distinctively Māori way of approaching data privacy beyond the prevailing narrow legislative focus on 

personal privacy (Kukutai et al., 2023; Quince, 2016; Quince & Houghton, 2023). It was developed with the guidance 

of the TiNT kāhui kaumātua,1 and offers practical advice for those who are responsible for safeguarding Māori data 

1 https://www.waikato.ac.nz/research/institutes-centres-entities/institutes/te-ngira/research/tikanga-in-technology/kahui-
kaumatua/  

https://www.waikato.ac.nz/research/institutes-centres-entities/institutes/te-ngira/research/tikanga-in-technology/kahui-kaumatua/
https://www.waikato.ac.nz/research/institutes-centres-entities/institutes/te-ngira/research/tikanga-in-technology/kahui-kaumatua/


 

 

and the privacy of the individuals and collectives connected with it.2 The Framework is organised around four tikanga 

concepts – Mana, Tapu, Mauri and Hau – with a set of directives to guide decision-making and action.  

 

While others have explored the rights and interests of Māori and iwi to access, control and use Māori and iwi data 

(Te Kāhui Raraunga, 2022; Te Mana Raraunga, 2018), there has been little focus on the implications for hapū. 

However, hapū are the primary social unit connecting people to whenua, and through which concepts such as ahi kā 

and kaitiakitanga endure (Taonui, 2005; Waitangi Tribunal, 1985). In a digital environment, frameworks and tools 

are needed to support hapū to maintain mana over their collective data.  

 

We assess how useful the Framework is for meeting the data protection and privacy needs of one hapū, Ngāti Tiipa. 

Ngāti Tiipa has been engaged in hapū data sovereignty since 2018, supported by several research programmes (Clark 

et al., 2020, 2024; Kukutai et al., 2020, 2022, 2023; Newbold et al., 2022). Their focus has been on identifying and 

digitising whakapapa data for tūpuna born between 1750 and 1900, and they have assembled a large volume of 

data, now hosted in their own digital pātaka. By exploring Ngāti Tiipa as a TiNT case study, we are able to assess the 

Framework from a Ngāti Tiipa lens, and also identify considerations of broader relevance to other hapū.  

 

Assessing the Māori Data Privacy Framework 
To assess the Framework, we developed three sets of questions relating to the data, the Ngāti Tiipa context and the 

Framework. Members of the TiNT team and Te Tira Rangahau o Ngāti Tiipa undertook this assessment together. 

 

Pātai to assess the MDP 
Framework 

Ngāti Tiipa considerations 

1. Pātai about the data  
1.1. What kind of data is 

involved in this case study? 
 
 

 
 
 
 
 
 
1.2. What is the cultural 

significance of this data (as 
a taonga)? 

 
 
 
 
 
 
 

 
1.1 We focused on data held in the Ngāti Tiipa digital pātaka, which mainly 

holds historical data pertaining to Ngāti Tiipa whakapapa, tūpuna, 
whenua and kōrero tuku iho from rūruhi and koroheke, many of whom 
are now deceased. Much of the information was digitised from publicly 
available sources including library and archive records, the Waikato 
Raupatu document bank, Māori Land Court minute books and 
historical newspapers (Papers Past). It also includes purchased 
information from Births, Deaths and Marriages and Land Information 
New Zealand. Importantly, it is curated with a Ngāti Tiipa lens. 

 
1.2 All whānau and hapū data about Ngāti Tiipa are considered to be 

taonga, as per the Ngāti Tiipa hāpū data sovereignty statement. The 
cultural significance is nuanced. Through the curation of the data, the 
hapū are able to: (1) re-tell the kōrero of tūpuna using Ngāti Tiipa reo 
for, of and about the hapū; 2) connect living uri to their pre-1900 
tūpuna direct line; and 3) nurture their collective identity as a hapū. 
This taonga data is distinct from personally identifiable data (e.g., first 
name, last name, email, telephone) or personal health data where the 
mana or authority of the data sits with the individual. 

 
 

 
2 Māori data refers to digital or digitisable data, information or knowledge that is about, from or connected to Māori, including 
data about people, place, culture and environment (Kukutai et al., 2023; Te Mana Raraunga, 2018). 

https://onlinelibrary.wiley.com/doi/full/10.1111/nzg.12344#nzg12344-bib-0057
https://onlinelibrary.wiley.com/doi/full/10.1111/nzg.12344#nzg12344-bib-0063


 

 

1.3. Is some data more 
important to protect? Why? 

 
 
 
 
 
 
1.4. How does the data relate to 

a Māori collective? Who are 
the collective(s) that have 
rights in relation to this data 
(whom we might call the 
collective rights-holders)? 

 
 
 
 
1.5. Who should be able to 

access this data? Kei a wai 
te mana? Who controls the 
data? Kei a wai e pupuri 
ana? Who holds the data? 

 
 
 
 

1.6. Is there a data governance 
framework or agreement in 
place for this data? If so, is 
Te Tiriti recognised within 
it? 

1.3 Wānanga with whānau over the years has progressed from affording 
data protection in the digital realm to a focus on data privacy. This is 
because the nature of whakapapa research has in some instances 
revealed trauma, often through close-kin relationships. Caring for this 
sensitive data requires a tikanga-led approach and mechanism for 
balancing responsibilities and obligations as kaitiaki of sensitive data 
and to their direct uri. 

 
1.4 There is general agreement across Ngāti Tiipa that digital data relating 

to tupuna, whakapapa and whenua are taonga that belong to the 
collective. We know this through ongoing whanaungatanga, wānanga 
and keeping in good relations with ourselves in what is a very fluid and 
dynamic space. Presently, the hapū is considered the kaitiaki of the 
data. This includes the whānau and three Ngāti Tiipa marae (see 
Brief #2). In May 2024, a hui-a-hapū determined to reconvene the 
Ngāti Tiipa Runanga (first convened in 1862) as an umbrella authority 
over all hapū collective rights and interests. 
 

1.5 In general, all uri of Ngāti Tiipa will have access to the public-facing 
website. Uri will have the option to register and, upon being authorised, 
will be able to access kōrero tuku iho, waiata, maps, specific tūpuna 
profiles, digitised archival documents and research reports. 
Furthermore, registration acts as a validation process to connect uri to 
their direct tūpuna in the whakapapa database. That the data is 
accessible behind a login provides a layer of security to protect Ngāti 
Tiipa data from unauthorised access, use and scraping. 
 

1.6 Prior research (Newbold et al., 2022) clearly sets out Ngāti Tiipa 
expectations around whakapapa research that contributes to the 
well-being of Ngāti Tiipa. Developed by and with whānau, it serves as 
the hapū data governance model. It focuses on building relationships by 
sharing knowledge, acknowledging whakapapa and strengthening 
whānau connections. Te Tiriti is implicit. 

2. Pātai about the case study  
 
2.1 Why did we choose this 

case study? 
 
 
 
 
 
 
2.2 What is it about this case 

study that helps us better 
understand Māori data 
privacy?  

 
 

 
 
2.1 Ngāti Tiipa was selected as a case study for TiNT as the hapū has been 

actively engaged in data sovereignty research since 2018 and has its own 
research team, Te Tira Rangahau o Ngāti Tiipa. This provided an 
opportunity to both assess the relevance of the Framework for Ngāti 
Tiipa (and potentially other hapū) and test some of the assumptions 
underpinning the Ngāti Tiipa data sovereignty approach, specifically with 
regard to privacy.  

 
2.2 This case study helped the TiNT team to better understand Māori data 

privacy through a collective hapū lens. The case study affirmed the 
relevance of Mana, Tapu, Mauri and Hau for guiding thinking about data 
privacy and protection, while in practical terms noting that these tikanga 
are not always mutually exclusive.  

 
2.3 The Ngāti Tiipa case study is one example of a hapū-led approach as 



 

 

2.3 What is it about this case 
study that helps us better 
understand collective data 
privacy? 

 
2.4 What is the problem (with 

this case study) that needs 
solving/addressing? 

kaitiaki in caring for their data, enabling data protections and working 
through data privacy considerations, particularly of deceased tūpuna and 
in relation to sensitive data. 

 
 
2.4 Beyond this case study, there are five key technology considerations that 

require ongoing attention. These considerations reflect the pace of 
technology change, set expectations for uri and hold us to account. The 
first two considerations relate to AI and the use of predictive analytics 
(machine learning, large language models), and the remaining three 
relate to the whakapapa database specifically. The five considerations 
are: 1) what content resides on the public-facing website, 2) security of 
the whakapapa database, 3) treatment of deceased tūpuna, 4) enabling a 
vertical view only for direct descendants will require working though 
layers of relationships, and 5) developing a Ngāti Tiipa Privacy Statement 
and Privacy Policy. 

3. Pātai about the Framework 
 

3.1 What aspects of the 
Framework were useful for 
those involved?  

 
 

 
 
 

3.2 How does the Framework 
support collective mana 
motuhake?  

 
 
 
 
3.3 Are there any major gaps in 

the Framework? 
 
 
 

 
 
 
 
 
 
 
 
 
 

3.4 What needs to be 
changed? 

 
 
3.1 Key directives and guiding questions were useful. Given that Te Tira 

Rangahau o Ngāti Tiipa has been working on data sovereignty kaupapa 
for seven years, the concepts weren’t new or foreign. Nevertheless, the 
questions were a useful prompt to examine decisions made to date. For 
hapū new to progressing their kaupapa, the pou tikanga in the 
Framework will resonate as these represent key values and concepts of 
te ao Māori. 

 
3.2 The Framework supports collective mana motuhake as it opens wānanga 

spaces for dialogue: Who are we? What is collective data versus personal 
data? What is the role of the collective? What is in scope and what is out 
of scope? How do we make use of what we already have as an underlying 
framework that is imbued with our existing tikanga, kawa, practices and 
protocols? 

 
3.3 Three suggestions are offered following the assessment: 

(1) The Framework could be strengthened with the inclusion of the 
concept of whanaungatanga and the relational world of te ao Māori, 
expressed through relationships to all things physical and spiritual, 
living and non-living and the connections to past, present and future 
which endure long after the people have gone. 

 
(2) The Framework could also be strengthened by identifying useful 

practical examples or resources, articles, etc. throughout. 
 
(3) The Framework could further benefit from a rauemi “Tips for Getting 

Started” to assist whānau, marae, hapū, iwi and hapori Māori to 
embark on their data sovereignty journey and support them with 
their kaupapa. 

 
3.4 See 3.3. 



 

 

Conclusion 
The Framework’s strengths are in the four tikanga values and pre-set directives to guide decision-making. 

Involvement of the TiNT kāhui kaumātua provides a high level of confidence that the pou tikanga of Mana, Tapu, 

Mauri and Hau have been the subject of rigorous wānanga in guiding approaches to Māori data privacy. In practical 

terms, tikanga are not always mutually exclusive, which presents a challenge. For other hapū commencing their data 

sovereignty kaupapa, the Framework is useful in that it creates space for wānanga about hapū data privacy leading 

to action. The Framework is useful to Ngāti Tiipa in two ways: 1) it challenges Te Tira Rangahau to think about how 

to amplify and empower whānau to be the decision-makers about whānau-level access to data when balancing 

collective rights, and 2) it interrogates the intention behind each technology decision to promote effective data 

protections, including data privacy.  

Tikanga in Technology 

Supported by the Endeavour Fund (UOWX2003), Tikanga in Technology (TiNT) is a research programme that 

supports Indigenous approaches to transforming data ecosystems. The TiNT team collectively has expertise in Māori 

data sovereignty and governance, data privacy, cybersecurity, te Tiriti o Waitangi and mātauranga Māori. For more 

about our TiNT research theme, visit: https://www.waikato.ac.nz/research/institutes-centres-entities/institutes/te-

ngira/research/tikanga-in-technology/  

 

Glossary 

ahi kā  continuous occupation 

atua influential ancestors, gods 

hapū sub-tribe, or clan, usually containing a number of whānau and marae with a common 

ancestor or ancestors 

hau vital essence, cosmic breath 

iwi  tribe 

kāhui kaumatua advisory group of elders  

kaitiakitanga guardianship 

karakia traditional ritual chant done to acknowledge atua Māori or the environment 

kaupapa topic, policy, matter for discussion, plan, purpose, scheme, proposal, agenda, subject, 

programme, theme, issue, initiative 

kawa immutable protocols, usually associated with the marae 

kōrero tuku iho  oral traditions 

koroheke elderly man 

mana prestige, influence; spiritual power, supernatural force in a person, place or object 

mātanga experts 

mātauranga knowledge, wisdom, understanding, skill; education, Māori knowledge system 

mauri life force 

mokopuna grandchildren, future descendants 

Papatuānkuku Earth Mother 

pātai query, question, enquiry 

pātaka storehouse, digital repository or archive OR storehouse raised upon posts, pantry, larder 

purakau historic narratives 

Ranginui Sky Father 

https://www.waikato.ac.nz/research/institutes-centres-entities/institutes/te-ngira/research/tikanga-in-technology/
https://www.waikato.ac.nz/research/institutes-centres-entities/institutes/te-ngira/research/tikanga-in-technology/


 

 

rūruhi elderly woman 

tapu sacred, restricted, set apart 

taonga those things and values that we treasure, both intangible and tangible; usually 

collectively held 

tautoko to support, prop up, verify, advocate, accept (an invitation), agree 

tikanga custom, rules for proper conduct 

tino rangatiratanga self-determination, sovereignty, autonomy 

uri offspring, descendant, relative, kin, progeny, blood connection, successor 

waiata song, chant, psalm 

whakapapa genealogy 

whenua land; placenta 
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