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Signal traces were kept as short as possible to minimize transmission line effects particularly in 

the memory interfaces. Power traces were kept as wide as possible to minimize inductance and 

maximize capacitive coupling to the ground plane which together help reduce supply noise. 

Particular care was taken with laying out the switching power supplies since these can be a major 

source of system noise (see Sections A2.3.3 and A2.3.4). 

The completed PCB measures 110mm by 70mm. A picture of the completed board is shown in 

Figure A2.14. The largest visible component on the board is the CL-PS7 l 10 processor, the next 

biggest components being the two Arn29L V800B Flash Memory devices. The 16MB DRAM 

module plugs into the SO-DIMM socket on the top side of the board. The board area is nearly 

equally shared between the processor and memory systems, and the power management and 

power supply systems. 

Figure A2.14-The Complete FRPM Main Board 

The two areas with greatest opportunity for reducing the size of the FRPM Main Board are 

simplification or higher integration of the power management section and the combining of the 

processor core with a large on-board DRAM memory array in a single part. Both of these 

opportunities were starting to appear within 12 months of designing the system. Together these 

techniques could result in a board half the size of the current design. 
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A2.6 Physiological Interface 

The FRPM records physiological signals via a small Physiological Interface board which contains 

all the necessary signal conditioning circuitry for several different physiological signal sources. 

In its current form the interface board provides support for the acquisition of EEG, Evoked 

Response, and ECG signals, and provides support for the measurement of physical activity, 

respiration rate, and temperature. 

The current Physiological Interface measures 44mm by 60mm and is designed to be plugged 

directly into the FRPM Input/Output Expansion Connector (J4) on the FRPM Main Board. The 

Physiological Interface is constructed as a separate plug-in sub-assembly to allow maximum 

flexibility for different applications of the FRPM and to assist in future interface upgrades since 

on its own it is a relatively low cost part of the overall system and is easy to manufacture. 

Figure A2.15 through Figure A2. l 9 show the Physiological Interface circuitry. 
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Figure A2.15 -Physiological Interface Functional Blocks 
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Figure A2.16-Physiological Interface Audio Output Circuitry 
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Figure A2.17-Physiological Interface Audio Input Circuitry 
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Figure A2.18-Physiological Interface Evoked Response Input Circuitry 
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Figure A2.19-Physiological interface Temperature Measurement Circuitry 
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The Physiological Interface plugs directly into the FRPM Main Board Input/Output Expansion 

Connector via the connector Jl. The Expansion Connector signal assignments for the 

Physiological Interface are shown in Table A2.12. The signal functions are clarified in their 

related sections. 

Table A2.13 and Table A2.14 presents the pin assignments of the two connectors on the 

Physiological Interface that connect to external sources or sensors. These signal functions are 

also clarified in their related sections. Connector J2 is mainly related to EEG/Evoked Response 

signal acquisition while J3 handles the various audio input and temperature measurement 

channels. 

Pin# Name Direction Description 
1, 8 AGND Power Analog circuitry Quiet ~ound 
2 VREF Power ADC reference voltage 
3 Ain3/Temperature2 Analog In Temperature Sensor Input #2 
4 Ain2/Temperature 1 Analog In Temperature Sensor Input #1 
5 Ainl/ Audiolnput2 Analog In Audio Input Channel #2 
6 AinO/ Audiolnputl Analog In Audio Input Channel # 1 
7 Vaa Power Analog circuitry Quiet supply 

9, 10 Wakeup Input External Wakeup Key Input 
11-18 COL0-7 Output Not used 

19,29,39 GND Power Ground 
20 Vee Power Main logic supply 
21 PAO/PotData Output Digital Potentiometer Data 
22 PAl/PotClock Output Digital Potentiometer Clock 
23 P A2/nPotSelect Output Digital Potentiometer Select (Active low) 
24 PA3/nPotShutdown Output Digital Potentiometer Shutdown (Active low) 
25 PA4/TempData 1 Input Digital Temperature Sensor Data Input #1 
26 P A5/TempData2 Input Digital Temperature Sensor Data Input #1 
27 PA6/EPPowerOn Output Evoked Response Power On 
28 PA 7 / AudiolnEnable Output Audio Input Channels Enable 
30 Vin Power Unregulated power sunnlv input 
31 PAO/StatusLED Output Status LED drive output 
32 PAl/ERClick Output Evoked Response Click Stimulus 
33 P A2/ERSelectLeft Output EEG Left Input Channel Select 
34 PA3/ERSelectRight Output EEG Right Input Channel Select 
35 PA4/TempEnable Output Temperature Sensor Bias Enable 
36 P AS/ERADCClock Output EEG ADC Clock 
37 PA6/nERADCConvert Output EEG ADC Start Conversion 
38 PA 7 /ERADCData Input EEG ADC Result Data Input 
40 Vin Power Not used 

Table A2.12 - 1/0 Expansion Connector Pin Assignments for the Physiological 
Interface 

221 



Pin# Name Direction Description 
1 GND Power Ground 
2 +5V Power +5V power suoolv 
3 -5V Power -5V power suoolv 
4 GND Power Ground 
5 LeftClickOut Analog Output Evoked Resoonse Left Stimulus 
6 LeftCiickShield Power Shield for above 
7 RightClickOut Analog Output Evoked Resoonse Right Stimulus 
8 RightClickShield Power Shield for above 
9 EPlnputl Analog Input Evoked Response Input Channel # 1 
10 Shieldl Power Shield for above 
11 EPlnput2 Analog Input Evoked Response Input Channel #2 
12 Shield2 Power Shield for above 
13 Vee Power +3.3V power suoolv 
14 StatusLED Output Status LED drive output 
15 WakeupKev Input Wakeup key input 
16 GND Power Ground 

Table A2.13-Physiological Interface 12 Connector Pin Assignments 

Pin# Name Direction Description 
1 GND Power Ground 
2 Vaa Power +3.15 quiet analog power suoolv 
3 Audiolnl Analog Input Audio input channel # 1 
4 AGND Power Quiet analog ground 
5 Audioln 1 Shield Power Shield for audio input channel #1 
6 Vaa Power +3.15 quiet analog power supply 
7 Audioln2 Analog Input Audio input channel #2 
8 AGND Power Quiet analog ground 
9 Audioin2Shield Power Shield for audio input channel #2 
10 TempBiasl Power Bias drive for temperature sensor #1 
11 TempSensel Analog Input Input for temperature sensor #1 
12 TempShieldl Power Shield for temperature sensor #1 
13 TempBias2 Power Bias drive for temperature sensor #2 
14 TempSense2 Analog Input Input for temperature sensor #2 
15 TempShield2 Power Shield for temperature sensor #2 
16 GND Power Ground 

Table A2.14 - Physiological Interface 13 Connector Pin Assignments 

The Physiological Interface contains an AD8403; (Ul) Four-channel Digital Potentiometer that 

allows amplifier gains and signal levels to be adjusted in different parts of the Physiological 

Interface circuitry. The channel allocations for this device are shown in Table A2.15. Each 

potentiometer in the AD8403 has an end-to-end resistance of lOkQ over 256 steps, giving a 

resolution of 39Q/step. 

The desired position for a given channel is loaded into the AD8403 by clocking a data word into 

the device using its SDI, CLK and nCS pins which are connected to the PotData, PotClock and 

nPotSelect signals (see Table A2.12) respectively. Because these signals are connected to the CL-

; AD8403 4-channel Digital Potentiometer, Analog Devices Inc., One Technology Way, Norwood, MA 
02062-9106, USA. 
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PS7 l 10 general purpose 1/0 pins, each bit must be individually clocked into the AD8403 under 

software control. The data format and timing diagram for this transfer is shown in Figure A2.20. 

Of the ten data bits making up a full transfer, the first two bits indicate the potentiometer channel 

with the next 8 bits representing the desired channel position. While the maximum allowable 

clock frequency is 10MHz the (unoptimized) FRPM System Software only achieves around 

lSOkHz, with a full transfer taking approximately 70µs. 

Potentiometer Channel # Function 
0 Audio Input #2 Gain 
1 Evoked Response Left Stimulus Intensity 
2 Audio Input #1 Gain 
3 Evoked Response Right Stimulus Intensity 

Table A2.15 -Physiological Interface Digital Potentiometer Channel Allocations 

SDI 

CU< 

DAC REGISTER LOAD 

cs , _________ ,__,/r----

Figure A2.20 - Physiological Interface Digital Potentiometer Data Transfer 
Timing 

If the nSHDN input of the AD8403 digital potentiometer is pulled low, each of the four channels 

is set their minimum resistance positions (OQ) and the AD8403 enters a low power standby state. 

When the nSHDN input returns high each of the four channels is returned to its previous position. 

The Physiological Interface also provides a wakeup input and an output for driving a status LED, 

both of which are accessible from the outside of the FRPM housing, allowing the user to wake the 

FRPM from its Standby state and allowing the FRPM to present rudimentary status information to 

the user in the form of a flashing LED. 

All of the Physiological Interface external input and output signals are protected from over­

voltage or electrostatic discharge events by a combination of semiconductor transient suppressors 

and current limiting resistors. 
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A2.6.1 EEG Acquisition Inputs 

The Physiological Interface provides support for recording two channels of EEG signals at up to 

lOkHz sample rate per channel. Due to electrical screening requirements the pre-amplifier for 

these signals (see Chapter 4) is contained on another PCB in a separate shielded compartment 

within the FRPM housing. ECG signals can also be recorded by the EEG acquisition circuitry, 

however the QRS complex of the signal is likely to be clipped due to the high gain of the pre­

amplifier. 

The EEG pre-amplifier is powered from the FRPM by the power supply consisting of the 

MAX883; 5V Linear Regulator (U3) and the NMA0505n +/-5V DC-to-DC converter (U2) which 

converts the nominal FRPM input voltage to the +/-5V required by the pre-amplifier. The 

MAX883 limits the input voltage to the NMA0505 to 5V regardless of the FRPM input voltage 

and also functions as a switch via its nOFF input (ERPowerOn signal) which when low 

effectively disconnects the NMA0505, turning off the pre-amplifier. Although the NMA0505 is a 

relatively inefficient converter with an efficiency of only 80%, the pre-amplifier is used only 

infrequently, making the efficiency gains of a more complicated and costly supply less attractive. 

The filters comprising inductors Ll-L3 and capacitors Cll-Cl3 reduce switching noise 

interference from the NMA0505. 

The EEG acquisition circuitry consists of the MAX4333iii dual op-amp (U7) which amplifies the 

incoming signal by a factor of 2. This op-amp also performs an anti-aliasing function with a 

second-order Butterworth response with a corner frequency of l.6kHz, and functions as a 

multiplexer to allow either of the two input channels to be sampled by the MAX1241iv 12-bit 

analog-to-digital converter (U 10). The desired input channel is selected by setting either the 

EPSelectLeft or EPSelectRight signal to a high level which enables the output driver stage of 

U7 A or U7B respectively. Note that only one of either U7 A or U7B should be enabled at any one 

time. The MAX4333 amplifier is particularly suited to this design since it offers a rail-to-rail 

input and output range, low operating current, and allows an over-voltage condition on its inputs 

which is possible due to the EEG pre-amplifier operating from +/-5V supplies. 

A sample is acquired by presenting a falling edge to the nCS input (nERADCConvert signal) of 

the MAX1241 ADC, waiting approximately 7.5µs for the conversion to complete, then clocking 

the resulting sample out of the MAX1241 via the SCLK and DOUT pins (ERADCClock and 

ERADCData signals), most significant bit first. Because these signals are connected to the CL­

PS7110 general purpose 1/0 pins each bit must be individually clocked out of the MAX1241 

; MAX883 Linear Regulator, Maxim Integrated Products, 120 San Gabriel Drive, Sunnyvale, CA 94086, 
USA. 

ii NMAOSOS Isolated DC-DC Convertor, Newport Components, Tanners Drive, Milton Keynes MK14 SNA, 
... UK. 
111 MAX4333 Dual Operational Amplifier, Maxim Integrated Products, 120 San Gabriel Drive, Sunnyvale, 

CA 94086, USA. 
iv MAX1241 Serial 12-bit ADC, Maxim Integrated Products, 120 San Gabriel Drive, Sunnyvale, CA 94086, 

USA. 
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under software control. Figure A2.2 l shows the related timing diagram. Note that the first bit is 

a dummy bit, the next 12 bits contain the actual sample data, and any further bits are always 'O'. 

~~-s--ss~~~~~~~~~~~~~i---L_ 
SCLK ____ _..,) s 
IJOUT~~OC 11 BIO B9 B8 81 B6 85 ~ Bl 82 81 80 

INTFRFAr.r mtr-+I "~~~~ .. l•Foc•---- CLOCK our SlHIALUAIA 

~::~oipRACK-+I-H01.D-l1---------TRACK---------+l-11rn1J 
,.___ ,__o_z4i&S__ I 

l-+-1.5µs(tc.ON",l .. l•o,,,•14----12.5x0.476ps•5.91p,---~i---0,,.<-~ 

1-------- 10TAL,IJ:lµs -----------1 CYCLlTIM[ 

Figure A2.21 - Physiological Interface EEG ADC Interface Timing 

The FRPM System Software achieves a bit rate of around 280kHz, with a full conversion cycle 

taking approximately 70µs allowing a theoretical sampling rate of 14kHz. Because of the 

overheads of data management the maximum rate is slightly lower. This approach creates lµs of 

sampling jitter. 

The effect of this jitter on Signal-to-Noise Ratio (SNR) and hence Effective Number of Bits 

(ENOB) can be calculated from the following two equations137: 

SNR = 20log 10(-
1-J 

21ifta 

ENOB = SNR-l.16dB 
6.02dB 

(Al.5) 

(Al.6) 

Where ta is the RMS jitter time (also called aperture jitter) and/ is the full-scale sinusoid input 

frequency. Given t0 =lµs and a desired resolution of 10 bits, we require an SNR of 58.44dB 

which implies a maximum input frequency of 127Hz for 10-bit accuracy. 

A2.6.2 Evoked Response Stimulus Outputs 

Two auditory click stimulus output channels with variable attenuation (0 to 100% over 256 steps) 

for Evoked Response acquisition are provided by the Physiological Interface. The sound pressure 

level produced by these outputs depends on the choice of loudspeaker: both piezoelectric and 

electromechanical speakers can be used. 

The click source takes the form of a digital output, ERClick, from the CL-PS7110 which drives 

the inputs of two attenuators based around independent channels of the AD8403 digital 

potentiometer (Ul). By AC coupling the output of the attenuators to the output driver amplifiers 

either positive (condensation) clicks or negative (rarefaction) clicks can be produced by the 

speakers. For instance by holding the ERClick high and then pulsing it low for a short period of 

time to produce the click, a negative click will be generated at the driver output. 
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The output drivers are based around the TL08zi dual op-amp which is powered from the same+/-

5V power supply as that for the EEG pre-amplifier. The 3.3V maximum amplitude of the 

ERClick signal is amplified by a factor of 1.7 to produce the pulse that is used to drive the 

speaker. 

Overall, the stimulus generators have a bandwidth from 4.lHz to lOOkHz while the amplitude of 

the output click can be found from: 

A= (3.3V)(l.7)~ 
256 

(Al.7) 

where A is the output amplitude of the output click and P is the wiper position value loaded into 

channel 1 or 3 of the digital potentiometer. Note that for high values of P the output click 

amplitude will be limited by the power supply voltage (5V). The effects of the digital 

potentiometer wiper resistance can be ignored here since they are small (50Q) when compared to 

the input impedance of the output driver circuitry (about 39kQ). Note also that even if P is zero 

an audible click may still be heard due to capacitive coupling through the digital potentiometer. 

The best way to eliminate this click is to design any evoked response acquisition software so that 

when the desired amplitude is zero the ERClick signal is disabled. 

A2.6.3 Temperature Measurement Inputs 

The two available temperature measurement channels can use either precision thermistors or 

digital temperature sensors such as the DS182Cf. The calibration of the thermistors typically 

gives a reading accurate to within 0.1°C while the digital sensors are typically accurate to 

<0.05°C. At present only thermistors have been used with the FRPM. 

If thermistors are to be used then jumpers R48 and R50 should be present while jumpers R47 and 

R49 should be removed. The thermistors are provided with a bias voltage of twice the VREF 

voltage to ensure that the temperature measurement process remains ratiometric with respect to 

any variations in the MAX147 ADC reference voltage. This bias voltage is amplified by the 

MAX4333 Dual Op-amp (US) which also allows its output drivers to be disabled via the 

TempEnable signal to reduce power drain when temperature measurements are not required. The 

lOms time constant of the bias generators is intended to reduce bias voltage variation and noise 

and should be accounted for when temperature measurements are made. At least an 80ms delay 

should occur between the bias generators being enabled and the measurement sample being taken 

to enable the bias voltage to stabilize. 

The actual temperature is measured via the resistor divider consisting of the temperature sensing 

thermistor connected between TempBias and Templn and the respective load resistor, either R41 

or R42. The capacitors C42 and C43 limit the measurement bandwidth to a nominal 36Hz. 

'.. TL082 Dual Operational Amplifier, Texas Instruments Inc., Dallas, TX75380-9066, USA. 
"DS1820 Digital Thermometer, Dallas Semiconductor Corp., 4401 South Beltwood Parkway, 

Dallas, TX 75244, USA. 
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The resulting voltage across the load resistor is measured by either channel 2 or channel 3 of the 

MAX147 ADC on the FRPM Main Board. The formula for converting the resulting ADC counts 

to the thermistor temperature is: 

R = (2)(3300k.Q)( 4096) _ 3300k.Q 
I N 

{J 
T = -273.0 

ln(R,.K) 
(Al.8) 

Where: K = _I exp( p_) 
Ro To 

Where N is the number of ADC counts and Tis the actual temperature in °C. The variables (3, Ro, 

and To are the three characteristic parameters of the thermistor. 

If digital temperature sensors are to be used then jumpers R47 and R49 should be present while 

jumpers R48 and R50 should be removed. Resistors R21 and R23 should also be changed to 

330kQ so that the bias voltage becomes the lesser of VIN or 5.2V to provide the 5±0.SV 

requirements of the DS1820 sensors. In case VIN is particularly high, for instance when the 

FRPM is running from an external supply, R53 and Dl are provided to ensure that the MAX4333 

maximum V cc rating of 6.5V is not exceeded. Resistors R5 l and R52 are pull-up resistors for the 

digital sensor data bus. 

A2.6.4 Audio Recording Inputs 

The two variable gain auditory input channels provide support for the recording of respiration (via 

microphone, thermistor or chest expansion), physical activity (via accelerometer) and digestive 

activity or teeth grinding (via microphone) by the FRPM. In a more general sense, the auditory 

input channels provide two variable gain, AC coupled inputs for the recording of signals where 

the time varying characteristics of the signal are more important than the absolute voltage level. 

The configuration of the auditory input channels allows for the interfacing of a wide variety of 

sensor types. Pull-up resistors R2 and R3 allow devices that require a bias voltage, such as 

electret microphones, to be interfaced while the pull-down resistors R39 and R40 allow devices 

that require a load, such as thermistors, to be interfaced. Capacitors Cl5 and Cl6 are intended for 

input signal filtering in conjunction with either the pull-up or pull-down resistors. 

The AD8403 digital potentiometer provides variable attenuation for the two channels with 

attenuation being related to wiper position. The output of the attenuator is then AC coupled 

before being amplified with a fixed gain of 26dB by the MAX4333 (U6) non-inverting amplifier. 

The DC bias network comprising resistors R32 and R43 restores sufficient offset voltage to cause 

the output of the amplifier to be centered at half the MAX147 ADC input voltage range. 

Resistors R27 and R28 provide sufficient isolation between the two input channels to prevent a 

signal in one channel modulating the signal in the other channel via the DC bias network. The 

overall signal path gain is: 



A(dB) = 26dB + 20loj _!__J 
°l_ 256 

(Al.9) 

Where A is the gain in dB and P is the wiper position value loaded into the appropriate channel of 

the digital potentiometer. 

The audio input channel frequency response is from at most 0.4Hz to 2.3kHz, the lower comer 

depending on the wiper position of the attenuator and the input component values. 

The output of the two audio input channels is recorded via channels O and 1 of the MAXI 4 7 ADC 

on the FRPM Main Board. Power saving is accomplished by disabling the output drivers of the 

MAX4333 amplifiers via the AudiolnEnable signal and placing the AD8403 digital potentiometer 

in standby via the nPotSHDN signal. This signal has the effect of setting the wiper position to 

ground. Power management should be separately implemented for any sensor attached to an 

auditory input channel. 
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Appendix 3 FRPM System 

Software Design 

The flexibility required of the FRPM dictated that the System Software should be modular in 

design and that software present on the FRPM could be tailored at any time to a particular 

application. Reliability also had to be paramount due to the FRPM being required to operate 

remotely and independently for long periods of time. Based on these requirements an operating 

system/application program architecture was chosen for the FRPM System Software. 

Application programs are run from a command line interface, on demand, to perform some task. 

The System Software provides the application with access to resources such as a filing system, 

robust communications, power management, event handling, and debugging and system 

protection while the application performs the functions specific to the task at hand. 

Applications that have been developed for the FRPM to date include an Evoked Response 

acquisition and signal processing application (ERAQU), a general purpose waveform capture 

application (SAMPLER), an ECG data compression application (COMPRESSECG), a general 

data logging application (MEASURE), and an application for file compression (CONTAINER). 

Information on these applications can be found in the FRPM Users Manual138• 

As an alternative to the command line interface, the System Software provides a scheduler based 

on the system real-time clock that enables applications to be run at particular times on either a 

fixed time or a periodic basis. Using this feature the researcher can automate and synchronize 

data collection from multiple FRPM units simultaneously. 

Figure A3. l gives an architectural overview of the System Software. 
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Figure A3.l - Overview of the FRPM System Software 

The System Software is a full 32-bit system and takes advantage of the hardware memory 

protection and exception traps provided by the ARM710a processor to terminate any application 

that attempts an illegal memory access or attempts to execute an illegal instruction. Any 

resources that were allocated to an application that was terminated are always recovered, ensuring 

reliability by eliminating resource and memory leaks. 

The System Software occupies approximately lOOkB of memory. 

A3.1 Development Environment 

The FRPM software was developed using the ARM Software Development Toolki{ This toolkit 

comprises a command line-based compiler, assembler, and linker together with a Microsoft 

Windows®-based project manager and debugger. The project manager was not used in favor of 

UNIX-style makefiles. Build variant control for generating different executable images (for 

example the release executable, various debug executables and extra code required for the 

debugging environment) was implemented using conditional directives in the makefile. 

The debugger included in the toolkit is cycle-accurate and supports both simulation of the target 

system as well as allowing single-step execution on actual target hardware via either a JT AG test 

port or via a software-based monitor running on the target hardware. Using the debugger with the 

target hardware was rejected due to the lack of a JT AG port on the CL-PS7 l 10 and known 

problems with porting the ARM-supplied monitor to new hardware platforms. 

The debugger as supplied simulates only the processor core (CPU, cache memory, and Memory 

Management Unit) itself with little, or no, simulation of the real external memory array or any 

; ARM Software Development Toolkit, Advanced RISC Machines Ltd., Fulboum Road, Cherry Hinton, 
Cambridge CB I 4JN, UK. 
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peripherals. However, it does provide for expansion via the Microsoft Windows Dynamic Link 

Library (DLL) mechanism to allow users to add such models. Software development for the 

FRPM included writing an additional DLL module to allow the debugger to simulate the FRPM 

hardware, including both peripherals within the CL-PS7110 and the external memory map. The 

module included simulations of both DRAM and Flash memory together with memory protection 

(the memory protection model included in the basic simulator was flawed). It also simulated the 

CL-PS7110 interrupt, timer, real-time clock, and power management functions. Serial 

communications were simulated by redirecting serial port activity to and from files on the host 

computer. 

Using this module, all of the basic FRPM System Software including the boot-loader, startup 

code, file system, event mechanisms and application support were tested before being used on the 

actual hardware. Not all peripherals were simulated, notable exceptions being the analog-to­

digital converter, LCD display, and radio link, however sufficient system resources were available 

to develop those areas on the actual hardware without the aid of external support. 

A3.2 System Memory Map 

The ARM7 l Oa microprocessor core allows for the direct addressing of 4GB of memory space of 

which only 18MB is utilized in the FRPM. Table A3.l shows the FRPM Memory Map as seen 

by the System Software. Any areas not included in this Memory Map are unused in the FRPM. 

The FRPM System Software is responsible for the management of the 16MB of main memory 

and 2MB of Flash memory. The main memory holds all executing code with separate areas for 

the System Software, an optional interpreter (not currently implemented), and an executing 

application. A 10MB section is reserved for the Main Filing System (see Section A3.l l.l) that 

provides for the storage of both data and application executable images. The Flash memory holds 

a copy of the System Software executable image to allow the FRPM to start from a system reset, 

and a copy of the interpreter executable image. l 792kB of the Flash memory is reserved for the 

Flash Filing System (see Section A3.l l.2) that provides for the non-volatile storage of 

commonly-used applications or critical data that must be preserved through any possible power 

failure. 

The System Software has 960kB of available space of which approximately lOOkB is currently 

taken by the actual System Software code leaving around 860kB for the System Software heap. 

The interpreter has a 1MB area reserved for its eventual implementation. It is intended that the 

interpreter code occupy the low end of this area, followed immediately by the interpreter heap. 

The interpreter stack should grow downwards from the top of this area to give the heap the 

maximum available memory. 
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The application space has 4MB of main memory reserved for the execution of a single 

application. This allows the application to utilize a large heap for such memory-intensive 

algorithms as EEG state analysis or the compression of large data records such as an ECG 

recording. Currently none of the provided applications have code sizes larger than SOkB. The 

entry point for the application is the application base address OxCOCOOOOO. The application 

heap begins at the end of the application image while the application stack grows downwards 

from OxClOOOOOO. 

Also present in the FRPM Memory Map are the areas reserved for access to the CL-PS7 l 10 

Internal Registers and any expansion devices attached to the FRPM Memory Expansion 

Connector. The Internal Registers occupy 4kB in the memory map while the four possible 

expansion devices each occupy lkB. The Memory Management Unit (MMU) Translation Table 

occupies l 6kB of Main Memory while the stacks for the various ARM7 l Oa modes occupy a total 

of9.5kB. The display memory and character map for the LCD display together occupy 38.SkB. 

Start Address Leneth Access Description 
OxClOOOOOO Top of Main Memory 
OxCOCOOOOO 4MB System RW/User RW Aoolication Space 
OxC0200000 10MB Locked Main File System 
OxCOlOOOOO 1MB System RW/User RW Interpreter Space 
OxCOOlOOOO 960kB Svstem RW/User RO Svstem Software Soace 
OxCOOOCOOO 16kB Svstem RW/User RO MMU Translation Table 
0xC000BF00 256B Svstem RW/User RO ABORT Mode Stack 
OxCOOOBEOO 256B Svstem RW/User RO UNDEF Mode Stack 
OxC000BCOO 512B System RW/User RO FIQ Mode Stack 
OxCOOOBAOO 512B System RW/User RO IRQ Mode Stack 
OxC0009A00 8kB System RW/User RO SVC Mode Stack 
OxC0009600 lkB System RW/User RO LCD Display Character Map 
OxCOOOOOOO 37.SkB Svstem RW/User RO LCD Display Memory 
OxCOOOOOOO Start of Main Memory 
Ox80000000 4kB AnvRW CL-PS7 l l O Internal Registers 
Ox70000000 lkB Currentlv No Access Expansion Device #4 (CS7) 
Ox30000000 lkB Currently No Access Expansion Device #3 (nCS3) 
Ox20000000 lkB Currently No Access Expansion Device #2 (nCS2) 
OxlOOOOOOO lkB Currentlv No Access Expansion Device #1 (nCSl) 
Ox00200000 Too of Flash Memorv 
Ox00040000 1792kB Locked Flash Filing Svstem 
Ox00020000 128kB Locked Interpreter Image 
OxOOOOOOOO 128kB Locked Svstem Software Image 
OxOOOOOOOO 20B Locked ARM Exception Vectors 
OxOOOOOOOO Start of Flash Memorv 

Table A3.l - FRPM System Software Memory Map 

The FRPM System Software uses the ARM710a Memory Management Unit (MMU) to provide 

protection for the System Software, Flash memory, and file system areas from erroneous access 

by any executing application or possibly by the System Software itself. Table A3.l also indicates 

the access rights for each area: System access implies any code executing in a privileged mode 
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(all ARM710a modes except USER32) while User implies any code executing in the USER32 

mode. RW is permanent read and write access for that area, RO is read-only access for that area, 

while Locked implies that read access is permanently available but the area must be unlocked via 

the MMU by trusted sections of System Software code for write access. 

A3.3 Overview of the ARM Processor 

The CL-PS7 l 10 microprocessor used in the FRPM is based around the ARM710a, a general 

purpose 32-bit microprocessor core combined with an 8kB cache, write buffer and Memory 

Management Unit (MMU). This core is a Reduced Instruction Set Computer (RISC) design and 

incorporates all the features typical of a typical RISC architecture including a large uniform 

register file, a load-store architecture (data processing operations only operate on register 

contents), simple addressing modes, conditional execution of all instructions, and uniform and 

fixed length instructions. In addition the ARM architecture provides features more typical of DSP 

processors such as control over the shifter on every arithmetic operation, and auto-increment and 

auto-decrement addressing modes. 

These features enable the ARM architecture to produce processors that occupy minimal silicon 

area while providing high performance for low power consumption. 

The on-chip mixed data and instruction cache together with the write buffer substantially raise the 

average execution speed and reduce the average amount of memory bandwidth required by the 

processor. The MMU supports a conventional two-level page-table structure. 

A3.3.1 The ARM710a Microprocessor Core 

The ARM710a core has thirty-one, 32-bit registers. At any one time 16 of these are visible while 

the others are used to speed up exception processing. Any of the 16 visible registers can be used 

as the source or destination for any of the ARM register-orientated instructions, i.e. any register 

can act as the accumulator. Figure A3.2 shows the ARM processor registers. The shaded 

registers are those that are banked, i.e. are visible only within their particular mode. 

In the FRPM, the System Software runs in the SVC32 mode, switching to any of the four 

exception modes (IRQ32, FIQ32, ABORT32 and UNDEF32) as the need arises. The Interpreter 

and applications always execute in the USER32 mode, switching to the SVC32 mode via the 

Software Interrupt (SWI) mechanism to call any privileged System Software services. 

Rl5 is the Program Counter (PC) and can be used in most instructions as a pointer to the 

instruction which is two instructions after the instruction currently being executed (the delay 

being due to the instruction pipeline). Register R14 is the Link Register (LR) and is used to hold 

the address of the next instruction after a Branch-with-Link (BL) instruction which is the 

instruction used to make a subroutine call. Moving the contents of LR to the PC performs a 
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return from a subroutine to the caller. If a subroutine wishes to call another subroutine it must 

save the contents of LR before the call and restore it after the subroutine returns otherwise the 

contents of LR will be lost. R13, the Stack Pointer (SP), functions as a stack pointer for the 

current stack frame while Rll, the Frame Pointer (FP), points to the base of the current stack 

frame. All other registers are usually available for general use however the guidelines of the 

ARM Procedure Call Standard (APCS-3) should be followed. 

General Registers and Program Counter Modes 

User32 FIQ32 Supervlsor32 Abort32 IRQ32 Undefined32 

RO RO AO RO RO RO 

R1 R1 A1 A1 A1 A1 

R2 A2 A2 A2 A2 A2 

R3 R3 A3 R3 A3 R3 

R4 A4 A4 A4 A4 A4 

RS AS RS AS RS RS 

RS RS RS RS AS AS 

R7 A7 A7 A7 A7 A7 

RS lilrii.. AS_llq AS AS AS AS 

R9 lilrii.. A9_11q A9 A9 A9 A9 

R10 lilrii..A10_1iq A10 A10 A10 RIO 

R11 lilr... A11_1iq A11 A11 A11 A11 

R12 lilt.. A12_11q A12 A12 A12 A12 

R13 lilrii.. A13_1iq lllrii.. A13_svc II.. A13_abl lilrii.. A13_irq lilrii.. A13_und 

R14 lilr...R14_1iq lllr... R14_svc lilrii.. R14_abl lilrii..A14_1rq lilr... A14_und 

R1S(PC) A1S(PC) A1S (PC) A1S(PC) A1S(PC) A1S(PC) 

Program Status Registers 

CPSR CPSA CPSA 

SPSA_irq SPSA_und 

~ = banked register 

Figure A3.2 -ARM Register Organization 

The CPU state for the current mode is held in the Current Program Status Register (CPSR). All 

five exception modes also have a Saved Program Status Register (SPSR) which holds the value of 

the CPSR immediately before the exception occurred. 

The ARM7 l0a supports eleven classes of instruction covering 39 distinct instructions. However 

because the load/store operations allow several different addressing modes and many instructions 

allow shifting of operands, the number of instruction variants is 224. Table A3.2 shows the 

various instruction classes. 
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Instruction Class Number of lnstructions/V ariants 
Data Processing 16/64 
Multiply 4/4 
Branch 2/2 
Load/Store Sinide 4/64 
Load/Store Multiple 2/32 
Swap (semaphore) 2/2 
Co-processor 5/56 
Software Interrupt l/2Z4 oossible 
Undefined l/2Z4 oossible 

Table A3.2-ARM710a Instruction Classes 

Two mechanisms are provided for extending the instruction set. The Software Interrupt (SWI) 

allows the coding of up to 224 additional instructions that when executed will cause a switch from 

any mode to SVC32 mode where the instruction can be emulated in software. This mechanism is 

most often used to implement calls from the under-privileged USER32 mode to privileged, and 

protected, operating system code operating in SVC32 mode. The other mechanism is the 

Undefined Instruction (UNDEF) that allows another 224 possible instructions to be emulated by 

software. This mechanism is often used to provide software emulation of hardware such as a 

floating-point unit or DSP engine during code development. The Software Interrupt mechanism 

is used in the FRPM System Software to allow operating system calls from applications running 

in USER32 mode while maintaining protection around the System Software. The Undefined 

Instruction mechanism is not used and the execution of any undefined instructions will cause the 

task that issued the instruction to be terminated. 

The ARM architecture also allows for up to 16 co-processors to be attached directly to the 

processor core that can intercept and execute instructions present in the instruction stream without 

any processor intervention. In the ARM710a variant present in the CL-PS7110 the only co­

processor present is #15 which provides a means to communicate with the MMU. 

A3.3.2 Exceptions 

Exceptions are generated by both internal and external sources to cause the processor to stop 

executing its current instruction stream and instead process the event that issued the exception. 

The processor state before the exception occurred must be preserved during exception processing 

and restored to allow the processor to continue from where it was interrupted. More than one 

exception may occur at any one time. 

The ARM architecture supports 7 types of exception and has a privileged processor mode for 

each. Table A3.3 lists the various types of exceptions, which mode they cause the processor to 

switch to, the exception vector address the processor will jump to, and the priority level. Note 

that although the Undefined Instruction and Software Interrupt exception priorities are identical, 

no race condition exists since both result from mutually exclusive decoding of the current 

instruction. 
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Exceotion Type Mode Vector Address Prioritv 

Reset SVC32 OxOOOOOOOO 1 (Highest) 

Undefined Instruction UNDEF32 Ox00000004 6 (Lowest) 

Software Interrupt SVC32 Ox00000008 6 (Lowest) 

Prefetch Abort ABORT32 OxOOOOOOOC 5 
Data Abort ABORT32 Ox00000010 2 
Interrupt Reauest IRQ32 Ox00000018 4 
Fast Interrupt FIQ32 OxOOOOOOlC 3 

Table A3.3-ARM710a Exception Processing Modes 

When an exception is taken the current PC is saved to the matching exception mode LR and the 

current CPSR is saved to the matching exception mode SPSR. The processor mode is switched to 

the required exception mode. Interrupt processing is disabled and Fast Interrupt processing is 

disabled if the exception was a Reset or Fast Interrupt. The PC is then loaded with the exception 

vector address and exception handling begins. Exception handling is finished by restoring the 

original CPSR from the SPSR and the original PC from the LR. 

In the FRPM the most heavily used exceptions are the Software Interrupt and the Interrupt 

Request. The Software Interrupt is used by any executing application to call any privileged 

SVC32 mode System Software services it requires from its own under-privileged USER32 mode. 

This is the only possible way to access SVC32 code from the USER32 mode without causing an 

MMU Permission Fault (see Section A3.4). 

The Interrupt Request is used by nearly all of the interrupt-generating hardware within the CL­

PS7 l 10, including the serial port and hardware timers. The Interrupt Request exception handler 

IRQHandler (module OSintrpt) must prioritize and dispatch any interrupt sources to their 

appropriate handler. The dispatching of interrupts is discussed in Section A3.8.1. The Fast 

Interrupt is used by all other interrupt-generating hardware and uses the FIQHandler (module 

OSintrpt) handler routine. This exception is designed to support data transfer or channel-type 

processes, and has sufficient private registers to remove the need for register saving in such 

applications. Unfortunately this capability is under-utilized in the CL-PS7 l 10. 

The Undefined Instruction exception is trapped by the FRPM System Software and will result in 

the assembler-coded _UndetHandler (module OSStrtup) being called which saves the state of the 

processor at the instant the exception happened. This routine in turn calls the C-coded 

UndetHandler (OSSystem) which looks at the saved processor state to determine where the 

faulting access originated from. If the offending instruction originated from an application that 

application is terminated, all System Software resources currently in use by the application are 

freed (files are closed, communications buffers are flushed, etc.) and control is returned to the 

System Software. If the System Software itself was the source of the access the current behavior 

is to perform a Software Restart to reinitialize the System Software. 
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In the current implementation, the one-to-one virtual to physical memory mapping of the MMU 

causes the exception vectors to be obtained from the relatively slow Flash memory. However, the 

Interrupt Request and Software Interrupt exceptions are used often enough in practice that their 

respective vectors are almost always present in the processor cache, eliminating the need for an 

access to Flash memory. Because a cache line consists of 4 consecutive words the use of these 

two vectors will also bring all the other vectors into the cache. 

A3.4 The Memory Management Unit and System Protection 

The ARM processor Memory Management Unit (MMU) performs two primary functions: it 

translates virtual addresses into physical addresses via the Translation Table, and controls 

memory access permissions via Domains. The hardware required to perform these functions 

consists of a Translation Look-aside Buffer (TLB), access control logic, and Translation Table 

access logic. 

The Translation Table is an area in main memory that contains an array of pointers that map the 

virtual addresses used by the processor to the blocks of physical addresses available in system 

hardware. The entries in the table also contain access permission control data. The ARM710a 

supports the use of both Sections (1MB blocks of memory) and Pages (Large Pages are 64kB 

blocks, while Small Pages are 4kB blocks) to describe physical memory blocks. The Translation 

Table should not contain duplicate entries as this can result in cache coherency and access 

permission errors. The Translation Table must reside on a 16kB boundary. 

The MMU also manages the ARM710a cache and write buffer. The 8kB cache attempts to store 

commonly used code and data for fast access without the need for a main memory fetch and 

performs predictive fetches in the hope of having code or data in the cache before the CPU 

requires it. The write buffer buffers and attempts to re-order main memory write accesses so 

write accesses can occur in the background and in the optimum sequence while the CPU 

continues at full speed. 

In the case of the FRPM the Translation Table occupies 16kB of memory in DRAM starting at 

OxCOOOCOOO, this address being known as the Translation Table Base. The mapping chosen is 

one-to-one to ease MMU management, hence the entire 4GB virtual memory space in the FRPM 

can be described by 4096 4-byte Section descriptors. When the MMU is disabled the virtual 

address is output directly as the physical address and no translation occurs. However, if the 

MMU is disabled the cache and write buffer are also unavailable and processor performance 

suffers greatly. 

The Translation Look-aside Buffer caches up to 64 Translation Table entries so that usually the 

required entry to map a virtual to physical address can be found without accessing main memory. 
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The ARM710a MMU supports the use ofup to 16 separate Domains. A Domain is a collection of 

areas of memory that can be defined to possess combined access rights so that the access 

permissions for large areas of memory can be changed quickly without modifying several 

Translation Table entries. 

The process of translating a virtual address into a physical address involves reading a descriptor 

from the Translation Table and using it to modify the virtual address. Because Page descriptors 

(second-level descriptors) are not used in the FRPM, only the process of using Section descriptors 

will be discussed. A Section descriptor can be described as in Listing A3. l. 

typedef struct { 
unsigned Identifier : 2; 
unsigned IsBuffereable 

unsigned IsCacheable 1; 

unsigned _Paddingl : 1; 
unsigned Domain : 4; 
unsigned _Padding2 : 1; 
unsigned Access : 2; 
unsigned _Padding3 : 8; 
unsigned Base : 12; 

SectionDescriptorType; 

II Should be Ox02 (lsb) 
1; II TRUE if write buffer is 

II enabled for this section 
II TRUE if cache buffer is 
II enabled for this section 
II Should be one 
II This sections domain 
II Should be zero 
II Access permissions 
II Should be zero 
II Base address of this 
II section in memory (msb) 
II Describes a section 

Listing A3.l - Section Descriptor Format 

If the Identifier field is set to Ox02 it identifies this entry as being a Section Descriptor. An 

Identifier of OxOl indicates the entry refers to another (2nd level) translation table for control 

Page-level access. All other values are illegal. The lsCacheable and IsBufferable flags indicate 

whether the contents of this Section are allowed to be stored in the cache and write buffer 

respectively. Sections that contain input/output ports or memory mapped peripherals should be 

marked as neither cacheable nor bufferable since doing so could lead to out-of-order read or write 

accesses resulting is data corruption or loss. The Base field holds the 12 most-significant-bits 

(MSBs) of the Section's address in physical memory. The Domain and Access fields allow 

access permission checking and are discussed later. 

The translation of a virtual address from the processor to a physical address requires the steps 

outline in Figure A3.3. The 12 MSBs of the virtual address are appended to the 18 MSBs of the 

Translation Table Base Address to obtain the address of the required Descriptor in memory. The 

two LSBs of the resulting address are always set to zero since the Descriptor always resides on a 

word boundary. The Descriptor is then fetched from memory (or from the TLB if it is present 

there) and its 12 MSBs are joined with the virtual addresses' 20 LSBs to form the full 32-bit 

physical address. 
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Figure A3.3 - Virtual to Physical Address Section Translation 

0 

The access permission bits in the Section descriptor control access to the corresponding section. 

Table A3.4 describes the meaning of the access permission bits in the context of the FRPM 

System Software. If an access is made to an area of memory without the required permission, a 

Permission Fault is generated which results in either a Prefetch or Data Abort exception 

depending on whether the access was for code or data. 

Access Privileeed Mode Permissions User Mode Permissions 
00 No Access No Access 
01 Read/Write No Access 
10 Read/Write Read Only 
11 Read/Write Read/Write 

Table A3.4 -Access Pennissions 

Access to each of the 16 Domains is controlled by a 2-bit field in the Domain Access Control 

Register. Each field allows access to an entire domain to be enabled and disabled very quickly. 

Two kinds of domains are supported: Client domains are guarded by the access permissions of the 

individual sections that make up the domain, Manager domains control the behavior of the 

domain and are not guarded by the access permissions i.e. no access checking is performed on 
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manager domains. The decoding of the fields within the Domain Access Control Register are 

shown in Table A3.5. If a memory access does not have the required permission to access a 

particular domain, a Domain Fault will be generated when the access occurs. 

Value Domain Tvue Descriution 
00 No Access Anv access will J?;enerate a domain fault 
01 Client Accesses are checked against the access permission 

field in the section descriptor. Illegal accesses will 
result in a oermission fault. 

10 Reserved Illegal value 
11 Manager Accesses are not checked against the access 

permission field in the section descriptor hence a 
permission fault cannot be generated 

Table A3.5 - Domain Access Types 

In the FRPM System Software six domains are used to protect areas of memory as shown in 

Table A3.6. Areas labeled as Locked RO mean that normally the area is read-only access in any 

mode but trusted portions of System Software code may unlock the area via the Domain Access 

Control Register and perform any desired read/write operation, before re-locking the area once the 

operation is finished. In this way the Flash memory and Main File System areas are protected 

against stray writes by misbehaving code executing in any mode. The System Software area is 

only protected against stray writes originating from User mode code while the Application and 

CL-PS7 l 10 Internal Register areas have no protection. Trusted code (which must be running in a 

privileged execution mode) unlocks and locks desired areas by modifying the contents of the 

Domain Access Control Register. 

Domain Function Domain Size Access 
0 Expansion Areas 1792MB AnvRO 
1 Register Access Area 1MB AnvRW 
2 Flash Memory Area 2MB Locked RO 
3 System Software Area 2MB Supervisor RW/User RO 
4 Main File System Area 10MB Locked RO 
5 APPiication Area 4MB AnyRW 

Table A3.6 - Domain Allocation in the FRPM System Software 

In the ARM710a MMU there are nine potential conditions that would cause a memory access can 

fail. In the CL-PS7 l 10 implementation, and in particular the FRPM, only four of these conditions 

are possible. These are the Alignment Fault, Section Translation Fault, Section Domain Fault, 

and Section Permission Fault conditions. Figure A3.4 shows the sequence of fault checking in the 

MMU hardware. 

If a fault was caused by a data load/store operation a Data Abort exception is generated. Faults 

arising from instruction fetches are simply flagged as the instruction enters the instruction 
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pipeline. Only when (and it) the instruction is executed will it cause a Prefetch Abort exception 

i.e. if the instruction is not used (e.g. it is branched around) the fault, and resulting exception, will 

not occur. The MMU hardware protects the system memory by stopping any access that would 

cause a fault to occur before any memory access can take place and can be interrogated to 

determine the exact cause of the fault. 

An Alignment Fault indicates that the access is not aligned on a word boundary and would result 

in unpredictable data being read from memory. A Section Translation Fault suggests that the 

MMU Translation Table has been corrupted. A Domain Fault indicates the access is to an domain 

designated in the Domain Access Control Register as No Access. A Permission Fault indicates 

that the access does not have sufficient permission to perform the access. 

In larger systems the Domain and Permission Faults would provide hooks to implement such 

schemes as virtual memory. However, in the relatively simple FRPM environment all faults can 

only be the cause of an illegal memory access by some offending piece of code. As a result, in 

the FRPM protection scheme, all of these faults result in the assembler-coded AbortHandler 

(module OSStrtup) being called which saves the state of the processor at the instant the abort 

happened. This routine in turn calls the C-coded IllegalAccessHandler (OSSystem) which looks 

at the saved processor state to determine where the faulting access originated from. 

invdd 

no access(OO) 
reservad(10) 

violation 

Virtual Addrass 

Check Addl'IIIS Alignment misaligned 

Section 

check Domain Status 

violation 

Physical Addrass 

Figure A3.4 - MMU Fault Checking Sequence 

If the access originated from a misbehaving application the application is terminated, all System 

Software resources currently in use by the application are freed (files are closed, communications 

buffers are flushed, etc.) and control is returned to the System Software. If the System Software 

itself was the source of the access the current behavior is to perform a Software Restart to 

reinitialize the System Software. In principle this behavior could be changed to only restart the 
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offending System Software module to increase system reliability, however the current approach is 

the surest and the safest. 

In APCS-3 register RlO (SL) is defined to contain the limit of the current stack frame to allow 

software stack checking upon entry to any procedure. If SP moves below SL a stack overflow 

error has occurred and corrective measures should be taken (the current task terminated or the 

stack enlarged) to protect system integrity. The FRPM System Software currently does not 

support stack checking because the ARM embedded C library does not support it (code compiled 

with stack checking enabled cannot be used with code with stack checking disabled). However in 

the FRPM, stack overflow should quickly manifest itself in the task responsible as either an illegal 

memory access or an attempted illegal instruction, in which case an exception would result and 

corrective measures could be taken. As an additional safety measure the various FRPM stacks are 

considerably larger than required, for example the SVC32 mode stack is 8kB whereas 2kB would 

be sufficient. 

A3.5 System Initialization 

The OSStrtup module manages system initialization after a hardware reset or a software restart. 

This module is written in ARM assembly language and performs all operations required to create 

an environment in the FRPM hardware for executing the System Software C code. 

On the ARM710a a reset causes the MMU control register to place the CPU in little-endian mode 

(least significant byte within a word occupies the lowest byte address) with a 26-bit data and 

program address space with the write buffer off, cache off, address alignment fault off (memory 

accesses need not occur on word boundaries), and MMU off. The CPU is placed in the privileged 

supervisor mode with interrupts disabled. 

OSStrtup first switches the MMU to enable a full 32-bit code and data address space. It then 

initializes the CL-PS7110 UART to allow diagnostic information to be sent from the serial port 

during initialization. All input/outputs are set to their appropriate directions and values and the 

CL-PS7110 System Control (SYSCON), Memory Configuration (MEMCFGl and MEMCFG2), 

and DRAM Refresh Control registers are also set to their default values. 

The next step is to ensure the System Software will execute from the base of DRAM memory, 

OxCOOOOOOO. If the system was started directly from Flash memory execution the program 

counter Rl 5 (PC) will currently be below OxO O O 2 0 0 0 0 whereas if the system was started via 

the Boot Loader program the image will already be located at the base of DRAM memory and 

Rl 5 will be above OxC O O O O O O O. Hence the value of Rl 5 is used to decide if the image should 

be copied from Flash memory to DRAM or whether is step can be skipped because the image is 

already in DRAM memory. 
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The MMU is then initialized by creating the Translation Table at address OxCOOOCOOO to 

perform a one-to-one map of virtual memory addresses to physical memory addresses. Of the 

sixteen available domains six are used within the FRPM. These provide protection to the Flash 

memory area, Main File System memory area, System Software memory area, and Application 

memory area with a further two domains used to combine the scattered open- and no-access 

memory areas into logical blocks. Finally the MMU is enabled with both the cache and write 

buffer enabled and the instruction pipeline is flushed by a branch instruction to ensure that all 

further instructions are fetched from their translated address via the MMU Translation Table. 

Once the MMU is enabled the System Software's static and zero-initialized data areas can be 

initialized and any System Software variables that depend on the startup state are also initialized. 

The five system-related stacks, SVC, IRQ, FIQ, UNDEF, and ABORT are initialized to their 

appropriate areas and an ARM Procedure Calling Standard (APCS-3) stack frame is set up for the 

SVC mode. Finally, the startup code branches to the initial C procedure FRPMOS_Start 

(OSMain) which initializes and starts the System Software. Control is never returned to the 

OSStrtup code. 

A3.6 Application Support 

In addition to the System Software thread, the FRPM System Software provides support to 

execute a single application thread. This application support is intended to allow separate code 

development for different functions without the need to directly link any new functions to the 

System Software itself. For instance, separate applications have been written to record and 

analyze Evoked Response waveforms, record ECG signals, and log temperature profiles. 

Support could have been provided for multiple application threads however there are few 

applications of the FRPM that would required such multi-tasking capability. For most 

applications the combination of the Command Sequencer and a single application thread is 

sufficient. 

An application takes the form of an executable image of the application stored as a file in the 

filing system. To execute the application the System Software copies the image from the 

protected memory area of the filing system to the application space. It then saves its own state 

before initializing an environment suitable for the application to execute in. It then branches to 

the application's entry point. During application execution the System Software provides its 

services to the application via the SWI mechanism and enforces system protection, terminating 

the application if it transgresses. When the application terminates, either on its own or by force, 

the System Software ensures that any resources used by the application are released and restored 

to their original state. The System Software then restores its own state and continues from where 

it left off. 
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Because applications are stored in the filing system several applications can be present on the 

FRPM at any time, either in volatile DRAM memory or protected in Flash memory. Treating 

applications as files also allows applications to be transferred to the FRPM and manipulated as 

any other file without any special consideration. 

A3.6.1 Execution and Termination 

In the FRPM applications are held as an executable image in ARM Image Format (AIF) in the 

filing system, allowing multiple applications to be resident on the FRPM at any time. Although 

the AIF format includes support for relocation of the image upon execution, the images are linked 

with an entry point of OxCOCOOOOO, the base of the 4MB area of memory reserved as 

application space. 

To execute the application the System Software calls SystemExecute (module OSSystem) with 

the filename of the application and the command line to pass to it upon entry. SystemExecute 

first opens the application file and copies the image to the base of the application space. It then 

resets the application-related system protection mechanisms, including the Application Watchdog 

Timer, and calls _SystemExecute (OSSupprt) to perform the execution context switch which 

switches the current execution thread from the System Software to the application. 

_SystemExecute first saves the current state of the System Software to the SVC32 stack, switches 

the processor to the USER32 mode to provide the application thread with its own execution 

environment, creates an initial stack frame for the application, and then branches to the 

application entry point. Because the application will manipulate the SVC32 stack via calls to the 

various System Software services, the SVC32 stack pointer is also saved separately before the 

mode change to ensure it can be correctly restored. 

The initial entry point into the application is through AppStartup (module _AppStart) which 

initializes the application's static and zero-initialized data areas and constructs the necessary C 

runtime environment for the application before branching to AppEntry (module AppStart). 

AppEntry checks the application was compiled for the correct Software Interrupt table version 

and initializes the application heap before converting the command line used to run the 

application into the argc and argv variables commonly used by C applications to parse the 

command line for parameters. Once the _AppStart and AppStart modules have initialized and 

created a suitable environment for the application, the first application-specific procedure, 

AppMain (module depends on the application), can be entered. The application should exit by 

calling the SystemExit service provided by the System Software. 

The System Software will forcibly terminate an executing application for causing an illegal 

memory access, making an illegal System Software call, executing an illegal instruction, or for 

not responding to the system (watchdog expired). Any of these conditions cause the application 

exit code be called immediately to terminate the application. 
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To terminate an application SystemExit (OSSystem) is called to restore any system resources the 

application used to their original state and to retrieve the exit code returned from the application. 

It then calls _SystemExit (OSSupprt) to perform the context switch to restore the saved System 

Software execution thread. At this point the exception stacks are also reset to their start-up 

condition in case the application terminated abnormally. Because of the context switch, when 

_SystemExit returns it returns directly to the SystemExecute procedure which resets the 

application-related protection mechanisms and in turn returns control to it caller, completing the 

process of executing an application from the System Software. 

A3.6.2 System Software Interface 

Applications can call any of the public System Software functions via the Software Interrupt 

mechanism. Currently 135 functions are provided for application use. The Software Interrupt 

mechanism provides the only method for an application to call the protected System Software 

code without generating an illegal memory access. 

To call a System Software function the application executes a Software Interrupt instruction, swi 

n, where n is the identifying number of the function and registers RO -R3 hold any parameters the 

function requires. This instruction causes the processor to receive a Software Interrupt exception, 

switch to SVC32 mode, and jump to the Software Interrupt handling code _SWIHandler (module 

OSStartup). This handler saves registers R4-R12 to the stack (R0-R3 should have been saved 

by the caller in accordance with APCS-3) and extracts n from the instruction that caused the 

Software Interrupt. It then sets a flag indicating Software Interrupt handling is in progress, resets 

the application watchdog timer, and calls the main Software Interrupt handler, SWIDispatcher 

(module OSSwi) with the value of n. 

After checking that n represents a valid function, SWIDispatcher uses n to perform a table lookup 

of the function entry address and branches to the resulting address thus calling the function. 

When the function returns it does so directly to _SWIHandler. SWIHandler then restores the 

stack, switches the processor back to USER32 mode, and returns control to the application along 

with the optional function return value. If n was found to represent an invalid function, 

SWIDispatcher calls the SystemExit function and the application is forcibly terminated for calling 

an illegal System Software function. 

The APCS-3 standard used for building the System Software allows functions with up to 4 

arguments and a single return value to be called with no extra overhead. If more parameters need 

to be sent to a function, the compiler places the parameters in a block of memory and passes a 

pointer to the block to the function instead. 
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A3.6.3 Application Watchdog Timer 

The System Software may forcibly terminate an application if it is determined to be unresponsive 

by the Application Watchdog Timer (module OSTimer). The watchdog is currently set to have a 

10 second period as determined by the 64Hz SlowTimer (see Section A3.8.2). If this watchdog is 

not reset by the application before it counts down to zero the current application is flagged as 

being unresponsive via the OSSystem module. 

An application that has been flagged as unresponsive is detected by the IRQHandler (module 

OSintrpt) when it next finishes interrupt processing. It then forces the application to be 

terminated via the SystemExit function (module OSSystem) which performs all necessary cleanup 

tasks to restore the system to the state it was in before the application started execution. 

Whenever the Watchdog reaches zero it is reloaded, hence the system will attempt to shutdown an 

unresponsive application every 10 seconds until it succeeds. 

If the application thread is currently halted by a System Software routine (e.g. DelayOnTimer) 

the application will not be flagged as unresponsive. The watchdog is only enabled during 

application execution and is disabled again once the application terminates. 

The application can reset the Watchdog Timer either indirectly by calling any System Software 

routine via the Software Interrupt mechanism or by calling ResetWatchdogTimer explicitly. Note 

that the Application Watchdog Timer can be defeated by an application that either manipulates 

the SlowTimer hardware directly or globally disables interrupts. 

A3. 7 Debugging Support 

The FRPM System Software includes support for the debugging of both applications and the 

System Software itself. This support takes the form of functions to allow the output and storage 

of debug information during program execution, and tools to assist management of both release 

and debug versions of the same code base. Low level debugging facilities include control of the 

three debugging LEDs on the FRPM Main Board, direct use of the serial port without using the 

OSSerial module, and "Panic Block" management. 

The debug LEDs and direct serial port access can be used to display status information during 

program startup when no communications facilities exist or when time-critical code cannot afford 

the time to use a communications resource. The LEDs can also be used to collect timing and 

performance information during program execution. 

The Panic Block is used when an unforeseen circumstance forces the System Software to restart 

and any form of communications can no longer be treated as reliable. It takes the form of a block 

of memory which can be used to store a message to describe the condition that caused the restart. 

The Panic Block is not overwritten during the startup sequence allowing the System Software to 
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recover any message left there. The Panic Block is only intended to store messages relating to 

software failure since most hardware failures will cause the DRAM memory to lose its contents. 

Conditions such as power failure can be determined by looking at the System Flags (SysFlags) 

register. 

Conditional compilation directives in the application and System Software frameworks enable 

any module to be compiled as either a release version with no debugging information generated 

during execution or as a debug version which will output both control flow, and the internal state 

of the module. The debug versions suffer a considerable performance penalty from 

communicating the debug information hence release versions of the code are used whenever 

possible. 

A3.8 Interrupt and Timer Support 

The FRPM System Software provides support for event-driven programming with four different 

types of events: interrupt events, timer events, real-time clock alarm events, and power 

management events. Power Management events are discussed in Section A3.9. An event can be 

used to either call a specified function or increment a counter (flag) when the event occurs. 

All event management functions are re-entrant (any event can be manipulated from within any 

event function). Interrupt and timer events can also be blocked (disabled) and unblocked 

(enabled) for critical code sections. Blocking operations are cumulative - every time an event is 

blocked its Enabled counter decrements while unblocking operations cause this counter to 

increment. If Enabled is negative or zero the event is considered blocked. The Enabled counter 

cannot be incremented above 1 hence an event is guaranteed to always be blocked after a single 

Block call. The converse is not always true - a single Unblock call may not always totally 

unblock the event. 

Any function called by an interrupt or timer event executes in either the ARM710a IRQ32 or 

FIQ32 modes with all interrupts disabled. Because of this event handling functions should be 

kept as short as possible since any event function directly affects the system interrupt handling 

latency. 

Any events created by an application are marked as such and destroyed upon application exit by 

the System Software if the application has not destroyed them itself. 

A3.8.1 The Interrupt Event Dispatcher 

Any of the sixteen CL-PS7110 interrupt sources can be selected as an event source and used to 

either call an event handler function or increment a counter variable (flag) whenever that interrupt 

occurs. Depending on the source of the interrupt the handler function will execute in either the 
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IRQ32 or FIQ32 mode with all interrupts disabled. All interrupt handling processes reside in the 

0Slntrpt module. 

There are two duplicate interrupt event handlers IRQHandler for Interrupt Request exceptions and 

FIQHandler for Fast Interrupt exceptions. Duplicate handlers must be provided since Fast 

Interrupts exceptions have a higher priority than Interrupt Request exceptions. 

The interrupt event dispatcher consists of a list of virtual interrupt handlers, each handler being 

described by an InterruptHandle (Listing A3.2). Every time an interrupt occurs this list is 

searched and all matching virtual interrupt handlers are processed. Blocked (inactive) interrupts 

are ignored. Only a fixed number of interrupt handlers are available to ensure interrupt latencies 

are not excessively compromised. 

typedef struct IHT { 
int Enabled; 

unsigned Reason; 

volatile unsigned *Signal; 

void (*Callback) (struct IHT 

} InterruptBlockType; 

// Incremented upon enable 
// decremented upon disabled 
// The interrupt source which 
// will trigger this callback 
// Signal to increment on 
// interrupt 

*Handle, unsigned Reason); 
// The callback routine 

typedef InterruptBlockType *InterruptHandle; 

Listing A3.2 - Interrupt Handle Data Structure 

At present all interrupts are processed on a non-reentrant basis through the Interrupt Event 

Dispatcher and all have the same priority level. When the interrupt dispatcher is operating all 

interrupt sources are disabled. Because the Timer Event Dispatcher is derived from the Interrupt 

Event Dispatcher the processing of any Timer Events can cause interrupt processing to be 

unavailable for relatively long periods of time. 

The solution to this problem is to prioritize interrupt sources and re-enable interrupt processing 

inside the Interrupt Event Dispatcher when low priority interrupts are being processed. For 

instance, the serial communications interrupt should be given a higher priority than the slow timer 

interrupt i.e. the serial communications interrupt should be able to interrupt an already executing 

slow timer interrupt in order to service the serial port but a slow timer interrupt should not be able 

to interrupt a serial communications interrupt. This solution has not yet been implemented in the 

FRPM since its current performance level is satisfactory, however any future development should 

consider implementing prioritization. 

In most processors interrupt sources are prioritized in hardware either on a programmable or a 

fixed basis. It is curious that this feature is not present in the CL-PS7 l 10 device. The ARM 

processor also provides two interrupt priority levels, the low priority interrupt request (which 

causes a switch to IRQ32 mode) and the high priority fast interrupt request (which causes a switch 

to FIQ32 mode), of which the fast interrupt request is intended to support channel-type services 
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with minimal overhead such as Direct Memory Access (DMA). It is then doubly curious that the 

CL-PS7 l 10 does not use the Fast Interrupt Request for the high performance requirement of serial 

communications but does use it for the seemingly low performance requirement of the Battery 

Low interrupt source. 

A3.8.2 The Timer Event Dispatcher 

The System Software provides support to allow the three hardware timers available in the CL­

PS7 l 10 to be shared between tasks. The three available timers are the FastTimer, the SlowTimer, 

and the ApplTimer. The FastTimer and SlowTimer have fixed tick rates of 2kHz and 64Hz 

respectively, while the ApplTimer has a variable rate between 0.03Hz and 256kHz that can be 

selected by the application. Note however that the System Software may not be able to reliably 

process tick rates much higher than lOkHz due to event handling latencies. 

The FRPM System Software abstracts these timers in the OSTimer module by providing 

functions to create, change, and delete virtual timers. These virtual timers can be used to either 

call an event handler function or increment a counter variable (flag) at a specified rate. For 

instance if a virtual timer using the SlowTimer is created with a period of 32 it will generate an 

event every 500ms. 

Each physical timer has an independent event dispatcher with a list of virtual timers associated 

with it, each timer being described by a TimerHandle (Listing A3.3). Every time the physical 

timer ticks an interrupt event causes this list to be searched and all active virtual timers to have 

their period decremented. Blocked (inactive) timers are ignored. When the period reaches zero it 

is reloaded and any associated event (either a flag or event function) is processed. Only a fixed 

number of timers are available to ensure interrupt latencies are not excessively compromised. If 

the list is empty the associated interrupt event is blocked to avoid the time that would be wasted 

by searching an empty list. 

typedef struct TBT { 
unsigned Timer; 
int Enabled; 
unsigned Period; 
unsigned TickCounter; 

II The type of this timer block 
II Positive if timer is enabled 
II Period of timer in ticks 
II Decremented on each tick 
II When zero reloaded with Period 

volatile unsigned *Signal; II Signal to increment on 
II interrupt 

void (*Callback) (struct TBT *Handle, TimerType timer); 
II The callback routine 

} TimerBlockType; 

typedef TimerBlockType *TimerHandle; 

Listing A3.3 - Timer Handle Data Structure 
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A3.8.3 The Real Time Clock and Alarm Event Dispatcher 

The CL-PS7110 incorporates a Real-Time Clock (RTC) based around a 32-bit counter 

(RTCCount) that increments once per second and a 32-bit match register (RTCMatch) that can be 

set to generate an alarm event when its time matches the time in the RTC count register. The 

RTCDIV field of the System Flags register (SysFlags) contains an extended count for the RTC 

count register giving the number of 64Hz ticks that have passed since the RTC count register was 

last incremented. 

The zero-time reference for the FRPM is the same as that of the UNIX operating system 

(Midnight, January 1, 1970) which gives the time when the FRPM clock overflows back to zero 

as sometime in 2106. However, the UNIX-derived C runtime library used in the FRPM software 

will cause an earlier failure on January 18, 2038. 

The FRPM System Software abstracts the RTC in the OSTimer module by providing functions to 

set and retrieve the current time, and to create, change, and delete alarms. Alarm events can be 

used to either call an event function or increment a counter variable (flag) at a specified time. 

When an alarm is created, if the desired alarm time is in the past relative to the system clock the 

alarm creation will fail. When an alarm is changed, if the new desired alarm time is in the past 

relative to the system time the event function is called immediately. If the system time is changed 

all alarm times are changed so that their relative time remains unchanged. 

The alarm event dispatcher is implemented in a similar way to the timer event dispatchers and 

uses the same data structures. However, an alarm event only occurs once, when the alarm time 

matches the current system time. At this point the alarm time should be either changed or the 

alarm deleted. Alarm events can be blocked and unblocked using the respective timer blocking 

and unblocking functions. 

A3.9 Power Management 

To enable the FRPM to operate on solar power alone for long periods of time, power management 

received critical attention during design of the FRPM. The CL-PS7110 processor provides 

hardware support for several power management modes while the FRPM hardware provides 

support for measurement and identification of the overall power consumption state of the system. 

The power management services are based largely around the OSPwrMan module with other 

modules assisting via the standby and wakeup events to minimize power consumption as much as 

possible. 
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A3.9.1 Standby, Idle and Safe Modes 

The CL-PS7110 processor supports both Standby and Idle power saving modes allowing a 

considerable increase in battery life if these modes are used wherever possible in both System 

Software and application code. In Standby mode the CPU is stopped and all peripherals except 

the real-time clock are disabled. In Idle mode only the CPU is stopped with all peripherals left 

active. Safe mode is a software extension of the Standby mode that forces the FRPM into 

hibernation if the remaining battery charge gets critically low. 

Idle mode is entered by calling the Idle procedure which writes to the Enterldle register, halting 

the CPU. Once in idle, the processor hardware will only re-enable the CPU once an interrupt is 

received, allowing execution to continue. Idle mode saves power by stopping the CPU execution 

and by preventing accesses to external memory. 

Standby mode is entered by calling the Standby procedure which forces the FRPM hardware into 

a low power state before forcing the CL-PS7110 to enter standby. Once in Standby mode the 

only mechanisms to allow the processor to wake, allowing execution to continue, are the 

processor's Wakeup input (currently connected to the User Wakeup push-button, see Section 

A2.l.3), any external interrupt sources (currently not used), and the real-time clock alarm 

interrupt. 

Before entering Standby mode the Standby procedure first searches the list of standby event 

handlers, servicing any tasks or modules that need to perform additional work to prepare 

themselves for Standby mode, and switches off any hardware the OSPwrMan module itself is 

responsible for, before placing the processor in standby. Once the processor is woken the list of 

wakeup event handlers is searched and registered tasks and modules are notified of the event. It 

should be noted that if the processor was brought out of standby by an interrupt, that interrupt will 

be serviced before the wakeup event is posted. 

Safe mode is intended as a last-resort measure to save the system from a power failure if the 

remaining battery charge reaches a critically low level. It forces all of the FRPM hardware into 

the lowest possible power consumption state and attempts to recharge the battery over a 24 hour 

period before allowing any attempt at a wakeup. Although this may result in the disruption of an 

experiment and loss of communication with the unit for a period of time, it is considerably better 

than losing the entire system completely, particularly if the unit is in the field and retrieval is 

difficult. 

The critical battery point is currently detected via the processor's BatteryOK input being forced 

low once the battery terminal voltage reaches 4.2V. The interrupt resulting from the transition in 

the BatteryOK input forces the current battery state to BatteryFlat. If the battery is still in this 

state the next time Standby is called it will first process the list of event handlers to show some 

cooperation before calling SafeMode to force all peripherals to their lowest power consumption 

state, disable all interrupt sources except the real-time clock interrupt, and set the real-time clock 

alarm to attempt to wake the FRPM in 24 hours' time before placing the processor in standby. 

251 



Once the FRPM is in standby, any attempt to wake it will be blocked by the CL-PS7 l 10 hardware 

unless the BatteryOK signal becomes high again (indicating the battery is charged) or the FRPM 

is plugged into an external power source. Upon wakeup the system's original state is restored, 

any wakeup event handlers are called, and execution continues. 

Safe mode can potentially be thwarted by any task that places a large power demand on the 

battery, including radio module operation. If the battery voltage only just exceeds the critical 

threshold when the FRPM is woken, a large power demand may pull the weakened terminal 

voltage down forcing the FRPM into Safe mode once again. If the charging rate of the battery is 

very low then the battery will eventually discharge to the point where the processor can no longer 

be restarted from suspend and the system will fail. However, the 24 hour period before any 

wakeup attempt is made should prevent this problem since even in very cloudy weather sufficient 

charging would occur to at least partially recharge the battery. In practice, Safe mode has yet to 

be entered by a unit in field use. 

A3.9.2 Standby and Wakeup Events 

The Power Management software provides support for modules or applications to receive events 

indicating that the FRPM is leaving or entering its Standby state. The Standby event is intended 

to allow modules to finalize any activity, including flushing communications channels and 

switching off any extra hardware, before the FRPM enters Standby mode. The Wakeup event is 

intended to provide the opposite service to allow modules to re-initialize themselves and switch 

on any extra hardware before the main execution thread continues. 

Both of these events allow only handler functions to be called unlike interrupt and timer events 

which allow both handler functions and flags. The event dispatchers are implemented as two 

separate lists of callbacks, one for Standby events and the other for Wakeup events. When the 

Standby function is called the Standby list is searched and all valid event handlers are called 

before the Standby function places the FRPM in Standby mode. Upon wakeup, the Standby 

function calls all valid Wakeup handlers in the Wakeup list before returning control to the caller. 

The power management events and their handlers execute in SVC32 mode and are completely re­

entrant (any event can be manipulated from within any event function). Any events created by an 

application are marked as such and destroyed upon application exit by the System Software if the 

application has not destroyed them itself. 

A3.9.3 Power Manager Tasks 

Two tasks are used to manage the power state of the FRPM, these being the 

UpdatePowerManager and UpdateBatteryCharger tasks. Both of these tasks are queued to run on 

a periodic basis by separate timer events. UpdatePowerManager is queued every 10 seconds 

while UpdateBatteryCharger is queued every 10 minutes. Every time Enterldle is called it checks 

to see if either to these tasks are queued. If the task is queued then it is executed. 
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The UpdatePowerManager task updates the PowerManager structure to the current state by 

measuring the current battery temperature, battery voltage, battery current, and input voltage. 

From these four measures the current power source and battery charging source can be 

determined. This information affects how the power management software behaves in respect to 

battery charging and power saving modes. For example, if the FRPM is currently supplied by an 

external power source the auto-off function for the command line interface will be disabled. 

The UpdateBatteryCharger task manages the battery charging operation. The current 

configuration of the FRPM uses NiMH batteries which are sufficiently rated to continuously 

accept the full charge current from the solar panel without damage. Therefore battery charging is 

always enabled at the full solar panel output current. By arranging the battery charger as a task it 

enables more complex charging strategies to be implemented in the future. 

A3.10 Communications Support 

The FRPM currently supports only two communications channels, these being RS232 Serial 

Communications and the FRPM Radio Data Network. There is also support on the FRPM Main 

Board for an IrDA Infrared Data Link but this is not currently implemented in software. Future 

enhancements to the FRPM communications system could include the packetization of data to 

allow for multiple virtual communications channels within one data channel or the use of 

Ethernet-based radio modems to improve system flexibility. Because of these various options the 

FRPM communications support was designed to provide maximum flexibility and the ability to 

hide any future enhancements from any developed applications. 

A3.10.1 Communications Abstraction Layer 

To hide the details of any communications channel currently being used the FRPM System 

Software implements a Communications Abstraction Layer in the OSComms module that isolates 

communications as seen from the application from whatever real communications implementation 

is being used. 

The Abstraction Layer allows channels to be created by any executing application and given an 

identifier that would associate that channel with the endpoints at both the FRPM and base station 

ends of the channel. This would allow multiple virtual channels to occupy the one physical 

channel. From that point on, any read or write access to that channel would occur independently 

of any other channel. However, this feature is not yet fully implemented and the created channels 

cannot be regarded as independent. Currently all channel accesses are reflected to the Serial 

Communications module OSSerial. 
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The Abstraction Layer also supports redirection of any channel output to a file where any data 

written to the channel will instead be written to a file in the FRPM Main File System. Note that 

read access to a redirected channel will always fail. 

A3.10.2 Serial Communications 

The OSSerial module provides the serial communications implementation for the FRPM System 

Software. This module supports all of the possible serial communications channels: RS232 

communications, the FRPM radio data network, and the IrDA data link (currently this echoes to 

the RS232 port). It provides support for access on an individual byte, zero-terminated string, or 

block basis with optional hardware handshaking. Data rates from l lObs-1 to 115.2kbs-1 are 

supported and the serial word format is always 8 data bits, one stop bit, no parity bit. 

The OSSerial module is effectively split into two halves, these being the receive and transmit 

functions. Each function is based around a circular buffer implemented as a byte array. The 

serial interface hardware in the CL-PS7110 consists of both receive and transmit FIFO buffers 

(UartData) and the serial interface control register (UartControl). Several related flags are also 

found in the system flags register (SysFlags). 

Whenever the 16-byte receive FIFO is more than half full, or has data and no new data has been 

received for a three-character period, the SerialReceiveHandler is called to move data from the 

receive FIFO into the receive buffer. Once the receive buffer becomes full any received data will 

be discarded until space in the buffer becomes available again. It is the responsibility of the 

OSComms abstraction layer to recover from any such error. Similarly, any word received with a 

framing error will be discarded. If the serial port receive FIFO buffer overflows, its entire 

contents are discarded. 

When the 16-byte transmit FIFO is less than half full the SerialTransmitHandler is called to fill 

the transmit FIFO from the transmit buffer. If the transmit FIFO can no longer be filled due to the 

transmit buffer being empty the SerialTransmitHandler is disabled until new data is available. 

The transmit buffer will only accept data from if space is available otherwise it will return an 

error to the function caller. 

The OSSerial module also implements hardware RTS/CTS handshaking to avoid data loss for 

both receive and transmit functions if a channel that supports handshaking is selected. If receive 

queue is getting full the SerialTransmitHandler requests the source pause transmission by setting 

RTS high. If the source does not acknowledge the request and data continues to arrive then the 

receive FIFO may overflow and data loss will result. As soon as a reasonable amount of space is 

available in the receive queue RTS is set low again to signal the source to resume transmission. 

As long as the CTS line is kept low the SerialTransmitHandler will continue transmitting data. If 

the CTS line becomes high then SerialTransmitHandler will be disabled until CTS becomes low 

again. A falling edge on CTS will cause the SerialStatusChangedHandler to be called which will 

re-enable the SerialTransmitHandler. Note that when SerialTransmitHandler is disabled by CTS 
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going high there may be up to 16 characters present in the transmit FIFO which will still be sent. 

Therefore when the destination gets near full it should signal CTS high with at least 16 bytes of 

free space left in its receive queue or else data loss will result. 

A3.10.3 Radio Management 

Because of the transparent nature of the WIT2400 radio modules, the transmission and reception 

of data via the radio link looks no different than the RS232 interface. The WIT2400 modules 

manage all error correction and buffers data in case of link fading or drop-out. All that is required 

of the System Software is to ensure the radio module powers-up and powers-down in the correct 

sequence. Communication with the radio module is performed with hardware handshaking 

enabled at l 15.2kbs·1• The OSRadio module contains any radio channel-specific functions, 

particularly those for powering up and shutting down the radio module. 

A3.11 The File System 

The FRPM System Software includes a file system, the Filer, to enable the storage of both 

applications and data on the FRPM. The Filer consists of two areas of memory: a 10MB area of 

DRAM (the Main File System) which provides non-permanent (volatile) storage space and is 

expected to mainly hold transient data sets or applications, and a l 792kB area of Flash memory 

(the Flash File System) which provides permanent (non-volatile) storage to hold commonly-used 

applications or data sets that must be preserved, even in the event of a total power failure. 

The Filer allows the use of filenames of up to 63 characters. No file sub-directory support is 

provided since it is envisaged that the Filer contents will tend to be several large files rather than 

many small, difficult to manage files. The Filer does not support shared access to a file - even if a 

task opens a file for read-only access no other task will be allowed any access. Because the 

FRPM System Software only supports a single application executing at any one time this is not an 

inconvenience. 

The OSFiler module is the main access point for any file operations. If the Filer determines that 

the file actually resides in the Flash File System then the operation request is re-directed to the 

OSFlash module. 

A3.11.1 The Main File System 

The Main File System is based around a doubly-linked list of file headers (Listing A3.4) into 

which files can be both inserted (created) or removed (deleted). Files are always created at the 

'front' of the list with the doubly-linked list structure allowing the deletion of any file without 

breaking the list. Each header in turn points to the actual file data, whether it be stored in Flash 
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memory or DRAM memory, with the data stored as an uncompressed continuous array of bytes. 

The file header contains information about the file data itself as well as information on the current 

access mode and the current offset within the file. 

typedef struct FIBT { 
struct FIBT *Previous; II Previous FileinfoBlock 
struct FIBT *Next; II Next FileinfoBlock 
byte *File; II Memory allocated to this file 
char Name[FILE_NAME_LENGTH]; II Name of the file 
char Creator[FILE_CREATOR_LENGTH]; II Creator of file 
char Date[FILE_DATE_LENGTH]; II Last changed 
unsigned Checksum; II Checksum over the whole file 
unsigned Open: 1; II True if this file is open 
unsigned OpenedByApp 1; II TRUE if opened by application 
unsigned Type: 2; II The file type 
unsigned Access : 2; II The current file access mode 
unsigned InFlash: 1; II Is this file in flash memory? 
unsigned FlashSectors 19;11 If the file is in flash, 

unsigned _BitPad: 6; 
unsigned Allocated; 
unsigned Length; 
unsigned Position; 

} FileinfoBlockType; 

II what sectors it uses 
II Padding 
II Allocated size of this block 
II Size of this block so far 
II Position we are currently 
II accessing 

Listing A3.4-File Header Data Structure 

The underlying framework of the file system is a heap data structure, itself a doubly-linked list of 

memory block descriptors which record where blocks of memory are reserved and how large the 

blocks are. Whenever the size of a file is increased the heap is searched for a free continuous 

block of memory that can contain the new size. The file is then moved to this new space and the 

file header and heap block descriptor list updated. 

The Main File System cluster size of 16kB which helps to avoid heavy fragmentation of memory 

caused by frequent re-allocation of memory blocks and helps to ensure that any released blocks 

will still be large enough to be useful. By searching the heap from the current position to the end 

rather than starting each search for a free block from the start of the heap, the earlier allocated 

blocks are given the maximum possible time to be freed and collapse into larger, more useable, 

blocks. This method also generally guarantees the shortest possible search time to find a free 

block. 

File integrity is determined by the use of a checksum over the file data. Any files opened by an 

application are marked as such and closed upon application exit by the System Software if the 

application has not closed them itself. Provided power is not lost to the Main File System, there is 

usually sufficient error checking provided by cross-checking the list linkage and checksums to 

enable the Filer contents to be reconstructed after a system restart. 

The reconstruction algorithm first attempts to reconstruct the heap from both ends, if this fails the 

File System is considered irretrievably lost and is completely reset. If the heap is found to be 

intact in either direction it is reconstructed and the Filer linked-list is stepped through from the 

start of the list to the end and checked for breaks. If a break is found in the list another search 
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begins from the end of the list towards its start. If another break is found all files between the two 

breaks are considered lost but the list is patched to rejoin the two halves and recover the files they 

contain. If either search makes it all the way to the other end the Filer list is either intact or can be 

completely repaired. 

Once the Filer linked-list is restored any files that are resident in Flash memory are removed and 

the remaining files are each checked against the list of allocated blocks in the heap. Any allocated 

blocks that do not match a stored file are freed, allowing memory reserved by lost files to be 

recovered. All file contents are also checked against their respective checksum and any corrupted 

file is deleted. After re-inserting any files resident in Flash memory the Filer has been completely 

reconstructed and any files within it can be considered intact. 

The Main File System is protected from the potentially corrupting effects of an accidental write 

access by describing the Filer memory area as a separate domain in the MMU Translation Table 

and keeping this Filer Domain locked (read-only access) at all times. Whenever a function within 

the Filer wishes to have write access to a file the File Domain is unlocked by the System Software 

to allow both read and write access. When the write access is finished the domain is again locked. 

Using this technique, if any executing code outside of the privileged Filer functions attempts write 

access to the Main File System, an Illegal Access exception will be generated, the write will be 

blocked and the IllegalAccessHandler called. 

A3.11.2 The Flash File System 

The Flash File System provides permanent (non-volatile) storage space for up to 14 files at any 

one-time. Each file occupies at least a single 128kB sector and could potentially occupy all 14 

sectors if no other files were present. By organizing the files on a sector basis a single sector 

erase operation can be used to delete that file from flash memory (multiple sectors can be erased 

by a single sector erase operation). Although this 128kB cluster size is convenient for 

manipulating the Flash memory it can potentially lead to large under-utilized areas in the Flash 

filing system that a more complex system could overcome. 

Files are always created in the Main File System which allows unrestricted read/modify/write 

access to any files in contains. Once a file has been created and then closed it can be moved to 

the Flash File System at the request of the application. A file in Flash memory can be neither 

modified nor written to, it can only be read. To modify a file in Flash memory it must first be 

moved back into the Main File System, modified, then optionally moved back to the Flash File 

System. 

Because of the need to access any files resident in Flash memory through the Main File System 

the Flash File System is quite closely linked to the data structures involved with managing the 

Main File System. When a file is moved from the Main File System into Flash memory the 

original header is maintained in the Main File System linked list with the File field adjusted to 

point to the file data's new location within Flash memory and some of the file's flags adjusted to 
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indicate its new read-only status. The header stored with the data in Flash memory is only used if 

the File System has to be reconstructed after a power fail condition. The stored header is then 

copied out of Plash memory and inserted into the Main File System's list. 

Since the Flash File System contents are physically organized on a sector-basis the natural data 

structure to represent its contents is a 14-element array where each element is the size of a sector 

of Flash memory. By overlaying this data structure against the Flash memory a convenient 

method of accessing the Flash memory as a file system is obtained. 

Each file in the Flash File System starts on a sector boundary. The first few bytes are taken up 

with a file header (FilelnfoBlockType) with the file data following immediately after the header. 

A valid file in Flash memory has the Next and Previous fields of its header set to Ox12345678 

allowing a simple search of the first two words of every sector to in Flash memory to locate any 

valid files. If a Flash-resident file occupies more than a single sector then it is unlikely that the 

first two words of a sector boundary within the file will contain this pattern. 

Files resident in the Flash File System are 'deleted' from Flash memory by setting the Next and 

Previous fields of its header to OxOOOOOOOO to mark the sector as unused (Flash memory 

technology allows ones to be programmed to zeros but not vice-versa). The contents of the file 

are still present until the creation of a new Flash-resident file requires the space and issues a 

sector erase operation. The process of moving a file from Flash memory to the Main File System 

actually consists of a memory copy operation followed by this deletion operation. By only 

marking a file as deleted and performing the erase operation later system response is improved 

during deletion at the expense of a longer programming time. 

The Flash File System is protected from the potentially corrupting effects of an accidental write 

access by describing the Flash memory area as a separate domain in the MMU Translation Table 

and keeping this Flash Domain locked (read-only access) at all times. Whenever a privileged 

function wishes to have write access to the Flash memory area the Flash Domain is unlocked to 

allow both read and write access. When the write access is finished the domain is again locked. 

Using this technique, if any executing code outside of the privileged Flash functions attempts 

write access to the Flash memory area, an Illegal Access exception will be generated, the write 

will be blocked and the IllegalAccessHandler called. 

The OSFlash module also manages the Flash-resident images of the System Software and the not­

yet-implemented Interpreter, both of which occupy fixed sectors within Flash memory. There are 

routines within OSFlash that allow either of these images to be replaced under control of the 

System Software. 
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A3.12 Command Line Interface 

The FRPM System Software contains a command-line interface (module OSCli) that allows for 

system management by the user. The command-line interface provides support for such 

operations as file management, obtaining status information and setting parameters such as the 

system time. It also provides a mechanism to run applications with any desired parameters. 

The command-line interface is the default interface to the FRPM System Software. Its basic 

operation is to wake the FRPM every minute via an alarm event, open the currently selected 

communications channel, check for any commands for 5 seconds, close the channel and put the 

FRPM back into standby mode again. If any commands are received the command line is started 

and any valid commands are executed. The command line will automatically exit and place the 

FRPM in standby again if no valid commands are received for a two minute period. 

By keeping the FRPM in standby and only waking it for short periods the battery life can be 

greatly extended, especially when operating on solar power with the radio as the communications 

channel. 

Full details on the command syntax and capabilities of the command-line interface can be found 

in the FRPM Users Manual138• 

A3.13 Command Sequencer 

The Command Sequencer allows the user to load the FRPM System Software with a sequence of 

instructions to be executed at set times. This facility is generally used for starting experiments, or 

parts of an experiment, at particular times. It also allows multiple FRPM units to be synchronized 

within an experiment to ensure that all units are taking the same measurements at the same time. 

The Command Sequencer is implemented in OSSqunce module. 

The Command Sequencer can execute any available command, or group of commands, that the 

Command Line supports and can execute that command either once at a set time (a Single-Shot 

command) or several times at fixed intervals (a Periodic command). 

The Sequencer scans a text-format sequence file from the File System to extract the commands 

that need to be executed and the information on when to execute them. The file is first scanned 

for Periodic commands which are loaded into an array of InstructionType structures (Listing 

A3.5) which keeps track of how many times the command has been executed and when it should 

be next executed. Once all Periodic commands have been found the array is scanned to find the 

command that will occur next and an alarm event is set for that time. When the alarm occurs the 

array is searched and any commands with a matching time are executed via the Command Line 

Interface. Once the command is finished the list is searched for the command that will occur next 

and the alarm event is changed accordingly. 
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typedef struct { 
byte IsPeriodic; 
unsigned StartTime; 
unsigned Interval; 
unsigned Count; 
unsigned Line; 
char *CommandLine; 
} InstructionType; 

// TRUE if command is periodic 
// Start time of instruction execution 
// The time between command executions 
// Number of times to execute command 
// Line instruction is in sequence file 
// The command line to execute 

Listing A3.5 - Instruction Information Data Structure 

Any Single-Shot commands present in the sequence file are assumed to be present in their 

sequence of execution hence the file is scanned again and each command found is used in that 

sequence. Every command found causes an alarm event to be set and the FRPM placed in 

Standby mode until that alarm occurs whereupon the command will be executed via the 

Command Line Interface and the file scanned further until another command is found. In this 

way all Single-Shot commands are processed. If the start time of a command is in the past 

relative to the FRPM system time the command is executed immediately. Once all Single-Shot 

commands have been executed the Sequencer waits until all Periodic commands have finished 

before returning control to the Command Line Interface. 

As an example, the sequence file in Listing A3.6 will begin a periodic command (record ECG for 

3 minutes at 100 samples/sec) at 9am in the morning of the same day (rel today) the sequence 

file was started. This period command will be executed every 5 minutes, 72 times, creating 72 

files of the form ecg_nn. raw. At 4pm on the same day, a single-shot command (compress all 

files matching * . raw are save result to Flash memory) will be executed. After execution of this 

last command the sequence file is finished and control returns to the Command Line Interface. 

# Example sequence file 
# Execution flags 

reltoday logfile Trial.log 
# Periodic commands 
# [Start hh:mm:ss dd-mm-yy], [Interval hh:mm:ss], [Count 
n]\t[Command] 
9:00:00 0-0-0,00:05:00,72 sampler -raw -file ecg.raw -rate 100 -
count 18000 -adc 11 
# Single-shot commands 
# [Start hh:mm:ss dd-mm-yy]\t[Command] 
16:00:00 0-0-0 container ecgdata -add *.raw -flash 
# End of sequence file 

Listing A3.6 - Example Sequence File 

Full details on the Command Sequencer and its capabilities can be found in the FRPM Users 

Manual 138. 
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